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BAXHO!

BHUMATEJIbHO O3HAKOMbTECbH NEPEA UCIOJIb3OBAHUEM.

COXPAHUTE 3TO PYKOBOACTBO ANA byAYLIUX CTNPABOK.

HacTosawmin 4oOKYMeHT SBNsSieTCA pyKOBOACTBOM Monb30BaTeNns Ans cepum NpoaykTos. He Bce
NpoOAYKTbl U3 3TON CepuUM NOAAEPKMBAIOT BCE (PYHKLUMOHANbHbIE BO3MOXHOCTU BCTPOEHHOIO
nporpamMMHoro obecneyenns. CHUMKM 3KpaHa n rpaduryeckne n3obpaxxeHns B 3TOM pyKOBOACTBE
MOryT OT/IMYATLCHA OT peanbHOro Bnaa NpoAyKTra u3-3a pasivynii BO BCTPOEHHOM MpOrpamMMHOM
obecneyeHnn nnu B onepaunmoHHON CMCTEMe, YCTAaHOBJ/IEHHOM Ha KOMMbIOTEpe nonb3oBatensd. Hamum
cAenaHo Bce BO3MOXHOE ANns Toro, 4tobbl MHpOpMaums, NpuBeAeHHas B HacTosLWeEM pyKOBOACTBE,
6bls1a TOYHON.

HOI'IOHHMTeanaH AOKyMeHTauuaA
e CnpaBO4YHOE pyKOBOACTBO MO MHTEpdeNnCcy KOMaHAHON CTPOKMU

B cnpaBoYHOM pPyKOBOACTBE MO MHTEpdeincy KoMaHAHOW CTPOKM OMMcaHa HacTpolika KOMMYTaTop
C UCMoNb30BaHWEM 3TOro MHTepdeiica.

MpuMeyaHue: [na HaCTPOMKM KOMMYyTaTop npeanodTtuTenbHee ncnonb3osatb Web-
KoHbUrypartop.
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3HaKOMCTBO C KOMMYTaTOpPOM

1.1 BBeageHue

B 5TOM rnaBe onMcaHbl OCHOBHblE XapaKTEPUCTUKN U cnocobbl NnpuMeHeHns KommyTaTopa. Cepus
3700 ekntoyaeT B cebs cnegyoowme Moaenu:

e GS3700-24

e GS3700-24HP
e GS3700-48

e GS3700-48HP
e XGS3700-24

e XGS3700-24HP
e XGS3700-48

e XGS3700-48HP

[aHHble yCTpoMcTBa NpeacTaBnsioT cobolh aBTOHOMHbIE KOMMyTaTopbl Ethernet ypoBHs 2 ¢
OOMONHUTENbHbIMU DYHKUMAMW BTOPOro, TPETbero N YeTBEepTOro YPOBHS, KOTOPbl€ MOXHO
ncrnonb3oBaTth B ceTsax Ethernet.

BcTpoeHHbIn Web-KkoHpurypaTtop, Bkatovawowmnii B ceba dyHkumio ZyXEL One Network (ZON)
Neighbor Management (pa3a. 7.3 Ha cTp. 56), obneryaet npocMoTp, ynpaBaeHUe U HACTPOMKY
napaMeTpoB KOMMyTaTopa M NOAK/OYEHHbIX K HEMY YCTPOMUCTB. KpoMe Toro, KOMMyTaTop
noagepxuBaeT ynpasneHue yepes Telnet, niobyo nporpamMmy-sMynaTop TepMmnHana ¢
NOAKIOYEHNEM YEepes3 KOHCOJbHbIN MOPT, @ TaKXe C MOMOLLbIO MPUIOXKEHUI Ha OCHOBE MPOCTOro
npoTokona ceteBoro ynpasneHus (SNMP) oT CTOPOHHUX NPOM3BOAUTENEN.

ZyXEL Takxe npegnaraet cobcTBeHHyto ytmnuty, ZyXEL One Network (ZON) Utility, koTopas
rnoMoraeT ynpoCTUTb NPOLLECC HACTPOMKN U 06CNYXXMBAHUSA CETEBbIX YCTPOUCTB. YTunnty ZON Utility
MOXHO 3arpy3uTb C canTa www.zyxel.com 1 yCTaHOBUTb Ha KoMnbtoTep. Bonee nogpobHyto
nHdopmauuto 06 ytunute ZON Utility MoxxHO HainTu B pasa. 7.2 Ha cTp. 55.

B Ta6nmu,e, I'IpVIBe,CI,EHHOﬁ HWXe, onncCaHbl NOPTbl KOMMYyTAaTopa Ans KaXxaol 13 moaenen.

Tabnuua 1 Moaenun v JOCTYMHbIE NOPThI
MOJEJIb KOMMYTATOPA | MOPTbI

GS3700-24 n GS3700-24HP e 24 nopta Ethernet Ha 10/100/1000 M6ut/c
e 4 coBMelleHHbIX NHTepdenca GbE

GS3700-48 1 GS3700-48HP e 48 noptoB Ethernet Ha 100/1000 M6uTt/c
e 4 coBMelleHHbIX NHTepdeinca GbE
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naBa 1 3HaKOMCTBO C KOMMYTaTOPOM

Tabnuua 1 Mogenu n 4OCTyNHbIE NOPThI
MOLEJIb KOMMYTATOPA | MOPThI

XGS3700-24 1 GS3700-24HP e 24 nopta Ethernet Ha 10/100/1000 M6uTt/c
e 4 coBMelleHHbIX nHTepdenca 1G/10G Ethernet

XGS3700-48 n GS3700-48HP e 48 noptos Ethernet Ha 100/1000 M6uT/c
e 4 coBMelleHHbIX MHTepdenca 1G/10G Ethernet

Moaenu ¢ nuaekcom “HP” nogaepxusaoT GYHKUMIO NUTaHUSA YCTPOMCTB No BUTOM nape (Power-
over-Ethernet, PoE). KommyTaTopel ¢ uHgekcom “HP” nogaepxusatot ctaHaapTbl IEEE 802.3at High
Power over Ethernet (PoE) n IEEE 802.3af PoE.

OCHOBHbIE pasnnyuna Mmexay Moaenamum YCTpOﬁCTB KOMMYTaTop OnuncaHbl HUXxe. Bce ocTanbHble
qJYHKLl,VIOHaJ'IbeIe BO3MOXXHOCTU AOCTYNHbI Anga BCEX MoAaenen.

B AaHHOM pasfene nNpuBOAUTCA HECKOMbKO MPMMEPOB UCMO/Ib30BaHMUA KOMMYTaTopa B pasfiuuHbIX
ceTeBbIX KOHMUrypaumsax.

1.1.1 lNMpumeHeHne B MarucTpanbHOU ceTu

B fgaHHOM KOHMUrypaumMm KOMMyTaTop SBASETCS MaeanbHbIM peleHneM ans Masnbix ceTein, KoTopble
0XMAAKT CTPEMUTENBHOrO pocTa B 6nuxanwem byayuwem. JaHHbIA KOMMYTaTop MOXET
MCMNOMb30BaTbCA aBTOHOMHO AJ15 rPYNMbl aKTUBHbIX NOsib30BaTenen. K noptaMm KOMMyTaTopa MOXHO
NOAKI0YATb KOMMbIOTEPDLI UKW APYrne KOMMYyTaTopbl.

B aTOM npuMepe BCe KOMMNbKOTEPbI MOIYT COBMECTHO MCMOJ1b30BaTb BbICOKOCKOPOCTHbLIE MPUIOXEHUS
Ha cepBepe. [1na paclwmMpeHuns ceTu A4OCTAaTOYHO NpocTo Ao0b6aBUTbL Apyrue ceTesBble YCTPOWCTBA,
HanpuMmep, KOMMyTaTopbl, MapLpyTU3aTopbl, KOMNbIOTEPbLI, MPUHT-CEPBEPLI U T.4.

PucyHok 1 [lpuMeHeHWe B MarucrpanbHON ceTn

l

o —

’m
A =

<= <=

_——— N\

1.1.2 Mpumep MocTOBOU KOHhUrypaumum

B 3TOM npuvMepe KOMMyTaTop CoeaAUHSET pas3sinyHble oTaeNbl kKoMnaHun (MccnegoBaTesibCKUA
otaen n OTaen npogax) C KOPrNopaTMBHOM MarucTpanbio. TO NO3BOASET YMEHbLUUTb
«COCTA3aHMe» 3a NPOMNYCKHY CNOCOBHOCTb M YCTPaHUTb «y3KMe MecTa» B CETU U MOAKUYEHUN K
cepBepy. Bce nonb3oBaTtenu, KotopbiM TpebyeTcs 6onbluas NponyckHas CnocobHOCTb, MOryT
MOAKIYATLCA K BbICOKOCKOPOCTHbLIM CEpBEpPaM CBOMX OTAEN0B Yepe3 KoMMyTaTop. Micnonb3oBaHue
nopTta Gigabit Ethernet/mini-GBIC koMMyTaTopa no3BosisieT o6ecneuynTb BbICOKOCKOPOCTHOM KaHan

019 KacKagHoro coeamnHeHus.
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"naBa 1 3HakKOMCTBO C KOMMYTaTOPOM

Kpome TOro, KoMmmyTaTop obnervaet 3agaum KOHTPOJIA U 06CJ'IY)KVIBaHMﬂ, no3Bonsda CETEBLIM
aAMUHNCTPpaTOopaM UEHTPaIM30BaHHO pacnoJIoOXNTb HECKO/IbKO CEPBEPOB.

PucyHok 2 [puMeHeHWe B MOCTOBOI KOHUrypauum

MarucTtpanbHoe
nopknoyeHne

WHTepHeT

7

H B

y 4

mee Y
LELILLl)

H -

[ =7 et
S T

—_—

: Wccneposatenbckuin ||
I otgen

- .-

N

OTgen npogax

CE T
L R T
S NN BN N NN NN AN N A

1.1.3 MNpumep BLICOKOCKOPOCTHOU KOMMYTaLUK

[aHHbIi KOMMYTaTOp MAeanbHO MOAXOAUT AN COeANHEHUSA ABYX CETEW, KOTOPbIM TpebyeTcs
BbICOKAsi MPOMNyCKHas CNoCOBHOCTb. B npuBeAeHHOM MpuUMepe AN COeAUHEHUS 3TUX ABYX CeTel
NCMOJIb3yEeTCa rpynnuMpoBaHue NopToB.

Mepexon Ha BbICOKOCKOPOCTHbIE IOKasNbHbIE CETU, Hanpumep, paboTatowme no TexHonorum ATM,
ana 6onbWKMHCTBa Nonb3oBaTenen HeuenecoobpaseH M3-3a BbICOKOW CTOMMOCTU 3aMeHbl BCeX
nMelwmxcs Ethernet-kabenen n kapT agantepos, peCTpyKTypM3aumnm CETU U CNOXKHOCTH
TeXHMYECKOro obcnyxuneaHus. JaHHbI KOMMYTaTop NO3BONSET AOO6UTLCS TakoM XXe NponyCKHOMN
CNocobHocCTH, Kak 1 B ceTn ATM, HO Npu CyLLECTBEHHO MEHbLUMX 3aTpaTtax M C BO3MOXHOCTbIO
MCMNOMb30BaHNSA MMEIOLNXCS afanTepoB U KOMMYTaTopoB. bonee Toro, CoxpaHsaeTcs cyLllecTeytoLas
CTPYKTYpa NoKasibHOM CeTu, Tak Kak BCe NOpTbl MOryT CBO6OAHO CBA3bIBATbLCA APYr C APYrOM.

PucyHok 3 [puMep BbICOKOCKOPOCTHOM KOMMyTauuu B pabouei rpynne
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1.1.4 Mpumepbl npumeHeHns B cetsax VLAN Ha 6a3e IEEE 802.1Q

BupTyanbHble nokaneHble cetn (VLAN, Virtual Local Area Network) no3sonsitoT pa3genuTtb ogHYy
PU3nYecKyo CeETb Ha HECKOJIbKO siornyecknx. CTaHumMm B IOrMYECKON CeTU NpuHaanexaT K O4HOMN
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naBa 1 3HaKOMCTBO C KOMMYTaTOPOM

rpynne. CTaHUUS MOXET NpuUHaanexaTb K HECKONbKMM rpynnaM. Mpu ncnonb3oBaHum ceTeli VLAN
CTaHUMS He MOXET OTNpaBfsaTb UM NMPUHMMATb AaHHbIe OT CTaHLUMIiA, He NpUHaanexalmnx K Ton xe
rpynne (rpynnam); 3To BO3MOXHO NiNWb B TOM c/lydae, ecnun Tpaduk npoxoamT yepes
MapLupyTM3aTop.

[ononHUTenbHy MHMDOPMaLMIO 0 BUPTYasbHbIX NOKaNbHbIX CETAX MOXHO HalTK B r1. 9 Ha cTp. 91.

1.1.4.1 TMpumep BUpTyanbHOM JflOKarnbHOM ceTn Ha 6a3e TeroB

MopTbl B oaHol rpynne VLAN npuHagnexaT K 04HOMY AOMEHY LWMPOKOBELLATeNbHOM nepeaayn
KagpoB. DTO NMO3BOJISeT NOBbICUTb NPOM3BOANTENIBHOCTb CETM 3@ CHET YMEHbLUEHNS
wmpokoBewartenbHoro Tpaguka. Npynnel VLAN MOXHO M3MeHSATb B Nt060M MOMeHT, nobasnss,
nepemMeLlas uam naMeHaa Noptbl 6e3 nepenoakntoyeHns kabenen.

O6wmne pecypcbl, HanpuMmep, cepBep, MOryT NCNOJSIb30BaTbCSA BCEMU MOPTaMm B Ton xe cetn VLAN,
4yTO U cepBep. Kak nokasaHo Ha NpMBEeAEHHOM HMXe pucyHke, B ceTb VLAN 1 HeobxoaMMO BKTHOUUTD
TOJIbKO T€ MOPThl, KOTOPbIM TpebyeTcs AOCTYN K cepBepy. [MopTbl TakxXe MOryT NpuHaAiexaTtb K
apyrum rpynnam VLAN.

PucyHok 4 TpumMep ncnonb3oBaHus obuwiero cepsepa B VLAN

\

VLAN 1

VLAN 1

<= <=

~1llﬁ_§r
R
y £

CE T

l

H\O

[
]
il

N

/

-

¢ T
-

PR L R L T
PR T P P R R R R g

1.2 Cnocobbl ynpaBrneHnsa KOMMyTaTOpPOM

[ns ynpaBneHuMs KOMMyTaTOpOM AOCTYMHbI Cleaytowme crnocobbl.

o Web-koHdurypatop. IMeHHO 3TOT cnocob pekoMeHAyeTCs NMPUMEHSTb A8 NOBCEAHEBHOIO
ynpaBfeHns KOMMyTaTopoM npu nomowm (nogaepxueaemoro) 6paysepa. CM. rn. 4 Ha cTp. 33.

e VHTepdenc KoMaHAHOM CTPOKKU. NIHTepdenc KoMaHAHON CTPOKMK ABNSETCS anbTepHaTmeon Web-
KOHMUrypaTopy 1 MoxeT noTpeboBaTbCa B HEKOTOPbIX Cy4YasX A4S HACTPOMKU pacliMpeHHbIX
dyHKumn. CM. CnpaBo4YHOE PYKOBOACTBO MO MHTEpPdENCY KOMaHAHON CTPOKMU.

e FTP. NpoTokon nepeaauun gannos FTP MOXHO ncnonb3oBaTb AN 06HOB/IEHUS BCTPOEHHOIO
nporpaMMHoro obecneyeHns M pe3epBHOro KONMpPOBaHWs/BOCCTAHOBAEHUS KOHGUrypaummn. Cm.
pa3a. 37.7.1 Ha cTp. 334.

e SNMP. [laHHbIN KOMMYTaTOp NoAAep>XMBaeT MOHUTOPUHI C UCNONb30BaHMEM MeHeaxepa SNMP.
CMm. pa3g. 37.5 Ha cTp. 332.
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maBa 1 3HaKOMCTBO C KOMMYTaTOPOM

e YnpaBneHune knacrepamu. YnpasneHue knacrepaMmun no3BosiseT ynpaBnsaTb HECKObKUMM
KOMMyTaTopaMun 4Yepes OAuH, Ha3biBaeMblli MeHeaXkepoM knactepa. CMm. rn. 40 Ha cTp. 366.

1.3 MNMone3Hble coBeTbI NO yrpaBrieHUIO KOMMYTaTOPOM

YTobbl caenaTb KOMMyTaTop 60/ee 3alMieHHbIM, a YNpaBieHne KoMMyTaTopoM — 6onee
3 hEKTUBHbLIM, HEOBX0AMMO PEryNspHO BbIMOMHATL Cieaylolne AeincTBuS.

e MeHsanTe naposb. icnonb3yiiTe naposb, KOTOPbIA TPyAHO yraaaTb, U KOTOPbIA BKIKOYaeT B cebs
pa3nnyHble BUAbI CUMBOJIOB, BKAOYas 6yKBbl U LMAPbI.

e 3anuwute naposjib N COXpaHUTE €ro B HaaeXHoM MecCTe.

e OcyllecTBnainTe pesepBHOE KONMpOBaHWe KOHdurypaumm (M 03HaKoOMbTEChb C MOPSAKOM ee
BOCCTaHOBJ/IeHUS). BoccTaHoBneHne 60nee paHHel Bepcmn KOHMOUIrypaunm MoXeT oka3aTbCs
nofie3HbIM B cnyyae HecTabunbHOM paboThl MM oTKasa yctponcTtea. Ecnn 3abbiT naposib, MOXHO
BOCCTaHOBWTb Ha KOMMYyTaTope 3aBOACKME HACTPOMKM MO yMon4YaHuto. Mpu Hanuumm pe3epBHON
Konun 6onee paHHeln Bepcumn ganna KoHdUrypaumm He NpuAETCS NOBTOPHO HacTpamBaTb
KOMMYTaTop OT Hayana 1 A0 KoHua. MoxHo 6yaeT NpoCTo BOCCTAHOBUTL NOCIEAHIO0
KOHMUrypauumto.

PykosogcTso none3osatens Ansa cepun GS3700 n XGS3700
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YcTaHOBKa U NOAKNIOYEeHUe yCTPOUCTBA

2.1 CueHapum yCTaHOBKM

B naHHOM rnaBe onucaHbl npoueaypbl YCTAHOBKU U NOAKNTIOHEHNA KOMMYTaTOpa.

[aHHbIi KOMMYTaTOP MOXET ObITb YCTAHOBJIEH Ha CTOJ€ UM CMOHTMPOBAH B CTAHAAPTHYIO CTOMKY.
Mpwn ycTaHOBKe Ha CTOJIe UCMOJIb3YHOTCS PE3VHOBbLIE HOXKM, @ B C/lydae yCTAaHOBKU B CTOMKY —
MOHTAXHbI€ KPOHLUTEWHbI.

MpumeyaHme: YTobbl 06ecneunTb HOpMasabHYO BEHTUISALNIO, OCTaBbTE 3a30p Kak
MUHUMYM B 4 atoriMa (10 cm) cnepeamn u 3,4 atonma (8 cM) c3aan KoMMmyTaTopa. ITO
0Cc0b6eHHO BaxHO NMpu yCTaHOBKE B 3aKpbITON CTOMKE.

2.2 lpouenypa yctaHOBKU Ha cTose

1 Yb6eauTtecb, 4TO KOMMYTATOP CYXOM N YUCTbIN.

2 YcTaHOBWTE KOMMYTATOp Ha POBHOM rOPU30HTAIbHOW NOBEPXHOCTU, LOCTATOYHO YCTONYMBOW, UTOObI
BblAepXXaTb BEC KOMMyTaTopa M MOAKJIYEHHbIX K HEMY Kabenei. Y6eanTech, UTo psaaoM ecTb
po3eTka.

3 Y6eautech, UTO BOKPYr KOMMyTaTopa MMeeTCs A0CTaTOYHO CBO60AHOMO NPOCTPaHCTBa AN
UMPKYNSAUMM BO3AYyXa U NOAKOUEHNS Kabenen 1 WHypa NUTaHus.

2.3 YcTtaHOBKa KOMMyTaTopa B CTOUKY

Bo3MoXHa ycTaHOBKa KOMMyTaTopa B CTaHAapTHYO 19-A10MMOBYIO CTOMKY MAK B WKad BMecTe C
ApyruMm o6opynoBaHueM. 15 yCTaHOBKM KOMMYTaTopa B CTaHAAPTHYIO CTOMKY C MCMOMb30BaHMEM
KOMMJIeKTa A/151 MOHTaXa B CTOMKY BbINOMHUTE CeayioLme AeACTBUS.

2.3.1 TpeboBaHusA K ycTaHOBKE KOMMyTaTopa B annapaTHYyK CTOUKY

e [lBa KpPOHLWWITENMHA.
e BoceMb BMHTOB M3 C NMOCKOW FOSIOBKOM U KpecToBas oTBepTka #2.

¢ YeTbipe BMHTa M5 C N10CKOM rofioBKOM U KpecToBas oTBepTKa #2.

Mcnonb3oBaHMe BUHTOB HENPABUITLHOIO TUMNa MOXeT NOBpeAuTb
YCTPOMUCTBO.
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naBa 2 YcTaHoBKa M NOAKMOYEHME YCTPOUCTBa

2.3.1.1 Mepbl npeaoCTOPOXKHOCTU

e Ybegutecb, UTO CTOMKA MOXET BblaepaTb 06LWnii BeC BCcero 060pyAoBaHus, KOTOPoOe B Hee
YCTaHOB/EHO.

e Y6eautechb, 4TO MONOXKEHME KOMMYTaTOpa HE HapyLllaeT YCTOMUYMBOCTb CTOMKN N He CMeLlaeT
LIEHTp TSXKeCTM K ee BepxHel yactu. Nepen yCTaHOBKOW NpuMute BCe HE06XoamMMble Mepbl
NpeAoCTOPOXKHOCTM 4151 HAAEXHOIO 3aKpenieHNs CTOMKM.

2.3.2 KpenneHune KpOHWTEMHOB K KOMMYyTaToOpy

1 TpunoxuTe KPOHLWTENH K 04HON U BOKOBbIX NaHeNnen KoMMyTaTopa, COBMECTUB YETbIpe OTBEPCTUS
AJ1S1 BUHTOB Ha KPOHLUTEHE C TaKMMM e 0TBEPCTUSMMU Ha 6OKOBOM NaHenn KoMmyTaTopa.

PucyHok 5 3akpenneHue KpOHLITENHOB

2 C noMoLblo KPecToBOM OTBEPTKM #2 MPpUKpPennTe KPOHLWTENH K KOMMyTaTopy BUHTamMm M3 ¢
MJI0CKON rOI0BKOW.

3  MosTopuTe Warn 1 u 2, ytobbl 3aKPENUTb KPOHLLTENH Ha APYroi CTOpoHe KoMMyTaTopa.

4 Tenepb KOMMYTaTOp MOXHO yCTaHaB/MWBaTb B CTOMKY. [epexoauTe K CneayloleMy pasaeny.

2.3.3 YcTtaHOBKa KOMMyTaTopa B CTOUKY

1 TpunoxuTe KpOHLWTENH (YyXe NpUKpenaeHHbln BUHTaMm K 60KOBOW NaHenn KoMMyTaTopa) K 04HOWM
CTOPOHE CTOMKM U COBMECTUTE ABa OTBEPCTUSA AN BUHTOB Ha KPOHLUTENHE C TaKUMU Xe ABYMS
OTBEPCTUAMU B CTOMKE.
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naBa 2 YcTaHoOBKa M NOAKMOYEHME YCTPOUCTBa

PucyHok 6 YcTaHOBKa KOMMyTaTopa B CTOMNKY

|
§ -
O \U—-—-
E O
O [
o o= r
——_——:_—____________ E 'Ii.
% %
o o | o 5 /
o | o §
Q o 5 =)
O N 0
g E o D
g | O e
i :
o
0
O
O
J"L_‘_,,-r",,J

2 C noMoLbio KPecToBOM OTBEPTKU #2 MpUKpennTe KPOHWTENH K CTOMKe BUHTaMK M5 ¢ niockom
rOSI0BKOM.

3 MoBTopuTe warn 1 v 2, 4ytobbl 3aKPEnUTb KPOHLUTENH Ha APYroi CTOPOHE CTOMKW.
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[MaHenu ycTponcTBa

B AaHHOI rnaBe onucaHbl NepeaHsis U 3aAHss NaHeb KOMMyTaTopa, @ TakXXe NnokasaHbl
NOAKJTIOYEHUS] K YCTPOWCTBY.

3.1 lMNepeaHsana naHenb

Ha pucyHkax Huxe 1306paxckeHbl nepeaHne naHenn pasnnyHblX Moaesnein KoMMmyTaTopa.

PucyHok 7 lepegHsasa naHenb: GS3700-24

ZyXEL gsaro0-24
e

PucyHok 10 [lepeaHssa naHenb

PucyHok 11 TlepeaHas naHens: XGS3700-24

PucyHok 12 [llepegHsas naHenb: XGS3700-24HP

ZyXEL x653700-24mP

PucyHok 13 [epeaHsas naHenb: XGS3700-48

ZyXEL xes3700-48

PykosogcTso none3osatens Ansa cepun GS3700 n XGS3700

26



naea 3 MNaHenwu ycTpoictea

PucyHok 14 [lepegHsas naHenb: XGS3700-48HP

ZyXEL yasaronasHp

3.1.1 MNopTbl Gigabit Ethernet

[aHHbI KOMMYyTaToOp ocHaweH noptamMun Ethernet 1000Base-T ¢ pyHKUMAMN aBTOCOr/1acoBaHMS U
aBTOMaTM4ecKoro onpegenenus tuna kabens. Noptel Gigabit Ethernet Ha 10/100/1000 M6uTt/c
MoryT paboTaTb Ha ckopoctn 10 M6ut/c, 100 M6uTt/c nnm 1000 M6uT/c B NonyaynaeKCHOM UK
AYNJIEKCHOM pexunme.

MopT Cc PyHKUMEN aBTOCOrIaCOBaHWS MOXET ONpeAenisaTb U HacTpanBaTb ONTUMasbHY CKOPOCTb
(10/100/1000 M6uT/C) n pexnm gynnekca (noayaynnekc nnm aynnekc) kaHana Ethernet gns
NOAKMIHOYEHHOrO YCTPOMCTBA.

MopT ¢ dyHKUMEeNn aBTOMaTUYECKoro onpegeneHnsa Tmna kabens (aBTomaTmyeckoro Bbibopa pexuma
MDI/MDI-X) no3BoAsSEeT UCNOAb30BaTb A9 NOAKIIYEHMSA KaK CTaHAAPTHbIM (NpsSMo), Tak m
KpOCCoBepHbI (NepekpeleHHbln) kabenn Ethernet.

YeTbipe nopTta Ethernet 1000Base-T, coBMeLleHHble co cnotamm mini-GBIC, o6pa3sytoT
COBMeLLEeHHble MHTepdenchl. [JaHHbIN KOMMYTaTOp UCMOJIb3YeT TONIbKO O4HO COeAUHEHME U3 KaXKA0oMN
napbl Mini-GBIC n 1000Base-T Ethernet. Cnotbl mini-GBIC nMetoT npuopuTeT Nepea noptamu
Gigabit Ethernet. 210 o3HauaeT, 4to ecnu cnotT Mini-GBIC u cooTBeTCcTBYIOWMI eMy nopT GbE
noAK/4YeHbl 04HOBpEMeHHO, To nopT GbE paboTaTth He byaerT.

MpuMeyaHune: MNpu ycTaHOBKE ONTUYECKOrO MOAY/1S COBMELLEHHbIE NOPTbl NepexoasT B
onTUYeCKui pPEXUM.

Koraa aeBTocornacosaHue BkawyeHo, Ethernet-nopt aBTomaTnueckn obMeHmMBaeTCs AaHHbIMU C
NOpPTOM Ha APYroi CTOPOHE U caM BblibMpaeT CKOPOCTb COeAVHEHUS U pexuM agynnekca. Ecnn nopt
Ethernet Ha apyron cTopoHe He noaaepXXMBaeT aBTOCOrslacoBaHME, MM Ha HEM 3Ta DYHKUMSA
OTK/II0OYEHA, KOMMYTATOp onpeaenser CKOpOCTb MO CUrHany B kabene u BoiCcTaBnseT
nonyaynneKkcHoln pexunm. Korga dyHKUMS aBTOCOr1acoBaHUs OTK/IOYEHa, NpU NOAKIIOYEHUN
Ethernet-nopT ncnonb3yeT 3apaHee onpeaeneHHy CKOPOCTb U pexXuM agynnaekca. Takmm obpasom,
yTO6bI COeaMHeHne npounsowno, y Ethernet-nopta Ha Apyron CTOpoHe A0MXKHbI 6bITb TOYHO Takue
)K€ napaMmeTpbl, YTO M y NopTa KOMMyTaTopa.

3.1.1.1 HacTtpounku Ethernet no ymonyanuto

Mo ymonuaHuto ansa noptoB Gigabit Ethernet kommMyTaTOpa ycTaHOBNEHbI CeaylowmMe 3aBoACKme
HaCTPOWMKM aBTOCOr1aCoBaHMUS:

e CKopocCTb: ABTOCOrfnacoBaHme
e PexknM gynnekca: ABTocornacoBaHue
e YnpaBnieHne NoTokoMm: Het

e Arperauust kaHanos: OTKIOUYEHO

3.1.1.2 ABTOMaTM4eckoe onpegeneHue Tuna Kkabens

Bce nopTbl noaaepXXMBalOT aBToMaTU4eckoe onpeaesnieHne Tuna kabens, To eCTb aBToOMaTU4yeCcKmit
Bbl6bop pexmma MDI/MDI-X, noaToMy ans noaknodeHus Kk nobeim noptam Gigabit Ethernet moxHo
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nasa 3 MNaHenwu ycTpoicTea

MCMNONb30BaThb Kak CTaHAApPTHbIN (NPSAMON), TaK U KPOCCOBEPHbIN (NepeKkpeLLeHHbI) Kabenu
Ethernet. MopTbl c aBTOMaTMUYECKMM onpeaeneHneM Tuna kabens aBToMaTMyecky nepekoyaTcs B
HYXXHbIN peXMM, MO3TOMY C MOMOLLbIO KPOCCOBEPHbIX kabenen MOXHO NoAKNoYaTb Kak
KOMMbIOTEPbI, TaK U APYyrMe KOMMYTaTOpbl/KOHLLEHTPaTOpbI.

3.1.2 Cnotbl SFP u SFP+

OTn cnoTbl NpeaHasHayeHbl A5 SFP TpaHcmBepoB. TpaHCMBEp — 3TO YCTPOMCTBO, COBMeLLalLee B
cebe pyHKUMM NepeaaTymMKa U NpMeMHuKa. TpaHCMBeEpPbl He BXOASAT B KOMMEKT MOCTaBKM
KOMMyTaTopa. Pa3pewaeTcsa ncnonb3oBaTb TOJIbKO TPAaHCMBEPLI, OTBeYatowme TpeboBaHmnsam SFP
Tranciever MultiSource Agreement (MSA). bonee noapo6Hyto MHPOPMaLNIO MOXHO HalTK B
cneundukaumm INF-8074i Rev 1.0 komuteTa SFF.

TpaHcMBepbl MOXXHO MeEHSITb BO BpeMsi paboTbl KOMMyTaTopa. [ns noakntouveHus k Ethernet-

KOMMYTaTopaMm C pasfiIMiyHbIMW TUNaMM ONTOBOSIOKOHHbIX NHTepdencoB nan gaxe nHTepdencos ans
BUTOM Mapbl MOXHO MOSIb30BATbCHA pasfIMYHbIMU TUNAMMU TPAHCUBEPOB.

Bo nsbexaHue BO3MOXHOM TpaBMbl rna3 HE cmoTtpuTte B pasbeMbl
paboTtaroLero onToBONIOKOHHOrO MOAYIIS.

e Tun: UHTepdeiic noakntodyeHns SFP n SFP+

e CkopocTb nogkno4venus: 1 rurabut wunm 10 rurabut B cekyHay (1 vnm 10 Iéut/c)

3.1.2.1 YctaHOBKa TpaHcuBepa

[ns yctaHoBKW TpaHcuBepa SFP-Moaynsa BbINOMHWUTE cneayowmne AelicTBuS.

1 BcTaBbTe TpaHCUBEpP B CNOT OTKPbLITOM CeKUMen nevyaTtHoW niaaTtbl BHUS.
2 HapasuTe Ha TpaHcMBep, NOKa OH He 3alles/IKHETCH Ha MecTe.

3  [aHHbIli KOMMYTaTOPp aBTOMATUYECKN OOHaPYXUT YCTaHOB/IEHHbIN TpaHcuBep. NpoBepbTe COCTOSAHUE
CBETOAMOAHbIX MHAMKATOPOB, 4T0bbl Y6eanTbcsi, UTo OH paboTaert.

4 3aKkpoiTe 3allenky TpaHcmBepa (UX BMA MOXET pa3nmyatbes).

5 MoaKntouMTEe ONTOBOJSIOKOHHbIE Kabenu K TpaHCUBEPY.

PucyHok 15 [puMep yCTaHOBKU TpaHCMBEpa

1 o J
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3.1.2.2 YpaneHue TpaHcuBepa

Onsa ynaneHusa TpaHcusepa SFP-Moayis BbINOMHUTE cleqyolimne AeicTBuS.

1  OTKIHOYNTE ONTOBOJIOKOHHbIE Kabenn oT TpaHcMBepa.

2 OTkpoWnTe 3awenky TpaHcmBepa (MX BUA MOXET pasnnyartbcs).

3 BblHbTE TpaHcuBep M3 croTa.

PucyHok 17 OTkno4eHMe ONTOBOJSIOKOHHbIX Kabenen

3.1.3 Pexum nHpgmkaTtopoB TONbKo ansa moaeneu ¢ PoE

Mocne HaxaTusa KHomnku (CM. puc. 14 Ha cTp. 27) aAns aktuBaumn gyHkumm PoE Ha koMMyTaTope
obpatute BHUMaHWe Ha MHAaMKaTopbl. OHXM NOMOralT yYA0CTOBEPUTLCS B NpaBuibHOM paboTe
KOMMyTaTopa U ANarHoCTMpoBaTb BO3HMKatowme npobnemsol (cM. pasa. 3.3 Ha cTp. 31).

3.2 3agHsA naHenb

Ha pucyHkax Huxe M306pa)KEHbI nepeagHne naHenun pasinyHbiX mMoaenen KOMMYyTaTopa.

PucyHok 20 3agHag naHenb: GS3700-24 n XGS3700-24
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00-24HP n XGS3700-24HP

PucyHok 21 3agHsasa naHenb: GS37

3.2.1 KoHCOnbHLIX NOpPT

[na nokanbHOro yrnpasfieHUs MOXHO MCMOMb30BaTh KOMMbIOTEP C YCTAHOBMEHHOMN Ha HEM
NporpaMMoi-aMyniaTOpOM TEPMUHANA, HACTPOEHHOM CO CeayoWUMN NapaMeTpamu:

e VT100
* DMynaumMsa TepMmnHana
e CkopocTtb 9600 6ut/c

e YeTHOCTb — HeT, 8 6uT gaHHbIX, 1 cTon-6mT

e YnpaBfieHne NOTOKOM — HEeT

MoaknounTe 9-NMHOBLIM pa3beM TUMa «nana» KOHCOMbHOro kabens K KOHCONbHOMY NOPTY
KOMMyTaTopa. NoaknounTte Apyron KoHew kabens ¢ pa3beMoM TMNa «MamMa» K nocnefoBaTeslbHOMY
nopty (COM1, COM2 nnau apyromy COM-nopTy) KoMnbioTepa.

3.2.2 Pa3beM nutaHus

MNpuMeyaHue: Y6eamTtechb, YTO NapaMeTpbl NMUTAOLWEN CETU COOTBETCTBYIOT YKa3aHHbIM Ha
naHenu.

[na noakIyeHnss NMTaHUs K KOMMYTaTOpPy BCTaBbTe pasbeM TUMa «MaMa» LWHypa nuTaHus
nepemMeHHOro Toka B po3eTKy Ha 3aaHel naHenu. MoakntounTte Apyron KoHew WHypa NUTaHus K
MCTOYHUKY NMUTaHUS. YbeauTecb, 4TO NOTOKaM BO34yxXa OT BEHTUNSATOPOB (Ha HOKOBbIX CTEHKAX)
HMYEro He MellaerT.

Bonee noapobHy nHbopMaunto o TpeboBaHUSAX KOMMyTaTopa K 3/1EKTPONUTAHMIO MOXHO HAUTU B
rn. 47 Ha cTp. 386.

PykoBoacTtBo nonb3oBatens ans cepun GS3700 n XGS3700
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naea 3 MNaHenwu ycTpoictea

3.3 WUHpukaTopbl

Mocne noakNOYEHNS NUTaHUA K KOMMYTaTopy C MOMOLLbIO MHAMKATOPOB MOXHO ybeanTbcs B
Haanexatllen pabote kKoMMyTaTopa, a TakXXe MCMNo/b30BaTb MX B NpoLecce yCTpaHeHMs Henonaaok.

Ta6bnuua 2 OnucaHuve MHAWKaTOpPOB

WHOUWKATOP LUBET COCTOAHUE | OMUCAHUE
PoE 3eneHbli Moput CocTosiHMe nHaMKaTopa kaxaoro nopta Ethernet nsmensietcsi, n oH
HauyMHaeT MYHKUNMOHMPOBATb Kak nHankaTop PoE npu HaxaTtun
(Tonbko Ans kHoMKkn LED MODE Ha nepeHeil naHenu.
moaernen ¢ PoE)
He roput CocTosiHMe nHaMkaTopa kaxaoro nopta Ethernet nsmensercsa, n oH
HaumHaeT PyHKUMOHMpOBaTb Kak nHamkaTop LNK/ACT npu
oTnyckaHmn kHornku LED MODE Ha nepegHei naHenwu.
PWR 1\2 3eneHbli Foput Cuncrema paboTtaert.
He roput Cncrema BbIK/I0YeHa UM HencrnpasHa.
XKentbin Foput CocepHuit Bl nnn BEHTUNSATOP B HEM HEUCMNPaBHbI
ALM KpacHblii Foput O6HapyxeH cboi obopyaoBaHus.
He roput Cuncrema paboTaeT HOpManbHO.
Master 3eneHbin Foput KoMmmyTaTop asnsetrcsa Master B cTeke
XKentbin Foput NmeeTcs npobnema c BbibopoM Master nnum B cteke
STACK ID WNHAamMKaTop NokasblBaeT HOMep KOMMyTaTopa B cTeke (1~8)
MopTbl Ethernet
1-24 n 1-48 3eneHbli Muraet OcyliecTBnsieTca NnpMeM Uam nepepada AaHHblX B ceTu Ethernet co
ckopocTbto 10 M6ut/c nnm 1000 Méut/c.
LNK/ACT
Foput YcTaHOB/IEHO coeamHeHune ¢ ceTblo Ethernet Ha ckopoctn 10 M6uT/c
nnm 1000 MéwuTt/c.
XKentbin Muraet OcyuwiecTBnsieTcs nepegavya/npmeM faHHbiX Ha ckopoctn 100 MéuT/c.
Foput YcTaHOBNEHO coeanHeHme ¢ ceTblo Ethernet Ha ckopoctn 100 M6éuT/c.
He roput CoeaunHeHune c ceTblo Ethernet He ycTaHoBnEeHO.
PoE 3eneHbin Foput MNMutaHue, nogasaemoe Ha Bce nopTbl Ethernet c nogaepxkon PoE,
cooTBeTCcTBYeT cTaHaapTy IEEE 802.3at.
XKentbin Foput MutaHue, NnogaBaemoe Ha Bce nopTbl Ethernet ¢ nognepxxkon PoE,
cooTBeTcTBYeT cTaHaapTty IEEE 802.3af.
He roput MuTaHue He nopaeTcs.
Cnotbl SFP/SFP+
25-28 n 45-48 | 3eneHbiit Foput Ha nopTy KackagmpoBaHWS YCTaHOBAEHO CoegMHEHME Ha CKOPOCTH
SFP 1000 MbéuT/c.
Muraet CuncTteMa ocyLlecTBNSET nepeaayvy/npmeM gaHHbiX Ha ckopocty 1000
MéuTt/c.
Xentbin Foput Ha nopTy KackaanpoBaHUA yCTaHOBJ/IEHO COeANHEHME Ha CKOPOCTHU
100 M6uT/c.
Muraet Cuctema ocylecTBAseT nepeaadvy/npuem aaHHbIX Ha ckopoctn 100
MéuT/c.
He roput OTCyTCTBYET COeANHEHNE MU NOPT, NOPT KaCKaAUpOBaHUS OTKJIHOUEH.
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Web-koHdurypartop

4.1 O6G30p

B naHHOM pasgene onucaHbl HACTponku u dyHkunm Web-koHdurypaTopa.

Web-koHdurypaTop — 310 MHTEpdenc ynpasneHus Ha ocHoee HTML, KOTOpbIl NO3BOASIET NErko
HacTpauBsaTb U yrnpaBnsaTb KOMMyTaTopoM Yepe3 MIHTepHeT-6pay3ep. Ncnonb3yinTe Internet Explorer
6.0, Netscape Navigator 7.0 n Mozilla Firefox 3.0 unn 6onee no3gHne Bepcumn yKasaHHbIX
6pay3epoB. PekoMmeHA0OBaHHOe pa3pelleHme skpaHa — 1024 Ha 768 nukcenen.

[ns vcnonb3oBaHus Web-koHbUrypaTopa Hy>KHO pa3peLunThb:

e BcnnbiBatowme okHa 6paysepa Ha ycTponcTBe. BnoknupoBka BCM/bIBalOWMX OKOH Bpay3epa Mo
yMOT4aHMIo BKJIOYEHA B onepauunoHHol cncteme Windows XP SP (Service Pack) 2.
e JavaScript (N0 yMOMYaHUIO BKIOYEH).

e PaspelleHuns Java (No yMOMYaHUIO BKIIOUYEHbI).

4.2 Bxop B cucremy

1 3anyctute Web-6paysep.

2 Bsegute «http://» n IP-agpec kommyTaTopa (Hanpumep, IP-agpec ans ynpaBneHusi no yMosiyaHuio
- 192.168.1.1) B none Location nnu none Address. Haxmnte [ENTER].

3 TosABwuTCs 3KpaH BBOAa MMeHW n napons. iMa nonb3oBaTens no ymondaHuioo — admin, a
COOTBETCTBYHLLNIA €My Naposnb Mo yMmonyaHuio — 1234. [lata n BpeMs 6yayT NokasaHbl TakK, KakK Ha
pUCYHKe, ecnn He 6bl1 HacTpoeH cepBep BpeMeHu unu gata u BpeMs He 6bliM HacTpoeHbl B MEHIO
General Setup.

PykosogcTso none3osatens Ansa cepun GS3700 n XGS3700

33



maBa 4 Web-koHdurypaTop

PucyHok 24 Web-koHdurypaTop: BXoA B CUCTEMY

Windows Security : %

The server 192.168.1.1 at G52210 at Thu Jan 1 02:29:59 1970 requires a
username and password.

Warning: This server is reguesting that your username and password be
sent in an insecure manner (basic authentication without a secure
connection).

|admin ‘

|oo'o

[] Remember my credentials

L oK J | Cancel

4 Haxmute OK, yTob6bl NONAcTb Ha HadanbHbIM 3kpaH Web-koHdurypaTopa.

4.3 OkHO cocTosiHuA (Status)

Mocne nonydexusa goctyna Kk Web-koHdurypatopy nepsbiM oTo6paxaeTtca skpaH Status.

B 3TOM pyKkoBOACTBE A/ MpMMepa NCMOoJib30BaHbl 3KpaHbl C U306paxxeHneMm Moaenen,
noaAep>XXMBawLWMX NUTaHME YCTPONCTB No BuToM nape (PoE). [nsa apyrux moaenemn akpaHbl MOTyT
HEMHOro OT/INYaTbCS.

Ha npvBefeHHOM HMXE pPUCYHKE MoKasaHbl 3/IEMEHTbl HaBUraUUm no akpaHy Web-koHdurypaTtopa.

PucyHok 25 [lomawHsAsA ctpaHuua Web-koHdurypatopa ans moaenen ¢ nogaepxkon PoE (Status)

- &, T \
(4 Save [1{ Status | Logout @ Help|

'$asic Setting (@) Port Status ___J
Port Name Link State PD LACP TxPkis RxPkts Errors TxKBis [Rx KBis
100MIF FORWARDING off Disabled 8566 1197307 0 56.73! 7798 115367

Down STOP off Disabled 0 0.0 B 0.0 0:00:00 C D E
Down STOP off Disabled 0o 00 0:00:00 F

Down STOP off Disabled 00 0.0 0:00:00

Down STOP off Disabled 0:00:00

Down STOP off Disabled 00 0.0 0:00:00

Down STOP off Disabled 0o 00 0:00:00

Down STOP off Disabled 00 0.0 0:00:00

Advanced Application

|IP Application
lanagement

(L RTSINRCREY

RN
oo oo ooo
@
Tooooio
oo oo ooo

o

=)

o

=)

A - HaxaTue Ha NyHKTbl MEHIO PacKpbIBAET CCbIIKW Ha NYHKTbI MOAMEHIO; Bbl60p OAHOIro N3 NyHKTOB
NnoAMEHIO OTKPbIBAET COOTBETCTBy}OU.LMVI 3KpaH B OCHOBHOM OKHeE.

B, C, D, E - C noMoLbo 3TUX BbICTPbIX CCbIJIOK MOXHO BbINOJSIHATbL ONpeAesieHHble AeNCTBUS
HE3aBMCMMO OT TEKYLLEro aKpaHa.

B - HaxaTue Ha JaHHYI CCbl/IKY Bbl3biBAeT COXpaHEHUE KOHMDUIrypauum B S3HEProHe3aBUCHMMOW
namMsT KoMMyTaTopa. Mocne coxpaHeHUs B SHEProHe3aBUCUMOM NaMaTn KOHdUrypauus
KOMMyTaTopa OCTaeTCsl HEM3MEHHOW Aaxe B Cllyyae BbIKHOUYEHUs NUTaHUs KOMMyTaTopa.
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C - HaxaTue Ha AaHHYIO CCblIJIKY BbI3blBae€T nNnepexos Ha CTpaHUUy COCTOAHUA KOMMYTaTopa.

D - HaxaTue Ha AaHHY0 CCbIIKY Bbi3bIBAET BbiXoa U3 Web-koHdurypatopa.

E - HaxaTue Ha AaHHYI0 CCbIJIKY OTKPbIBAET CTpaHuUbl CpaBkn. Ha cTpaHuuax cnpaeku
NpUBOASATCA ONUCAHMSA BCEX DKPAHOB HACTPOWKMU.

F - LWLenkHuTe no 3Ton ccbiike, 4tobbl nepenTtn K akpaHy ZON Neighbor Management, ¢ nomouwbto
KOTOPOro MOXHO NpOCMaTpmMBaTb MH(OPMaLMIO O COCEAHMNX YCTPONCTBaX, CObpaHHyo
KOMMYTaTOpPOM, M YNpaBAsiTb UMW,

YT106bI OTKPbITb CMNCOK CCbIJTOK B MOAMEHIO, HAXMUTE

Tabnuua 3 0O630p NOAMEHIO MaHENN HaBuraumm

Ha OCHOBHYHI CCblIJIKY B NMaHENN HaBurauun.

BASIC SETTING
(OCHOBHbIE
HACTPOWKW)

ADVANCED APPLICATION

(PACLUUPEHHBIE
NMPUINOXEHWSA)

IP APPLICATION
(IP-NMPUNOXEHUA)

MANAGEMENT
(YNPABNEHME)

Basic Setting

System Info
General Setup
Switch Setup
IP Setup

Fort Setup
FoE Setup
Interface Setup
IPv6

Basic Setting

_Management

VLAN

Static MAC Forwarding
Static Multicast Forwarding
Filtering

Spanning Tree Protocol
Bandwidth Control
Broadcast Storm Control
Mirroring

Link Aggregation

Port Authentication

FPort Security

Classifier

Folicy Rule

Queuing Method
Multicast

AAA

IP Source Guard

Loop Guard

Layer 2 Protocol Tunneling
PPPoE

Errdisable

Private VLAN

Green Ethernet

LLDP

_Management

Static Routing
DiffServ
DHCP

ARP Setup

Basic Setting

IP Application

Maintenance

Access Control
Diagnostic

Syslog

Cluster Management
MAC Table

ARP Table

Path MTU Table
Configure Clone

Meighbor Table

[MyHKTbI MEHI0 HaBMraUMOHHOWM NaHenn onucaHbl B cne,u,yrou.l,eﬁ Tabnuue.

Tabnuua 4 TTyHKTbl MEHIO HAaBUIALMOHHOW MaHenm

MYHKT OIMNUCAHUE

Basic setting (OcHOBHble HacTpoliku)

System Info STOT NYHKT OTKPbIBAET 3KpaH obuein nHpopMauum o cmcteme.

(MHdopMaumsa o
cucteme)
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Ta6nuua 4 [yHKTbl MEHIO HaBUraLuWMOHHOM naHenn (NpoAo/IKEHME)

MYHKT OMNMUCAHUE

General Setup STOT NYHKT OTKPbIBAET 3KpaH, NO3BONASOWMNA HACTPOUTb 06LLYI0 MAEHTUDUKALMOHHYIO
(Obwme nHbOpMaumio 0 KOMMyTaTope.

HaCTpOWKM)

Switch Setup

oT0T MNYHKT OTKPbIBAET 3KpaH, NMO3BOJISAOLWMN HaCTpouTb rnobasnbHbie napaMeTpbl

(HacTpoiika KOMMyTaTopa, Takme, kak Tun VLAN, npoTtokon GARP n npnoputeTbl o4epeaHOCTHU.
KOMMyTaTopa)

IP Setup STOT NYHKT OTKPbIBAET 3KpaH, No3BOAAOLWMIA HacTponTb IP-agpec n macky noaceTtun
(HacTpoiika (Heob6xoaMMble A5t ynpaB/ieHUs KOMMYTaTopoM), a Takxe cepsep DNS (cepBep AOMEHHbIX
npoTtokona IP) UMeH) n fo 64 agomMeHoB IP-mapwpyTusaumn.

Port Setup OTOT NYHKT OTKPbIBAET 3KpaH, NO3BONSOWMIA HACTPOUTb OTAE/bHbIE NOPTbl KOMMyTaTopa.
(HacTtpowku

nopToB)

PoE Setup Ons Mmopenen c noaaepxkon PoE

(Hactpowkn

POE) STOT NYHKT OTKPbIBAET 3KpaH, C MOMOLLbIO KOTOPOro Ha KOMMYyTaToOpe MOXHO YCTaHOBUTb

NMPUOPUTETbLI PE3EPBUPOBAHMUS N BblAENIEHNS MOLLHOCTU AN ONpeaeneHHbIX MUTaeMbIX
YCTPOWCTB.

Interface Setup

oT0T MYHKT OTKPbIBAET 3KpaH, C NOMOLWbK KOTOPOro MOXHO 3a4aTb NapaMeTpbl And

(Hactpowka onpeaeneHHbIX TUNOB UHTepdencos nnn nHTepdencos C onpeaeneHHbIMn
MHTepdeiica) naeHTudbKnKaTopamm.
IPv6 OTOT NYHKT OTKPbIBAET 3KPaH, C MOMOLLbIO KOTOPOro MOXHO MPOCMOTPETb CTaTyC U

HacTpouTb NapameTpbl NpoTokona IPv6.

Advanced Application (PaclumMpeHHble NpUNOXEHUS)

VLAN STOT NYHKT OTKPbIBAET 3KpaHbl, MO3BOMAOWMNE HACTPOUTL BUPTYasibHble /IOKasbHbIE CETU
Ha OCHOBe NMopToB MM cTaHaapTa 802.1Q (B 3aBMCUMMOCTM OT TOro, YTo 6b110 BEIGPAHO B
MeHto Switch Setup). Ha aTux akpaHax nmeeTtcs Takxe BO3MOXHOCTb HacTpouTb VLAN Ha
ocHoBe npotokosioB U VLAN Ha ocHoBe noaceTen.

Static MAC OTOT NYHKT OTKPbIBAEeT 3KpaH, NO3BONSKOLWMNI HAaCTpouTb cTtaTtnyeckme MAC-aapeca ans

Forwarding Kaxaoro u3 noptos. Takume crtatndeckne MAC-agpeca He UMeT CpoKa AeNCTBUS.

(Mepecbinka Ha
OoCHOBe
cTaTu4eckmx
MAC-aapecoB)

Static Multicast
Forwarding
(MHoroagpecHas
paccbiika Ha
OCHOBe
cTaTuyeckmx
MAC-agpecoB)

STOT NYHKT OTKPbIBAET 3KpaH, NO3BONASAOLWMIA HACTPOUTb cTaTuyeckme MAC-agpeca
MHOroaApecHOW paccChbifiku ANs nNopToB. Takue ctaTnyeckne MAC-agpeca MHOroaapecHom
pacCbI/IKN HE UMEIOT CPoKa AEeNCTBUS.

Filtering
(OunbTpaums)

DTOT NYHKT OTKPbIBAET 3KpaH, NO3BOMAIOLWMIA HACTPOUTbL Npasuia GuabTpaumm.

Spanning Tree
Protocol
(MpoTokon
NoKpblBatoLLero
aepesa)

STOT NYHKT OTKPbIBAET 3KpaHbl, MO3BOMSOWME HACTPOUTL NPOoTOoKOAbl RSTP/MRSTP/MSTP
ANS NpefoTBpalleHns neTenb B CETY.

Bandwidth
Control
(YnpaBneHue
NpONyCKHOM
CNocobHOCTbIO)

DTOT NYHKT OTKPbIBAET 3KpaH, NO3BONSOWMIA HACTPOUTb OFPaHMUYEHMS NPOMNYCKHOM
CnocobHOCTM Ha KOMMYyTaTope.
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Ta6nuua 4 [yHKTbl MEHIO HaBUrauWMOHHOM naHenun (NpoAoc/IKEHME)

MYHKT

OMUCAHUE

Broadcast Storm
Control
(KoHTponb
LWMpokoBella-
TeNbHbIX
LITOPMOB)

DTOT NYHKT OTKPbIBAET 3KPaH, NO3BOSOWMA HACTPOUTL PUILTPLI LLMPOKOBELLATENBHOM
nepegauu.

Mirroring
(3epkanbHoe
aybnuposaHue)

DTOT NYHKT OTKPbIBAET 3KpaHbl, MO3BONAOLWME HACTPOUTL KOMMPOBaHWe Tpadurka oT
OAHOM0 W/IN HECKO/IbKMX NOPTOB Ha APYroi NopT, Y4To6bl MOXHO 6b1710 NPOBEPUTL Tpaduk
Ha NepBOM NOPTYy, HE BMELUMBAsICb B €ro noToK.

Link Aggregation

oT0T MYHKT OTKPbIBAET 3KpaH, NO3BONSAOLWMNA TIOrMYeckn 06beaAnHNTb HECKOJIbKO

LuMsi NnopToB)

(Arperauus du3nyecknx KaHanoB B OANH NOrMUYECKNit KaHan 60nblUei NPOnNyCKHOMW CNOCOBHOCTH.
KaHanos)

Port OTOT NYHKT OTKPbIBAET 3KpaH, NO3BOMSOWMIA HAaCTPOUTb ayTEHTUDMKALMIO NOPTOB Ha
Authentication ocHose IEEE 802.1x ans KAMeHToB, NOAKAIOYAKOLWNXCA K KOMMYTaToOpy.
(AyTeHTnduka-

Port Security

oT0T MYHKT OTKPbIBAET 3KpaH, MO3BONISAIOLLMIA BKITOYNTD nonyyeHue Tabnuupl MAC-a,CI,peCOB

(BesonacHocTb W YCTaHOBUTb MakcuManbHoe konnvectso MAC-agpecoB, KOTOpble MOXET 3aNOMHUTb MOPT.
nopToB)

Classifier STOT NYHKT OTKPbIBAET 3KpaH, NO3BOASAIOWMA HACTPOUTb H8 KOMMyTaTope rpynnupoBKy
(Knaccndbwuka- MakeToB Mo onpefesieHHbIM KpUTEPUSAM.

ums)

Policy Rule STOT NYHKT OTKPbIBAET 3KpaH, NO3BONSAOLWMA HACTPOUTb Ha KOMMyTaTope ocobyto
(MpaBuna 06paboTKy CrpynnMpoBaHHbIX NaKeToB.

NOJINTUKW)

Queuing Method
(MeTop,

DTOT NYHKT OTKPbIBAET 3KpPaH, MO3BONSIOLWMIA HACTPOUTb METOAbI MOCTAHOBKM B o4epenb, a
TaKXXe YCTaHOBUTb 3HA4YE€HUA BECOB AJ14 KaXK40ro U3 nopToB.

aBTopu3aumnsa m
y4er)

opraHusauunmn
ouepeaen)

Multicast DTOT NYHKT OTKPbIBAET 3KpaHbl, MO3BOSIOWME HACTPOUTL pasnnyHble PYHKUMN
(MHoroapgpecHas | MHOroaapecHOM pacCblsIKU U OTCNEXUBAHUA MHOroagpecHoro Tpaduka IGMP, a Takxe
paccblnka) cospaBaTb VLAN-ceTu MHOroaapecHo paccbliku.

AAA (AyTeHTu- STOT NYHKT OTKPbIBAET 3KPaH, NO3BOASAIOLWMA HACTPOUTb pasnnydHble PyHKLMN

pukaums, ayTeHTUdUKaumMm 1 aBTop13saumnmn C NCNoJsib30BaHMEM BHELLHMUX CEpBEPOB. B kayecTBe Takmx

BHELWHMX CepBepoB MOryT BbicTynaTb cepBepbl RADIUS (Remote Authentication Dial-In
User Service) nnn TACACS+ (Terminal Access Controller Access-Control System Plus).

IP Source Guard
(3awmTa ot
noameHsol IP-
aapecos)

OTOT NYHKT OTKPbIBAET 3KpaHbl, NO3BOMISOWME HACTPOUTL DUNbTPaLUIO
HecaHKUuMoHupoBaHHbIX DHCP n ARP-nakeToB B ceTu.

Loop Guard
(3awwmTa ot
obpasoBaHus
netesnb)

oT0T NYHKT OTKPbIBAET 3KpaH, NMO3BOJISOLWMN HaAaCTpoOuUTb 3alWlnUTy OT O6pa3OBaHVIFI CeTeBbIX
NneTesib Ha rpaHunue ceTu.

Layer 2 Protocol

ITOT NYHKT OTKPbIBAET 3KpaH, NO3BOMSOLWMNIA HACTPOUTb NapaMeTpbl NpoTokona L2PT

Tunneling (Layer 2 Protocol Tunneling, npoToKon TYHHENNPOBaHUSA YPOBHSA 2) Ha KOMMyTaTope.

(MpoTtokon

TYHHENMpoBaHUs

YPOBHS 2)

PPPoE STOT NYHKT OTKPbIBAET 3KpaH, NO3BOASAIOWMA HACTPOUTb NapaMeTpbl NPOMEXYTOYHOIO
areHTa gnsa noptos, VLAN n PPPoE.

Errdisable STOT NYHKT OTKPbIBAET 3KpaH, NO3BOASIOWMA HACTPOUTb NapaMeTpbl OTKIIOUYEHNS OWNHOK

(OTkntoYeHMEe ans GyHKUWA 3aWwmThl Npoueccopa, obHapyxeHus c6oeB M BOCCTAaHOB/IEHUS MOC/E HUX.

owmnbok)
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Ta6nuua 4 [yHKTbl MEHIO HaBUrauWOHHOM naHenun (NpoAo/IKEHMe)

MYHKT

OMUCAHUE

Private VLAN
(YactHasa VLAN)

STOT NYHKT OTKPbIBAET 3KPaH, NO3BOMSAOWMIA HACTPOUTb NAapaMeTpbl YAaCTHbIX BUPTYyasbHbIX
nokanbHbIX ceten (VLAN).

Green Ethernet
(«3eneHblin»
Ethernet)

DTOT NYHKT OTKPbIBAET 3KpaH, NO3BOMAIOWMIA HACTPOUTL IKOIOrMYECKNE napameTpsl
Ethernet, Takne, kak EEE (aHeproaddekTnBHbin Ethernet), aBTomaTnyeckoe oTkYeHme
NUTaHWS N YMEHbLUEHNE NPOTAXEHHOCTU COEANHEHWNIN A0 KaXXA0ro nopTa.

LLDP

STOT NYHKT OTKPbIBAET 3KpaH, NO3BOASIOWMA HACTPOUTb NapameTpbl npoTtokona LLDP.

IP Application (IP-npunoxeHus)

Static Routing

oT0T NYHKT OTKPbIBAET 3KpaH, NMO3BOJISOLWMI HaAaCTpOUTb CTaTUYECKNE MapLUpPYyThbl.

(Cratnuyeckme CTaTnyeckmin MapLipyT yKa3blBaeT KOMMYTaTopy, KyAa cneayet HanpasnaTe IP-Tpaduk,

MapLpyTbl) rnocpeacTBOM py4yHOW HaACTPOMKW napaMeTpoB npoTtokosa TCP/IP.

DiffServ STOT NYHKT OTKPbIBAET 3KpaHbl, No3Bongowme Bkatountb DiffServ, HacTpouTb npasuna
MapKUpPOBKKN N onpeaennTb oTobpaxeHus mexay é6utamm DSCP n IEEE802.1p.

DHCP 3TOT NYHKT OTKPbIBAET 3KPaHbl, N03BONSAIOWME HACTPOUTL npoTokon DHCP.

ARP Setup DTOT NYHKT OTKPbIBAeT 3KpaHbl, NO3BOISAOLME HACTPOUTbL NapaMeTpbl 3anoMnHaHna ARP

(HacTpowika A5 KaXaoro nopTa.

ARP)

Management (YnpasneHue)

Maintenance
(O6cnyxwusa-
Hue)

DTOT NYHKT OTKPbIBAET 3KpaHbl, No3BoJsOWMe paboTath ¢ dainamMmm KoHbUrypauum un
BCTPOEHHOIO NMPOrpaMMHOro obecrneyeHusi, a Takxe OCYLLEeCTB/SATb Nepe3arpysKy CUCTEMbI.

Access Control

oT0T MYHKT OTKPbIBAET 3KPaHbl, NO3BOIAOWLINE USMEHNUTL UMA BXOA4a M NapoJib A0CTyMNa K

(KoHTponb cucTeMme, a Takxe HacTpouTb npoTtokost SNMP un yaaneHHoe ynpasneHue.

aoctyna)

Diagnostic DTOT NYHKT OTKPbIBAET 3KpaH, NO3BOMSAIOWMA NPOCMaTpMBaTb CUCTEMHbBIE XYPHanbl U

(AnarHocTtumka) TecTMpoBaTb MOPThI.

Syslog DTOT NYHKT OTKPbIBAET 3KPaHbl, MO3BOJISIIOLME HAaCTpamMBaTb CUCTEMHbIE XXYPHasbl U cepBep
CUCTEMHOIO XYypHana.

Cluster OTOT NYHKT OTKPbIBAeT 3KPaHbl, MO3BONSAOLME HACTPOUTL YNpaBreHne Kiactepamm m

Management NpOCMOTPETHL €ro COCTOSIHUE.

(YnpaBneHue

Knacrepamm)

MAC Table DTOT NYHKT OTKPbIBAeT 3KpaH, No3Bonsowmi npocMmatpmusate MAC-agpeca (U Tunbl)

(Tabnuua MAC- | yCTPOWCTB, NOAKNIOYEHHbIX K KAKMM-NM60 NopTaM, a Takxe naeHTndunKkaTopbl BUPTYanbHbIX

afpecos) nokanbeHbIX ceten VLAN ID.

ARP Table OTOT NYHKT OTKPbIBAET 3KPpaH, NO3BOMISOLWNI MPOCMOTPETb Tabnuuy cootsetcTemns MAC-

(Tabnuua ARP)

agpecos n IP-agpecos.

Path MTU Table
(Tabnuua MTU
nyTen)

OTOT NYHKT OTKPbIBAET 3KpaH, NO3BOMSOWMIA NPOCMOTPETb TakmMe napamMeTpbl, Kak BpeMs
ycTtapeBaHus MTU nyTu, NnopsaakoBbIi HOMep, agpec HasHayeHus,, MTU n cpok aencreus.

Configure Clone

[aHHbI NMYyHKT OTKPbIBAET 3KpaH, NMO3BOMAIOWMIA CKONMPOBaTb HAaCTPOMKN OAHOIO U3

(Hactpowka nopTOB Ha Apyrve nopTbl.

KJIOHWPOBaHMSA)

Neighbor Table DTOT NYHKT OTKPbIBAET 3KpaH, NO3BONSAKOLWMIA NpocMOTpeTb Tabnuuy coceaein IPv6, koTopas
(Tabnuua BKtOYaET B cebsa nopsaaKoBbIN HOMEp, HTepdelic, agpec coceaHero ycrponcrea, MAC-
coceaHnx aapec, ctaTyc v Tun.

YCTPOICTB)
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4.3.1 U3meHeHUue napons

Mocne NepBoOro BxoAa B CUCTEMY PEKOMEHAYETCS U3MEHWUTb Naposib aAMUHUCTPaTopa Mo
yMon4aHuto. YTobbl 0To6pa3nTb NOKasaHHbIA HUXE 3KpaH, HaxmMmuTe Management > Access
Control > Logins.

PucyHok 26 VI3MeHeHMe napons agMMHUCTpaTopa
L @ JLogins ] Access Control

Administrator

Old Password | |

New Password | |

Retype to confirm | |

Please record your new password whenever you change it. The system will lock you out if you
have forgotten your password.

Edit Logins
Login User Hame Password Retype to confirm Privilege

4.4 CoxpaHeHue KoOHduUrypauumm

3aKOHUMB M3MEHEHME HACTPOEK Ha 3KpaHe, HaxmMute Apply Ana coxpaHeHus U3MeHeHWI B
onepaTMBHON NamMATU. HacTpoiku B onepaTUBHOM MNaMSaTU TEPAIOTCA MPU OTKIHOUEHUU MUTAHNS
KoMMyTaTopa.

YT06bl COXpaHUTb KOHPUIypaLumio B IHEProHE3aBMCMMOM NaMsATU, HAXXMUTE Ha CCbiIKy Save B
npasoM BepxHeM yrny Web-koHdurypaTtopa. Noa sHeproHe3aBMCUMOM NaMAaTbiO KOMMYyTaTopa

NOHUMAETCsl NaMsiTb, COAEPXKMMOE KOTOPOIN COXPAHSETCS AAXE MPU OTKHOUYEHUN NMUTAHUSA
KOMMyTaTopa.

MpumedaHme: lNocne 3aBeplLIEHMs ceaHCa HAaCTpPoMKK ob6s3aTelbHO BOCMNOJIb3YyNTECH
CcCblNkoM Save.

4.5 bnokunpoBka KOMmMyTaTopa

BbinonHeHne noboro ns AencTsnii NnpneoanT K 610KMPOBaHMUIO AOCTYNa K KOMMYTaTopy:
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maBa 4 Web-koHdurypaTop

1 YpaneHwe BUPTyanbHOW NOKaNbHOW CeTu ynpasneHus (no ymondaHuto — VLAN 1).

2 YpaneHue Bcex BUpPTyasbHbIX JIOKaNbHbIX CETE HA OCHOBE MOPTOB, YJIEHOM KOTOPbIX SABASIETCA NOPT
CPU. «Mopt CPU» - 3TO ynpaBnsiloWniA NopT KOMMyTaTopa.

3 YcraHoBKa ¢unbTpaunm Bcero Tpaduka ans nopta CPU.
4 OTkIo4YeHne Bcex NopTos.

5 Owwnbka B TEKCTOBOM KOH(pUIrypaLMOHHOM daiine.

6 YTparta napons un/wunmn IP-agpeca.

7 3anpeTt AocCTyna K KOMMyTaTopy ANs BCeX Cnyx6.

8 W3MeHeHWe HoMepa nopTa CNyxbbl U ero yTparta.

MpumedaHmne: Cobntogante OCTOPOXKHOCTb, YTO6bLI HE 3abn0KMpoBaTh AOCTYM K
KOMMyTaTopy Ans cebs 1 BCex OCTalibHbIX NOJSib30BaTesNEN.

4.6 Copoc kommyTaTopa

Ecnu gocTtyn kK koMMyTaTopy 6bin 3a6710kMpoBaH (AN TEKYLLEro M OCTaslbHbIX NMOSb30BaTeNEN) NN
3a6bIT Naposb agMUHUCTPaTopa, HeobxoauMo byaeT 3arpy3uTb ans KoHdpUrypaumm c 3aBoACKMMMU
HaCTpOMKaMKN MO YMOAYAHUIO MK COPOCUTbL KOMMYTaTOp A0 3aBOACKMX HACTPOEK MO YMOSUYaHMIO.

4.6.1 3arpy3ka danna koHdurypauumm

Mpw 3arpy3ke danna KoHDUrypaumm ¢ 3aBOACKMMU HACTPOMKaAMM UMeLWMnCs dann KoHduUrypaumm
3aMeHsieTca dalnsoM C 3aBOACKMMUM HacTporkamu. MNMpu 3ToM BCe npeablayline HacTpomkn 6yayt
cbpoLLeHbl, @ CKOPOCTb KOHCOMbHOIO NOpPTa BEPHETCS K CTaHAApTHbIM napameTpam (9600 6ut/c, 8
6UT AaHHbIX, YeTHOCTM HeT, 1 cTon-6uT, ynpasBaeHne NOTOKOM oTKA4eHo). Kpome Toro, 6yaert
yCTaHoBMeH naponb «1234» n IP-agpec 192.168.1.1.

[Ons 3arpy3sku ganna KoHpuUrypauum caenamnTe crneayroulee:

1 MoAKNOUNTECE K KOHCO/TbHOMY MOPTY C MOMOLLbI NPOrpaMMbl-aMyiISTopa TEpMUHANa,
YCTQHOBJ/IEHHOW Ha KOMMbIOTEpPE.

2  OTK/IOYUTE U BKJIOYUTE CHOBA NMUTaHWE KOMMYyTaTopa, YTobbl HayaTb ceaHc. MNpu NOBTOPHOM
BKJIIOUEHUU NMUTAHMUS KOMMYTaTopa Bbl YBUAUTE HadallbHbI 3KpaH.

3 MonyuuB coobuieHne «Press any key to enter Debug Mode within 3 seconds...», HAXMUTe
mo6yro KnaBuuly Anga BxXoAa B peEXUM OTNIaadKuU.

4 HabepuTe KOMaHAy atlc Nnocfe cooblleHns «Enter Debug Mode».

5 [doxauTtecb coobueHns «Starting XMODEM upload», MOCAE Yero akTUBMPYNTE PEXNUM 3arpysku
XMODEM Ha cBoeM TepMUHane.

6 Mocne 3arpy3ku darina KoHdUrypaumm Habepmute KoMmaHay atgo A9 Nepesarpy3km KoMMmyTaTopa.

Tenepb KOMMyTATOp NepesarpyXeH ¢ anioM HaAaCTPoeK MO YMOTYaHUIO, BKIIOYAs Maposib «1234»,
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4.7 Bbixoa n3s Web-koHdurypartopa

YT106bI BbINTM N3 Web-koHpurypatopa, Haxxmute Logout Ha akpaHe. [1/19 NOBTOPHOro BxoAa nocne
BbIX0Aa HeobxoaMMo 6yaeT 3aHOBO BBECTU Naposb. JJaHHOe AeNCTBME peKOMeHAYeTCs BbIMOMHUTD
nocsie OKOHYaHUS ceaHca ynpaBsieHnsl Mo coobpaxxeHnsiM 6e30nacHOCTH.

PucyHok 27 Web-koHdbuUrypaTop: akpaH Bbixoaa
[ ——

Thank you for using the Web Configurator. Goodbye!

4.8 MNMomouwb

CTpaHuua oHNaiHoBoW cnpaBku no Web-koHbUrypaTopy COAEPXUT ONMCcaHUA OTAENbHbIX SKPaHoB,
a TakXXe AO0MNOJIHUTENbHY0 MHdOopMaLuio.

YT06bI NONYUYUTb B pEXMME OHSIANH OnncaHne KOHKPEeTHOro skpaHa, Bbibepute nyHKT Help Ha
cooTBeTCTBYlOWeM akpaHe Web-koHdurypatopa.
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NMpumep nepBUYHON HACTPOUKHU

5.1 O630p

B naHHOM rnaee onncaHbl HACTPOMKM KOMMyTaTopa Ha NpuMepe KOHKPETHOM CeTU.
MepBUYHas HacTpoika Bkao4aeT B cebsa cneaywowme warmn:

e Co3paHue BUPTYanbHOW siokanbHon cetn VLAN
e OnpeaeneHune naeHtngukatopos VLAN ans noptoB

e Hactpolika IP-agpeca ynpaBneHus KoMMyTaTtopoM

5.1.1 Cos3pgaHue BupTYyanbHou nokanoHou cetn VLAN

BupTyanbHble noKasbHbIe CETU OrpaHUUMBAIOT LIMPOKOBELLAaTeNbHbIE Kaapbl To rpynnoi VLAN,
KOTOPOI NpUHAANeXUT nopT (NopThl). [na 3TOro MOXHO UCMOMb30BaTh BUPTYasibHble NOKaNbHbIE
CETM Ha OCHOBE MOPTOB UMK CTaTUUECKNE BMPTyasbHble 10KafbHbIE CETU Ha OCHOBE TEroB C
(PUKCUPOBAHHBLIMU MOPTaMU-USIEHAMMU.

B AaHHOM npumepe nopT 1 KOHMUIYpUPYETCS B KAQUYECTBE YSIeHa BUPTYyasbHOM IOKanbHOM ceTu
VLAN 2.

PucyHok 28 [MpuMep NepBMYHOM HAaCTPONKK CETU: BUPTYasbHas sloKanbHasa CeTb

WHTepHeT

—

........................ -

VLAN2

,-----------_--,
Vemsssssrenanmen’

1 Bbibepute B HaBuraumoHHon naHenu Advanced Application > VLAN > VLAN Configuration n
nepengute no ccolnke Static VLAN Setup.
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[ @) VLAN v VLAN Status
liatc VLAN Setup ClickHere J)
VLAN Port Setup Click Here
Subnet Based VLAN Setup Click Here
Protocol Based VLAN Setup Click Here
Voice VLAN Setup Click Here
MAC Based VLAN Setup Click Here
Ha skpaHe Static VLAN Bbi6epute ACTIVE, « S— VLA Confiquration
BBeAUTE UMs-onucanme B none Name n seeante 2 ACTIVE ’
B none VLAN Group ID gns cetn VLAN2. Hame Exampie

VLAN Group ID 2

Port Control Tagging
Mormal v ¥ TxTagging
1 ® Normal Fixed Forbidden ¥ TxTagging
2 ® Normal Fixed Forbidden ¥ TxTagging
3 ® Normal Fixed Forbidden ¥ TxTagging
M/W
\/\/vm\/ﬂ@\/\/dﬂ\/W
27 ® Normal Fixed Forbidden ¥ TxTagging
28 ® Normal Fixed Forbidden ¥ TxTagging

| Add | | Cancel | | Clear |

VID Active Name Delete
1 Yes 1
C 2 Yes Example )

Delete | | Cancel

MpumeyaHune: Mone VLAN Group ID Ha 3ToM skpaHe v nosie VID Ha skpaHe MeHio IP
Setup OTHOCATCSA K OAHOMY M TOMY Xe UAEeHTUPUKATOPY BUPTYyasbHON NTIOKANbHOM
cetn VLAN ID.

Mockonbky ceTb VLAN2 noakntoyveHa Kk nopTy 1 komMmyTaTopa, BbibepuTte nyHKT Fixed, 4To6bl
Ha3HauuTb NOPT 1 MOCTOSAHHBIM YNEHOM TONbKO 3Toi VLAN.

YT06bI HE NoaaepxmBatwme naeHTndunkatTopbl VLAN ycTpolictBa (Hanpumep, KOMNbOTEPDbI U
KOHLLeHTpaTOpbl) NPaBW/IbHO MPUHUMAaNM Kaapbl, CHUMUTE BblaesieHne ¢ nepekntovartens TX
Tagging - Toraga kommyTaTop 6yaeT yaanate Tern VLAN nepeg oTnpaBKoOW.

Haxxmunte Add, 4TOo6bI COXpPaHUTbL HAaCTPOMKM B OMNepaTUBHOW NaMsaATU. HacTponku B ornepaTMBHOM
namsiTM TePSIIOTCA NPU OTKOUYEHUN NMUTaHUS KOMMyTaTopa.

5.1.2 HasHauyeHue ngeHtTndukaTopa BupTyanobHom nokanoHou cetu VID ans

nopra

NaoeHTudukaTop BUpPTyanbHOM NokanbHoM cetn ang nopta (PVID) ucnonb3syetcsa ana pobasneHns
Teros K Kagpam 6e3 Teros, NOCTynamwLLMM Ha 3TOT NOpPT, 4TOObI Takne Kaapbl HAaNpaBAsSAUChb B Ty
rpynny VLAN, KoTopyto onpeaenser Ter.

B naHHOM npuMmepe HeobxoAMMO yCTaHOBUTL 2 B KauyecTtBe naeHtudukaTtopa VID ansa nopra 1,
4yTO6bI BCE HEMOMEYEeHHble TeramMm Kaapbl, MPUHATbIE Yepe3 3TOT NOPT, OTNPaBASANIUCE B
BMUPTYyasnbHYO NnokanbHyto ceTb VLAN 2.
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PucyHok 29 [puMep NepBUYHON HACTPOMKKN CeTU: NAEHTUPUKATOP BUPTYyaNbHON NOKaNbHOM CeTn

Ang nopta
UHTepHeT
\ — —J
FHHH HHER
: VLAN2 i
1 1
i '
I :
: i :
1 Bbibepute B HaBMraLMOHHOW NaHenu « N VLAN Configuration
Advanced Applications > VLAN > VLAN GuRp
Configuration. 3aTem nepenanTe No ccolsike
VLAN Port Setup' Port Ingress Check PVID GVRP  Acceptable Frame Type  VLAN Trunking Isolation
All v
2 Bseaute 2 B none PVID ansa nopta 2 v i 1 Al T
HaxxmuTe Apply, 4TO6bl COXpaHUTb C z - - D,
o 2 1 Il v
M3MEHEHMUS B oNepaTUBHOM NMamsaTu. \/\/\/\/w\/\/\/\/
HacTpoiku B onepaTMBHON NaMaTu TEPSAIOTCSA - . o =
NMpy OTKIIOYEHUN NUTAHNSA KOMMYyTaTopa. 2 1 Al v
Apply | | Cancel

5.2 Hactpouka IP-agpeca ynpaBrieHUs1 KOMMYTaTOpPOM

Mo ymonuaHuio B KayecTtse IP-agpeca yrnpasfieHUss Ha KOMMYTaTOpe MCMNOoJb3yeTcs afapec
192.168.1.1. Ana ynpasneHns yCTPOMCTBOM MOXHO HacTpouTb Apyron IP-agpec u3 oTanyHom
noaceTw. NpuMep nokasaH Ha cneayloweM puUcyHke.

PucyHok 30 [pumep nepBMYHON HacTponkn: IP-agpec ynpasneHus

WHTepHet
\ — N
192.168.1.x | 192.168.2.1

[P ——
T —

...................................................

1 MNoakntouunTte KOMMblOTEP K N0H6OMY M3 noptoB Ethernet Ha kommyTaTope. Y6eautech, Uto
KOMMbOTEP HAaXOANTCS B TOM Xe NMOACETU, YTO U KOMMYyTaTop.
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OTkpolite Web-6pay3ep u BBeanTe B cTpoke agpeca 192.168.1.1 (IP-agpec no yMonyaHuio), 4Tobbl
nonyunTb Aoctyn kK Web-koHdurypatopy. JonoaHUTENbHYIO MHHDOPMaLNIO MOXHO HalTK B pa3a. 4.2

Ha cTp. 33.

BbibepuTte B HaBMraumMoHHoM naHenu Basic
Setting > IP Setup.

BBeaute HyXHYyI MHpOpMauuto Ha akpaHe IP
Setup.

Ons cetn VLAN2 BBeguTe B kKavectee IP-agpeca
192.168.2.1 n macky noacetn 255.255.255.0.

B none VID BBeauTe naeHTUGUKATOP rpynnsbl
VLAN, KOTOpOI AonKeH NnpuHaanexartb 3T1oT IP-
aZpec ynpasneHus. 370 A0IKHO 6bITb TO Xe
3Ha4yeHune, koTopoe 6bi10 BBeaeHo B nose VLAN ID
Ha 3kpaHe MeHto Static VLAN.

Haxmute Add, 4To6bl COXpPaHUTL U3MEHEHUS B
ornepaTUBHOW NaMATU. HacTporkn B onepaTtuBHOM
namaTu TepAOTCA NPU OTKIKOYEHUU NMUTAHUS
KOMMyTaTopa.

O REET
Domain Natme Server nooo

Default Management IP ) DHEP Client

Address
(& sStatic IP Address

IP Address ]192 166.1.1
IP Subnet Mask 1255 2552550
Default Gateway onoo

WD l1 |

@gemenl IP Addresses \

IP Address 192.168.2.1

IP Subnet Mask 256.286.265.0

MID 2
Default Gateway 0.0.00
\_
Index IP Address IP Subnhet Mask VID Default Gateway Delete
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lNowaroBble yKazaHus

6.1 O630p

OTa rnaBa COAEPXUT HEKOTOPbIE NPUMepbl UCNOb30BaHUa Web-KoHdurypaTtopa Ans HacTpOMKK
KOoMMyTaTopa un paboTbl C HUM. lNMolwaroBble yKa3zaHUsa ONUCbIBAIOT BbINOSIHEHNE CneayoWwmnx 3ajad:

e Pabota c dyHkumen otcnexmsaHns DHCP Ha kommyTaTope

e lcnonb3oBaHue petpaHcnsaumm DHCP Ha komMyTaTope

6.2 PabGota c ¢pyHKkumen orcnexmsaHna DHCP Ha
KOMMyTaTope

TpebyeTtcs, utobbl DHCP-cepBep A, NOAKAOYEHHbBIN K MNOPTY 5, ocywecTtenan pasgadvy IP-agpecos
BceM ycTtponcteam B cetn VLAN (V). Cospante cetb VLAN, Bkatovatowyto B cebs noptel 5, 6 n 7.
MoakntounTe KoMnbioTEp M K KOMMYyTaTOpYy AN ynpaBieHus.

PucyHok 31 TlMowarosble ykasaHus: O630p nowarosbiX yKasaHui rno paborte ¢ pyHKUMeEN
otcnexunsaHus DHCP

:
L[]

MpumedaHume: JononHuTensHyto nHdopmaumio o GyHkumm otcnexmsaHns DHCP MoxHO
HanTn B pasa. 25.1 Ha cTp. 222.

B 3TOM npuMepe UCMOoNb3yTCA Ceayolme HacTPONKM.

Ta6bnuua 5 lowarosble yka3aHusa: HacTporikm B JaHHOM npuMepe

e L G = T
DHCP-cepsep (A) 5 11100 100 Oa

DHCP-knueHT (B) 6 11100 100 HeTt

DHCP-knuneHT (C) 7 11100 100 HeTt
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3

OTkpoliTe nHTEepdenc ynpasneHmsa KOMMyTaTopoM, Habpas B CTpoke 6pay3epa agpec nNo yMO4YaHUIo
http://192.168.1.1. BoinonHnTe BX04 Ha KOMMYyTaTop, YKa3aB MMS Nofib3oBaTens (N0 yMOAYaHMIo
admin) 1 naponb (no ymonyaxHuio 1234).

Beibepute B MmeHio Advanced Application > VLAN > VLAN Configuration > Static VLAN Setup
n co3pante cetb VLAN c ID=100. [lo6aBbTe nopthbl 5, 6 n 7 B ceTb VLAN, Bbi6paB onuuio Fixed B
none Control.

CHuMuTe BblaeneHue c nepekntoyatens Tx Tagging, NOCKONbKY MCXOAAWMA TpaduUK He JOSKEH
coaepxaTb Ter aTtoi cetn VLAN.

Haxmunte kHonky Add.

PucyHok 32 T[lowarosble ykasaHusa: Cos3gaHue cetn VLAN n gobasneHune noptos B Hee

[ @) Static VLAN ] VLAN Configuration
ACTIVE i
Name VLAN 100
VLAN Group ID 100
Port Control Tagging
* Maormal v ¥ TxTagging
1 * Normal Fixed Forbidden ¥ TxTagging
2 * Normal Fixed Forbidden ¥ TxTagging
3 * Normal Fixed Forbidden ¥ TxTagging
4 * Normal Fixed Forbidden ¥ TxTagging
5 MNarmal * Fixed Forbidden ¥ TxTagging
6 MNarmal * Fixed Forbidden ¥ TxTagging
7 MNarmal * Fixed Forbidden ¥ TxTagging
d ' Mormal Fixed Forbidden ¥| TxTagging
26
< Ty ng
28 * Normal Fixed Forbidden ¥ TxTagging
| Add | FCancel | | Clear |

Bbibepute B MeHtio Advanced Application > VLAN > VLAN Configuration > VLAN Port Setup u
ycTtaHosuTe naeHtugukatop PVID noptoB 5, 6 n 7 pasHbiM 100. Tenepb BxoasawmMM kagpam 6e3
Teros, NpMHMMaeMbIM Yepes noptbl 5, 6 n 7, 6yaet npuceansatbcsa Ter 100.

PykosogcTso none3osatens Ansa cepun GS3700 n XGS3700

47



maBa 6 NowaroBsble ykasaHus

PucyHok 33 [owarosble ykasaHusa: [lobaBneHne Teros B kaapbl 6e3 Teros

(@) VLAN Port Setting ] VLAN Configuration
GVRP
Port Ingress Check PVID GVRP  Acceptable Frame Type VLAN Trunking Isolation
* All v
1 1 All v
2 2 All r
3 1 All r
4 1 All v
............ - - < g
6 100 All r
7 [100] Al v
.......... - 1 < g
9 1 All r
..... - 1 = .
28 1 All r
| Apply | | Cancel

Bbibepute B MeHio Advanced Application > IP Source Guard > DHCP snooping > Configure,
3aTteM aktmBupynte n ykaxmte VLAN 100 B kavectBe VLAN DHCP, kak noka3aHO Ha pUCyHKe.
Haxmute Ha Apply.

PucyHok 34 T[lowarosble yka3aHusa: YkasaHue VLAN DHCP

[ @) DHCP Snooping Configure Port VLAN DHCP Snooping
................................ Aetve o N
" Disable

DHCP W
an @ i

Datahase
Agent URL
Timeout interval 300 ceconds
Write delay interval 300 seconds

Renew DHCP Snooping URL | Renew |

Applyl Cancel |

=)
=

VLAN DHCP Snooping

MepenanTte no ccoinke Port B BepxHEM npaBoM yrny. P
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OTkpoetcs akpaH DHCP Snooping Port Configure. Boibepute onuumio Trusted B none Server
Trusted state gna nopta 5, nockonbky k aTOMy nNopTy noakntoveH DHCP-cepsep. [na noptoB 6 1 7
Bbl6epuTe onumio Untrusted, nockonbky K HUM noakntodeHbl DHCP-knneHTbl. Haxmnte Ha Apply.

PucyHok 35 [lowaroBbie ykasaHusi: YcTaHoBKka ans nopta DHCP-cepsepa onuun Trusted

[ @) DHCP Snooping Port Configure Configure
Port Server Trusted state Rate {pps})

i lUntrusted 'I |

1 IUntrusted 'l iD
0
0

|Untrusted 'l

2
3

|Untrusted vl

Apply! Cancel |

Bbibepute B MeHio Advanced Application > IP Source Guard > DHCP snooping > Configure
> VLAN, Bbibepute 3anuck, cootBeTcTBytowyto VLAN 100, ykasas 3HadeHue 100 B nonsx Start
VID u End VID, u HaxxmuTe Apply. 3aTtem Bbibepute onuuto Yes B none Enabled ang 3anucn,
cooTtBeTcTBYtowern VLAN 100, koTopas nokasaHa B HMXKHEW YacTu 3KpaHa.

YT106bI BKNOUUTL B NakeTbl DHCP-3anpocoB AONOAHUTENbLHY0 MHDOPMaLUIO, TaKyto, Kak
naeHTugpunkaTop VLAN MCTOYHMKA UM MMSA CUCTEMDI, BblibepuTe onuunio Option82 Profile ans
AaHHoM 3anucu. CM. pa3a. 25.10.1.3 Ha cTp. 245.

PucyHok 36 [MlowaroBble ykasaHus: BkntodeHne dyHkumm otcnexmnsaHus DHCP ana gaHHoM cetun
VLAN

[ DHCP Snooping VLAN Configure Port Configure

Show VLAN Start vip 100 End viD 100

Apply

ViD Enabled Option 82 Profile
* No - -
100 [Yes iy M

| Apply | ) Cancel

HaxMnTe Save B npaBoM BepxHeM yrny Web-koHdurypartopa,
yTObbl COXPaHUTb KOHMUIrypaumo Ha NOCTOSIHHON OCHOBE. Status E Logout H Help

Moakntoumnte DHCP-cepBep Kk NopTy 5, a KOMMbOTEP, BbICTyNnawwun B kayectse DHCP-knueHTa, K
nopty 6 unm 7. KoMnbloTep A0MKEH UMETb BO3MOXXHOCTb nosyyeHus IP-agpeca ot aaHHoro DHCP-
cepBepa. B cnyyae noakntodeHmns DHCP-cepBepa K nopTy 6 uan 7 TakOM BO3MOXXHOCTU Y
KOoMMbloTEpPa He byaerT.

PykosogcTso none3osatens Ansa cepun GS3700 n XGS3700

49



maBa 6 NowwaroBble ykasaHus

10 YT106bI NpoBepuTh paboTy dyHKUUM otcnexmsaHns DHCP, Bbibepute B MeHtio Advanced
Application > IP Source Guard. [JonxeH NosSBUTbCA Ha3HaveHHbIn IP-agpec ¢ Tuinom DHCP-
Snooping, Kak NokKasaHO Ha pUCYHKe.

PucyHok 37 [MowaroBble ykasaHus: MNMpoBepka paboTbl MPUBSA3KU MPU BKIKOYEHHON DPYyHKUNMU
oTcnexmnsaHus DHCP

[ @ |IP Source Guard ] Static Binding DHCP Snooping  ARP Inspection
Index MAC Address IP Address Lease Twne VID Port
1 teozoopooote 1010118 6d23h17m0s dhep-snooping 100 L

MoAKNIUYNTLCS K KOMMYTaTOPY MOXHO Takxe yepes telnet nnm KOHCOMbHbLIM MOPT KOMMyTaTopa.
YT06bI NPpOCMOTPETL Tabnnuy NpmMBsA30K MyHKUMK oTcnexunBaHua DHCP, kak 3TO NoKasaHo Huxe,
BOCMOSb3YWUTECb KOMaHAOM «show dhcp snooping binding».

sysname# show dhcp snooping binding
MacAddress IpAddress Lease Type VLAN Port

00:02:00:00:00:1c 10.10.1.16 6d23h59m20s dhcp-snooping 100 7
Total number of bindings: 1

6.3 Ucnonb3oBaHue petpaHcnauum DHCP Ha
KOMMyTaTope

B 3TnX nowarosbiX yKaszaHUsax NoKa3blBAeTCs, Kak HACTPOUTb KOMMYyTaTop TaknuMm o6pa3oM, 4Tobbl
OH OCyLLecTBnsAA nepecbisiky 3anpocos DHCP-knueHTa onpeaeneHHoMmy DHCP-cepBepy. YKasaHHbIN
DHCP-cepBep Bblaensier cooTseTcTByowmni IP-agpec ncxoasa ns nHdopmaumm, cogepxaliencs B
DHCP-3anpocax.

6.3.1 YcnoBua ansa nowaroBbIX YKa3aHUW No paboTte ¢ peTpaHcnsauuen
DHCP

B aTom npumepe nMeetcss DHCP-cepeep (192.168.2.3), KOTOpPbIN A0MXKEH HAa3HAYUTb ONpeaeneHHbIN
IP-appec (Hanpumep, 172.16.1.18) DHCP-knueHTy A, BbibpaB ero ncxoas us ceegeHuin 06 nmeHu
cuctemnbl, nageHtudmkatope VLAN 1 HoMepe nopta, coaepxawmxca B DHCP-3anpoce. KnneHTt A
noakntoyaeTcsa K nopTy 2 kommyTtaTopa B cet VLAN 102.
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PucyHok 38 T[lowarosble ykasaHus: CueHapuii petpaHcnaumn DHCP

’Q

||||||1\
DHCP-cepBep

192.168.2.3

172.16.1.18

6.3.2 Co3paHue BMpTYyanbHoOM nokanbHou cetn VLAN

Y1066l caenaTtb nopT 2 uneHom cetu VLAN 102, npoaenalite cneaytoulee.

1 BbinonHute Bxoa B Web-koHdUrypaTop yepes nopT yrnpaB/ieHUs KoMMyTaTopa.

2 Bbibepute B MeHto Basic Setting > Switch Setup v ycraHosuTe Tmun VLAN paBHbiM 802.1Q.
Haxxmute Apply, 4TO6bl COXpPaHUTb HAaCTPONKM B ONepaTUBHOMN MaMsaTH.

PucyHok 39 T[lowarosble ykasaHus: YctaHoBka TMna VLAN paBHbiM 802.1Q

L@ Switch Setup ]

@ 80210
VLAN Type _
h - ' Port BESE!CI ...................................................

MAC Address Learning Aging Time 300 seconds
......................... ARpAgmgﬂme;\gmgnmeg,gusewnds
L e s e e e Jg|nT|me|’ ..................... p_DD ............. m ||||Seconds

I Leaueﬂmer .................. SDD ............ mn“semnds

Priority Queue Assignment Level7
LevelG
Levels
Leveld
Level3
Level2
Levell
LevelQ

(=R =T TR & R s R |
1
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3 Bbibepute B MeHtio Advanced Application > VLAN > VLAN Configuration > Static VLAN
Setup.

4 Ha akpaHe Static VLAN Bbibepute onuunto ACTIVE, BBeanTe nMsa-onmcaHue (Hanpumep, VLAN 102)
B nosie Name u HoMep 102 B none VLAN Group ID.

5 Bbibepute onumio Fixed, ytobbl caenaTtb NOPT 2 NOCTOSAHHBIM Y1€HOM AaHHOM ceTn VLAN.

6 CHummuTe BblaeneHme c nepekntoyatens TX Tagging, 4Tobbl KOMMYTaTOpP BbIMOJIHAA YAaneHMe Teros
VLAN nepen oTnpaBKoOli MakeToB.

7 Haxmute Add, 4T06bl COXpaHUTbL HACTPOMKKN B OMepaTMBHOM NamMaTn. HacTporikmn B onepaTUBHOM
namaTu TePAOTCA NPU OTKIKOYEHUM NMUTAHUSA KOMMYTaTopa.

PucyHok 40 [Mowarosble ykasaHusa: Co3aaHune ctatuyeckon cetn VLAN

[ @ Static VLAN ] VLAN Configuration
ACTIVE i
Name VLAN 102
WLAN Group ID 102
Port Control Tagging
* Maormal v ¥ TxTagging
1 * Mormal Fixed Faorbidden ¥ Ty Tagging
2 Mormal * Fixed Forbidden TxTagging
3 * Normal Fixed Forbidden ¥ TxTagging
4 lor Fi thidden i
* Tlormal Fixed Forbraden ¥ TxTagging
28 * Normal Fixed Forbidden ¥ TxTagging
Add Cancel Clear

8 TlMepenguTte no ccoinike VLAN Configuration Ha skpaHe Static VLAN Setup, a 3atem no ccbiike
VLAN Port Setup Ha skpaHe VLAN Configuration.

PucyHok 41 T[lowarosble ykasaHus: Nepexos no ccolnke VLAN Port Setting

@ VLAN Configuration ] VLAN Status
Static VLAN Setup Click Here
VLAN Port Setup Click Here
Subnet Based VLAN Setup Click Here
Protocol Based VLAN Setup Click Here
Voice VLAN Setup Click Here
MAC Based VLAN Setup Click Here

9 Bseaute HoMep 102 B none PVID ans nopta 2. Tenepb KoMMyTaTop 6yaet Ao6aBnsATb Ter K
BX0o4ALWMM Kagpam 6e3 Teros, NnpuHMMaeMbliM Yepes 3TOT NopT, C TeM, 4TO6bl o6ecneunTb Nepecbiky
3Tux kagpos B rpynny VLAN, KOTOPYI naeHTU@UUUpYeT AaHHbIN Ter.

10 HaxmuTte Apply, UTO6bI COXPAaHUTb U3MEHEHUSA B ONEPATMBHOM NaMsaTU.
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PucyHok 42 [MowaroBble ykasaHus: BknioueHne gobasneHns Teros Ans Kaagpos, NPUHMMAEMbIX
yepes nopT 2

VLAN Configuration

Port

*

1
2
3

27
23

GVRP

Ingress Check PVID GVRP
All
1 All

10z Al

T T

1 All
1 All

Acceptable Frame Type

VLAN Trunking Isolation

v
v
v

v

v

v

Apply | ) Cancel |

11 lNepenanTe No ccbisike Save B rnpaBoM BepxHeM yrny Web-kKoHdurypatopa, 4Tobbl COXpaHUTb
KOHMUrypauuno Ha NOCTOSAHHOW OCHOBE.

6.3.3 HacTtpowmka petpaHcnsaumm DHCP

BbinonHuTe AENCTBUSA, ONUCaHHbIE HUXe, YTO6bl BKNIOUMTL peTpaHcnaumio DHCP Ha komMmyTaTope 1
pa3pewmnTb KOMMyTaTopy A06aBNATbL CBEAEHUSA areHTa peTpaHcasaunmn (HanpuMep, naeHTndukaTop
cetn VLAN) B DHCP-3anpochl.

1 Bbibepute B MeHio IP Application > DHCP > DHCPv4, a 3ateM nepenaute no ccolike Global,
yTobbl OTKPLITL 3kpaH DHCP Relay.

2 YctaHoBuTe nepeknoyaTtens Active.

3 Beepute IP-agpec DHCP-cepBepa (B aaHHOM npumepe — 192.168.2.3) B nonie Remote DHCP
Server 1.

4 Bbibepute oaHy n3 onunin defaultl nnn default2 B none Option 82 Profile.

5 Haxmute Apply, 4T06bl COXPaHUTb U3MEHEHMS B ONEpPaTUBHOM NamMsaTu.
PucyHok 43 [lowarosble ykasaHus: YkasaHue nHdopmauum o DHCP-cepsepe n peTpaHcnsaTope
L @) DHCP Relay
Active

Port Status

Remote DHCP Server 1 192.168.2.3

Remote DHCP Server 2 0.0.00

Remote DHCP Server 3 0.0.00
Option 82 Profile default2 ~

Apply || Cancel
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6 [NepenguTe No ccbiike Save B NpaBoM BepxHeM yrny Web-koHdurypaTtopa, 4Tobbl COXpaHUTL
KOHMUrypauuto Ha NOCTOSSHHOM OCHOBE.

7 YkasaHHblit DHCP-cepBep BblaensieT COOTBETCTBYOWMNI IP-aapec ncxoas ns nHpopMaumm,
coaepxaulerica B DHCP-3anpocax.

6.3.4 YcTtpaHeHue Henonagok

MpoBepbTe IP-aapec knneHta A. Ecnn 3ToMy KIneHTy He 6bin HasHayeH IP-agpec 172.16.1.18,
YAOCTOBEPbLTECh B CNeAYOLEM:

1 KnueHT A nogkntodeH K nopty 2 B cetn VLAN 102 kommyTaTopa.

2 WpeHtndwukatop VLAN, HomMep nopTa u umsa cuctembl ans DHCP-peTpaHcnsaTopa BepHO yKasaHbl Kak
Ha DHCP-cepBepe, Tak M Ha KOMMYyTaTope.

3 Bbl He 3a6blIX WENKHYTb MO CCbiike Save, UTo6bl COXPaHUTb U3MEHEHMS B HACTpoMKax
KOMMyTaTopa.
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7

AKkpaHbl ZON Utility, ZON Neighbor
Management u Port Status

7.1 O630p

B paHHOM rnaBe onucaHbl HacTponku akpaHoB ZON Utility, ZON Neighbor Management, Port Status,
Port Details n PoE Status.

HauanbHasa cTpaHuua WEb-KOHq)VIpraTOpa COAEPXUNT CBOAHYHO CTaTUCTUKY MO NOopTaM CO CCblJIKaMun
Ha Kaxabli nopT, NO3BOJIAOLWNMHU 0T06p33MTb AETalIbHYO CTAaTUCTUKY KaXXAoro nopta.

7.1.1 O yem paccka3biBaeTcsl B 3TOM rnaBe

e C nomouwbto akpaHa ZON Utility (pa3a. 7.2 Ha cTp. 55) MOXHO BbINOAHATbL NMepBOHaYasbHYH
HaCTPOMKY M OCYLLECTB/ISITb YNpaBfeHNe CETEBbIMU YCTPOACTBAMMU.

e C nomowbio 3kpaHa Neighbor (pasa. 7.3 Ha cTp. 56) MOXHO npocMaTpuBaTbh MHMOPMaLUIO O
cocegHMX YCTPOMCTBax KoMMyTaTopa v yrnpasnsTb UMW,

e C nomouwbto akpaHa Port Status Summary (pa3a. 7.4 Ha cTp. 58) MoXHO npocMaTpuBaTb
CTaTUCTUKY ANS NOPTOB.

¢ C nomowbio 3kpaHa Port Details (pa3a. 7.4.1 Ha cTp. 59) MOXHO NpocMaTpueaTb CTaTUCTUKY
ANna oTAENbHbLIX MOPTOB.

7.2 JkpaH ZyXEL One Network (ZON) Utility

ZON Utility - aTo nporpamma, koTopas nomoraet 6onee 3ddeKTUBHO BbINONHATL NPOLEAYPbI
pa3BepTbiBaHUS U ynpasneHns ceTblo. OHa aBTOMaTUYeCKN pacrno3HaeT YCTPOMCTBa M No3BonseT
ONCTAHUMOHHO HacTpamBaTb OCHOBHble NapaMeTpbl YCTPOUCTB B CETU.

ZON Utility reHepupyeT 3anpockl no npotokony ZDP (ZyXEL Discovery Protocol) n nonyuyaet ot
YCTPOWMCTB OTBETbI, COAEepXalLne Takme OCHOBHble cBeaeHusl, kKak IP-agpec, Bepcust BCTPOEHHOro
nporpaMMHoro obecneyeHuns, MECTOMONIOXEHME, CUCTEMA U UMA MOAENM B TOM Xe
LUMpOKOBELLaTeNbHOM A0OMeHe. 3aTeM 3Ta nHdopMaunsa otobpaxkaetcs Ha akpaHe ZON Utility,
NMO3BOJISIOWEM BbINONHATbL TakmMe AeNCTBUS, KaK HAaCTPOMKa OCHOBHbIX MapaMeTpoB YCTPONCTB U
nakeTHoe o6HOBNEHME BCTPOEHHOIro nporpaMMHoro obecnedernus. Ytmnuty ZON Utility moxHo
3arpysuTb C canta www.zyxel.com 1 yCTaHOBWUTb Ha KOMMbIOTEP.

Ha pucyHke Hmxe nsobpaxkeH akpaH ZON Utility.
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PucyHok 44 DkpaH ZON Utility

@ & & W ® o & ©®

lType I Model l FW Version I MAC | IP I Sys Name | Location I Last Status
& Gs2210-24 V4.10(AAND.1)... 00-19-CB-B0-22-01 192.168.1.100 GS2210

& Gs2210-24 V4. 10(AAND.1)... 00-19-CB-24-12-31 192.168.1.40 GS2210

@B (GS1900-24P  V2.00(AAHL.0)b1 00-E0-4C-00-00-00 192.168.1.30 Switch Location
&R GS1900-8HP  V2.00(AAHI.0)b1 FC-F5-28-52-D2-BF 192.168.1.10 Switch Location
Gih NWAS123-NI VA 11(AAHY.0)l... 10-7B-EF-D1-5D-51 192.168.1.50 nwa5123-ni Hsinchu, Taiw. ..

ZyXEL
One Network

7.3 AkpaH ZON Neighbor Management

OkpaH ZON Neighbor Management npegoctaBnseT yaobHble cpeacTsa AN NPOCMOTPa COCeAHMNX
YCTPONCTB KOMMYyTaToOpa M ynpasneHns nmn.JaHHasa ytunmta ncnonb3yet npotokon LLDP (Layer
Link Discovery Protocol) ana obHapyXeHus BCceX coceaHUX YCTPOMCTB, MOAKIHOYEHHbIX K
KOMMYTaTopy, B TOM uuncsie yCTPONCTB Apyrux npoussoautenen (He ZyXEL). SkpaH Neighbor
Management no3BosseT BbIMOAHATL HAa COCEAHUX YCTPONCTBax Takne AenCTBUSA, KaK BXOA B
cucTeMmy, nepesarpyska (nocnegosaTeslbHOE BbIK/IIOYEHWE N BK/IOYEHME MUTAHUSA) U BO3BpaT K
3aBOACKMM HacTpokkaM no ymondaHuto. bonee noapobHyto nHdopmaumo o npotokone LLDP MOXHO
HanT B (pas3a. 32.2 Ha cTp. 276).

YT06bl OTKPbITb 3KpaH, N306paxkeHHbI HWXe, BbibepuTe B MeHo Status > Neighbor.
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PucyHok 45 DkpaH Status > Neighbor

WAS123 nwa5123- V4 10(AAHY 0)T_201404

[ @ Neighbor Port Status
Local Remote

PoE Model Port PVWVR Reset to

Port Hame 5ys. Hame FVW Version Port = l_ 2 MAC =
S e e e O I e LRl

BO-B2-D
NWASZ301 nwa5301-

4 - 18w .—NJ ; f Vd 11(AANB.0)B1 1 UPLINK.  192.168.1.2 C—?;EI-.AF— .(.;';'_cllg__l Reset ]

T BODZACERIZAf  ethD  192.168.1.3
< N ni-zon 14173412 2
Ga2910- VA 10(AANE 1)20140612 | 2210-24HP
- - .25 ) S s a% 15 /0 2 = -
14 e 052210 15 oo 1921681692 C
52210- i AHV 1)b2 > : qaich-
I~ e .:2810 o m_dgwmnu i 221048p oo, 009c )

o043 00-00-01

Mons akpaHa onucaHbl B crieaylollen Tabnuue.

Ta6bnuua 6 SkpaH Status > Neighbor

NMOnE ONMUCAHME

Local

Port 370 nosie NokasbiBaeT HOMep NopTa /I0KajlbHOrO YCTPOMUCTBa B CETH.

Name 3T0 none nokasbiBaeT MMSA IOKasIbHOrO YCTPONCTBA B CETU.

PoE Draw OT0 none nokasblBaeT 3Ha4YeHMe MOLLHOCTM, KOTOPYIO JIOKaslbHOEe YCTPOMCTBO B
ceTu noTpebnser ot KOMMyTaTopa. Hannumne Takoro nNons no3sonser
CMNJIaHMpOBaTb M UCMNONb30BaTb B COOTBETCTBMW C NIAHOM BIOAXET MOLHOCTYN
KOMMyTaTopa.

Remote

Model Name

370 nosie NokasblBaeT Ha3BaHNEe MOAENN COCeAHEro YCTPOMUCTBa B yYAaEeHHOW
ceTu. [ins yCTPONCTB Apyrux npomnssoautenen (He Zyxel) aTo none coaepxut
CUMBOJT «=».

Sys. Name 370 noJsie NokasbliBaeT MMA CUCTEMbl COCEAHEr0 YCTPOMCTBA B YAANEHHON CEeTH.

FW Version 3T0 nose nokasbiBaeT BEPCUMI0 BCTPOEHHOr0 NporpamMMHOro obecneyeHus
cocefHero yCTpomucTBa B yaasieHHOM ceTu. [N YCTPOUCTB APYTrux
npoussoauTenen (He Zyxel) 3To none CoAep>XWUT CUMBON «=»,

Port 370 nosie NokasbiBaeT HOMep NnopTa COCefHEero yCTPOMCTBa B yAa/IEHHON CeTU.

Port Description

3TO nose nokasbiBaeT onMcaHue nopTa CocefHero YCTPOMCTBa B yAa/leHHOM
ceTun.

1P 3To none nokasbiBaeT IP-aapec cocegHero ycTpoicTBa B yaaneHHon cetu. IP-
aapec npeacrtasnseT cobon rmnepccbuiKy, Mo KOTOPOW MOXHO LLENKHYTb U
BbINOJSIHUTL BXOA Ha yAasieHHOe YCTPOMCTBO. NS YCTPOICTB APYrMxX
npoussoautenei (He Zyxel) 3To None coaepXXmUT CUMBO «=>,

MAC 370 none nokasbiBaeT MAC-agpeca cocefHero yCTpomucTBa B yAasIeHHON ceTu.

[Ons ycTponcTB Apyrux npoussoautenen (He Zyxel) 3To nosie COAEPXUT CUMBOJI
&K=,
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Tabnuua 6 SkpaH Status > Neighbor

MNOJE OMNCAHME

PWR Cycle HaxmuTte kHonky Cycle, 4To6bl OTKNIOUNTE NMUTAHME COCeAHEro yCTponcTea B
yAaneHHOW CeTU 1 CHOBA BKJIIOYMTb ero. HaumHaeT gencrsoBaTb KHOMKA
obpaTHoro cyeta (c 5 go 0).

MpumeyaHue:

e [laHHbIN KOMMYTaTOp AO/IKEH NPeAcTaBnsaTb CO60M nNUTaloLlee YCTPOUCTBO,
nnbo ceTeBoe YCTPONCTBO AOMXKHO ObiTb MMTAaEMbIM YCTPONCTBOM.

e Ecnu aBa u 6onee coceHNX YCTPONCTB UCMOMb3YIOT OAMH M TOT Xe MopT, TO
kHornka Cycle oTobpaxaeTcs ToNIbKO Ha NepPBOM YCTPOWCTBE, Ha OCTaslbHbIX
BMeCTO 3Toro 6yaeTt nokasaH 3Hak geduca («=»).

Reset to Default HaxmuTte kHonKy Reset, uTo6bI BEpHYTb AN COCeaHEro yCcTpolcTBa B
yLaNneHHOol ceTu 3aBOACKME HACTPOMKKU MO yMoN4YaHuio. Ha akpaHe nosBuTcs
npeaynpeanTenbHoe coobuweHne «Are you sure you want to load factory
default?» («[encTBUTENBHO BEPHYTLCS K HACTPOMKaM MO YMOMYAHUIO?») C
npeasioXeHWeM NoATBEPAUTb BbiNO/IHAEeMOoe AeicTBue. MNocne noaTBepx)aeHus
HayMHaeT AencTBoBaTh KHomnMka obpaTHoro otcyeta (ot 5 o 0).

MpumeyaHue:

e [laHHbIN KOMMYTaTOp AO/KEH NPeAcTaBnsaTb cO60M nNUTaloLLee YCTPONCTBO,
nnbo ceTeBoe YCTPONCTBO AO0/IXKHO ObiTb MUTAaEMbIM YCTPONCTBOM.

e Ecnu aBa n 6onee coceHMX yCTPOMCTB UCMOb3YHOT OAMH M TOT Xe NopT, TO
KHornka Reset cTaHOBWTCS HEAOCTYMHOM, U BMECTO Hee oTobpaxaeTcsl 3HaK
aeduca («=»).

e BbINOAHUTL BO3BpaT K 3aBOACKUM HACTPOMKaM MO YMOMYAHUIO MOXHO TO/TbKO
Ans ycTpoucts npomssoactea ZyXEL.

7.4 CBogHaa nHgpopmaumsa o COCTOSAHUM NOPTOB

[ns npocMoTpa CTaTUCTUKM Mo nopTaMm HaxmuTe Status Ha nto60M M3 3KpaHOB KoHdUrypaTopa,
yTO6bI 0TO6Pa3nTb OKHO Status, kak NokasaHo Ha UCTPaLMUn.

PucyHok 46 DkpaH Status (ans mogenen c noaaep>xkon PoE)

[ @ Port Status _____J Neighbor
Port Name Link State PD LACP TxPkts RxPkts Errors TxKBis RxKBis Up Time
1 100MIF FORWARDING Off Disabled 7633 1013721 0 10.75 8.933 981757
2 Down STOP Off Disabled 0 0 0 0.0 0.0 0:00:00
3 Down STOP Off Disabled 0 0 0 0.0 0.0 0:00:00
4 Down STOP Off Disabled 0 0 0 0.0 0.0 0:00:00
5 Down STOP Off Disabled 0 0 0 0.0 0.0 0:00:00
= Down - Dizabled 0 0 0.0 0.0 0:00:00
26 Down STOP - Disabled 0 0 0 0.0 0.0 0:00:00
27 Down STOP - Disabled 0 0 0 0.0 0.0 0:00:00
28 Down STOP - Disabled 0 0 0 0.0 0.0 0:00:00

Clear Counter
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Mong skpaHa onucaHbl B CJ'IED,y}OLI.I,Eﬁ Tabnuue.

Tabnuua 7 SkpaH Status

NMOnE OMNMUCAHME

Port Homep Ethernet-nopta. Haxxmute Ha HoOMep nopTa, 4To6bl 0TO6Pa3nTbL 3KpaH NoAPOGHON
ctratuctmkmn nopta Port Details (cM. puc. 47 Ha cTp. 60).

Name MMa, Ha3HayeHHOe AaHHOMY MOpTy Ha akpaHe Basic Setting > Port Setup.

Link B aTom none otobpaxaetcs ckopoctb (10M ana 10 M6ut/c, 100M gns 100 M6ut/c unm
1000M ansa 1000 M6uT/c) n pexxum aynnekca (F ana aynnekca wnm H ana nonyaynnekca).
Kpome Toro, B nosne otobpaxaetcs Tvn kabens (Copper ans sutoi napol unun Fiber ansa
OMTOBOJIOKHA) AN KOMOMHMPOBAHHbIX MOPTOB.

State Ecnn akTnBmpoBaH NpoTOKOA NOKpbiBatowero gepesa STP, B 3ToM none oTobpaxaetcs
COCTOsiHME nopTa no npoTtokony STP. JoNONHUTENbHYIO MH(POPMALMIO MOXHO HaWTU B
pa3a. 13.1 Ha cTp. 123.
Ecnu npotokon STP otkntoyeH, B 3ToM none otobpaxaerca FORWARDING B cnyyae
YyCTaHOBMIEHHOro coeanHeHus n STOP B NpoTMBHOM Ciy4ae.

PD Tonbko AN MoAaenew C noaaepxkon PoE
D70 nosie ykasblBaeT Ha TO, paspeLlleHo I NMUTAaeMOMy YCTPOMCTBY Mosy4aTb NuTaHue oT
KOMMyTaTOpa yepes AaHHbIA NopT.

LACP B aTOM none otobpaxaeTcs coctossHne npotokona LACP (npoTokon ynpasneHus arperauuen
KaHanoB) — BKJIIOYEH OH WM HET Ha AaHHOM MOpTY.

TxPkts B aToM none otobpaxaeTcs KONMYecTBo nepeaaHHbIX 3TUM NOPTOM KaapoB.

RxPkts B 3ToM none otobpa)kaeTcs KONMYECTBO MPUHATLIX 3TUM MOPTOM KaApoB.

Errors B 3TOM none otobpa)aeTcs KONMYECTBO NMPUHATLIX 3TUM MOPTOM KaApoB C owmnbkamu.

Tx KB/s B 3ToM none otobpa)kaeTcs KONMYECTBO NepeaaHHbIX 3TUM MOPTOM KMI06anT B CeKyHAY.

Rx KB/s B 3ToM none otobpa)kaeTcs KONMYECTBO MPUHATBIX 3TUM MOPTOM KUIO6alT B CeKyHAy.

Up Time B aTOM none otobpaxkaetcs nosHoOe KOMYEeCTBO YacoB, MUHYT U CEKYHJ, B TEYEHME KOTOPbIX
nopt paboTtan.

Clear Counter YT106bI COPOCUTL CTAaTUCTMKY AN OTAENBbHOMO NopTa, BBEAUTE HOMEP COOTBETCTBYHOLLEro
nopta u Haxmute kHonky Clear Counter; 4Tobbl COPOCUTL CTAaTUCTUKY ANS BCEX NMOPTOB —
BblbepnTe Any U Takxe HaxmuTe kHonky Clear Counter.

7.4.1 JkpaH Status: Port Details

YT06bl 0TO6pPa3UTb CTAaTUCTMKY MO OTAE/bLHOMY MOpPTY, Bbi6epuTe HoMep B cTonbue Port Ha akpaHe
Status. DToT 3KpaH UCNONb3yeTcs AN OTOBPaXKEHUA COCTOSAHUSA U NOAPOBHbLIX AaHHbLIX 0 paboTe
OoTAeNbHOro NopTa KoMMyTaTopa.
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naBa 7 SkpaHbl ZON Utility, ZON Neighbor Management n Port Status

PucyHok 47 DkpaH Status > Port Details

L @) Port Details ] Port Status

Port Info Port NO. 1
Mame
Link 100MIF
State FORWARDING
LACP Disabled
TxPkis 7690
RxPkis 1016661
Errors a
Tx KBs/s 0530
Rx KBs/s 1.249
Up Time 93:33:24

TX Packet Unicast 7547
Multicast 0
Broadcast 143
Pause 0

RX Packet Unicast 18039
Multicast 358980
Broadcast 639642
Pause 0

TX Collision Single 0
Multiple 0
Excessive 0
Late a

Error Packet RX CRC 0
Length 0
Runt 0

Distribution 64 247810
6510 127 30141
128 to 255 30382
256 to 511 2893
5120 1023 754
1024 to 1518 3371
Giant 0

Mons aKpaHa onucaHbl B crieayoLlen Tabnuue.

Tabnuua 8 SkpaH Status: Port Details

MOnE OMUCAHUE
Port Info
Port NO. B 3ToM none otobpaxaeTca HoMep nopra.
Name B s3ToM none otobpaxaeTca uMms nopra.
Link B 3ToM none otobpaxaeTcsa ckopoctb (10M ana 10 Méut/c, 100M ana 100 M6uT/c nnu
1000M ansa 1000 MéuT/c) n pexxum aynnekca (F ans aynnekca wav H ans nonyaynnekca).
Kpome Toro, B none otobpaxaetrcs Tun kabensa (Copper ansa suton napel unu Fiber ana
OMTOBOJIOKHA).
Status Ecnun akTnBmMpoBaH NpoTOKOA NOKpbiBatoLero gepesa STP, B 3TOM nose otobpaxaeTcs
COCTOsIHWE nopTa no npoTtokony STP. [JoNONHUTENbHYIO MH(POPMALMI0O MOXHO HAWTU B
pa3a. 13.1 Ha cTp. 123.
Ecnu npotokon STP oTk/to4YeH, B 3ToM nosie otobpaxaetrca FORWARDING B cnyyae
yCTaHOBJIEHHOro coeanHeHuss 1 STOP B NpOTUBHOM ciyyae.
LACP B 3TOM none ykasaHo, BK/IOYEH NN ANa AaHHOro nopta npotokon LACP.
TxPkts B 3TOM none otobpaxaeTcs KONMYecTBO nepefaHHbIX 3TUM NOPTOM KaapoB.
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naBa 7 SkpaHbl ZON Utility, ZON Neighbor Management n Port Status

Ta6bnuua 8 3k

paH Status: Port Details (npoaonxeHue)

MNOJE

OMNCAHME

RxPkts B sTOM none oTobpaxaeTcs KOMYeCTBO MPUHSTBLIX 3TUM NOPTOM KaApoB.
Errors B 3ToM none oto6paxkaeTcsi KOMYECTBO NPUHATHIX 3STUM MOPTOM KaApoB C owWnbKamu.
Tx KB/s B sTOM none oTob6paxaeTcs KOMYeCTBO nepeAaHHbiX 3TUM NOPTOM KMN06aWT B CEKYHAY.
Rx KB/s B 3ToM none otobpa)kaeTcs KOMMYECTBO MPUHATBIX 3TUM MOPTOM KUI06alT B CEKYHAY.
Up Time B sTOM none oTobpaxaeTcs NosHOe BpeMS, B TEYEHNE KOTOPOro NoAAEPXKMBaANoCh
coeanHeHwne.
Tx Packet

B cnepyrowmnx nonax 0TO6pa)KaETCH I'IOLI,DO6Haﬂ VIH(I)OpMaLlVIH O nepegaHHbIX NaKeTax.

Unicast B 3TOM none oTobpaxaeTcs KONMYecTBO NepedaHHbiX LefibHbIX OAHOaAPECHbIX MaKeToB.
Multicast | B aToM none oto6paxaeTcs KONMYeCTBO NepeAaHHbIX LefbHbIX MHOrOaApPECHbIX MaKeToB.
Broadcast | B 3ToM none oTobpaxaeTcs KOIMYecTBO NepeAaHHblX LefibHbIX LWMPOKOBeLLaTeNbHbIX
naKeToB.
Pause B 3ToM none otobpaxaeTca KONMUYecTso nepeaaHHbix naketos 802.3x Tuna Pause.
Rx Packet

B cnepyrowmnx nonsax otobpaxaercs nogpobHaa nHdopMauma 0 NPUHATBIX NakeTax.

Unicast B 3TOM none otobpaxaeTcs KONMYECTBO MPUHSATbIX LesibHbIX O4HOAAPECHbIX MaKeToB.
Multicast | B aToM none otobpaxaeTcsi KONMMYeCTBO NPUHATBIX LleSIbHbIX MHOMOaApeCHbIX NaKeToB.
Broadcast | B aTom none otobpaxaeTcsi KONMYECTBO NPUHATBIX LesIbHbIX LUMPOKOBELWATENbHbIX NMAaKETOB.
Pause B 3TOM none otobpaxaeTcs KONMYECTBO NPUHATLIX NakeToB 802.3x Tuna Pause.

TX Collision

B cnenyrowmx nonax otobpaxkaetcs MHbOpMaUmnsa 0 KONIU3USX B MpoLecce nepesayu.

Single

KonuuyectBo ycnewHo nepefaHHbIX NakeToB, NepeAada KOoTopbix bbinia 3anpelieHa B TOYHOCTH
OAVHOYHOW KONTU3NEN.

Multiple

Konun4yecTBo ycnewHo nepeaaHHbIX NakeToB, Nepeaada KoTopbix 6bina 3anpelieHa
HECKOJIbKUMU KOJTTU3UNAMMU.

Excessive

KonnuyecTtBo nakeToB, Nepeagaya KOTOPbIX OKasasiacb HEBO3MOXHa M3-3a U36bITOYHOrO
KONMMYeCcTBa Konaun3un. Noa n3bbITOYHbIM KOJIMYECTBOM KOJITN3UM MOHMMAETCA MakCcMMalsibHoe
KONIM4YeCTBO KONIM3UI, NOC/ie KOTOpPOro cbpacbiBaeTcs CHETUMK MOMbITOK MOBTOPHOWN
nepegayu.

Late

KonunyecTtBo 3adnKCMpPOBaHHbIX C ONO3A4aHUEM KOJIU3NIA, TO €CTb KOIN3NA, 0OHapPY>XXEHHbIX
rnocne nepegaym Kak MMHMMYM 512 6uT naketa.

Error Packet

B cnepytowmx nonsix otobpaxaetcs nogpobHast MHGOpMaumsa 0 NPUHATBLIX NakeTax C
owmnbkamu.

RX CRC B 3TOM none otobpaxaeTcs KOJIMYECTBO MaKeTOB, MPUHSTLIX C oWKMObKoM (ownbkamm)
umknmyeckoro nsbeitouHoro koga CRC.

Runt B 3TOoM none otobpa)aeTcs KONMUYECTBO MPUHATLIX NAaKETOB, OKa3aBLUMXCS C/IULLKOM
KOPOTKMMK (MeHee 64 oKTeTOB), BK/OYas nakeTbl ¢ owmnbkamm CRC.

Distribution

64 B 3TOM none otobpaxaeTcs KONMYECTBO NMPUHATBIX MaKeToB (BK/O4Yas OWMO0YHbIE), ANMHA
KOTOPbIX COCTaBnseT 64 oKTeTa.

65-127 B 3TOM none otobpaxaeTcsi KONMYECTBO NMPUHSATLIX NMakKeToB (Bk/O4Yas oWMO0YHbIE), ANMHA
KOTOPbIX COCTaBnsaeT oT 65 no 127 okTeToB.

128-255 B 3TOM none otobpaxaeTcsi KONMYECTBO NMPUHSATLIX MaKeToB (Bk/o4Yas oWMO0YHbIE), ANMHA
KOTOpbIX cocTaBnseT oT 128 go 255 okreTos.

256-511 B 3ToM none otobpaxaeTcsi KONMYECTBO NPUHATLIX NMaKeToB (Bk/OYas oWMbO0YHbIE), ANMHA

KOTOpbIX cocTaBnsieT oT 256 Ao 511 oKTeToB.
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naBa 7 SkpaHbl ZON Utility, ZON Neighbor Management n Port Status

Ta6bnuua 8 3k

paH Status: Port Details (npoaonxeHue)

MNOJE

OMNCAHME

512-1023 | B aTOM none otobpaxaeTcs KOMMYECTBO NPUHATBIX NakeToB (BKAo4Yas owmnboyHbie), ANnHa
KOTOpbIX cocTasnseT oT 512 o 1023 okTeToB.

1024- B 3ToM none oTobpaxaeTcs KOMMYECTBO MPUHATLIX NakeToB (BkOYas OWMBO0YHbIE), ANNHA

1518 KOTOpbIX cocTtasnseT oT 1024 ao 1518 okreToB.

Giant B 3ToM none otobpaxaeTcsi KONMYECTBO NPUHATLIX MaKeToB (Bk/OYas oWMO0YHbIE), ANMHA

KOTOpbIX cocTaBnsieT oT 1519 okTeToB A0 MakCMManbHOro pasMepa Kagpa.

MakcuManbHbIn pa3Mep Kagpa 3aBUCUT OT MOAENTM KOMMYTaTOopa.
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OCHOBHbIE€ HAaCTPOUKHU

8.1 O630p

B naHHoOM rnaese onucaHbl HaAcTporikn akpaHoB System Info, General Setup, Switch Setup, IP
Setup, Port Setup, PoE, Interface Setup n IPv6.

8.1.1 O yem paccka3sbiBaeTCA B 3TOW rnaBse

e C nomouwbto skpaHa System Info (pa3a. 8.8 Ha cTp. 74) MOXHO y3HaTb BEPCUIO BCTPOEHHOIO
nporpaMMHoro obecneyeHus.

e C nomouwbto akpaHa General Setup (pa3a. 8.3 Ha cTp. 65) MOXHO HacTpouTb 06LWECUCTEMHbIE
napaMmeTpbl, HanNnpumep, ykasaTb MMS CUCTEMbI UK 3a4aTb BpPeMS.

e C nomouwbto skpaHa Switch Setup (pas3a. 8.5 Ha cTp. 68) MoxHO Bbi6paTb TN ceTn VLAN,
yCTaHOBUTb TanMepbl GARP 1 HazHa4ynTb NPUOPUTETLI OUEPEasiM.

e C nomouwbto akpaHa IP Setup (pa3a. 8.6.1 Ha cTp. 70) MoxHO 3aaaTb IP-aapec komMMyTaTopa,
yKasaTb OCHOBHOW LW03, OCHOBHOW CEpBEP AOMEHHbIX UMEH U NAEHTUDUKATOP YrNpaBasoWwen
cetn VLAN.

¢ C nomouiblo 3kpaHa Port Setup (pa3a. 8.7 Ha cTp. 72) MOXHO 3a4aTb NapamMeTpbl NOPTOB
KOMMyTaTopa.

e C nomouwbto akpaHoB POE Status (pa3a. 8.8.1 Ha cTp. 77) MOXHO NMPOCMOTPETL TEKyLlee
3HayeHne MOLWHOCTKN, NoTpebnseMon NuTaemMblMM YCTPOMCTBAMMN OT KOMMyTaTopa U YCTaHOBUTb
YPOBHU MPUOPUTETOB MPpU pacrnpeaeneHnm KoOMMyTaTopoM MOLLHOCTU MeXAy NUTaeMbiMU
yCTPOMCTBaMN. DTOT 3KpaH AOCTYMNEH TONbKO AN MoAesnen C noaaepxkon PoE.

e C nomouwpbto akpaHoB Interface Setup (pa3a. 8.8 Ha cTp. 74) MOXHO BblbpaTb TMN UHTEpdElica
AJ1s1 KOMMyTaTopa M 3a4aTb NapaMeTpbl ero naeHtudukaTopa.

e C nomouwbto skpaHos IPv6 (pa3a. 8.8 Ha cTp. 74) MOXHO NMPOCMOTPETb CBEAEHUS O CTaTyce
npoTtokona IPv6 n ero HacTporikax.

8.2 UHdopmauusa o cucteme

UT06bI 0TO6Pa3nTb MOKa3aHHbI HUXKE 3KpaH, BbibepuTe B HaBMraunoHHol naHenu Basic Setting >
System Info. 3T0T akpaH oTobpakaeT BePCUO BCTPOEHHOrO NporpamMMHOro obecneyeHums.
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maBa 8 OCHOBHbIE HAaCTPONKK

PucyHok 48 SkpaH Basic Setting > System Info (Tonbko ana moaenen ¢ nogaepxkon PoE)

CPU Utilization

Memory Utilization
Name
common

Hardware Monitor

Temperature (C)
BOARD
MAC
PHY
FAN Speed (RPM)
Voltage (V)
1.1VIN
1.1VIN
1.5VIN
3.3VIN
12VIN

Temperature Unitu

System Name G52210
Product Model G52210-24
ZyNOS FIW Version V4. 10(AAND.0)20140120 | 01/20/2014
Ethernet Address 00:19:chcba:11:01
Current (%) 12.40
Total (byte) Used (byte) Utilization (%)
15834240 3553520 22
Current MAX MIN Threshold Status
50.0 50.0 43.0 85.0 Narmal
53.0 53.0 51.0 85.0 Narmal
53.0 53.0 51.0 85.0 Narmal
Current MAX MIN Threshold Status
Current MAX MIN Threshold Status
1.095 1.095 1.095 +-5% Narmal
1.106 1.106 1.106 +-5% Narmal
1.529 1.529 1.516 +-5% Narmal
3.257 3.257 3.239 +-5% Narmal
12.281 12.281 12.281 +-7% Narmal

Mong skpaHa onucaHsbl B CJ'IED,y}OLI.I,Eﬁ Tabnuue.

Tabnuua 9 SkpaH Basic Setting > System Info

MNONE

OMUCAHUE

System Name

B 3TOM nosie oTo6pa)kaeTcs UMs-OMMcaHne KOMMYTaTopa, C MOMOLLbIO KOTOPOro ero MOXHO
naeHTUdOULMPOBaTL.

Product Model

DTO none rnokasbiBaeT MoAesib KOMMyTaTopa. DTy MHdOopMauuo cneagyeT UCrnoib30BaTh NMpu
NoucKe CBeXel BepCUn BCTPOEHHOro NporpaMMHoro obecnevyeHns UM Apyrnx cBeaeHun,
Kacalwmxca NoaaepXxKkn, Ha Beb-canTe.

ZyNOS F/W B 3ToM nosie otobpaxaeTcss HOMeEp BEPCUMN TEKYLLEro BCTPOEHHOMO NMPOrpaMMHOro
Version obecneueHns KOMMyTaTopa, B TOM YMcC/e gaTa ero co3gaHus.

Ethernet B sToM none otobpaxaetca MAC-agpec komMmyTaTopa Ans cetn Ethernet.
Address

CPU Utilization

YTunmsaums npoLeccopHbIX pecypcoB npeacTaBnsieT coboli KOMMYECTBEHHYO OLEHKY
3arpy>eHHocTn cuctemsbl. MNone Current (%) nokasbiBaeT TEKYLLYIO NPOLEHTHYHO A0/0
yTUAM3aumMm NpoLLeCCOPHbIX PECYpPCOoB.

Memory
Utilization

Mone Memory Utilization noka3biBaeT AOCTYNHbIA U 3a4€NCTBOBAHHbIN 06BbEMbI
AVHaMuyeckon onepaTtueBHoi namaTu (DRAM). KpoMe Toro, OHO Noka3bliBaeT TEKYLLYH
NPOLEHTHYO AOMI0 YTUAN3aLUUM ONepaTMBHON NaMaTK.

Hardware Monitor

Temperature MpenycMOTpeHHblE B KOMMyTaTope AaTyMKu TeMnepaTypbl NO3BOASIOT 06HapyXuBaTb U
Unit coobLaTh 0 NOBbIWEHNM TEMNEPATYPbI Bbille YCTAHOBIEHHOIO MOPOroBOro 3Ha4yeHus. B aTom
nosie MoOXHO BblbpaTb eANHULbI N3MepeHns TemnepaTtypbl (rpaaycbl no Llenbcuio —
Centigrade, wnu rpagycel no ®apeHrenty — Fahrenheit).
Temperature BOARD, MAC »n PHY yka3sblBaloT Ha pa3MelleHne TeMNepaTypHbIX AaTYMKOB Ha NedyaTHOM
nnate KoMMmyTaTopa.
Current B 3ToM none otobpaxaeTtcsa Tekywas TeMnepaTtypa, U3MepeHHas AaHHbIM AATYMKOM.
MAX B sTOM none otobpaxaeTcs MakcumanbHas TemnepaTypa, U3MepeHHas AaHHbIM AAaTUYMKOM.
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MnmaBa 8 OCHOBHbIE HACTPOMKM

Ta6bnuua 9 DkpaH Basic Setting > System Info (npogonxeHune)

MNOJE OMNCAHME

MIN B aTOM none 0T06pa)KaeTc;1 MUHUMaNbHaaA TeMNepaTtypa, UaMepeHHaa AaHHbIM AaTYUKOM.

Threshold B sTOM none otobpaxaeTcs BEPXHUI NMMUT TeMnepaTypbl AN AAHHOIO AaTuunka.

Status Ecnv TeMnepaTypa He NpeBbIlWaeT NoporoBOro 3Ha4eHus, B 3TOM noJsie ykasbiBaetcss Normal,
B MPOTMBHOM cniy4yae — Error.
Fan Speed Ons cobnioaeHns Haanexallero TENJI0BOMO peXxunMa yCTpoicTBa OrpoMHOE 3HayeHne uMeeT
(RPM) npaBuibHas paboTa BEHTUNSTOPOB (HapsAy C XOPOLIO BEHTUIMPYEMbIM, OXTaXXAAEMbIM

rnometleHnem). B KaXxaoM U3 BEHTUNSTOPOB UMEETCS AaTUMK, KOTOPbI 06HapyxuBaeT u
coobLiaeT 0 MOHUXEHUN CKOPOCTU paboTbl BEHTUSITOPA HUXE YKa3aHHOro MOpOroBoro

3HayeHus.
Current B sTOM none otobpaxaeTcs TeKkylas CKOPOCTb BEHTUNATOpa B o6opoTax B MUHYTY (RPM).
MAX B 3TOM none oTobpaxaeTcs MakcuManbHas M3MepeHHasi CKOpoCTb BEHTUATOpa B o60poTax B

MUHYTY (RPM).

MIN B s3TOM none otobpaxaetca MMHMManbHasa M3MepeHHas CKOpOCTb BEHTMNSTOpa B obopoTax B
MUHYTY (RPM). Ecnm ckopoCTb CAMLIKOM HU3KasA M He nogaaeTtcs naMmepeHmio (MeHbwe 2000
06/MUH), B 3TOM MoJie yKa3blBaeTcs «<41».

Threshold B 3ToM none otobpaxaetca MMHMMaNbHaa AONYCTMMas CKOPOCTb paboTbl BeHTUNATOpa.

Status 3HauyeHne Normal ykasbiBaeT Ha TO, YTO CKOPOCTb BpalleHUsI BEHTUNATOpPA Bbllle
MUHUManbHOM. 3HavyeHne Error ykasbiBaeT Ha TO, YTO CKOPOCTb BpalleHMs BEHTUNATOpa
HUXEe MUHUMAbHOW.

Voltage (V) [Ons Kaxaoro 3HauYeHUs Hanpsi)keHns B 6/10Ke NUTaHUS UMeEeTCst AaTUYMK, KOTOpbIN crnocobeH
obHapyXu1BaTb U cooblaTb O BbIXOAE HANPSXEHUS U3 A0MYCTMMOro AManasoHa.
Current Tekyuiee 3Ha4YeHNEe HanpsXXeHus.
MAX B 3TOM none oTtobpaxaeTcs MakCMManbHOE HanpshXeHne, N3MepeHHoe B A@aHHOW TouKe.
MIN B 3ToM nosie oTobpaxaeTcs MUHUMasIbHOE Hamnpsi)XeHUe, N3MEPEHHOE B AaHHOW TOUKe.

Threshold B 3TOM none otobpaxaeTcsa AOMYCTUMbIN NPOLEHT OTKIIOHEHUS Hanps>XXeHWs OT HOMUHana,
npu KOTOPOM KOMMyTaTop 6yaeT no-npexHemy paboTtaTsb.

Status 3HayeHne Normal yKkasbiBaeT Ha TO, YTO HaMPsXKeHME B AAaHHOW TOUKE HaxXOoAUTCS B
npeaenax AonycrtuMoro paboyero AvanasoHa; B MPOTUBHOM C/lyvyae B 3TOM roJe
oTob6paxaetcsa 3HadveHue Error.

8.3 OOwme HaCTPOUKHN

Ha 3ToM akpaHe MOXHO CKOHMUrypupoBaTb 06LMe NnapaMeTpbl, Takme Kak UM CUCTEMbI N BPEMS.
YT106bI 0TO6pPA3MTb NOKA3aHHbLIN HWXE 3KpaH, BbibepuTe B HaBMraumoHHon naHenn Basic Setting >
General Setup.
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maBa 8 OCHOBHbIE HAaCTPONKK

PucyHok 49 DkpaH Basic Setting > General Setup
[ @) eneral Setup

System Name

Location

Contact Person's Name

Use Time Server when Bootup | Mone 'l

Time Server IP Address 0.0.0.0
Current Time oo
0o

Hew Time {hhimm:ss)

Current Date 1970

New Date tyyyy-mm:dd) 1970 o .
Time Zone uTc ..'_l
Dayiight Saving Time i

Start Date First

End Date First

at | 0:00

Sunday :] of | January e
at | 0:00 =]

Sunday ;I of | January

Lei]s

It will take 60 seconds if time server is unreachable.

Applyl Cancel |

Mons akpaHa onucaHbl B crieayrowen Tabnuue.

Ta6nuua 10 SkpaH Basic Setting > General Setup

NMONE OMNMUCAHUE

System Name Bbibepute nMs-onmcaHme, C NOMOLLBbIO KOTOPOro MOXHO 6yaeT naeHTnduumposaTb
KOMMyTaTop. MakcMmanbHas AfIMHA UMeHn — 64 neyaTHbIX CMMBOSA; Npobensl
AonycKatTcs.

Location BBeauTte agpec reorpanyeckoro MecTtonosioXXeHnss KoMMmyTaTtopa. B none MoxHO BBECTH
0o 32 neyaTHbix cmmBonos ASCII; npobenbl gonyckarTcs.

Contact Person's | BBeaute nmMs OTBETCTBEHHOrO fvua ANs AAHHONO KOMMyTaTopa. B none MoxHO BBeCTU A0
Name 32 nevaTtHbIX cumBonoB ASCII; npobenbl gonycKarTCs.

Use Time Server | YKaxuTe nNpoTOKON Cnyxbbl BpeMeHU, NCNOSb3yeMbIi CEPBEPOM BpeMeHU. He Bce cepsepsbl
when Bootup BPEMEHW MOAAEPXKMBAIOT BCE NPOTOKOJIbI, MO3TOMY HYXHbI NPOTOKOJ1, BO3MOXHO,
npuaeTca noaéupatb MeToAoM Npob 1 owmnbok. OCHOBHbIE Pa3NNYNS MeXAy HUMU
3aKoyaloTcs B popmaTe BpeEMEHMW.

Mpu Bbibope popmaTa Daytime (RFC 867) kommyTaTop oTobpaxaeT AeHb, Mecsil, roa u
BpeMs 6e3 yyeTa nonpasku AN 4acosoro nosica. Mpu ncnonb3osaHun 3Toro popmara
peKoMeHAyeTCs UCMO/b30BaTb CEPBEP BPEMEHU, HAaXOAALMNCS B BalleM reorpadmyeckom
4acoBOM Mosce.

®opmaT Time (RFC-868) npeacrasnset cobon 4-6anTHoe Lienoe, COOTBETCTBYOLLEe
obwemy konuyectBy cekyHa ¢ 0:0:0 1970/1/1.

®opmat NTP (RFC-1305) cxox ¢ popmaTtom Time (RFC-868).

Mo ymonyaHuio yctaHoBneHo 3HadyeHne None. Bpems BBOANTCS BpyUHYt0. Kaxxabiin pa3 npu
BKJIIOYEHUN KOMMYyTaTopa BpeMs 1 Aata cbpacbiBatotca Ha 1970-1-1 0:0:0.

Time Server IP Beeaute IP-aapec cepsepa BpeMeHuW. [JaHHblli KOMMyTaTop 6yaeT nckaTb CEpPBEP BPEMEHMU
Address He 6onee 60 cekyHa. Mpwn BbIGOpe HEAOCTYNHOro cepeBepa BpeMEHW 3TOT 3KpaH byaeT
3abnokumpoBaH Ha 60 cekyHa. MNogoxante.

Current Time B aTOoM none oTobpa)kaeTcs BpeMsl, COOTBETCTBYHOLLEE MOMEHTY OTKPbITUS 3TOro MeHto (Mnun
ero obHoBneHuns).

New Time BBeauTe HoBoe BpeMsi B hopMaTe «4yacbl, MUHYTbI, CEKYHAbI». [Mocne HaxaTus Ha Apply B

(hh:min:ss) none Current Time nosBMTCSA HOBOE BpeMS.

PykosogcTso none3osatens Ansa cepun GS3700 n XGS3700

66



MnmaBa 8 OCHOBHbIE HACTPOMKM

Ta6nuua 10 SDkpaH Basic Setting > General Setup (npogosxeHue)

MNOJE

OMUCAHUE

Current Date

B aTOM none 0T06pa)KaETC$I AaTa, COOTBETCTBYHOLWAA MOMEHTY OTKPbITUA 3TOIr0 MEHIHO.

New Date (yyyy-
mm-dd)

BBeauTe HOBYIO AaTy B popmaTe «rof, Mecsil, AeHb». MNocne HaxaTua Ha Apply B none
Current Date nossuTca HoBas aaTa.

Time Zone

BbibepuTe B HMCNaaaLWeM Crncke pasHuuy Bo BpeMeHn mMexay nosicom UTC (Bceobluee
CKOOpPAMHUPOBAHHOE BpeMsi, paHee u3BecTHoe kak GMT nnu Bpemsi no MpMHBMYY) U BallMM
4aCOBbIM MOSCOM.

Daylight Saving
Time

[Mepvop neTHero BpeMeHu — Nepunoa c no3aHewn BeCcHbl 40 Havana OCeHWN, Korga Bo MHOrnx
CTpaHaX NpUHATO NepeBoanTb YacCbl Ha OAMH YacC Bnepen B uenax 6onee paunoHanbHOro
MCNOJIb30BaHUA CBET/IONO BPEMEHM CYTOK MO BEYEpPaM.

Mpu UCNoNb30BaHUUN NIETHENO BPEMEHN HEO6XOANMO YCTAaHOBUTb AaHHbIWM NepekioYvaTesb.

Start Date

YKaxkuTe AeHb M Yyac, Koraa HaunmHaeTcs AeNCTBME NeTHero BpeMeHn (B ciyyae Bbibopa
nepekntoyatens Daylight Saving Time). Bpems otobpaxaeTcsa B 24-yacoBom ¢dopmaTe.
Huxxe NpuBOAMTCA HECKOIbKO NPUMEPOB:

[elicTBMe neTHero BpeMeHu Ha 6onbliein Yyactn CoeanHeHHbIX LLTaToB HauMHaeTcs co
BTOPOro BOCKpeceHbs MapTa. B kaxaoM 13 yacoBbix nosicoB CoeanHeHHbIx LLITaToB neTHee
BpeMs BCTynaeT B cuny B 2:00 No MECTHOMY BpeMeHu. TakuMm obpa3oM, ansa CoeanHEeHHbIX
LLItTatoB Heob6xoammo BbibpaTh Second (BTopoe), Sunday (BockpeceHbe), March (mapTa)
n 2:00.

B cTtpaHax EBponerickoro Coto3a AelcTBUE NETHEro BpEMEHM HauMHaeTca B nocnegHee
BOCKpeceHbe MapTa. Bo Bcex 4yacoBbix nosicax EBponenckoro Coto3a netHee Bpems
BCTynaeT B CuU/ly 0ogHOMOMeHTHO (1 A.M. GMT unn UTC). Takum obpasom, ans
EBponerickoro Coto3a Heobxoaumo Bbi6paTh Last (nocneagHee), Sunday (BockpeceHbe),
March (mapT), a coaep>xxnmoe nocnegHero noas 3aBUCUT OT KOHKPETHOIro 4YacoBOro nosca.
Hanpumep, ana N'epmMaHum Heob6xoammo BbibpaTb 2:00, Tak Kak 4YacoBol nosic FlepmaHmm
cooTBeTCcTBYeT +1 yacy oTHocUTeNbHO puHBMYa (GMT+1).

End Date

YKaxuTe AeHb M Yac, Koraa npekpaliaeTcs AelCTBMe eTHero BpemMeHn (B ciydae Bbibopa
nepekntoyaTtens Daylight Saving Time). Bpems otob6paxaeTtcsi B 24-yacoBoM opmare.
Huxe NnpuBOANTCA HECKOIbKO MPUMEpPOB:

[encteune netHero spemMeHn B 6onblinHcTBe CoeanHeHHbIX LLUTaToB npekpaliaertcs ¢
nepBOro BOCKpeceHbst HOSI6ps. B KaxaoMm m3 yacosbix nosicos CoeanHeHHbIX LLTaTos
neTtHee Bpemsa oTMeHsieTcs B 2:00 no MecTHOMY BpeMeHun. Taknm obpasom, aAns
CoeaunHeHHbIx LWTaToB Heobxoanmo BbibpaTth First (nepsoe), Sunday (BockpeceHbe),
November (Hos6ps) n 2:00.

B cTtpaHax EBponerickoro Coto3a AelcTBUE NEeTHEro BpeMeHu npekpallaeTcs B nocnegHee
BOCKpeceHbe oKTabps. Bo Bcex yacosbix nosicax EBponenckoro Coto3a neTHee BpeMs
npekpalwiaeT genictesoBaTb ogHOMOMeHTHO (1 A.M. GMT unu UTC). Takum obpa3som, ans
EBponerickoro Coto3a Heobxoaumo BbibpaTb Last (nocneaHee), Sunday (BockpeceHbe),
October (okT6ps), a coaepxmMmoe nocneaHero noss 3aBUCUT OT KOHKPETHOrO 4YacoBOro
nosica. Hanpumep, ana repmaHnm Heobxoanmo Bbi6paTb 2:00, Tak Kak 4YacoBol Nosc
[epMaHun cooTBeTCcTBYET +1 Yacy oTHocuTeNnbHO puHBMYaA (GMT+1).

Apply

Haxmunte Apply, 4To6bl COXPaHUTL U3MEHEHNA B ONepaTUBHON NamMaT KOMMyTaTopa. ITu
HaCTpoOMKKN ByAyT yTepsiHbl B C/ly4ae BbIKNOYEHUS KOMMYyTaTopa unun nepebos B nogadve
NUTaHWS, NO3TOMY MO 3aBepLUEHUN HAaCTPOMKM He06X0ANMO HaxaTb Ha CCbifike Save B
BEpXHeW HaBUrauMOHHOW MaHesnu Ans COXpaHEHUS U3MEHEHU B SHeproHe3aBMCMOMn
namaTw.

Cancel

HaxmMute Cancel, 4To6bl HaYaTb HAaCTPOMKY Ha 3TOM 3KpaHe 3aHOBO.
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8.4 BBepeHue B BUpTyanbHble nokanbHble cetu (VLAN)

BupTtyanbHble nokanbHble cetn (VLAN, Virtual Local Area Network) no3sonsitoT pasgenutb 0aHYy
dur3nYecKyto ceTb Ha HECKOMbKO TOrMYecknx. YCTPOMCTBa B JIOFrMYECKOM CeTU NpUHaanexaTt K 04HOM
rpynne. YCTPOMNCTBO MOXET NpuHaanexaTb K HECKOSIbKUM rpynnam. MNpu ncnonb3oBaHum ceTen
VLAN yCTPOMCTBO HE MOXET OTNPaBAsATb UM NPUHUMATb AaHHbIE OT YCTPONCTB, He NpuUHaAnexalumnx
K TOM Xe rpynne (rpynnam); Takoh Tpaduk AO/HKEH MPOXOANTb Yepe3 MapLupyTmM3aTop.

Mpn ncnonb3oBaHum B GU3HeC-UeHTpax C HECKO/IbKUMW apeHaaTopaMn BUpTYyalbHble I0KalbHble
cet VLAN - BaxKHeMLW M KOMMNOHeHT obecneyeHns nsonaummn n 6esonacHoctn aboHeHTOB ceTu. Mpu
YyCNOBUM Haanexallen HacTpOMKU BUPTYyasibHble NTIOKaNIbHbIE CETU HE MO3BOMSAT KaKoMy-1n6o
nonb3oBaTento NoNyyYnUTb AOCTYMN K pecypcaM, NpuHaaiexawmm ApyroMy nonb30BaTento B TON xe
NIOKaNbHOM CEeTW, TO eCTb NOJSIb30BaTe b HEe YBUANT NPUHTEPBI U XXECTKUE ANCKN APYroro
nonb3oBaTens B TOM Xe 34aHUN.

KpOMe TOro, BUpTyalibHble JIOKasbHble CETU MNOBbLIWAKT NMPON3BOAUTENIBHOCTb CETU 3a CHET
orpaHunyeHuns LIJVIpOKOBeLLl,aTEJ'IbHOI‘/’I PaccCblJIKN CpaBHUTENTbHO HeboNbWMMKN U Nerko ynpaBndeMmbiMun
norn4yecKknmmun wnpokoseliaTebHbIMM JOMEHaAMU. B TPpaaAMUMOHHbLIX KOMMYTUPYEMbIX Cpeaax Bce
LWMpoKoBeLWlaTeNbHblE NMAaKETbl HAaNpPaBIAKTCA Ha BCe 6e3 ncknroveHms nopThl. I'IpM ncnosib3oBaHMn
BUPTYaJibHbIX JTOKabHbIX ceTen LMpoKoOBeLlaTeNbHblE NMAaKETbl PpaCCb/1atoTCA JIMb B KOHKPETHOM
LMpoKoBeLlaTeIbHOM JOMEHE.

MpumMmeyaHue: MexaHM3M MoAAEPXKM BUPTYasbHbIX JoKanbHbIX ceTen VLAN paboTaer
TONIbKO B OAHOM HamnpaB/ieHWN; UM KOHTPONMPYETCH TOJIbKO MCXOAALWMM TpaduK.

NHdopMaunio o BUPTyanbHbIX OKasbHbIX CETAX Ha OCHOBE MOPTOB M Ha ocHose Teros 802.1Q
MOXHO HauTw B rn. 9 Ha cTp. 91.

8.5 JkpaH Switch Setup

Y106l 0TO6pa3nTb NOKasaHHbIM HUXXE 3KpaH, BbibepuTe B HaBMraunoHHoW naHenu Basic Setting >
Switch Setup. SkpaHbl HACTPONKKM BUPTYyanbHbIX NOKanbHbIX ceTert VLAN n3MeHsaoTCs B
3aBMCMMOCTM O TOro, Kakon NyHKT BbibpaH B none VLAN Type: 802.1Q vnu Port Based. bonee
noapobHyto nHdopmaumio o cetax VLAN MOXHO HanTh B 1. 9 Ha cTp. 91.
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PucyHok 50 SkpaH Basic Setting > Switch Setup

L @) Switch Setup
VLAN Type @ 80210
Port Based
MAC Address Learning Aging Time 300 seconds
ARP Aging Time Aging Time 300 seconds
Join Timer 200 milliseconds
GARP Timer Leave Timer 600 milliseconds
Leave All Timer 10000 milliseconds
Priority Queue Assignment Level7 7~
Levelf 6 -
Levels 5 -
Leveld 4 -
Level3 3 -
Level2 1~
Level 0~
Levell 2~
Apply || Cancel

Monsa akpaHa on

ncaHbl B crieaytoulen Tabnuue.

Tabnuua 11 3kpaH Basic Setting > Switch Setup

MNONE

OMNCAHUE

VLAN Type

Bbibepute 802.1Q nnn Port Based. SkpaH VLAN Setup n3mMeHUTCS B 3aBMCMMOCTU OT
TOro, Kakow TN BUPTYanbHbIX oKanbHbIX ceter VLAN Bbi6bpaH Ha 3ToM akpaHe: 802.1Q
unu Port Based. [JonosiHUTENbHY0 MH(MOPMaLMIO MOXHO HaiTv B I1. 9 Ha cTp. 91.

MAC Address Lea

rning: ®yHKkuma nonyyvyeHms (3anommHaHunsa) MAC-agpecoB cHMXaeT 06beM ncxoaswero

LIMpOKOBeLLaTeNibHOro Tpaduka.

Aging Time

YcTaHaBAnBaeT NpoAo/IHKUTENIbHOCTL BPEMEHHOIO MHTEpBasna B cekyHaax (ot 30 go 65536);
MpoAOIKUTENBHOCTb MHTEPBAasa Nno ymonyanuio — 300 cekyHa.

ARP Aging Time

Aging Time

YcTaHaBnuBaeT NpoAo/IHKUTENIbHOCTb BPEMEHHOIo MHTepBasa B cekyHaax (ot 30 go 65536);
NPOAO/IXKNTENBHOCTb MHTEPBana no ymonyanuio — 300 cekyHA.

GARP Timer: KoMMyTaTOpbl NPUCOEAUHAIOTCS K BUPTYasibHbIM NoKanbHbIM ceTaMm VLAN nyTem nepenauyu
Aeknapaunn. [leknapaumnsa npeacrasnseT cobon nepeaady coobuieHns Join ¢ UCnosib30BaHNEM MPOTOKOA
GARP. leknapaunm oTMeHsOTCS NyTeM nepenadn coobueHns Leave. CoobuieHre Leave All oTmMeHsieT Bce
aexknapauunun. Tarimepbl GARP onpeaenstoT 3HavyeHus TalM-ayTa 4ns geknapauun. bonee noapobHyto
MHhOPMaLMIO MOXHO HauTh B rnase o VLAN.

Join Timer

MapameTp Join Timer onpeaensieT ANUTENLHOCTbL TaliMepa Join Period ans npotokona
pernctpauum VLAN no GARP (GVRP) B MnnnucekyHaax. ¥ Kaxaoro nopta umeercs tarimep
Join Period. [lonycTuMblin Anana3oH 3HayeHun napametpa Join Time - ot 100 go 65 535
MWAIMCEKYHA; NO YMOMYaHMIO 3TO 3HavyeHne pasHo 200 munancekyHaam. bonee noapobHyto
MHMOPMaLUMIO MOXHO HanTu B rnase o VLAN.

Leave Timer

MapameTp Leave Time onpeaensieT AnMTenbHoOCTb TaliMepa Leave Period ans npotokona
GVRP B MunnucekyHaax. ¥ Kaxaoro rnopta MMeeTcsl oTAeNbHbI TanMep Leave Period.
3HaueHue napameTpa Leave Time AonxHO 6bITb B ABa pa3a bonblie napameTpa Join Timer;
no yMON4aHMio OHO paBHO 600 MMUAAMCeKyHAaM.

Leave All Timer

MapameTtp Leave All Timer onpeaenseTt anutenbHocTb TariMepa Leave All Period ans
npotokona GVRP B MunnncekyHaax. Y Kaxaoro nopta MMeeTcs oTAesNbHbIM Tarimep Leave All
Period. 3HauyeHne napameTpa Leave All Timer gomkHo 6onblue napamMeTpa Leave Timer.
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Ta6nuua 11 DkpaH Basic Setting > Switch Setup (npogonxeHue)

MNOJE

OMNCAHME

Priority Queue Assignment

Cranpapt IEEE 802.1p pa3nuuaeT A0 8 oTAeNbHbIX TUNOB Tpaduka nyteMm gobasneHuns B kagp MAC-ypoBHS
Tera, cogepxatliero 6uTbl onpeaeneHms knacca obcnyxusaHms. Kagpbol 6e3 asBHOro Tera npMoputeTa nony4yatoT
Ha BXOASILLEM MOPTY NPUOPUTET MO yMonyaHuoo. Cneaylowme noas UCnosib3yoTcs AN onpeaeneHuns
COOTBETCTBUSA MeXAY YPOBHSIMU NPUOPUTETOB U (PU3NYECKNMU OYepeasiMu.

Y KOMMyTaTopa MMeeTcsl BoCeMb (DU3NYECKMX OYepeaeii, KOTOpble MOXHO MOCTaBUTb B COOTBETCTBUE 8
YPOBHSIM npuopuTeTa. Tpaduk, nonajgaownin B ovepeab € 60/bLLMM HOMEPOM, NMPOXOAUT Yepes KOMMYTaTop
6bICTpee, Toraa Kak Tpaduk B oUepeasx C MEHbLUMM HOMEPOM MOXET 6biTb OTOPOLLUEH NMPU Neperpyske B CETU.

YpoBeHb npuopuTeTa (cneaytowme onucaHnsa oTHOCATCA K TunaM Tpaduka, onucaHHbIM B cTaHaapTe IEEE
802.1d (B Hero BxoauT cTtaHaapT 802.1p)).

Level 7

O6bI4HO Mcnonb3yeTca Ans Tpaduka CeTeBOro yrnpasneHus, HanpuMep, coobweHunm
HaCTpOMKM MapLIpyTU3aTOpPOB.

Level 6

O6bI4HO MCMONb3yeTCs ANst FON0COBOro Tpaduka, KOTOpbI 0COBEHHO YYBCTBUTENEH K
DXKUTTEpy (AXuTTep — KonebaHus BpeMeHW 3a4epXKn).

Level 5

O6bIYHO Mcnonb3yeTca Ans BuaeoTpaduka, KOTOpoMy TpebyeTcsl BbicOKasi MponyckHas
CrMOCO6HOCTb U KOTOPbIN TaKkxXe YyBCTBUTENIEH K IKUTTEPY.

Level 4

O6bIYHO Mcnonb3yeTcs Ans Tpaduka C KOHTPOIMPYEMOW Harpy3Kon U BbICOKOM
YYBCTBUTE/IbHOCTbIO K 3aZlep)XKaM, Hanpumep, TpaH3akuuii SNA.

Level 3

O6bI4HO Mcnonb3yeTcs Ans Tpaduka, AOCTaBASEMOro N0 NPUHLMNY «MaKCUMyMa YCUINIA»,
TO ecTb 60nee BbICOKOro Knacca, YeM AO0CTaBASEMOro no NPUHUUNY «HanbonbLLIMX YCUANA».
Ciofa MOXeT BXOAUTb BaXkHbI 6usHec-Tpaduk, ANa KOTOPOro AoONyCTUMbl Hebonblume
3a4EepXKKU.

Level 2

[ns Tpadvka, LOCTaBASEMOro NpU HAMNYUKN <JTULLHER NPOMYCKHOW CNOCOB6HOCTU.

Level 1

O6bI4YHO MCnoNb3yeTca ANt HeKpUTUYeckoro, «boHOBOro» Tpaduka, Hanpumep, Ans
nepesayn 60nblIMX 06BEMOB AaHHbIX, KOTOPble pa3peLleHbl, HO He A0/IKHbI MelaTb APYrMM
NMPUIOXEHUSIM U MONb30BaATESNSM.

Level 0

O6bIYHO MCMONb3yeTcs Ans TpaduKa, AOCTaBASAEMOrO MO NPUHLUMY «HAWBONbLUNX YCUINA».

Apply

Haxmute Apply, 4TO6bl COXPaHUTL U3MEHEHMS B ONEepPaTUBHON NaMATM KOMMyTaTopa. 3Tu
HaCTPOMKK ByAyT yTepsiHbl B C/lydae BbIK/IOYEHNS KOMMyTaTopa unm nepebos B nogade
NUTaHWS, NO3TOMY MO 3aBepLUeHNN HAaCTPOMKM HEOBXOAMMO HaxaTb Ha CCblike Save B
BEPXHEW HaBMrauMOHHOW NaHenn Ana COXpaHeHUS U3MEHEHUW B SHeproHe3aBMCUMomn
namsaTu.

Cancel

Haxmunte Cancel, ytobbl cbpocnTb BCe nons.

8.6 Hactpowukun nportokona IP

OkpaH IP Setup vcnonb3yetcs onsa HacTpoliku IP-agpeca KOMMyTaTopa, Wo3a No YMOA4YaHuto,
cepsepa DNS no ymonuyanuio n ngeHtudpukatopa VLAN ynpasneHus. Agpec wJsko3a no yMosa4aHuio
npeacrtaenseT cobon IP-agpec cneaytowero nepexoaa Ansa mcxogsuwero tpaduka.

8.6.1 IP-agpeca ynpaBneHus

[nsa ynpaBneHns yepes ceTb KOMMYTATOpPy A0JXeH 6biTb Ha3HayeH IP-agpec. Mo ymonyaHumio
ncnonb3yetcsa IP-agpec 192.168.1.1. Macka noaceTun onpenenseT, Kakyt 4yacTb B IP-agpece
3aHMMaeT HoMep ceTu. o ymonyaHuio ncnonb3yerca Macka 255.255.255.0.
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B obLuei cnoxHocTtu
npuHaanexawmnx on

NMpumevaHue: lNpe

ANg nonyyeHus AocTtyna v ynpasneHns KOMMyTaTopoM C NopToB,
peneneHHbiM ceTaM VLAN, MOXHO HacTpouTb Ao 64 IP-agpecos.

ABapuUTENbHO HEO6XoaANMMO HacTpouTb cetn VLAN.

PucyHok 51 3kpaH Basic Setting > IP Setup

L@ |P Setup

Domain Name Server

Default ManagementIP
Address o
®
VID

IP Address

Default Gatewsay

IP Address
192.168.2.1

Management IP Addresses

1D.D.D.D

DHCP Client

Static IP Address
192.168.1.1
256265 2560

IP Address
IP Subnet Mask

Default Gateway

0.000
IP Subnet Mask WiD Default Gateway Delete
255.255.255.0 2 0.0.00 O

Mong skpaHa onucaHbl B CJ'IED,y}OLI.I,Eﬁ Tabnuue.

Tabnuua 12 DkpaH Basic Setting > IP Setup

MOnE ONMUCAHUE
Domain Name Cepsep DNS (cucTeMbl AOMEHHbIX UMEH) OnpeaensieT COOTBETCTBUE MeXAY AOMEHHbIM
Server mmeHeM u IP-agpecoM, n HaobopoT. Beeante IP-agpec cepsepa DNS, yTob6bl BMecTo IP-

aapecoBs MOXXHO 6bI710 MCNOMIb30BaTh AOMEHHbIE MMEHa.

Default Management

IP Address

DHCP Client

BbibepuTe AaHHYO ONUMIO, €CNM KOMMYTaTop AOJIXXKEH aBTOMaTU4Yeckn nony4datb IP-
aapec, Mmacky noacetn, IP-agpec wnto3a no ymonyaHuto n IP-agpec cepsepa DNS yepes
cepsep DHCP.

Static IP Address

BbibepuTte aaHHyto onuuto, ecnu cepsep DHCP He ncnonb3syeTtcs nnm KoMmytaTtopy
HeobxoaAMMO NPUCBOUTbL CTaTMyeckunii IP-agpec. B 3ToM cniyyae noTpebyeTcsi 3anosiHUTb
cneayowune nons.
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Ta6nuua 12 DkpaH Basic Setting > IP Setup (npogomkeHue)

MNOJE

OMUCAHUE

IP Address

BeeauTte IP-agpec koMMyTaToOpa B BuAe AECATUYHbIX YNCEN, pa3feieHHbIX ToOYKaMu,
Hanpumep 192.168.1.1.

IP Subnet Mask

BeeauTte IP-Macky noaceTy KoMMyTaTopa B BUAE AECATUYHbLIX YMCEN, pa3aefieHHbIX
TOYKamu, Hanpumep 255.255.255.0.

Default Gateway

Beepute IP-agpec ncxoasguwero wik3a no YMOSYaHUIO B BUAE AECATUYHbBIX Yncen,
pa3geneHHbIX Toukamu, Hanpumep 192.168.1.254.

VID

BeeauTte naeHTndmnkaumoHHbin Homep cetn VLAN, cBsisaHHoW ¢ IP-agpecom
KoMMyTaTopa. 3T1oT naeHtndukatop VLAN ID cootBeTcTBYyeT CPU M ncnonb3lyeTcs
TONbKO ANA ynpaeneHus. Mo yMonyaHuio UCnonb3yeTcst 3HavyeHue «1». Mo ymonyaHuio
BCE NOPThI ABASKOTCS YieHaMn gaHHon «VLAN ynpasnenus», 6narogaps yemy
YCTPOMCTBOM MOXHO ynpaBnsaTb Yyepes ntobor nopT. ECnv nopT He BXOAUT B COCTaB
naHHor VLAN, To nonb3oBaTenu Ha 3TOMY MOPTY HE CMOryT MOAY4YUTb AOCTyna K
YCTpOMCTBY. YTO6bI MONYUUTb AOCTYN K KOMMYTaTOpy, K HEMY HEO6X0AUMO
NOAKIYUTBLCS Yepes nopT, sensowmincs uneHoMm VLAN ynpasneHums.

cetn VLAN.

Management IP Addresses

B obLiel CnoXHOCTM AN NoyyYyeHus A0CTyna M ynpaB/ieHnss KOMMYTaTOpOM C MOPTOB, NMpUHaanexalnx
onpeaeneHHbiM ceTaM VLAN, MOXHO HacTpouTb Ao 64 IP-agpecos. NpeaBapnTenibHO HEO6X0AMMO HACTPOUTb

IP Address

BeeauTe IP-aapec ans ynpassieHUs KOMMYTaTOpPOM C uneHoB ceTn VLAN, ykasaHHoOI B
none VID Huxe.

IP Subnet Mask

BeBeauTe MacKy NoAceTu B BUAE AECATUYHbIX YNCen, pa3fefieHHbIX TOUKaMU.

VID

BeeauTte naeHTudmnKaumMoHHbin Homep rpynnbl VLAN.

Default Gateway

Beeaute IP-agpec wint3a no yMoayaHuio B BUAE AeCATUYHbIX YMCeN, pa3aeneHHbIX

TOYKaMM.

Add Haxmnte Add, 4To6bl 406aBUTHL 3aNNUCb B UTOrOBYIO TabnunLy HUXE U COXPaHUTb
WU3MEHEHMS B ONepaTMBHON NaMsaTU KOMMyTaTopa. DTW HacTPoOVkn ByAyT yTepsiHbl B
cny4vae BbIK/IOYEHWNST KOMMYyTaTopa unan nepebos B nogade NuTaHMsa, NO3TOMY NO
3aBepLleHnn HAaCTPOMKN HeOBXOAMMO HaXxkaTb Ha CCblIke Save B BEpXHEN
HaBMIALMOHHOW NaHenu AN COXpaHEeHUs U3MEHEHUI B SHEPrOHEe3aBMCMMOWN NaMaTU.

Cancel Haxmunte Cancel, 4tobbl c6pocUTb NOMS K NpeabiayLmM 3Ha4YeHUsM.

Index B 3ToM none otobpaxaeTcs NopsAKoBbIA HOMep npaBwuia. HaxkmMuTe Ha 3TOT HOMep,
4YTObbI OTPEAaKTUpPOBaTbL NPaBMIO.

IP Address B sToM none otobpaxaetcsa IP-agpec.

IP Subnet Mask

B sTOM none otobpaxaeTcsa macka NoAceTu.

VID

B sTOM none otobpaxaetca naeHTMdUKauMoHHbIA HoMep rpynnbl VLAN.

Default Gateway

B 3TOM none otobpaxaercs IP-agpec wnto3a no yMonyaHuio.

Delete B cton6ue Delete yctaHoBuTe nepekntoyatenn IP-agpecos ynpasneHus, KOTopble
HY>XHO yAanuTb, 3aTeM Haxmute KHonky Delete.
Cancel Haxmunte Cancel, yTobbl CHATL BblAENEHME C NepekntoyvaTenen B ctonbue Delete.

8.7 Hactpouku noptoB

HacTponku NnopToB KOMMyTaToOpa OCYLLECTBASIOTCSA HA 3TOM 3KpaHe.YTo6bl OTKPbITh 3KPaH HACTPOEK,
BblbepuTe B HaBuraunmoHHom naHenn Basic Setting > Port Setup.
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PucyHok 52 3SkpaH Basic Setting > Port Setup

L @) Port Setup

Port  Active Hame Type Speed | Duplex Flow Control 802.1p Priority
# | & Auto v| m E
1 10110011 000M Auto v O 0~
2 10010001 000K Auto O
3 10010001 000K Auto |
4 10410051 000K Auto W O o
g 1010001 000K Auto e O
B 10010051 000/ Auto b ]
T 0010041 000K Auto w |}
8 1041001 000K Auto b m
9 10010001 000K Auto w |
— PN N /\
24 fooroooM [ At v 0
25 1010001 000K Auto V| O
26 10010051 000/ Auto » |l
27 0010041 000K Auto » ||
28 1041001 000K Auto ~ m

Mons akpaHa onucaHbl B creayrowen Tabnuue.

Tabnuua 13 DkpaH Basic Setting > Port Setup

MONE

OMNMUCAHME

Port

MopsaakoBbIn HOMEp nopTa.

X

HacTpoiku B 3TOM CTPOKE NPUMEHSIIOTCA KO BCEM MOpTaM.

OTy CTPOKY HEOH6XOAMMO MUCMOJb30BaTh JIMWb B TOM C/llyyae, €C/IM HAaCTPOMKKU BCEX MOPTOB
LOJIKHbI 6bITb 0ANHAKOBbIMM. C MOMOLLBIO 3TOW CTPOKM MOXHO CHadana HasHaumTb obuwme
O/ BCEX NMOPTOB HACTPONKK, @ 3aTEM BHECTM HEOBXOAUMbIE N3MEHEHUS HA YPOBHE

OTAENBHOIO NopTa.

Mpumeyanue: IameHeHns1 B JaHHON CTpoKe Cpaasy e KoOnnpyrnTcHd Ha BCe NOPThI.

Active

YcTaHoBUTE 3TOT nepeknoyaTerns, yTO6bI BKIIOUNTD nopt. Mo ymMon4yaHuio Bce NopThl
BK/IIOYEHbI. Nepegayva AaHHbIX NMPOUCXOANUT TOJSIbKO Yepes BK/IIOYEHHbIE NOpPThI.

Name

BBeaute ums-onucaHune ana naeHtudukaumm nopta. B none MoxHo BBecTu Ao 64

angaBnTHO-UM@PPOBbLIX CUMBOJIOB.

MpumeyaHue: N3-3a orpaHMYeHHOro MecTa Ha HeKOTopbIX akpaHax Web-KoHdurypaTopa ums

nopta MoXeTt OTO6pa)KaTbCF| He MNOJNTHOCTbHO.

Type

3TO0 nosie yKasblBaeT CKOPOCTW, NoadepXnUBaeMble NOPTOM.
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Ta6nuua 13 DkpaH Basic Setting > Port Setup (npogomxkeHune)

MNOJE

OMNCAHME

Speed/Duplex

BbibepuTe ckOpoCTb M pexum gynnekca ans Ethernet-coeanHeHunsa Ha 3ToM nMopTy.
Bo3moxHble 3HaveHns: Auto (AsTocornacosaHue), 10M/Half Duplex (10 M6uT/c,
nonyaynnekc), 10M/Full Duplex (10 M6uTt/c, aynnekc), 100M/Half Duplex (100 M6uT/c,
nonyaynnekc), 100M/Full Duplex (100 M6ut/c, aynnekc) n 1000M/Full Duplex (1000
M6uTt/c, aynnekc) (ToNbKO AN rurabuTHbIX COEANHEHWNIA).

3HaueHue Auto (aBTocornacoBaHve) NO3BOMSIET NOPTY aBTOMaTUYECKM COrslacoBaTthb C
NOAKIIIOYEHHBIM MOPTOM U Bbi6paTb CKOPOCTb COEANHEHUS U PEXUM Aynyekca, KoTopble
noaaepxwusatoT 0b6a nopta. Koraa aBTocornacoBaHue BKIKOYEHO, NOPT KOMMyTaTopa
aBTOMaTM4yeckn obMeHMBaETCs AaHHbIMKM C NOPTOM Ha APYroi CTOpoHe 1 caM BbibupaeT
CKOPOCTb COeANHEHUS U pexuM aynnekca. Ecnv nopT Ha Apyroi CTOpoHe He noanep>XusaeT
aBTOCOriacoBaHue, UKW Ha HeM 3Ta PYHKLUUS OTKIIIOYEHA, KOMMYTaTOp onpeaensieT CKOpoCTb
no curHany B kabene u BbICTaBASIET NONYAYNIEKCHbIN pexunM. Koraa dyHKuUns
aBTOCOr/1acoBaHMs OTK/OYEHa, MPU NOAKIIOYEHUN MOPT UCMOb3YET 3apaHee onpeaesieHHy
CKOPOCTb U pexuMm aynnekca. TakmMm o6pas3om, 4yTobbl coeAMHEHME NPOM30LLSIO, Y NopTa Ha
APYroi CTOpoHe A0/MKHbI 6bITb TOYHO TakMe Xe napaMeTpbl, YTO U Y NopTa KOMMyTaTopa.

Flow Control

KoHueHTpauns Tpadurka Ha NopTy Bbi3biBAET NageHWe NpomnyCcKHON CNOCO6HOCTU 1
neperpyxaet 6ydepHyto NamaTb, U3-3a Yero NPoONCXoanT OoT6pacbiBaHNWE NakeToB M NoTeps
KaapoB. ®yHKUMs ynpaBneHus notokoM (Flow Control) ncnonb3ayetcs ana perynmpoBaHus
nepefayn CUrHanoB B 3aBUCUMOCTU OT MPOMYCKHOM CNOCOBHOCTM MPUHUMAtOLLEro nopTa.

[aHHbIi KOMMYTaTOp UCMONb3yeT ynpaBiieHne NOoTOKOM no ctaHgapTy IEEE802.3x B
AYNJIEKCHOM peXuMe W yrnpasfieHne NoToKOM MeToAoM o6paTHOro AaBfieHus
(npoTuBOAaBneHMs) B NONYAYNJIEKCHOM pexuMe.

YnpasneHune NOoTOKOM no ctaHgapty IEEE802.3x B AynnNeKCHOM pexume nogpasyMeBaeT
0TNpaBKy CUrHana nay3bl Ha NepeaarLlnii NOpT, YTO NO3BONSET NPUOCTAHOBUTL Nepeaavy
npu nepenonHeHnn bydepa npuHMMatoLero nopTa.

YnpasfneHve NOTOKOM MeToA0M 06paTHOro AaBfieHMA 06bIYHO MPUMEHSETCS B
nonyayniaeKCHOM pexuMme 1 npegnonaraeT OTNpaBKy Ha nepeaaroLlmin NOpT cMrHana
KONAN3nMn (MMUTaLNIO COCTOSIHUSA KOMIM3MN), U3-3a YEro nepeaaroLlnii nopT Ha HeKoTopoe
BpeMs npuocTaHaennsBaeT nepegadvy. Ytobbl BKAOUYNTL 3Ty DYHKLMIO, YCTaHOBUTE
nepekntoyatens Flow Control.

802.1p
Priority

370 3HayeHune npuoputeTa 40b6aBnseTcs K BXOASLWMM KagpaM, He MMeoLWmMM Tera npuopuTeTa
oyepeaHocTn (802.1p).loNOAHUTENBHYO MH(MOPMALMIO MOXHO HAWTWM B ONMUCaHMKU Nons
Priority Queue Assignment B 1abn. 11 Ha cTp. 69.

Apply

HaxmuTte Apply, UTO6bl COXpaHUTb U3MEHEHNS B ONEpPaTMBHON NaMsaTU KOMMyTaTopa. 3Tu
HacTporiku 6yayT yTepsHbl B Cllyvae BblK/IOYEHMS KOMMyTaTopa nan nepebos B nogadve
NUTaHWs, NO3TOMY MO 3aBepLUEHUN HACTPOMKM HEO6XOAMMO HaXaTb Ha CCblfike Save B
BEpXHEeWN HaBMraLUMOHHOW NaHenn Ans COXpaHeHUs U3MEHEHUI B SHEProHe3aBUCMMOW
namsTu.

Cancel

Haxxmnte Cancel, 4Tobbl HayaTb HAaCTPONKY Ha 3TOM 3KpaHe 3aHOBO.

8.8 JkpaH PoE Status

MpumMedaHue: Cneayolimne aKkpaHbl AOCTYMHbI TONIbKO A7 MOAENEN C noaaepxkon PoE.

MpumevaHune: Mogenun c noaaepxkon PoE nogaepxusatoT ctaHgapT IEEE 802.3at High
Power over Ethernet (PoE).

MuTtaembiM ycTpoiicTBoM (powered device, PD) Ha3biBaeTCcs YCTPOMUCTBO (Hanpumep, To4Yka AoCTyna
WM KOMMYTaTOp), NoaAepXuBatollee cTaHAapT NuTaHnsa no Buton nape PoE, 6narogaps yemy oHo
MOXXET nony4yaTb NUTaHWe OT APYroro yCTponcTea yepes noptT Ethernet.
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Ha pucyHke, npuseaeHHOM Huxe, IP-kamepbl 1 IP-TenedoH HanpsaMyo 3anuTbiBalOTCA OT
KoMMyTaTtopa. Ncnonb3oBaHne TexHonormm POE no3sonseTr He ToNIbKO MUHUMN3NPOBATb KOJIMYECTBO
kabenel 1 NpoBoAOB, HO 1 U36aBNseT OT HEO6XOAUMOCTU NCKATb NOBN30CTU INEKTPUYECKYIO
pO3€eTKY, K KOTOPOI MOXHO 6b1710 6bl MOAKNKYNTL YCTPOMUCTBA.

PucyHok 53 [lpuMepbl NMTaeMbiX YCTPOMUCTB

Ha AaHHOM KOMMyTaTope MOXHO YCTaHOBWUTb MPUOPUTETLI, MO3BONSAIOLWNME 3ape3epBMpoBaTh
MOLWHOCTb ANnA onpeaeneHHbIX NMTaeMbIX YCTpOﬁCTB.

MpuMeyaHme: YCTPONCTBA, NOAAEPXKUBAKOLLIME NoAady MM NOJIYYEHME NMNTAHMUS NO BUTOMN
nape (PoE), a Tak)xe noak/toYeHHble K HUM Kabenun Ethernet gonxHel
pacrnonaraTbCs LEMKOM BHYTPU MOMELLEHUA.

YT06bl Y3HaTb TEKYLWKNI 06beM sHeprum, noTpebnsemMon NUTaeMbiMM YCTPOMCTBAMM OT AaHHOMO
KOMMyTaTopa, BbibepuTe B MeHio Basic Setting > PoE Setup.

PucyHok 54 3SkpaH Basic Setting > PoE Status

[ @ PoLE Status PoE Setup
PoE Mode Classification
Total Power (W) a75.0
Consuming Power (W) 0.0
Allocated Power (W) 0.0
Remaining Power (W) 375.0
- Consumin Max Current
Port State Class PD Priority Power tmng] Max Power (m\WV) (mA)
1 Enable 0 Low 0 0 0
2 Enable 0 Low 0 0 0
3 nable 0 W 0
Emaore Low 0 0
45 Enable 0 Low 0 0 0
47 Enable 0 Low 0 0 a
43 Enable 0 Low 0 0 a

Mons akpaHa onucaHbl B crieayrollen Tabnuue.

Ta6bnuua 14 SkpaH Basic Setting > PoE Status

NMOnEe OMUCAHME

PoE Status

PoE Mode OT0 nose yKa3sblBaeT Ha PEXUM 31eKTPONUTaHNUS, NCMOJb3YeMblli KOMMYTaTOpPOM:
Classification (Knaccudgukaums) nnm Consumption (MotpebneHune).
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Ta6nuua 14 DkpaH Basic Setting > PoE Status (npogomxeHue)

NMOonEe OMNMUCAHME

Total Power B 3ToM nosie oTo6pa)kaeTcs CyMMapHasi MOWHOCTb, KOTOPYI0 KOMMYTaTOp MOXET HanpaBUTb
Ha NoAKAtoYeHHble K nopTaM PoE ycTpolicTBa, noaaepXuBarolmne nutaHne no BUTOM nape
(PoE).

Consuming B 3ToM nosie oTo6pa)kaeTcs MOLWHOCTb, NoAaBaeMasi B HacToslllee BPeMS KOMMYTaTOpPOM Ha

Power (W) NoAKJIFOUYEHHbIE YCTPOKMCTBa C noaaepxkoi PoE.

Allocated Power
(W)

B aTOM none otobpaxaeTcs CyMMapHas MOLLHOCTb, 3ape3epBMpOBaHHas KOMMYTaTOPOM AN
NUTaHWS YCTPONCTB Moc/e onpoca NOAK/IYEHHbIX YCTPOUCTB C noaaep>xkon PoE.

3HaueHue B nosne Consuming Power (W) MoXeT 6biTb MEHbLUE UM PAaBHO, HO HE MOXET
6bITb 60nbLWe 3HaveHus B nose Allocated Power (W).

Remaining
Power (W)

B 3ToM none oTobpaxaeTcst MOWHOCTb, KOTOPYIO MOXET AOMOSIHUTENbHO NoAaTb KOMMyTaTop
ON1s NMATaHUS YCTPOWMCTB Mo BUTOM nape.

MpumMeyaHve: Ans nogayn NUTaHUS Ha YCTPOMCTBO MO BUTOW Nape 3HayeHve B none
Remaining Power (W) kommyTaTopa JormkHo 6biTb He MeHee 16 BT, faxe ecnu
JaHHoe YCTPONCTBO NOTpebnsieT MoLWHOCTbL MeHee 16 BT.

Port

MopsaKoBbI HOMEp MopTa.

State

3T0 nosie oTobpaxkaeT CNMCOK NMOPTOB, KOTOPblE MOryT MoJlydaTb NUTaHME OT KOMMyTaTopa.
O TOM, KaK 3a4aTb 3Ha4YeHMe 3TOro Nons, pacckasbiBaeTcsa B pa3a. 8.8.1 Ha cTp. 77.

e Onuus Disable - M1TaeMoe yCTPOINCTBO, MNOAK/IIOYEHHOE K STOMY MOPTY, HE MOXET
nonyyaTb NUTaHue.

e Onuwusa Enable - NMutaemMoe ycTpoMncTBO, NOAK/IOUYEHHOE K 3TOMY NMOPTY, MOXET NosydyaTb
nuTaHue.

Class

OT0 none ykasblBaeT Ha Knaccudukaumio MOLWHOCTU NMUTAaeEMOro yCTponcTea.

Mone coaepXuT uncnosoe 3HavyeHne U3 AnanasoHa ot 0 40 4, Npu 3TOM KaxAoe 3HadyeHue
COOTBETCTBYET OnpefenieHHoMy aAnanas3oHy MowHoctn (W) un Toka (mA), HeobxoanMbIxX Ans
paboTbl NMTaeMoro ycTporcTea. Hmxe nepeymcierHbl BO3MOXHbIE AMaNa3oHbl.

e Class 0 - lNo ymonuaHuto, ot 0,44 po 12,94
e Class 1 - OnuunoHanbHbIN, oT 0,44 o 3,84
e Class 2 - OnumoHanbHbIN, oT 3,84 go 6,49
e Class 3 - OnumoHanbHbIN, OT 6,49 no 12,95

e Class 4 - Pe3sepBHblli (NUTaloLWme yCTpoOMCTBa OTHOCATCA K knaccy 0) Ana koMMyTaTopa,
KOTOpbIV NoaAepXuBaeT Tonbko ctaHaapT IEEE 802.3af. OnunoHanbHbIn, oT 12,95 ao
25,50 ana koMMyTaTOopa, KOTopbii noaaepxusaeT ctaHaapT IEEE 802.3at.

PD Priority

Ecnv coBOKyMHas MOLLHOCTb, 3arnpoLieHHas NMTaeMbIMM YCTPOMNCTBAMK, NpeBbIaeT
MaKCMMaJsibHYH0 MOLLHOCTb KOMMYTaTopa, KOTOPYH OH CMocobeH oTAaBaTb ANs NMUTaHUS
YCTPOWCTB MO BMTOWM Nape, NuUTaHue 6yaeT HanpaBasiTbCsl KOMMYTaTOPOM B NMepBYLO o4yepesb
Ha Te NopTbl, ANS KOTOPbIX C NMOMOLLbIO 4aHHOMO MOMS YCTAHOB/EH 60ee BbICOKMIA
npuopuTeT.

e 3HauyeHue Critical coOTBETCTBYET HaMBbLICILEMY MPUOPUTETY.

e 3HaueHve High o3HauaeT, 4TO KOMMYTaTOp BblAENSET MOLLHOCTb Ha 3TOT MOPT noc/e
TOro, Kak 6yaeT BblAeseHa MOLWHOCTb A4/ BCex NopToB ¢ Kputuyeckmm (Critical)
NpUOPUTETOM.

e 3HaueHve Low 03HayaeT, YTO KOMMYTaTOp BblAEIAET MOWHOCTL Ha 3TOT MOPT nocrne
TOro, kKak 6yaeT BblAesieHa MOWHOCTb A4/l BCeX NopToB ¢ KpuTuyeckmm (Critical) n
BbicokuM (High) nprnoputeTtom.

Consuming
Power (mW)

3T0 nosne nokasblBaeT TeKyLwunit o6bemM MOLHOCTHN, NOTPebaseMor NMTaeMbiM YCTPONCTBOM
OT KOMMyTaTOpa Yepes AaHHbI NopT.

Max Power
(mw)

3T0 nosne nokasbiBaeT MakCUMasbHbli 06beM MOLHOCTH, NoTpebnseMon NMTaembiM
YCTPOMCTBOM OT KOMMyTatopa 4yepes AaHHbIN nopT.

Max Current
(mA)

370 nosie NokasbiBaeT MakCUMasbHYIO CUy ToKa, MOTPe6isieMOro NMTaeMbiM YCTPONCTBOM
OT KOMMyTaTopa 4Yepe3 AaHHbIN NnoprT.
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8.8.1 3kpaH PoE Setup

C noMoLLblo 3TOro 3KpaHa MOXHO 3aJaTb YPOBHU NPUOPUTETOB AN1SS KOMMyTaTopa npu
pacrnpeaeneHny MOLWHOCTU MeXay NUTaeMbiMKU YCTPOMCTBaMM.

Mepenante no ccoinke POE Setup Ha skpaHe Basic Setting > PoE Status. OtkpoeTcsa cnegytowmm
3KpaH.

PucyHok 55 3SkpaH Basic Setting > PoE Setup
(@ PoE Setup PoE Status

Classification
Consumption

PoE Mode

Port PD PD Priority Max Power (mW\V)
* Critical -
1 v Low -

45 v Low -

46 v Low -

47 v Low -

43 v Low -
| Apply || Cancel |

Mons akpaHa onucaHbl B crieayrowlen Tabnuue.

Tabnuua 15 SkpaH Basic Setting > PoE Setup

NMONE OMNMUCAHUE

PoE Mode Bbibepute pexxuM 371eKTPOnUTaHnNsl KOMMyTaTopa.

e Classification - BribepuTte 3Ty onuuto, ecnm Heob6xoanumMo, 4To6bl KOMMyTaTOP
pe3epBMpoBan MOLHOCTb, YKa3aHHYyto B nose Max Power (mW), Ang KaXx[oro nutaemoro
YCTpOICTBa B COOTBETCTBUM C YpPOBHEM npuoputeta. Ecnn obwmii o6vem focTynHom
MOLLHOCTM NMOAXOAMUT K KOHLY, TO NMTaHWe nepecraeT NoAaBaTbCs Ha NUTaeMble
ycTpovicTea ¢ 6onee HU3KUM NPUOPUTETOM.

e Consumption - Bbibepute 3Ty onuuto, ecim Heob6xoaMMo, YTo6bl KOMMYyTaTOP
pacnpegensan 604XxeT MOLWHOCTM TakuM 06pa3oM, UTobbl Kaxaoe noaktoyYeHHoe
YCTPOMCTBO NOy4ano onpeaeneHHbi pecypc MOLWHOCTU. Mpu 3TOM MOLWHOCTb,
BblAeNsieMasi KOMMYTaTOPOM, MOXEeT ObITb MEHbLLE MOLWHOCTM, YKa3aHHOM B nose Max
Power (mW) gns nutaemMoro yctponcTtea. [Mutaemble yCcTpoiicTBa € 6o51ee BbICOKUM
npuoputeTom 6yayT nony4yaTtb 60MbLUe MOLWHOCTU, YEM YCTPOMCTBa C 6onee HNU3KUM

NPpUOPUTETOM.
Port MopsiakoBbIA HOMep nopTa.
PD BbibepuTe 3Ty onumio, YTo6bl MMTAaEMOE YCTPOMCTBO, NOAKIIOUYEHHOE K AAHHOMY MOPTY, MO0

nosiyyaTb NUTaHME OT KOMMyTaTopa.

Ecnu cHSTb BblAeIEHME C 3TOro NepeksitoyaTens, To NMTaeMoe YCTPOICTBO, MOAK/IIOYEHHOE K
AaHHOMY MOpTYy, HE CMOXET NoflyyaTb NUTaHWe OT KOMMyTaTopa.
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Ta6nuua 15 SDkpaH Basic Setting > PoE Setup (npoaomxeHue)

MNOJE OMNCAHME

PD Priority Ecnu coBokymnHasi MOLWHOCTb, 3anpoLleHHas NMTaeMbiMM YCTPONCTBaMM, NpeBbillaeT
MaKCMMasibHYH MOLLHOCTb KOMMYyTaTopa, KOTOPYH OH crnocobeH oTaaBaTbh AN NUTaHUS
YCTPOICTB MO BUTOW Nape, NuTaHue byaeT HanpaBisaTbCA KOMMYTaTOPOM Ha Te NOpThl, AN
KOTOPbIX C MOMOLLbIO AAHHOMO MOJIS YCTAaHOBMEeH 6onee BbICOKUI MpUopuTeT.

CaMblli BbICOKMI NMPUOPUTET UMEKOT NnopThl, 0603Ha4veHHble kak Critical.

Mexay noptamu c npuoputetom High peseps MowHocTn 6yaeT pacnpenensaTbes
KOMMYTaTOpOM Mnocsie Toro, Kak nutaHue byaet obecneyeHo No BCEM NOpTaM C NPUOPUTETOM
Critical.

Mexay noptamu c npuoputeTtoMm Low pesepB MOWHOCTM ByaeT pacnpeaensitbCs
KOMMYTaTOpOM MOCJIE TOro, Kak NMTaHue 6yaet o6ecneyeHo no BCEM NopTaM C NpuoputTeTamm
Critical n High.

Max Power 3T0 nosne nokasbliBaeT MakCUMasbHbI 06beM MOLHOCTKN, NoTpebnseMon NMTaembiM
(mWw) YCTPOCTBOM OT KOMMYyTaTopa 4Yepe3 AaHHbIN NopT.
Apply Haxmute Apply, 4TO6bl COXPaHUTL M3MEHEHNS B ONEePaTUBHON NaMaTKU KOMMyTatopa. 3Tu

HaCTpoWKW 6yayT yTepsiHbl B C/llydae Bblk/IlOUEHUS KOMMYyTaTopa unu nepebosi B nogave
nUTaHus, NO3TOMY MO 3aBepLUEHMN HACTPONKM HEOBX0AMMO HaxaTb Ha CCbinke Save B
BEpXHEN HaBUIraLMOHHOM NaHenu Ans COXpaHeHUs U3MEHEHWI B SHEPrOHE3aBUCUMMON
namsiTu.

Cancel Haxmute Cancel, 4To6bl HaYaTb HAaCTPOMKY Ha 3TOM 3KpPaHe 3aHOBO.

8.9 JkpaH Interface Setup

HacTtpoiika agpecoB IPv6 ocyllecTBiseTcs B MHAMBUAYaIbHOM MopsaKke ANns KaXxaoro nHrepdeica.
NHTepdelicbl MOryT noaaepxmBaTb BUPTYyasbHble MHTepdelickl (Hanpumep, nHTepdeiicbl VLAN). Ha
MOMEHT HamnmcaHusl 3TOro AOKyMeHTa KOMMyTaTop noaaepxxumsaeTt Tvn nHtepdenca VLAN gna
npotokona IPv6.

BbibepunTe ¢ NoMoLLbIO 3TOro 3KkpaHa MHTepdeincol IPv6, ons KOTOpPbIX MOXHO yYKasaTb agpeca IPv6,
no KOoTopbiM ByaeT OCyLeCcTBAATLCA AOCTYN U ynpaBieHne KoOMMyTaTopoM. Beibepute B
HaBuraunoHHon naHenn Basic Setting > Interface Setup, 4To6bl OTKPbLITb 3KpPaH HACTPOEK.

PucyHok 56 JkpaH Basic Setting > Interface Setup
«

Interface Type VLAN -

Interface ID

Add || Cancel

Index Interface Type Interface ID Interface Delete
1 VLAN 1 VLANA1

Delete Cancel
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Mong skpaHa onucaHbl B CJ'IED,y}OLI.I,Eﬁ Tabnuue.

Tabnuua 16 SkpaH Basic Setting > Interface Setup

MNONE

OMNCAHME

Interface Type

BbibepuTte TMN nHTepdeinca IPv6, napameTpbl KoToporo 6yayT HacTpamBaTbCcs. Ha MOMeHT
HanucaHus 3Toro JOKyMeHTa KOMMyTaTop noaaepxusaeT Tun nHtepderica VLAN ans
npotokona IPv6.

Interface ID

BbibepuTe umcno, kotopoe 6yaeT yHUKanbHbIM 06pasoM naeHTMdOMUMpPOBaTh AaHHbIN
MHTepderic (B ananasoHe ot 1 go 4094).

[Ana HopManbHoM paboTbl NpoTokona IPv6 Heobxoanmo co3paTb ctaTnyeckyto cetb VLAN ¢
TEM Xe NAeHTUGUKaATOpoM, KOTOpbIN 6biN yKka3aH Ha akpaHax Advanced Application >
VLAN.

Add

HaxaTune Ha 3TOT 3Ha4yoK NO3BOJISET CO34aTb HOBYIO 3arMuCh.

370 AercTBME NO3BO/ISET COXPAHUTb M3MEHEHNS HACTPOeK B ONepaTUBHOM NamMaTu
KOMMyTaTopa. 3TW HacTponKkn 6yayT yTepsiHbl B C/llyyae BbIK/IIOYEHUA KOMMyTaTopa uau
nepeb6os B nogaye NUTaHUs, NO3TOMY MO 3aBEPLUEHNM HACTPOMKM HEOBXOAMMO HaxaTb Ha
CCbllke Save B BEpXHEN HaBMIraUMOHHOW NaHenn Ans CoOXpaHeHUst U3MEHEHUN B
SHeproHe3aBMCUMOl NaMsATy.

Cancel

Haxmute Cancel, 4To6bl C6pOCUTEL NONS K NPeAbIAYLUNM 3HAYEHUSM.

Index

B aTOM none otobpaxaeTcs NOpsAKOBbIA HOMEP 3anucu.

Interface Type

OTo0 none nokasbiBaeT TUN UHTepdelica.

Interface ID

OT0 nose nokasbiBaeT naeHTUdUKaTop nHTEpdeiica.

Interface 3T0 nosne nokasbliBaeT MMA-ONNCaHMe MHTepdenca, KOTOpoe KOMMYTaTop reHepupyeT
aBTOMaTuyecku. OHO NpeacTasnsieT cobon coyeTaHne TMna uHTepderica n ero
naeHTudmkartopa.

Delete Haxxmnte Delete, uTob6bl yaanuTb BbiI6paHHY 3anncb U3 UTOroBOM Tabnunubl.

Cancel Haxxmnte Cancel, ytobbl CHATHL BblaeneHne ¢ nepekntyatenein Delete.

8.10 3kpaH IPv6

C noMoLbio 3TOro 3KpaHa MOXHO MPOCMOTPETb COCTOsSIHME UHTepdericoB IPv6 n ykasaTb agpeca
IPv6 ang ynpaeBneHnsi KOMMyTaTOpPOM.

Bbibepute B HaBuraunoHHol naHenu Basic Setting > IPv6, 4To6bl OTKPbITb 3KpaH COCTOAHUS
IPv6, nzobpaxeHHbI Ha pUCYHKE HUXe.

PucyHok 57 SkpaH Basic Setting > IPv6

Index
1

IPvE Configuration
Interface Active

WLAN1 Yes

Mons aKpaHa onucaHbl B crieayoLen Tabnuue.

Ta6bnuua 17 3SkpaH Basic Setting > IPv6

NMOonEe OMUCAHME

Index OTO0 nose nokasbiBaeT NopsiAKoBbIN HoMep uHTepderica IPv6. LLlenyok Ha nopsiaKkoBOM
HOoMepe no3sonseTt oTobpasntb 6onee noapobHyto nHdopmaumo 06 nHTepdeice.

Interface 370 nosne oTobpaxaeT uMsa coszgaHHoro nHtepderica IPv6.
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Ta6bnuua 17 SkpaH Basic Setting > IPv6

MOnE OMUCAHUE

Active OT0 nosne yKasblBaeT Ha TO, akKTUBMPOBaH N1 AaHHbIN MHTepdenc IPv6.

Index OT0 none nokasbliBaeT NOPSAKOBbLIN HOMep nHTepdenca IPv6. LLlenyok Ha NopsaaKkoBOM
HOMepe no3BonsieT oTobpasnTb 6onee noapobHyto MHbopMauuto 06 uHTepdelice.

8.10.1 3kpaH IPv6

C nomoLbto 3T0

Interface Status

ro 5KpaHa MOXHO y3HaTb CTaTyC onpegeneHHoro nHtepdgemnca IPv6 n npocMoTpeTb

AeTanbHyo MHdopMauuio o HeM. LLlenkHUTe Ha NoOpsAKOBOM HOMepe uHTepdelica Ha sKkpaHe Basic
Setting > IPv6. OTKpoeTCs crneayoLwmnii sKpaH.

PucyHok 58 3DkpaH Basic Setting > IPv6 > IPv6 Interface Status

.

Interface: VLAN1
IPvE Active
MTU Size

) IPv6 Interface Status

IPvE Status

enable

1500

ICMPv6 Rate Limit Bucket Size
ICMPv6 Rate Limit Error Interval

Stateless Address Autoconfig

100
1000

disable

Link Local Addre

Global Unicast Addre

ND DAD Active
Number of DAD Atte

ND Reachable Time (mil

DHCPvE Client A

Identity Association

o DN
Domain List

Joined Group Address{es)

NS-Interval (millisecond)

Restart DHCPvE Client

S5 fe80::219:cbiffe00:1/64 [preferred]

s5(es)

fi05::1:3
fio2:1:2
fio1:1
fio2:1
f02:1:/00:1
enable
mpts 1

1000
lisecond) 30000

clive J— MNa
IA Type

1AID

T

T2

State

SID

Address

Preferred Lifetime

Valid Lifetime

Click Here
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Mong skpaHa onucaHbl B CJ'IED,y}OLI.I,Eﬁ Tabnuue.

Tabnuua 18 SkpaH Basic Setting > IPv6 > IPv6 Interface Status

MOnE OMUCAHUE
IPv6 Active OT0 nose yka3sblBaeT Ha TO, aKTUBMPOBaH 1M AaHHbIN MHTepdenc IPv6.
MTU Size 3T0 none nokasbiBaeT pasmep 6noka MTU (Maximum Transmission Unit) ans naketos IPv6 Ha

LAHHOM MHTepdeiice.

ICMPv6 Rate

OTO noJsie nokasbiBaeT MakCMMasbHO AOMYCTMMOE KOMM4YeCcTBO coobuieHmin 06 owmbkax

Limit Bucket ICMPV6, nepenaBaeMbix 3a yKa3aHHbI BpeMEHHOW UHTepBan. Mpn AOCTUXKEHUN YKAa3aHHOIO
Size MOpoOroBOro 3Ha4YeHUsA NPoOMCXoaAMT NOAAB/IEHME BCEX MOCNEAYOLWNX COObLEHUN 06 owmnbKax.
ICMPv6 Rate DTO NoJsie NokasblBaeT Nepuoj BpeEMEHU B MUIUCEKYHAAX, Ha NPOTSXEHUU KOTOPOro

Limit Error ocyllecTBnsieTcs nepegava coobuieHunin 06 ownbkax ICMPv6 no Tex nop, noka He 6yaet
Interval LOCTUTHYTO NOPOroBoe 3HaveHne nepenonHeHns. 0 o3HayaeT OTCYTCTBME OrpaHUYEHN.
Stateless 3T0 nosne ykasblBaeT Ha TO, MOXET I MHTepdenc KoMMyTaTopa aBToMaTu4yeCckKu

Address reHepmpoBaTb agpec Tmna link-local nocpeacTBoM MexaHUM3Ma aBTOMaTUUYECKOM HAaCTPOMKM
Autoconfig 6e3 coxpaHeHns COCTOAHMUS.

Link Local 3710 none otobpaxaeT IP-agpec link local koMMyTaTOpa M NpeduUKC, CreHepMpoOBaHHbIN
Address nHTepgericom. Kpome Toro, OHO yKasblBaeT Ha TO, ABNsieTcs nun 3T1oT IP-agpec

npeaAnoYTUTENDBbHbLIM, TO €CTb ABNAETCA JIM OH A0ONYCTUMbIM, N MOXHO JIM €ro NCnosb30BaThb B
KayecTBe aapecCa oTnpaBuTenda unum nony4dyartend.

Global Unicast
Address(es)

370 none nokasbiBaeT rnobanbHbli OAHOAAPECHBIN afpec KOMMyTaTopa, UCNOb3yeMbIN ANs
naeHTudunKaunm aHHoOro nHtepdgerica.

Joined Group

3TO Mnosie NoKasbIBaeT afpeca MHOr0aAPECHOM pacchinku IPV6 rpynm, ¢ KOTOPbIMM

Address(es) coeauHsieTca MHTepdenc kommyTaTopa.

ND DAD OT0 nosne ykasblBaeT Ha TO, BKJIlOUEHa 1M Ha AaHHOM uHTepderice dyHkuma Neighbor

Active Discovery (ND) Duplicate Address Detection (DAD) [BbisiBneHue ay6mMpoBaHHbIX afpecoB
npu obHapyxeHun coceaen].

Number of OT0 none nokasblBaeT KOIMYeCTBO Noc/iefoBaTeNbHbIX COOOLWEeHM TuNa «3anpoc AOCTYMHbIX

DAD Attempts | coceaeri», paccbllaeMblX KOMMYTaTOPOM Yepe3 AaHHbIN uHTepdelic.

NS-Interval 3TO0 noJsie nokasblBaeT BPEMEHHOW MHTEpPBaa B MUIJIMCEKYHAAX MeXAy CoobLeHnssMN Tuna

(millisecond)

«3anpoc AOCTYMHbIX COCEeAen>.

ND Reachable
Time
(millisecond)

OTO noJsie nokasbiBaeT, Ha NPOTAXEHNN KAKOr0 BPEMEHMU, U3MEPSEMOro B MUIIIMCEKYHAAX,
cocefiHee YCTPOWCTBO CYMTaeTCs AOCTYMHbIM ANS AAHHOro nHTepdelica.

DHCPv6 Client
Active

DTO nosie yKasblBaeT Ha TO, BbICTyrnaeT M KOMMyTaTop B KayecTBe knmeHta DHCPv6,
nonydatouwero agpec IPv6 ot cepsepa DHCPv6.

Identity
Association

Accounaums naeHtudukatopos (Identity Association, IA) - 370 Konnekunsa agpecos,
Ha3HayeHHbIX DHCP-KknMeHTy, NOCpeACTBOM KOTOPOW CepBEP M KAMEHT MOMyT YNpaBasaTb
rpynnon cesizaHHbIX IP-agpecos. Kaxaasa accounaums IA gonxHa 6biTb accoummpoBaHa
TOJIbKO C OAHUM UHTepdEeNncom.

IA Type

Twun IA - 370 TN agpeca B IA. Kaxxgasa accounaumnsa IA xpaHuT agpeca ogHoro tvna. IA_NA
npeacraenset cobon accoumaumio MAEHTUMOUKATOPOB AN NOCTOAHHbIX agpecos, a IA_TA -
0N BPEMEHHbIX aApecos.

IAID

Kaxxaas accoumnaums IA BknovaeT B cebsl yHUKanbHbi naeHtudukaTop IAID n cBsi3aHHYO C
HUM MH@OpMaumio npoTokona IP.

T1

3710 none otobpaxaeT 3HayeHue Tanmepa DHCPv6 T1. Mo ncreueHnun spemenmn TariMepa T1
KOMMyTaTop noceinaet coobuieHne Renew cepsepy DHCPV6.

Onumsa IA_NA cogepxut nona T1 n T2, a onums IA_TA - HeT. Cepsep DHCPv6 ncnonb3yet
nons Tl n T2 ans ynpasneHns spemMeHeM obpalleHnsa KAneHTa K cepeepy C Lenbio
3abnaroBpeMeHHOro NpoAsieHns CPOKOB XM3HW Nto6bIX aApecoB, BXOASALWMX B acCOLMaLmIo
IA_NA.

T2

3710 nosne oTobpaxaeT 3HayeHne Taimepa DHCPv6 T2. Ecnn no ncreyeHnn BpeMeHu Taimepa
T2 cepBep He OTBeYaeT, KOMMYyTaTop nocklnaeT coobleHne Rebind BceM foCTynNHbIM
cepsepaM.
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Ta6nuua 18 DkpaH Basic Setting > IPv6 > IPv6 Interface Status (npoaonxeHue)

NMOonEe OMNMUCAHME
State 3TO0 nosie rnokasbiBaeT cocTosiHMe TA. BO3MOXHbIE BapuaHTbl
Active, ecnn koMMyTaTOp nosny4yaet agpeca ot cepsepa DHCpv6, u co3paetcs TA.
Renew, ecnun ncrekaeT CpoK XM3HU agpeca TA, 1 KOMMyTaTop nocbinaet coobuieHne Renew.
Rebind, ecnu koMMyTaTOp HE nMosyyaeT OTK/MKa OT ucxoaHoro cepsepa DHCPv6 u nocbinaet
coobuieHune Rebind apyromy cepsepy DHCPvV6.
SID 3T0 nose nokasblBaeT YHMKaNbHbIN naeHTudunkatop cepsepa DHCPv6.
Address 370 none otobpaxaeT rnobanbHbI agpec KOMMyTaTopa, Ha3Ha4YeHHbI EMY CeEpBEPOM
DHCPv6.
Preferred OT0 nosne nokasblBaeT, B TeYEHWE KaKOro BpeEMeHN, M3MepsieMoro B CeKyHaax, 3ToT
Lifetime rno6anbHbIl aapec 0CTaeTcs NPeAanoUTUTENbHbIM.
Valid OT0 none nNokasblBaeT, B TEYEHWE KaKOoro BpEMEeHU, M3MepseMoro B CeKyHaax, 3ToT
Lifetime rnobanbHblii aApec oCTaeTcs AeCTBYOLNM.
DNS 370 none otobpaxaet agpec DNS-cepBepa, Ha3zHayeHHbI cepeepoM DHCPV6.
Domain List 370 none otobpaxaeT agpecHyto 3anucb, Koraa KOMMyTaTop OTNpaB/isieT 3anpoc o
pa3pelueHnn AOMeHHbIX MMeH Ha DNS-cepsep.
Restart MeperianTte no ccoinke Click Here, 4tobbl oTnpasuTb HoBbIW DHCP-cepBep Ha cepsep
DHCPv6 Client | DHCPv6 1 o6HoBUTbL agpec IPv6 n DNS-uHdbopMauuto ans gaHHOro nHtepdgeica.

8.10.2 3kpaH IPv6 Configuration

C noMoLLbio 3TOro 3KpaHa MOXHO HacTpouTb NapameTpsbl IPv6 koMMmyTaTopa. Mepeliante nNo ccoiike
IPv6 Configuration Ha skpaHe Basic Setting > IPv6. OTKpoeTcsa cneayowmn sKkpaH.

PucyHok 59 DkpaH Basic Setting > IPv6 > IPv6 Configuration

IPv6 Addressing

IPvG Neighbor Discovery

IPv6 Status
IPv6 Global Setup Click Here
IPvE Interface Setup Click Here
IPv6 Link-Local Address Setup Click Here
IPv6 Global Address Setup Click Here
IPv6 Neighbor Discovery Setup Click Here
IPv6 Neighbor Setup Click Here
DHCPvE Client Setup Click Here

Mons akpaHa onucaHbl B crieayrollen Tabnuue.

Ta6nuua 19 3SkpaH Basic Setting > IPv6 > IPv6 Configuration

NMOnE OMNMUCAHME
IPv6 Global LLlenkHWTe No 3TOM cCbifike, YTOObl MEPEeNTM Ha IKPaH, C MOMOLLbIO KOTOPOIr0 MOXHO U3MEHUTb
Setup rnobanbHble HacTporikn IPv6 Ha KoMMyTaTope.

IPv6 Interface
Setup

LLlenkHWUTe No 3TOM CcCblike, YTO6bl MepenTh Ha 3KpaH, C MOMOLLbID KOTOPOr0 MOXHO
aKkTueBuposaTtb MHTepdenc IPv6 Ha KoMMyTaTope.

IPV6
Addressing
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Tabnuua 19 SkpaH Basic Setting > IPv6 > IPv6 Configuration (npogonxeHue)

NMOonEe OMNMUCAHME
IPv6 Link- | LLlenkHWTe Mo 3TOM ccbiike, YTOObI MEPEeNTN Ha 3KpaH, C MOMOLLbI0O KOTOPOro MOXHO 3ajaTtb
Local appec IPv6 link-local ans onpeaeneHHoro nHtepdeiica.
Address AP A pea P
Setup
IPv6 LLlenkHWUTe No 3TOoM ccblike, YTO6bl NeperT Ha 3KpaH, C MOMOLLbID KOTOPOr0 MOXHO 3ajaTb
Global rno6anbHblit agpec IPV6 ans onpeaeneHHoro uHtepdeiica.
Addass ap A pea PP
Setup
IPv6 Neighbor
Discovery
IPv6hb LLlenkHMUTe No 3TOM cCcbiike, YTO6bl NepenTh Ha 3KpaH, C MOMOLLbIO KOTOPOr0 MOXHO
Neighbor HaCTpOUTb NapaMeTpbl 06HapyXeHWUst coceaHUX yCTponicTB IPv6.
Discovery P P P Py A yerp
Setup

IPv6 Neighbor
Setup

LLlenkHWUTe NO 3TOM CCblKe, YTOOblI NEPEeNTN Ha 3KPaH, C MOMOLLBI0 KOTOPOro MOXHO CO34aTb
cTaTmyeckyto 3anucb IPv6 o cocegHeM ycTpoicTee B Tabnumue cocegHux ycTtponcts IPv6
KOMMyTaTopa.

DHCPv6 Client
Setup

LLlenkHWUTe No 3ToM ccblike, YTO6bl NepeiT Ha 3KpaH, C MOMOLLbI KOTOPOr0 MOXHO
HacTpouTb napameTpbl DHCP kommyTaTOp.

8.10.3 3kpaH IPv6 Global Setup

C NoOMOLLbIO 3TOr0 3KpaHa MOXHO HaCcTpouUTb rnobanbHble napameTpbl IPv6. MNepenanTte No ccbiiike,
pacnonoxeHHon pagoMm ¢ Haanucoio IPv6 Global Setup Ha skpaHe IPv6 Configuration, 4Tob6bl
OTKPbITb 3KpaH, N306paxXeHHbIi Ha PUCYHKE HUXKE.

PucyHok 60 DkpaH Basic Setting > IPv6 > IPv6 Configuration > IPv6 Global Setup

L@ IPvb Global Setup IPvé Configuration
IPv Hop Limit 64
ICMPv6 Rate Limit Bucket Size 100
ICMPv6 Rate Limit Error Interval {1000 milliseconds

IAppIy‘ [ Cancel HCIear‘

Mons sKpaHa onucaHbl B crieaytoLen Tabnuue.

Tabnuua 20 DkpaH Basic Setting > IPv6 > IPv6 Configuration > IPv6 Global Setup

MNOJNE

OMNCAHME

IPv6 Hop Limit

YKaxuTte MakcuMmanbHoe ymcno nepexonos (B avanasoHe oT 1 go 255) B aHoHcax
MaplpyTusaTtopa. 3Ha4yeHue 3TOro nosisi onpeaenseTr MakCMManbHOE YMCI0 Nepexonos,
KOTOpOE MOXeT npeonosieTb nakeT IPv6, npexae 4yeM ero oT6pocuT MapLipytmnsatop IPv6.
Ponb aTOro napameTtpa aHanormyHa ponu nons TTL B npoTokose IPv4.

ICMPv6 Rate
Limit Bucket
Size

YKaxuTte MakcumanbHoe Konm4ectso coobuweHun 06 owmnbkax ICMPv6 (B ananasoHe ot 1 ao
200), nepepaya KOTOpbIX paspelleHa B 3aJaHHOM BpeMEHHOM uHTepBane. MNpu AOCTUXEHUN
yKa3aHHOro NoporoBOro 3Ha4YeHUs NPoOMCXoAUT NMoAaBlieHMe BCex NocaeaylLwmx coobweHni
06 owmnbkax.

ICMPv6 Rate
Limit Error
Interval

YkaxuTte nepuoa BpeMeHu (B ananasoHe ot 0 go 2147483647 MUNAINCEKYHA), B TEUEHME
KOTOPOIro MOXET OCYLLeCTBNATLCA nepeaada coobueHunn 06 owmnbkax ICMPv6 no agocTtmxeHus
NOpOroBoro 3HavyeHus nepenosiHeHusi. 0 o3HayaeT OTCYTCTBME OrpaHUYEHUN.
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Ta6nuua 20 DkpaH Basic Setting > IPv6 > IPv6 Configuration > IPv6 Global Setup (npogomxeHue)

MNOJE

OMNCAHME

Apply

Haxxmute Apply, UTO6bI COXpPaHUTb U3MEHEHUSI B ONEepaTUBHON NaMsaTM KOMMyTaTopa. 3Tu
HaCTpoOWKKN 6yayT yTepsiHbl B C/lly4Yae BblKJIlOUEHMS KOMMyTaTopa unu nepebos B nogave
NUTaHusl, NO3TOMY MO 3aBepLUEHUN HAaCTPONKM HEOBX0AMMO LEeNKHYTb MO CCbike Save B
BEpXHEeN HaBUrauMOHHOM NaHenu Ans COXpaHeHUs U3MEHEHUI B SHEProOHE3aBMCHMMON NaMaTu.

Cancel

Haxmute Cancel, 4To6bl 3aHOBO Ha4yaTb HAaCTPOMKY Ha 3TOM 3KpaHe.

Clear

HaxxmuTe Clear, uTo6bl BEpHYTLCS K 3aBOACKUM HacTpolikaM.

8.10.4 OkpaH IPv6 Interface Setup

C NoMOLLbIO 3TOr0 3KpaHa MOXHO BKJIIOUYUTb UM OTKAOUNTE UHTepdelic IPv6 n akTnBnposatb ANg
Hero yHKLUMI0 aBTOMaTU4YECKOM HACTPONKN 6e3 coxpaHeHUs COCTossHUSA. MepenanTe no CColike,
pacnonoxeHHol pagom ¢ Hagnuceto IPv6 Interface Setup Ha skpaHe IPv6 Configuration,
4YTO6bl OTKPbITb 3KpaH, N306paKeHHbIN Ha PUCYHKE HUXKE.

PucyHok 61 DkpaH Basic Setting > IPv6 > IPv6 Configuration > IPv6 Interface Setup

L ¢ IPv6 Configuration
Interface VLAMNT -
Active
Address Autoconfig 0

Index

[AppWII Cancelllcmar‘

Interface Active Address Autoconfig
WLAMNA Yes Mo

Mons sKpaHa onucaHbl B crieaytoLlen Tabnuue.

Ta6nuua 21 SkpaH Basic Setting > IPv6 > IPv6 Configuration > IPv6 Interface Setup

MNOJNE

OMNCAHME

Interface

BbibepuTte nHTepderic IPv6, napameTpbl KOTOpOro 6yayT HacTpamBaThbCs.

Active

BbibepuTte 3Ty onumio, 4Tobbl BKIOYUTL AaHHBIN MHTEpPdENC.

Address
Autoconfig

BbibepuTe 3Ty onumio, 4Tobbl pa3spewnTs MHTepdericy aBToMaTUYECKN reHepupoBaTb agpec
link-local ¢ ncnonb3oBaHnem aBTOHaCTPOMKM 6€3 COXpaHeHUs COCTOAHMUS.

Apply

HaxmuTte Apply, UTO6bl COXpPaHUTb U3MEHEHUS B ONEPaTMBHON NaMsTU KOMMyTaTopa. DTu
HaCTpolikM 6yayT yTepsHbl B Clly4yae BblK/IOUYEHMS KOMMyTaTopa Uan nepebos B nogadve
NUTaHMs, NO3TOMY MO 3aBEepLUEHUN HACTPOMKN HEOBXOAUMO LLENIKHYTb MO CCbiike Save B
BEPXHEWN HaBUIraUuMOHHOM NaHenn Ans COXpaHeHUs U3MEHEHUN B SHEProHE3aBUCMMOWN NaMSATH.

Cancel

HaxxmuTte Cancel, yTo6bl 3aHOBO HauyaTb HaCTPOIKy Ha 3TOM 3KpaHe.

Clear

Haxxmnte Clear, yTo6bl BEpHYTbCS K 3aBOACKUM HaCTponKkaM.

Index

3TO0 Nosie CoAepPXUT NOpPSAAKOBLIN HOMep MHTepdeiica. LLilenkHUTe Ha NopsiAKOBOM HoMepe,
4YTO6bl NU3MEHUTbL HACTPOMKMN.

Interface

370 none otobpaxaeT MMA Co3a4aHHOro uHTepderica IPv6.

Active

3T0 nose yKasblBaeT Ha TO, aKTUBUPOBAH SN AaHHbI MHTepdeic IPv6.

Address
Autoconfig

3T0 none yKasblBaeT Ha TO, BK/OYEHa N1 AN AaHHOro MHTepdenca dpyHKUnS
aBTOMaTMYeCKOM HACTPOMKn 6e3 COXpaHeHUs COCTOSHUS.
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8.10.5 3kpaH IPv6 Link-Local Address Setup

Appec link-local yHMkanbHbIM 06pa3oM naeHTMdUMpyeT YCTPOMCTBO B JIOKanbHOM ceTu. OH
aHanormyeH «yactHomy IP-agpecy» npotokona IPv4. OauH u TOT Xe agpec link-local moxeT 6bITb
HasHayeH AByM u 6onee uHTepdelicam ogHoro ycrporicrea. OgHoHanpaBnieHHbI agpec link-local
MMeeT npeaonpeaeneHHoii npedukc fe80::/10.

C noMoLbio 3TOro 3KpaHa MOXHO yKa3aTb 4719 AaHHOro nHrtepdgerica agpec link-local n ocHoBHoOM
w03, NepenanTe no Ccobisike, pacrnonoXeHHon psaom ¢ Haanucsto IPv6 Link-Local Address
Setup Ha skpaHe IPv6 Configuration, 4to6bl OTKpPbITb 3KpaH, M306paXKeHHbIN HA PUCYHKE HUXE.

PucyHok 62 3SkpaH Basic Setting > IPv6 > IPv6 Configuration > IPv6 Link-Local Address Setup

Index

Interface

Link-Local Address

Default Gateway

Interface
1 VLANA

IPv6 Configuration

I Apply] I Cancel J I Clearl

IPv6 Link-Local Address IPvG Default Gateway

Mons akpaHa onucaHbl B crieayrowlen Tabnuue.

Tabnuua 22 SkpaH Basic Setting > IPv6 > IPv6 Configuration > IPv6 Link-Local Address Setup

NMOonEe OMUCAHME

Interface BbibepuTte nHTepdeinc IPv6, napameTpbl KoToporo 6yayT HacTpaneaTbCs.

Link-Local YkaxuTe ctatmyeckuii agpec link-local IPv6 ans paHHoro nHtepdeiica.

Address

Default YkaxuTe agpec IPv6 ocHOBHOro Wwit03a AN AaHHOro nHtepderica. Ecnu wno3 He moxeTt

Gateway HaWTM MapLpyTHYIO MHMOPMaLMIO ANS YKAa3aHHOro B Kagpe ajapeca Ha3HadeHusl, oH
nepecbllaeT NakeT Ha OCHOBHOW LUIO3.

Apply Haxxmnte Apply, 4T06bl COXpPaHUTb NU3MEHEHUS B OMepaTUBHOM NaMsATU KOMMyTaTopa. OTu
HacTporiku 6yayT yTepsiHbl B Cllyvae BblK/IOYEHMS KOMMyTaTopa unin nepebos B nogadve
NUTaHWS, NO3TOMY MO 3aBepLUEHNN HAaCTPOMKM HEOBXOAMMO LLENKHYTb MO CChiike Save B
BEPXHEWN HaBUIraUuMOHHOM NaHenn ANns COXpaHeHUs U3MEHEHUI B SHEProHE3aBUCMMOWN NaMSATH.

Cancel Haxmunte Cancel, 4To6bl 3aHOBO HayaTb HAaCTPOMKY Ha 3TOM 3KpaHe.

Clear Haxxmnte Clear, yTo6bl BEpHYTbCS K 3aBOACKUM HaCTponKkaM.

Index 3T0 noJsie COAEPXUT NOPSIAKOBLIN HOMep UHTepdeica. LLlenkHuTe Ha NOpsSiAKOBOM HOMepe,
4TO6bI M3MEHUTL HaCTPOMKMU.

Interface 370 nosne oTobpaxaeT uMsa cozgaHHoro nHtepderica IPv6.

IPv6 Link- 370 none otobpaxaet ctaTnyeckuin agpec link-local IPv6 ans agaHHoro nHtepdelica.

Local Address

IPv6 Default 3T0 none otobpaxaeT agpec IPv6 0CHOBHOrO Wt03a ANs AaHHOrO MHTepdelica.

Gateway
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8.10.6 OkpaH IPv6 Global Address Setup

C noMoLLbio 3TOro 3KpaHa MOXHO yKa3saTb rnobanbHbii agpec IPv6 ans naHHoro nHtepderica.
MeperanTe Mo Cchisike, pacrnonoXxeHHom psaom ¢ Haanucoto IPv6 Global Address Setup Ha
skpaHe IPv6 Configuration, uto6bl OTKpbITL 3KpaH, N306pa)KeHHbIN Ha PUCYHKE HUXE.

PucyHok 63 DkpaH Basic Setting > IPv6 > IPv6 Configuration > IPv6 Global Address Setup

Index

Interface
IPvE Global Address

Prefix Length

Interface

Address Setup IPv6 Configuration

VLANT =
[] EUI-B4

(Add] [ Gancel ) [Gloar]

IPv6 Global Address/Prefix Length EUI-64 Delete

Delete Cancel

Mons sKpaHa onucaHbl B crieayoLlen Tabnuue.

Tabnuua 23 SkpaH Basic Setting > IPv6 > IPv6 Configuration > IPv6 Global Address Setup

MOnE OMUCAHUE

Interface BbibepuTte nHTepdeinc IPv6, napameTpbl KoToporo 6yayT HacTpaneaTbCs.
IPv6 Global YKaxuTe ctatuyeckuii rnobanbHbiii agpec IPv6 ans gaHHoro nHtepderica.
Address

Prefix Length

YkaxuTe npedukc IPv6, KOTOPbIA rOBOPUT O TOM, CKOJIbKO Hanbonee 3HaunMbix 6UTOB
ajpeca, ecnn oTCYMUTBLIBATb C/ieBa, COCTaBASAIOT aapec ceTy.

EUI-64 BbibepuTte 3Ty onumio, 4To6bl aBTOMATUYECKN CreHepupoBaTh MAEHTUdMKATOP MHTepdenca B
dopmaTte EUI-64.

Apply Haxmute Apply, 4TO6bl COXPaHUTb M3MEHEHMS B ONEepaTMBHON NamMaTK KOMMyTaTopa. OTu
HaCTpolikM 6yayT yTepsaHbl B Cllydae BblK/IHOYEHUS KOMMyTaTopa uan nepebos B nogadye
NUTaHMs, NO3TOMY MO 3aBepLUEHUN HACTPOMKN HEO6X0AUMO LLEeNKHYTb MO CCbiike Save B
BEepXHeW HaBUrauMOHHOW NaHenn Ansi COXpaHeHUs U3MEeHEeHU B SHEProHe3aBMUCMMON NaMaTH.

Cancel Haxmute Cancel, 4To6bl 3aHOBO HayaTb HAaCTPOMKY Ha 3TOM 3KpaHe.

Clear Haxxmnte Clear, yTobbl BEpHYTbCS K 3aBOACKUM HaCTpoOMKaM.

Index 3TO0 nose coaAepXuT NOpsaAKOBbIN HOMep nHTepdeica. LLenkHuTe Ha NopsAKOBOM HOMepe,
4TO6bl U3MEHUTb HaCTPOMKM.

Interface 3T0 nose otobpaxaeT umsa cozgaHHoro nHrepderica IPv6.

IPv6 Global 370 nosne nokasbiBaeT rnobanbHbil agpec IPv6 1 gnnHy npedukca ana AaHHOro nHtepdelica.

Address/Prefix

Length

EUI-64 370 nose ykasblBaeT Ha To, 6bl1 N naeHTUdUKaTop MHTepdenca rnobanbHOro agpeca
CreHepupoBaH C ncnosb3osaHuem dopmata EUI-64.

Delete MomeTbTe 3anncKn, KOTopble HYXHO yaanuTb, B ctonbue Delete 1 HaxmuTe kHonKy Delete,
4yTO6bI YAANUTb Bbi6paHHbIe 3anncK M3 CBOAHOM Tabnuubl.

Cancel Haxxmnte Cancel, 4Ttobbl CHATL BblaeneHne ¢ nepektodatenein Delete.
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8.10.7 3kpaH IPv6 Neighbor Discovery Setup

C NOMOLLbIO 3TOr0 3KpaHa MOXHO HACTPOUTb NapaMeTpbl 06HaPYXEeHUS COCEAHUX YCTPOICTB ANsl
Kaxkxaoro nHtepdenca. MNMepenagnrte no Ccobisike, pacnosoxeHHon psgom ¢ Hagnuceto IPv6 Neighbor
Discovery Setup Ha skpaHe IPv6 Configuration, 4To6bl OTKpPbITb 3KpaH, N306pa>keHHbIN Ha
PUCYHKE HUXe.

PucyHok 64 DSkpaH Basic Setting > IPv6 > IPv6 Configuration > IPv6 Neighbor Discovery Setup

[ Pve Neighbor Discove etup IPvE Configuration
Interface VLAMNT -
DAD Attempts 1
NS Interval 1000 milliseconds
Reachable Time 30000 milliseconds

I Apply‘ [ Cancel J I CIearJ

Index Interface DAD Attempts NS Interval Reachable Time
1 WLANA 1 1000 30000

Mons aKpaHa onucaHbl B crieaytoLen Tabnuue.

Tabnuua 24 SkpaH Basic Setting > IPv6 > IPv6 Configuration > IPv6 Neighbor Discovery Setup

MNOJNE OMNCAHME

Interface BbibepuTte nHTepdeiic IPv6, napameTpbl KOTOpOro 6yayT HacTpamBaThbCs.

DAD Attempts | kommyTaTtop ucnonb3dyet mexaHnsm DAD (Duplicate Address Detection, BbisiBneHve aybnen
aApecoB) B COYETaHUM C COOBLEHMS MU TUNa «3anpoc AOCTYMHbIX coceaen» 1 coobLeHnamMmmn-
@HOHCaMM, 4TObbl MPOBEPUTb, HE 3aHAT NN yXe onpeaeneHHbIn agpec IPv6 nepea TeM, kak
Ha3HauyMTb ero kakomy-nmbo nHtepdericy, Hanpumep, agpec link-local, cosgaHHbIn B
rnpouecce aBTOMaTMYECKOW HACTpoOKKkM agpecoB 6e3 CoXpaHEHUS COCTOSHUS.

YKaxuTe Konm4ecTBo NnocnefoBaTebHblIX COOBLEHMI TUNA «3anpoc AOCTYMNHbIX coceaen» (M3
nmanasoHa ot 0 go 600), KoTopble KOMMYTATOpP NOCbLIIAET AN AAHHOMO MHTepdenca. YKaxuTte
yncno 0, ytobbl oTKAUNTL yHKUMIO DAD.

NS Interval YKaxuTte BpeMeHHon nHTepsan (13 gmanasoHa ot 1000 go 3600000 MmunnncekyHa) Mexay
coobleHnamMmmn Tnna «3anpoc AOCTYNHbIX coceaen» Ans AaHHOro uHtepderica.

Reachable YKaxuTe, Ha NPOTAXEHUN Kakoro BpeMeHun (3HavyeHue BbibnpaeTcs n3 ananasoHa ot 1000 go

Time 3600000 MunaucekyHa) cocegHee yCTPOMCTBO CUMTAETCH AOCTYMHbLIM ANS AAHHOMO
MHTepdelica.

Apply Haxmute Apply, 4TO6bl COXPaHUTL U3MEHEHMS B ONEepaTUBHON NaMAaTKU KOMMyTatopa. 3Tu

HaCTpoOWKW 6yayT yTepsiHbl B Cllydae BblK/IlOUEHMS KOMMyTaTopa unu nepebosi B nogave
NUTaHUsl, NO3TOMY MO 3aBepLUEHUN HAaCTPONKM HEeO6X0AMMO LEeNKHYTb MO CCbike Save B
BEpXHEeN HaBUraLuMOHHOWN NaHenu Ans COXpaHeHUs U3MEHEHUI B SHEProHe3aBMCHMMON NaMaTu.

Cancel Haxmute Cancel, 4To6bl 3aHOBO HayaTb HAaCTPOMKY Ha 3TOM 3KpaHe.
Clear Haxmute Clear, yTobbl BEpHYTbCS K 3aBOACKMM HAaCTPOMKaM.
Index OT0 nosne coaepXuT NOpsAKOBbIN HOMep MHTepdeiica. LLlenkHuTe Ha NopsiAKOBOM HOMepe,

YTO6blI NU3MEHUTb HACTPOWKMN.

Interface 3710 nosne oTobpaxaeT umsa cozgaHHoro nHrepderica IPv6.

DAD Attempts | 9To none nNokasbiBaeT KOJIMYECTBO NOC/eA0BaTENbHbIX COOBLEHUI TMNA «3anpoc AOCTYMHbIX
coceferi», paccblylaeMblX KOMMYTaTOPOM Yepes AaHHbI uHTepdenic.
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Tabnuua 24 SkpaH Basic Setting > IPv6 > IPv6 Configuration > IPv6 Neighbor Discovery Setup

NMOonEe OMNMUCAHME

NS Interval 3T0 nosne nokasbliBaeT BPEMEHHON MHTEpPBas B MWIJIMCEKYHAAX MexAy cooblueHnamMm tuna
«3anpoc AOCTYMNHbIX COCeaen».

Reachable ST0 nosne nokasbiBaeT, Ha MPOTAXEHNUU KaKkoro BpeMeHW, U3MepsieMoro B MUAIncekyHaax,

Time cocefHee YCTPOWCTBO CcYMTaeTCs AOCTYMHbIM At AAHHOrO MHTepdeica.

8.10.8 3kpaH IPv6 Neighbor Setup

C noMoLblo 3TOro 3KpaHa MOXHO Co34aTb CTaTUYecKyto 3annck IPv6 o0 cocegHeM yCTpolCTBE B
Tabnunue coceaHux yctpoiicts IPv6 koMMyTaTopa ana xpaHeHus MHhOpMaUnm 0 CoceaHeM
YCTPOWCTBE Ha MNOCTOSIHHOW OCHOBeE. MepeianTe No ccbifike, PacrnosloXXeHHON pPSAOM C HaAMUCHIO
IPv6 Neighbor Setup Ha skpaHe IPv6 Configuration, 4To6bl OTKpbITE 3KpaH, N306pa)keHHbI Ha
PUCYHKE HUXe.

PucyHok 65 DkpaH Basic Setting > IPv6 > IPv6 Configuration > IPv6 Neighbor Setup

@) [Pvb Neighbor Setup IPvé Configuration
Interface Type VLAN |»
Interface ID

Neighbor Address

MAC

Index Interface Neighbor Address MAC Delete

Mons aKpaHa onucaHbl B crieaytoLen Tabnuue.

Tabnuua 25 SkpaH Basic Setting > IPv6 > IPv6 Configuration > IPv6 Neighbor Setup

MNOJE OMNCAHME

Interface Type | Bbibepute Tvn nHtepderica IPv6, napameTpbl KoToporo 6yayT HacTpamBaTbcs. Ha MOMeHT
HanucaHus 3TOro AOKyMeHTa KOMMyTaTop noaaepxusaeT Tun uHtepderica VLAN ans
npoTtokona IPv6.

Interface ID BbibepuTte uncno, kotopoe 6yaeT yHUKanbHbIM 06pa3oM naeHTMdULMpoBaTb AAaHHbIN
nHTepderic (B ananasoHe ot 1 go 4094).

CraTtnyeckas 3anucb IPv6 o cocenHeM ycTpoiicTBe oTobpaxkaeTca Ha akpaHe Management >
Neighbor Table Tonbko B TOM cnydae, ecnm naeHTMduUKaTop 4aHHOro nHTepdeica 6bi
co34aH € noMouwblo 3kpaHa Basic Setup > Interface Setup.

[Ana HopmanbHow paboTbl npoTokona IPv6 HeobxoamMo co3paTh ctaTuyeckyto cetb VLAN ¢ Tem
Xe naeHTUdrKaTopoM, KOTopbil 6bin ykasaH Ha akpaHax Advanced Application > VLAN.

Neighbor Ykaxute agpec IPv6 cocegHero yCcTponcTea, AOCTYMHOro Yyepes AaHHbl MHTepdenc.
Address
MAC Ykaxunte MAC-agpec cocenHero yCTpoOMCTBa, AOCTYMHOMO Yyepes AaHHbIN nHtepdenic.
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Tabnuua 25 SkpaH Basic Setting > IPv6 > IPv6 Configuration > IPv6 Neighbor Setup

MNOJE OMNCAHME

Add Ha>MuTe 3Ty KHOMKy, 4To6bl CO34aTb HOBYIO UM U3MEHUTb CYLLECTBYIOLLYHO 3anuchb.

370 AelcTBME NO3BOJISET COXPAHUTb M3MEHEHWUSI HAaCTPOEK B orepaTUBHOM NaMaTm
KOMMyTaTopa. 3TW HacTpoiku ByayT yTepsiHbl B C/lydae BbIK/IOYEHUSI KOMMyTaTopa unu
nepebos B nogayve nNuTaHus, NO3TOMY MO 3aBepLIEHUN HAaCTPONKM HEOBXOAMMO LWENKHYTb Mo
CCblNike Save B BepXHel HaBUrauMoOHHOM NaHenu ANns COXpaHeHWUst U3MEHEHUI B
3HeproHe3aBUCMMOWM NaMsATH.

Cancel Haxmnte Cancel, 4To6bl 3aHOBO HayaTb HAaCTPOMKY Ha 3TOM 3KpaHe.

Clear Haxmute Clear, yTobbl BEpHYTbCSA K 3aBOACKMM HaCTpOMKaM.

Index 370 noJsie COAEPXUT NOPSIAKOBLIN HOMep UHTepdeiica. LLlenkHuTe Ha NOPsSiAKOBOM HOMepe,
4TO6bl U3MEHUTL HaCTPOMKMU.

Interface 370 nosne oTobpaxxaeT uMa coszgaHHoro nHtepderica IPv6.

Neighbor 370 none otobpaxaet agpec IPv6 coceaHero ycTponcrea, AOCTYMNHOrO Yepes AaHHbIN

Address MHTepdenc

MAC 3T0 nosne otobpaxaetT MAC-aapec coceHero yCTponcTea, AOCTYMHOro Yepes AaHHbIN
nHTepdenc

Delete MomeTbTe 3anucK, KOTopble HYXHO yaanuTb, B ctonbue Delete n HaxmuTe kHonky Delete,

yTO6bI YAANUTL BbiI6paHHbIe 3anNnMcn U3 CBOAHOM Tabnuubl.

Cancel Haxxmnte Cancel, yTtobbl CHATL BblaeneHne ¢ nepektoyatenein Delete.

8.10.9 3kpaH DHCPV6 Client Setup

C NoMoLLbI0 3TOr0 3KpaHa MOXHO HacTpouTb napameTpbl DHCP koMMyTaTopa Ans Tex ciyyaes,
KOrga OH BbICTyrnaeT B kayectBe knneHta DHCPv6.[MepeinanTte no ccblike, pacrnosioXXeHHOW psaoM C
Haanucoio IPv6 Neighbor Setup Ha skpaHe IPv6 Configuration, utobbl OTKpbITL 3KpaH,
n306paxeHHbIn Ha PUCYHKE HUXe.

PucyHok 66 3SkpaH Basic Setting > IPv6 > IPv6 Configuration > DHCPv6 Client Setup

L @) DHCPvE Client Setup IPv6 Configuration
Interface VLANT -
IA Type [T] 1A-NA Rapid-Commit
[C] Dns
Options
[] Domain-List
Information Refresh Minimum 86400 seconds

[Apply ] [ Cancel ] [ Clear]

Index Interface IA-NA Rapid-Commit DNS Domain-List Information Refresh Minimum
1 WLAMNA No No No No 86400
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Mong skpaHa onucaHbl B CJ'IED,y}OLI.I,Eﬁ Tabnuue.

Tabnuua 26 SDkpaH Basic Setting > IPv6 > IPv6 Configuration > DHCPv6 Client Setup

MNONE

OMNCAHME

Interface

Bbibepute nHTepdeic IPv6, napameTpbl KOTOporo 6yayT HacTpanBaTbCs.

IA Type

Onuus IA-NA o3HavaeT, 4To KoMMyTaTop ByaeT nony4yaTb AN AAaHHOIo MHTepdenca
NoCTOSHHbIN IP-agpec oT cepBepa DHCPv6.

Onuus Rapid-Commit o3HayvaeT, 4To KOMMYyTaTop 6yaeT nocbinaTtb coobuweHmns DHCPv6
Solicit ¢ onumen Rapid Commit ans nony4deHuns nHdopmauum ot cepsepa DHCPv6
nocpeacTBoM b6bicTporo obMeHa AByMs coobueHnsamu. B 3ToM cnyyae KOMMyTaTop
oTbpacbiBaeT Bce cooblieHns Reply, koTopble He cogepxaTt onunn Rapid Commit.
CoOTBETCTBEHHO, AN HOpMasnbHOM paboTbl yKa3zaHHOro MexaHusma cepsep DHCPv6 pomxeH
TaKxe noaaepxusatb onumio Rapid Commit.

Options

Onuust DNS o3HayaeT, yTo KOMMyTaTOp 6yaeT nonyyaTb agpeca IPv6 cepsepa DNS, a onuus
Domain-List - uto komMmMmyTaTOp 6yAeT NonyyaTb CIMCOK AOMEHHbIX MMeH oT DHCP-cepsepa.

Information

YKaxuTte nepmoanyHocTb (U3 gmanasoHa oT 600 go 4294967295 cekyHA), C KOTOpoOW

Refresh KOMMyTaTop 06MeHNBaeTCs UHbIMU CBEAEHUSIMU O KOHPUrypaumm ¢ cepeepom DHCPvV6.

Minimum

Apply HaxmuTte Apply, 4TO6bl COXpaHUTb U3MEHEHNS B ONEpPaTMBHON NaMsaTU KOMMyTaTopa. 3Tu
HacTporikun 6yayT yTepsHbl B Cllyvae BblK/IOYEHMS KOMMyTaTopa nan nepebos B nogadve
NUTaHWS, NO3TOMY MO 3aBepLUEHNN HACTPOMKM HEOBXOAMMO LLEeNKHYTb Mo CCblike Save B
BepXHeWl HaBUrauMoHHOM NaHenn AN COXpaHeHUS U3MEHEHWUI B SHEProHe3aBMCMMOWN NamMaTy.

Cancel Haxmute Cancel, 4To6bl 3aHOBO HayaTb HAaCTPOMKY Ha 3TOM 3KpaHe.

Clear Haxxmnte Clear, yTob6bl BEpHYTbCS K 3aBOACKUM HaCTpoOMKaM.

Index 3TO0 nose coaepXuT NOpsaAKOBbIN HOMep MHTepdeica. LLenkHuTe Ha NopsAKOBOM HOMepe,
YTO6bl NU3MEHUTbL HACTPOMKMN.

Interface 370 nosie oTobpaxaeT uMsa coszgaHHoro nHtepderica IPv6.

IA-NA 3TO0 none yKkasblBaeT Ha TO, NOSyYaeT I KOMMYTaTop NOCTOSIHHbIN IP-aapec oT cepBepa
DHCPv6.

Rapid-Commit | 3To none ykasbiBaeT Ha TO, NoJsly4yaeT M KoMMyTaTop nHdopmaunio ot cepsepa DHCPv6
nocpencTsoM 6bicTporo o6MeHa ABYMS COOBLEHNAMM.

DNS 3T0 nosne ykasblBaeT Ha TO, NOMy4aeT Nn KomMmyTaTop agpeca IPv6 cepsepa DNS oT cepsepa
DHCPv6.

Domain-List DTO nNoJsie yKasblBaeT Ha TO, NonyyaeT M KOMMYTaTop CMMUCOK AOMEHHbIX uMeH oT DHCP-

cepsepa.

Information
Refresh
Minimum

370 Nosne yKasbiBaeT Ha NepMOANYHOCTb (B CeKyHAax), C KOTOpor KoMMyTaTop obMeHnBaeTcs
MHbIMK CBEAEHUAMW O KOHbUrypaummn ¢ cepsepom DHCPV6.
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BupTtyanbHble nokanbHble cetu (VLAN)

9.1 O630p

B naHHOM rnaee paccMaTpmBaeTCcs KOHMUIypUpoBaHMe BUPTYalbHbIX JIOKaAbHbIX CETEN Ha OCHOBE
TeroB (ctaHgapT 802.1Q) v BUpTYyasnbHbIX T0KasbHbIX CETEN Ha OCHOBE NOPTOB. Tun oTtobpaxaemoro
3KpaHa 3aBucuT oT Toro, kakor Tvn VLAN (napametp VLAN Type) 6bi1 Bbi6paH Ha akpaHe
HacTpoek komMmyTaTopa (Switch Setup).

9.1.1 O yem paccKka3sbiBaeTCA B 3TOW rnaBse

e C nomowbio s3kpaHa VLAN Status (pas3a. 9.2 Ha cTp. 95) MOXHO BbIMOAHATL MPOCMOTP M MOUCK
cpeaun scex rpynn VLAN.

e C nomouwbto akpaHa VLAN Detail (pa3a. 9.2.1 Ha cTp. 96) MOXHO NPOCMOTPETb NoApPO6HYIO
MH@OPpMaLMIo 0 HAaCcTpPoKax NOPTOB U CcTaTyce onpeaeneHHon rpynnsl VLAN.

e C nomowbio 3kpaHa Static VLAN (pas3a. 9.4 Ha cTp. 97) MOXHO NPOCMOTPETb U HAaCTpOUTb
napameTtpbl VLAN 802.1Q ana KkomMMmyTaTopa.

e C nomowbto akpaHa VLAN Port Setting (pa3a. 9.5 Ha cTp. 99) MOXHO HacTpouTb NapameTpsbl
ctatnyeckon cetn VLAN (IEEE 802.1Q) ans onpeaeneHHoro nopra.

e C nomowbio 3kpaHa Subnet Based VLAN (pa3a. 9.6 Ha cTp. 101) MOXHO co3aaTb ornyeckue
cetn VLAN ans rpynnupoBku Tpadurka Ha OCHOBE ykasaHHoro IP-agpeca noacety MCTOYHMKA.

e C nomouwpbto akpaHa Protocol Based VLAN (pa3a. 9.7 Ha cTp. 104) MOXHO co3aaTb Jlormyeckme
cetn VLAN gns rpynnmpoBku Tpadrka Ha OCHOBE yKa3aHHOro npoTokona.

e C nomouwbto skpaHa Port-Based VLAN (pa3a. 9.8 Ha cTp. 106) MoxHO co3aaTb cetu VLAN, B
KOTOPbIX pelleHne 0 nepecbiike naketa npuHnUMaeTcs Ha ocHoBe MAC-agpeca Ha3HavyeHus u
CBA3@aHHOMO C HMM nopTa.

e C nomouwbto skpaHa Voice VLAN (pa3ga. 9.8 Ha cTp. 106) MoxHo co3aaTb cetn VLAN, KoTopble
MO3BOJISIIOT FPYNNMPOBaTb rON0COBOM TpaduK C 3a4aHHbIM NPUOPUTETOM, U CKOHDUIYpUpPOBaTb
Tpebyembili MOPT KOMMyTaTopa TakmMm obpasom, UTobbl OH NepefasBan ronocoBon Tpaduk
OTAENbHO OT TpadumKa AaHHbIX BO M3bexaHue yxyalweHns KadecTBa nepegaym ronoca.

e C nomouwpbto akpaHa MAC-based VLAN (pa3a. 9.10 Ha cTp. 112) MOXHO co3aaTb JlIorM4yeckme
cetn VLAN pns rpynnupoBkKn naketosB 6e3 TeroB Ha ocHoBe MAC-aapeca UCTOYHMKA nakeTa. ITo
nossonseT o6onTUCb 6e3 NnepeHacTpoiku KoMMyTaTopa npu cMeHe noptos. KommyTaTtop 6yaer
OCYLWEeCTBNATb NEpPechIsIKY NakeToB Ha ocHoBe MAC-agpeca UCTOYHMKA, YKa3aHHOro paHee.

9.1.2 Y10 HeOOGXO0AMMO 3HATb

O3HaKOMbTECb C 3TUM pa3aenoM, YTobbl NONYUYNTb AONOAHUTENBHYIO MHGOopMaumto o ceTsx VLAN u o
HacCTpoOWKe 3KpaHoB.
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Cetun VLAN c Teramun 802.1Q IEEE

B BMpTyanbHbIX JIOKabHbIX CETAX HAa OCHOBE TEroB A8 onpejesieHns NpuHaanexXHoCTn Kagpa K
onpeaeneHHon VLAN Ha MOCTax UCNONb3yeTcs ABHbIN Ter (naeHTudumkatop VLAN) B MAC-3aronoske
- Takue Tern He npuBs3aHbl K KOMMYyTaTopy, Ha KOTOPOM 6binin co3A4aHbl. BupTyanbHble floKanbHble
CETM MOryT CO3AaBaTbCsA CTAaTUYECKU (BPYYHYIO) MAWN ANHAMUYECKU C MOMOLLbIO NPOTOKONa
AnHamnyeckon peructpaummn VLAN no GARP (GVRP). NaeHTudukatop VLAN accouumpyeT kaap c
KOHKpeTHon ceTbio VLAN n npepoctasnseT nHdopMaunto, Kotopas Heobxognuma KoMMyTaTtopam A4
06paboTkun Kagpa Npu ero NpoxoxaeHun no cetn. Kaap ¢ Terom Ha yetbipe 6anTa 6onblie Kagpa
6e3 Tera n BkaovaeT B cebsa aBa H6anta TPID (naeHTudmkaTop NpoTOKONA Tera, OH HAX0AUTCS B
none Tuna/anuHbl Ethernet-kagpa) n aea 6avnta TCI (KOHTponbHas nHdopMaunsa Tera, HaYUMHaeTcs
rnocne nonsa agpeca uctouyHuka s Ethernet-kaape).

OaHO6UTHBIN dnar CFI (MHAMKATOp KaHOHMYeckoro gopmaTta) ansa Ethernet-kommyTaTopoB Bceraa
yCTaHaBNMBaETCS paBHbIM Hyf0. Ecnn y kaagpa, nony4veHHoro Yepes Ethernet-nopt, dnar CFI paseH
1, To 3TOT KaAp Henb3a nepefaTtb «Kak ecTb» Ha nopt 6e3 Tera. OcTtaBwurecs 12 6ut onpeaensatoT
naeHtTudumkatop VLAN, noaToMy MakcuManbHO BO3MOXHOe konndectBo ceten VLAN cocTaBnsiet

4 096. CnenyeT MMeTb B BMAY, YTO YPOBEHb NpuoputeTa nonb3osatens n naeHtundukatop VLAN He
3aBucaT apyr ot apyra. Kaap ¢ naeHtndukatopom VLAN (VID), paBHbiM Hynto (0), Ha3biBaeTcs
KaZpoM npuoputeTta. B TakoM Kagpe 3HayeHune MMEeEeT TOSIbKO YPOBEHb NPUOPUTETA, @ B KayecTse
naeHtTudumkatopa VID kaapy HasHadaeTcs naeHtudmkatop VID no ymonuaHuio BXoAsLero nopra.
N3 4096 BO3MOXHbIX naeHTnudmkatopos VLAN 3HaveHune VID, paBHOE HyS0, UCMONb3yeTCs AN
naeHTUdnKaumMn Kagpos npmopuTeTa, a 3HadeHne 4095 (FFF) 3ape3epBupoBaHo, No3ToMy
MaKCMManbHOe Konm4ecTBo KoHdurypaumin VLAN coctaensiet 4094.

TPID MpuopuTteT nonb3osartens CFI VLAN ID

2 6anTta |3 6buta 1 6ut |12 6ut

Mepecbinka KagpoB ¢ Teramu u 6e3 Teros

Yepes kaxablii NOPT KOMMyTaTtopa MOryT NPOXOAUTb Kak KaApbl C Teramm, Tak n Kagpbl 6e3 Teros.
YT06bl NEepecnaTtb Kagp ¢ KoMMyTaTopa ¢ nogaepxkoin VLAN Ha ocHoBe 802.1Q Ha kommyTaTop 6e3
noaaepxku Takmx VLAN, koMMyTaTop CHa4yana onpeaenseT, Kyaa Tpebyercsa nepecnartb 3TOT Kaap,
a notom yganset ter VLAN. Ytobbl nepecnatb Kaap ¢ kommyTtaTopa 6e3 nogaepxkun VLAN Ha ocHoBe
802.1Q Ha koMMyTaTop, noaaepxueatowmm takme VLAN, KOMMyTaTOp CHavana onpeaenser, Kyaa
TpebyeTcs nepecnatb 3TOT Kagp, a notom BcrasnseT Ter VLAN, coaepxawmii naeHtngpukatop VLAN
rno ymosn4daHuio Bxoasawero nopta. B kayectse PVID no ymonuyaHuto ncnonssyertcsa VLAN 1 ang scex
MOpPTOB, HO 3Ty YCTAHOBKY MOXHO U3MEHWUTb.

LLinpokoBewwaTesnbHble Kagpbl (a Takxe Kagpbl MHOroaapecHo pacCblIKM ANs U3BECTHOM cucteme
rpynnbl MHOrOAQAPECHOW pacchiiku) Ayb6MnpyOTCA TONbKO Ha T€ NOPTbl, KOTOPbIE BXOASAT B rpynny
VID (3a MCK/Ilo4EeHNEM CaMoro BXoAsLero nopra), orpaHMymMBasl TakuMm o6pa3oM LLIMpOKOBeLLaHne
KOHKPETHbIM JOMEHOM.

9.1.2.1 ABTomartunyeckasn perucrtpaumusa VLAN

Ona aBTomMatmnueckol perncrpauum yneHos VLAN KOMMyTaTtopaMu UCMosb3yrOTCa NpoTokonsl GARP
n GVRP.
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Mpotokon GARP

MpoTtokon GARP (npoTokon perncrpauum no obwmm atpnbytam) no3BonseT KOMMyTaTopaM B CETU
perncTpupoBaTb M CHUMaTb perMcTpaumio 3Ha4YeHnin atpmbyToB Ha APYrnx YyCTPOMCTBAX C
noaaepxkon GARP BHYTpM nokanbHbIX ceTe Ha ocHoBe MoCToB. GARP - 3To npoTtokon,
npeaocTaBnsAoWmMin 0bLwmii MexaHn3m paboTbl 418 NPOTOKOMOB, KOTOPble MMeIT Honee KOHKpeTHoe
npuMeHeHune, Takux, kak npotokosn, GVRP.

Tanmepbl GARP

KoMMyTaTopbl NPUCOEAUNHAIOTCA K BUPTYasibHbIM floKanbHbIM ceTaM VLAN nyTtem nepenaym
Aeknapaunun. [leknapaums npeacrtasnseTt coboin nepenayy coobuieHms Join € MCNOb30BaHUEM
npoTtokona GARP. [leknapaunn OTMEHAIOTCS NyTeM nepenaym coobuieHus Leave. CoobuieHne Leave
All oTMeHsieT Bce aeknapaunun. Tarimepbl GARP onpeaensoT 3HayeHMs TanM-ayTa Ans Aeknapauuu.

NMpotokon GVRP

GVRP (GARP VLAN Registration Protocol, npotokon pernctpaumun VLAN no GARP) asnseTtcsa
NMPOTOKOJ/IOM perncTpaunun, KOTopblii onpeaensieT cnocob perncrpaunm KommytTaTtopamm
Heobxoanmbix yneHoB VLAN Ha nopTax B ceTu. BkawoueHne aTon dyHKUNM pa3peluaeT co3gaHue
rpynn VLAN 3a npegenamMu noKanbHOro KoOMMyTaTopa.

O6was tepmmHonorus ceten VLAN Ha ocHoBe IEEE 802.1Q onucaHa B cneaytouwen tabnuue.

Ta6nuua 27 TepmuHonorus cetenn VLAN Ha ocHoBe IEEE 802.1Q

NMAPAMETPbI
VLAN TEPMWH ONMUCAHME
Tun VLAN MocTtosHHasa VLAN CraTuyeckas BupTyanbHasa nokanbHas cetb VLAN, co3paHHas

BPYUHY!O.

OvHamuyeckas Cetb VLAN, HacTpoeHHas B npouecce permcrpaunu/

VLAN aeperncrtpauum npotokonom GVRP.
AOMUWHUCTPATUBHBIN | DUKCMPOBaHHANA MopTbl C GUKCMPOBAHHOW perncrTpaumen SBASTCSA NOCTOSHHbIMU
KOHTposib HaA VLAN | peructpaums yneHamun VLAN.

Perncrpauus MopTam C 3anpeLieHHOW perncrpaumen 3anpeLleHo

3anpeluleHa NpUCOEANHATBLCS K YKaszaHHon VLAN.

HopManbHas MopTbl AnHaMuyeckn npmncoeamnHsatoTcsa K VLAN ¢

perucrpaums ncrnonb3oBaHmeM rnpotokona GVRP.

YnpasneHue teramm
VLAN

C teramu (Tagged)

MopTbl, NnpuHaanexawme kK gaHHon VLAN, no6aBnsioT Tern Ko
BCEM nepeAaBaeMblM UCXOAALWMM KadpaM.

bes Tteros MopTbl, NpuHaanexatwme K gaHHon VLAN, He o6aBnsaoT Term Ko
(Untagged) BCEM nepeAaBaeMbiM UCXOASILLIUM KaapaM.

Mopt VLAN NaeHTndukatop NpenTndukatop VLAN, Ha3HayaeMbli NosyvyaeMbiM yepes 3ToT
VLAN nopTa nopT Kagpam 6e3 Teros.

Jonyctumbin Tvn
Kaapa

MoXxHO Bbl6paTb OAVWH N3 PpEXMMOB — MPUHUMATb JIM Ha NOPT
BXoAdwWmne Kaapbl Kak C TeramMu, Tak 1 6e3 Teros, NApnHNMaTb
TOJIbKO Kajpbl C TErAMU NN TONbKO Kaapbl 6e3 Teros.

OunbTpauns
BXOAALMX Kafapos

Ecnun 3TOT NnapameTp BKJHOYEH, KOMMyTaTop oTbpacbiBaeT
sxoadwme kagpbel ona VLAN, 4UneHOM KOTOpPbIX He aBdeTcs
AaHHbIA NOPT.
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9.1.2.2 MaructpanbHbie noptbl VLAN

BkntoueHne napametpa VLAN Trunking ana nopta no3BonsieT paspewmnTb NPpoXoxaeHue yepes
3TOT MNOPT KaapoB, NpuHaanexawmx HenssectHoiM rpynnam VLAN. 3To nonesHo, ecnu Tpebyetcs
HacTpouTb rpynnbl VLAN Ha KOHeYHbIX YCTpoMncTBax 6e3 HeobXxoaMMOCTN HacTpanBaTb Te Xe rpynnbl
Ha NPOMEXYTOYHbIX YCTPOMUCTBAX.

CM. cnepytownii pucyHok. Mpeanonoxum, Tpebyetca co3aatb rpynnbl VLAN 1 1 2 (V1 1 V2) Ha
ycTpoiictBax A n B. B oTcyTcTBME MarucTpanbHbix coegmHeHmnin VLAN npuaetcs HacTpouTb
rpynnbl VLAN 1 1 2 Ha BCeX NPOMeEXYTOUYHbIX KoMMyTaTopax C, D un E; B NPOTUBHOM C/flydae OHU
6yayT otbpacbkiBaTb Kaapbl C TeraMn HenssBecTHbIX rpynn VLAN. OgHako, ecnm Ha nopTy(nopTax)
KaXAoro NpoMexyTo4yHOro kKoMmmyTtatopa 6yaet sBkntodveH napamMetp VLAN Trunking, To rpynnbi
VLAN Hy>HO 6yaeT co3aaTb TONIbKO Ha KOHEYHbIX ycTpokictBax (A u B). YctponctBa C, D E
aBToOMaTM4ecKu no3BonsAT kagapam c Teramum rpynn VLAN 1 n 2 (1o ectb rpynn VLAN, 0 KOTOpbIX 3TUM
yCTPOMCTBaM He U3BECTHO) NMPOXoAuTb Yepe3 CBOW MarmcTpasbHblie nopTbl VLAN.

PucyHok 67 MaructpanbHble nopTel VLAN

A \
e B
| N, |
V1 V2 \m B

9.1.2.3 Bbi6op Tvna VLAN

Beibepute Tnn VLAN Ha akpaHe Basic Setting > Switch Setup.

PucyHok 68 SkpaH Switch Setup > Select VLAN Type
@ Switch Setup ]

@ 80210

(ULAN Type T Port Based

Crtatuyeckme VLAN

CTaTuM4yeckune BUPTYanbHbIE NlIOKaNbHbIE CETU UCMONb3YETCS, €CTN BXOASALLNIM Yepe3 NopT Kaap
[OJIXEH 6bITb

e otnpasneH B rpynny VLAN o6bluHbIM 06pa3oM, B 3aBUCMMOCTM OT ero Tera VLAN.
e OTMNpaBJfieH B rpynny He3aBuUCUMO OT TOro, umMeeTtca y Hero Ter VLAN unu Her.

¢ 3abnokmpoBaH oT HanpasneHus B rpynny VLAN He3aBucumo oT ero Tera VLAN.

Kpome TOro, nMeeTtcst BO3MOXHOCTb A06aBNSATb KO BCEM UCXOAALWMM KagpaM (paHee He MMeBLUMM
Teros), OTNpaBfsiEMbIM Yepes3 NopT, YKa3aHHbIN naeHTngukatop VLAN.
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9.2 OkpaH VLAN Status

YT06bl 0TO6pa3unTb NokasaHHbIn HMXe akpaH VLAN Status, Bbibepute B HaBUraunMOHHOWM nMaHenm
Advanced Application > VLAN.

PucyHok 69 3SkpaH Advanced Application > VLAN: VLAN Status

Index
1

[ @ VLAN Status ] VLAN Configuration
VLAN Search by VID Search

The Number of VLAN: 1.

VID Elapsed Time Status
1 0:02:54 Static

Mons akpaHa onucaHbl B creayrowen Tabnuue.

Ta6nuua 28 SDkpaH Advanced Application > VLAN: VLAN Status

NMOnE OMNMUCAHUE
VLAN Search by | BeeanTte naeHtndukatopsl cywectsytowmnx cetenn VLAN (pasgeneHHble 3anaTbiMK) 1
VID HaXxMuTe KHonky Search, uTo6bl 0TO6pa3nTb B CNMUCKE HWMXE TONbKO YKasaHHble ceTn VLAN.

OcTaBbTe 3TO none NycTbiM U HaxXMnTe KHonKky Search, 4To6bl BbIBECTM NOMHbINA CIINCOK
ceteri VLAN, CKOH(UIypupoBaHHbIX HA KOMMYyTaTope.

The Number of
VLAN

KonuuyectBo BMpTyanbHbIX NokanbHbiX ceTen (VLAN), HAaCTpOEHHbIX Ha KOMMyTaTope.

The Number of
Search Results

3T0 none nokasbiBaeT kKonnyecTso cetein VLAN, COOTBETCTBYIOWMX KPUTEPUSAM NOUCKA U
cofepXalunxcs B CrINCKE HUXe.

370 noJsie AOCTYMNHO TOSIbKO B C/llyyae UCNofb30BaHWs KHONkK Search ansa noucka
onpegeneHHbix ceten VLAN.

Index Mopsiakosblt HoMep VLAN. HaxaTue Ha nopsiAKOBOM HOMepe no3BonsieT oTtobpasnTb 6onee
noapo6Hyo nHgpopmaumio o cetn VLAN.
VID NaeHTudunkaumoHHbln Homep VLAN, onpeaeneHHbii paHee Ha akpaHe Static VLAN.

Elapsed Time

B s3TOM none otobpaxaeTcs BpeMs, B TeH4EHME KOTOpOro 6bina 3apernctpupoBaHa obblyHas
VLAN unun HacTpoeHa ctatuyeckas VLAN.

Status

3T0 none ykKasblBaeT Ha cnocob, npu noMowm KoToporo gaHHas cetb VLAN 6bina co3pgaHa Ha
KOMMyTaTope.

dynamic: c ncnonbsosaHmem GVRP

static: pobasneHa kak nocTosiHHas 3anuch

Voice: co3gaHa Bpy4Hyto Kak ceTb VLAN rosocoBoi cBa3u

MVR: go6asneHa nocpeactsoM perncrpaumm VLAN MHOroaapecHOM pacCbiiku

MAC-based: no6asneHa BpyuHyto B kavectse VLAN Ha ocHoBe MAC-aapeca

Change Pages

Haxmute Previous nnn Next, ytobbl oTo6pasnTb NpeablayLunii/cneayowmin akpaH, ecnm
MHbOPMaUns 0 COCTOSIHUM He MoMeLLaeTcs Ha 0O4HOM 3KpaHe.

PykosogcTso none3osatens Ansa cepun GS3700 n XGS3700

95




MnaBa 9 BupTyanbHble nokanbHble cetn (VLAN)

9.2.1 MNMoapo6Hasa nHcpopmaumsa o VLAN

Ha aToM 3kpaHe oTobpaxaeTcs Nnoapo6Hble HACTPOMKN NMOPTOB U MH(OPMaLNS O COCTOSHUM Pynnbl
VLAN. YT06bI 0TO6pa3nTb akpaH noapobHon nHdopmaumm o cetn VLAN, HaxxMmMTe Ha NOpsSiAKOBOM
HoMepe ceTu Ha akpaHe VLAN Status.

PucyHok 70 SDkpaH Advanced Application > VLAN > VLAN Detail

L@ VLAN Detail ] VLAN Status
Fort Number
VID 2 4 6 8 10 12 14 16 18 20 22 24 26 23 ElapsedTime Status
1 3 5 7 9 (1113 |15 |17 | 19 | 21 | 23 | 25 | 27
u u u u u u u u u u u u u )
1 0:04:04 Static
u u u u u u u u u u u u u

Mons aKpaHa onucaHbl B crieayioLen Tabnuue.

Tabnuua 29 SkpaH Advanced Application > VLAN > VLAN Detail

MNOJE

OMNCAHME

VLAN Status

HaxxaTme Ha 3ToM ccbifike No3BonsieT nepenTtn K akpaHy VLAN Status.

VID NaeHTudmnkaumoHHbln Homep VLAN, onpeaeneHHbii paHee Ha akpaHe Static VLAN.

Port Number B sToM cTonbue otobpaxatoTca nopthl, yyacTteytowme B VLAN. MopT ¢ Terom o6o3HavaeTcs
6ykeon T, nopt 6e3 Tera — 6yksor U, a nopThl, He aBnsaowmecs yneHamm VLAN - 3HakoM «—
>,

Elapsed Time B 3TOM none oTobpaxaeTcs BpeMs, B Te4eHMe KoToporo bbina 3aperncrpmposaHa obblyHas
VLAN wnn HacTpoeHa ctatnyeckas VLAN.

Status 3To none ykasbliBaeT Ha crocob, npm noMoLm KoToporo gaHHas cetb VLAN 6bina co3gaHa Ha

KOMMyTaTope.
Dynamic: c ucnonb3osaHnem GVRP

Static: go6aBneHa kak NOCTOsIHHAsA 3anucb

Voice: cosgaHa Bpy4Hyto kak ceTb VLAN ronocoBoii cBa3u

MVR: gobaBneHa nocpeactsoM permctpaunm VLAN MHOroaapecHoOW pacchbifiku

MAC-based: no6asneHa Bpy4dHyto B kayectse VLAN Ha ocHoBe MAC-agpeca

9.3 I9kpaH VLAN Configuration

C noMoublo 3TOro aKpaHa MOXHO npocMmoTpeTb napameTpbl VLAN IEEE 802.1Q ansa gaHHoro
KOMMyTaTopa. YTobbl OTKpPbITbL Ceaywwmnii akpaH, Bbibepute B MmeHio Advanced Application >
VLAN > VLAN Configuration.
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PucyHok 71 SkpaH Advanced Application > VLAN > VLAN Configuration

L@ VLAN Configuration ] VLAN Status
Static VLAN Setup Click Here
VLAN Port Setup Click Here
Subnet Based VLAN Setup Click Here
Protocol Based VLAN Setup Click Here
Voice VLAN Setup Click Here
MAC Based VLAN Setup Click Here

Mong skpaHa, NpuBEAEHHOr0 Bbille, ONMUCaHbl B CHEAYPOU.I,EVI Tabnuue.

Ta6bnuua 30 DkpaH Advanced Application > VLAN > VLAN Configuration

MONE

OMNMUCAHME

Static VLAN Setup

MNepenpunte no ccoinke Click Here, 4to6bl co3paTth ctaTuyeckyto ceTb VLAN ans
[aHHOro KoMMyTaTopa.

VLAN Port Setup

MNepenaunte no ccoinke Click Here, 4tobbl co3aate nopt cetn VLAN ans AaHHoro
KOMMyTaTopa.

Subnet Based VLAN Setup

MNepengute no ccoinke Click Here, 4uTo6bl cO3aaTb NoaceTb Ha ocHoBe ceTu VLAN
ONa AaHHOro KoMMyTaTopa.

Protocol Based VLAN Setup

MNepengunte no ccoinke Click Here, uto6bl co3gath ceTb VLAN Ha ocHoBe
npoTokona Ans AaHHOro KoMMyTaTopa.

Voice VLAN Setup

MepengunTte no ccoinke Click Here, uto6bl co3gath ceTb VLAN ronocoBoi cBsism
AN AaHHOro KOMMyTaTopa.

MAC Based VLAN Setup

Nepenaunte no ccoinke Click Here, uto6bl co3aate ceTb VLAN Ha ocHoBe MAC-
aapecoB Ans JaHHOro KoMMyTaTopa.

9.4 Hactpowuka ctatuyeckoum cetn VLAN

C noMoLbio 3TOro aKpaHa MOXHO co3AaTtb cTaTuyeckyto ceTb VLAN gns gaHHOro kommyTtaTopa.
Mepenante no ccoinke Static VLAN Ha skpaHe VLAN Status, 4yto6bl OTKpbITb 3KpaH,
M306paXxXeHHbI Ha pUCYHKE HUXe.
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PucyHok 72 3SkpaH Advanced Application > VLAN > VLAN Configuration > Static VLAN Setup

[ @) Static VLAN ] VLAN Configuration
ACTIVE
Name
VLAN Group ID
Port Control Tagging
* Mormal ¥ ¥ TxTagging
1 ® Normal Fixed #| Tx Tagging
2 ® Normal Fixed Tx Tagging
3 ® Normal Fixed #| Tx Tagging
4 Mormal d

Mons akpaHa onucaHbl B crieaylollen Tabnuue.

Ta6nuua 31 SDkpaH Advanced Application > VLAN > VLAN Configuration > Static VLAN Setup

NMOnE OMNMUCAHUE
ACTIVE YcTaHoBWUTE 3TOT NepekntoyaTesnb, YTo6bl BKIIOUYMTL HAcTporikm VLAN.
Name BeeauTte nmsi-onmcanme VLAN, C NOMOLLbIO KOTOPOrO ee MOXHO MAEHTUhULMPOBaTb.

MakcuManbHas AnvHa MMeHu — 64 nevaTHbIX CMMBOA. B 3TOM none MOXHO Mcnonb3oBaTb
npobensl.

VLAN Group ID

Beeaute nageHtudukatop VLAN ana AaHHOW CcTaTUYECKOW 3anuMcKu; A4ONYCTUMMOE 3Ha4yeHune
HaxoguTcs B gmnanasoHe oT 1 ao 4094.

Port

HoMep nopta - onpeaensieT HacTpaMBaeMsblit NopT.

HaCTpOI‘/IIKI/I B 3TOM CTPpOKE NPUMEHAKTCA KO BCEM NOpTaM.

DTy CTPOKY HEO6X0AMMO MCMOJIb30BaTh MLb B TOM C/lydYae, eC/iu HacTPOMKM BCEX MOPTOB
[OMKHBI 6bITb 0ANHAKOBbIMU. C NMOMOLLBIO 3TOW CTPOKM MOXHO CHayana HasHauutb obme
ANa BCeX NMOPTOB HACTPOMKM, a 3aTEM BHECTU HEOHXOANMbIE U3MEHEHUS HA YPOBHE
OTAEeNIbHOro nopTa.

MpumeyaHne: N3ameHeHnsa B 4aHHON CTPOKE Cpasy e KOMUPYHKTCS Ha BCE MOPThI.

Control

Bbibepute Normal, ecnv nopTt Ao/MKEH NPUCOEANHATLCS K AaHHOM rpynne VLAN
AVMHaMUYecKku ¢ ucnosib3oBaHmeM npotokona GVRP. [aHHbIli napameTp BbibpaH no
yMoi4aHuio.

BbibepuTte Fixed, ecnv nopT A0MKeH CTaTb MNOCTOSHHbIM Y1eHOM AaHHoun rpynnbl VLAN.

Bbi6epuTte Forbidden, 4tobbl 3anpeTuTb NOPTY NPUCOEAMHATLCA K AaHHoW rpynne VLAN.
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Ta6nuua 31 DkpaH Advanced Application > VLAN > VLAN Configuration > Static VLAN Setup

MNOJE OMUCAHUE

Tagging YctaHoBuTe nepekntodatens TX Tagging, 4Tobbl NopT Ao6aBnsn Tern KO BCEM UCXOAALLNM
Kaapam, oTrnpasnseMbiM C naeHTudunkaTopom ston rpynnel VLAN.

Add Haxxmnte Add, 4TO6bI COXpaHUTb U3MEHEHUS B ONMEPaTUBHOM NaMsTM KOMMyTaTopa. OTn
HacTpolikK 6yayT yTepsiHbl B C/ly4ae BbIK/IIOYEHUS KOMMYyTaTopa Man nepebos B nogaye
NUTaHWs, NO3TOMY MO 3aBEPLUEHNN HACTPOWMKM HEOBXOAMMO HaxaTb Ha CCblike Save B
BEPXHEWN HAaBUIFALMOHHOW NaHenu AN COXpaHeHUsi U3MEHEHUI B SHEPrOHe3aBUCUMMOW

namsTu.

Cancel Haxxmunte Cancel, 4Tobbl BEPHYTLCS K COXPAHEHHbIM 3HAUYEHUSIM MOJEN.

Clear Haxmute Clear, 4yTobbl Ha4aTb HaCTPOMKY Ha 3TOM 3KpaHe 3aHOBO.

VID B 3ToM none otobpaxaetca naeHTUdUKaUMOHHbIA HoMep rpynnbl VLAN. HaxMuTte Ha 3ToT
HOoMep, 4YTObbl peaakTupoBaTb HacTponku VLAN.

Active B 3ToM none otobpaxaeTca Tekyuwee cocTosiHue HacTpoek VLAN — Bk/todeHbl (Yes) mnan
oTk/toveHbl (No).

Name B sTOM none otobpaxaetcsa nma-onucaHume rpynnbsl VLAN.

Delete YctaHoBuTe nepekntoyatenb Delete, ytobbl BbibpaTh 3anuck ans cetn VLAN, noanexatilyto
yaaneHuio.

Delete Haxxmunte Delete, 4Tobbl yaannTb BbIGpaHHYO 3anncb U3 MTOroBow Tabnuupbl.

Cancel Haxxmunte Cancel, 4Ttobbl CHATb BblAeNneHne ¢ nepeknodatenei Delete.

9.5 Hactpowmka nopta VLAN

[Ons HacTpoiku napameTpoB ctatudeckor VLAN (Ha ocHoBe IEEE 802.1Q) ans nopTa MCNosib3yeTcs
skpaH VLAN Port Setup. Nepenante no ccoinike VLAN Port Setup Ha skpaHe VLAN Configuration.
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PucyHok 73 2DkpaH Advanced Application > VLAN > VLAN Configuration > VLAN Port Setup

EORNIYWNIFRETNGFEE Subnet Based Vlan Protocol Based Vlan VLAN Status
GVRP I
Port  Ingress Check PVID GVRP  Acceptable Frame Type VLAN Trunking Isolation

H
[l
=
<
[l
O

Mons aKpaHa onucaHbl B crieayioLen Tabnuue.

Ta6bnuua 32 SkpaH Advanced Application > VLAN > VLAN Configuration > VLAN Port Setup

MNONE

OMNCAHME

GVRP

GVRP (GARP VLAN Registration Protocol, npotokon pernctpaunm VLAN no GARP) sBnsietcs
MPOTOKOJIOM perncrpauum, KOTopblin onpeaenseT cnocob perncrpaumm KOMMyTaTopamm
HeobxoanMbix yneHos VLAN Ha nopTtax B CeTu.

BkntoueHune 3Tolh pyHKUMM paspeluaeT cosgaHue rpynn VLAN 3a npeaenaMu ioKanbHOro
KOMMyTaTopa.

Port

B 3TOM nose oTob6paxaeTcs HoMep nopTa.

HacTpoiiku B 3TOI CTPOKE MPUMEHSIIOTCS KO BCEM MOpTaM.

DTy CTPOKY HE06X0AMMO MCMOb30BaTh JIMLWb B TOM C/llydae, €C/IM HaCTPOMKK BCeX NMOPTOB
AO0MKHbI 6bITb 0ANHAKOBbIMM. C MOMOLLBIO 3TON CTPOKM MOXHO CHadana HasHauuTb obwme
ANa BCEX MOPTOB HACTPOMKK, @ 3aTEM BHECTM HEOBXOAUMbIE N3MEHEHUS Ha YPOBHE
OTAeNIbHOro nopTa.

MpumeyaHue: M3aMeHeHNs B JaHHOW CTPOKe cpasy e KOMMPYTCS Ha BCe MOopTh.

Ingress Check

Ecnun paHHbIV NnepekntoyaTtens A4N19 NOpTa YyCTaHOBMEH, KOMMyTaTop oTbpacbkiBaeT
BXxoaswme kaapbl ansa cetein VLAN, 4ieHOM KOTOPbIX AAHHbIN NOPT HE SBMSETCS.

CHuMUTE BblaeneHune ¢ nepeknw4yartend, ecnum TpEGyETCﬂ OTKNIKOYNTb cbmanpaumo
BXOAALWNX Kaapos.
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naBa 9 BupTtyanbHble nokansHble cetu (VLAN)

Ta6nuua 32 SkpaH Advanced Application > VLAN > VLAN Configuration > VLAN Port Setup

MNOJE OMNCAHME

PVID PVID (wpeHTndukatop cetn VLAN nopta) — 3TO Ter, KOTOPbIM MOMEYalTCcs BXoaslime
Kaapbl 6e3 Teros, NpuUHMMaeMble NOPTOM, C TeM, YTO6bI NOTOM NepeHanpaBuUTb 3TU Kaapbl B
rpynny VLAN, KoTopyto onpenensiet AaHHbI Ter.

Beeante HoMmep oT 1 fo 4094 B kauecTBe naeHTudukatopa VLAN ans nopra.

GVRP YcTaHoBWUTE 3TOT nepekntoyaTenb, YTobbl BKAKYNTL HA 3TOM NopTy npoTokon GVRP.

Acceptable Frame | YkaxwuTe Tvn KaapoBs, pa3pelleHHblX AN AaHHOro nopta. MoxHo BbibpaTb 3HaveHus All,
Type Tag Only n Untag Only.

Boibop All B HUCnagatwowem cnucke paspeluaeT Nnpuem yepes 3TOT NOPT KakK Kaapos C
Teramu, Tak u Kagpos 6e3 Teros. 3To 3Ha4yeHMe BbIGpaHO MO yMoOYaHUIO.

Bbibop Tag Only paspeluaeT npueM yepes 3TOT NOPT TOSIbKO KaApOB € Teramu. Bce kaapsbl
6e3 Teros 6yayT OoTOpOLLEHDI.

Bei6bop Untag Only paspelwaeT npuem yepes 3TOT NOPT TONbLKO Kaapos 6e3 Teros. Bce
Kaapbl C TeramMmm 6yayT oT6poLLEHbI.

VLAN Trunking YctaHosuTe nepekntoyvatens VLAN Trunking ans nopTtos, NoAKIIOYEHHbIX K APYTUM
KOMMyTaTopaMm uan mapupyTtusaTtopam (HO He ANS MOPTOB, HANPSAMYIO MOAKIOYEHHbIX K
KOHEYHbIM MoNb30BaTeNsAM), YTo6bl pa3pellnTb NPOXOXAEHME Yepe3 KOMMYTaTop Kaapos,
npuHaanexatunx K HemssecTHbIiM rpynnam VLAN.

Isolation BbibepuTe 3Ty onumio, 4Tobbl paspelunTb KaXaAoMy M3 MOPTOB 06MEeHMBATLCSA AAHHbIMU
TOSIbKO C MopToM ynpasneHus CPU 1 c nopTamu, Ans KOTOPbIX He BKAOYeHa hyHKLMSA
M30nAUun.

Apply HaxmuTte Apply, 4To6bl COXpaHWUTL N3MEHEHUSI B ONepaTUBHOW NaMsiTM KOMMyTaTopa. ITu

HacTporiku 6yayT yTepsHbl B Cy4ae BbIK/KOYEHUS KOMMyTaTtopa unu nepebos B nogadye
nUTaHWs, NO3TOMY MO 3aBepLUEHNN HAaCTPONKM HEO6XOAMMO HaxaTb Ha CCbl/IKe Save B
BEpXHel HaBWraLMOHHON NaHenn Ans COXpaHeHUs U3MEHEHU B SHEProHe3aBMCUMOW
namsaTu.

Cancel Haxmnte Cancel, 4To6bl HaYaTb HAaCTPOMKY Ha 3TOM 3KPaHe 3aHOBO.

9.6 VLAN Ha ocHOBe noaceteu

VLAN Ha ocHOBe NoACETEN MO3BOASAIT CrpynnmMpoBaTh Tpaduk no norndyecknm cetam VLAN Ha
OCHOBE yKa3aHHbIX IP-noaceTen NCTOYHUKOB NakeToB. [pu NoCTynneHun kaapa yepes nopr
KOMMYyTaTOp nposepsieT, He 6bin i fobaBneH K HeEMY Ter u U3 Kakoi IP-noaceTn oH nocTynu.
MNakeTbl 6e3 TeroB OT oAHON M Tol xe IP-noaceTn nomewatotcs B ogHy VLAN Ha ocHoBe noAaceTen.
OaHo m3 npenmywects VLAN Ha ocHOBe noAaceTen 3aKkt4aeTCcs B BO3MOXHOCTM Ha3HaYeHus
npuopuTeToB ANnS Tpaduka U3 KOHKpeTHbIX IP-noaceTen.

Hanpumep, npoaiaep ycnyr NHTepHeTta (ISP) MOXeET pacnpeaenntb pasiMyHbIe TUMbI
npefoCTaBASAEMbIX KIMEHTaM yCcnyr no pasnunyHelM IP-noacetsam. Tpaduk ycnyr ronocoBon CBSA3M
6ynet Ha3HaueH IP-noacetn 172.16.1.0/24, Bnaeo — noacetn 192.168.1.0/24, a nepegayun AaHHbIX
- noacetn 10.1.1.0/24. Nocne 3Toro Ha KOMMyTaTOpPEe MOXHO HACTPOUTb rPYNMNMPOBKY BXOASILLErO
Tpadumka B 3aBUCMMOCTM OT IP-noaceTn, n3 KOTOpoK NOCTynatT BXoAsLMe Kaapbl.

Hanpumep, ans Tpaduka ns IP-noacetn 172.16.1.0/24 (ycnyrm ronocoBoi CBS3M) MOXET 6bITb
HacTpoeHa VLAN Ha ocHoBe noaceTel ¢ npnopmuTetToM 6 n naeHTudgukatopom VID, pasHbiM 100. Ans
Tpadwmka us IP-noacetn 192.168.1.0/24 (ycnyrn nepenaumn Buaeo) MoxeT 6biTb HacTpoeHa VLAN Ha
OCHOBe noaceTen ¢ npuoputeToM 5 n naentndumnkatopom VID, paBHbiM 200. HakoHel, ansa Tpaduka
n3 IP-noacetn 10.1.1.0/24 (ycnyrn nepenayn AaHHbIX) MOXET 6biTb HacTpoeHa VLAN Ha ocHoBe
rnoaceTen c npuoputeToM 3 n naeHtndunkatopom VID, paBHbiM 300. Bce He nMelowme Teros
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MnaBa 9 BupTyanbHble nokanbHble cetn (VLAN)

BXoAsLUME Kaapbl 6yayT knaccubumumMpoBaTbCsa Ha ocHoBe IP-noaceTv UCTOYHMKA, C Ha3HAYEeHUEM
COOTBETCTBYIOLLErO NpuoputeTa. Taknm o6pasom, Tpadurk BUAEO MOYUUT HAUBBICLLMI NPUOPUTET, a

TpadumK nepesayn AaHHbIX — CaMblii HU3KUIA.

PucyHok 74 [Mpumep ncnonb3oBaHua VLAN Ha ocHOBe noaceTemn

Kaapbl ¢ Teramm

<<

UHTepHeT

-/

Kappbl
0e3 TeroB

| VID =100

172.16.1.0/24

- a N
\2! il

10.1.1.0/24

192.168.1.0/24
VID = 300

VID =200

9.6.1 HacTtpowuka VLAN Ha ocHOBe noaceten

YT06bl 0TO6pa3nTb NOKa3aHHbIM HUXE 3KpaH HacTpoek, Bbibepute Subnet Based VLAN Ha 3kpaHe

VLAN Port Setting.

MpumeyvaHue: VLAN Ha OCHOBe noaceTen nMpUMEHSIOTCA TOMTIbKO K HE UMELWMM Teros
naketam m pabotatoT Anwb npu ncnonbiosaHum VLAN Ha ocHoBe Teros IEEE

802.1Q.
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PucyHok 75 SkpaH Advanced Application > VLAN > VLAN Configuration > Subnet Based VLAN

Setup
[ ¢ b B d VLAN VLAN Configuration
Active
DHCP-Vlan Override
| Apply |
Active
HName
P
Mask-Bits
VID
Priority
Add | | Cancel
Index Active Name IP Mask-Bits ViD Priority Delete
Delete | | Cancel

Mong skpaHa onucaHbl B cnep,yrou.l,eﬁ Tabnuue.

Ta6nuua 33 3SkpaH Advanced Application > VLAN > VLAN Configuration > Subnet Based VLAN

Setup
MOnE OMNMUCAHMUE
Active YcTaHoBMTE 3TOT nepekstoyaTtesnb, YTobbl BKIOYUTE Ha koMMyTaTope VLAN Ha ocHoBe
noaceTen.
DHCP-Vlan Mpwn BkAtoUeHUN dyHKUUKM oTcnexmBaHns DHCP knneHTel DHCP mMoryT o6HoBNATL cBOM IP-
Override aapeca yepe3 DHCP VLAN nnun uepes apyrow cepsep DHCP Bo VLAN Ha ocHOBe noaceTen.
YcTaHOBUTE AaHHbIM NepekyaTtesnb, YTobbl knmeHTel DHCP B aaHHon IP-noaceTtun
NpuUHyanTenbHO nonyyanu IP-agpeca yepe3 DHCP VLAN.
Apply Haxxmute Apply, 4TO6bI COXpPaHUTb N3MEHEHUS B ONEepaTMBHOW NaMAaTU KOMMyTaTopa. 3Tu
HacTporkun 6yayT yTepsiHbl B C/ly4ae BbIK/IIOYEHUS KOMMyTaTopa nan nepebos B nogave
NUTaHWs, NO3TOMY MO 3aBepLUEHNN HAaCTPOMKM HEO6X0AMMO HaxaTb Ha CCblike Save B
BEpPXHEW HaBUraLMOHHOW NaHenu AN COXpaHeHWS U3MEHEHWI B 3HEProHe3aBUCUMONM NaMATy.
Active YcTaHoBWUTE AaHHBIN NepekoYvaTenb, YTobbl BKAIOUYNTL CO34aBaeMyto nnm namMmeHsemyto VLAN
Ha OCHOBE MNoAcCeTH.
Name BeeauTte o 32 andaBuTHO-UMDPOBLIX CUMBOJIOB AN 0603HayeHns gaHHon VLAN Ha ocHose
noAceTH.
1P Beeaute IP-agpec noacetun, Anst KOTOpon Heob6xoammo HactpouTb VLAN.
Mask-Bits BBeauTte konnuyectso 6MTOB B Macke noaceTtn. Ytobbl onpeaennTb Konnyectso 6UToB,
nepeseauTe MacKy MNOACETU B ABOMYHYIO (POPMY M NOACUUTANTE YNCNO EANHUYHBIX 6UTOB.
Bo3sbmeM, kK npuMepy, Macky «255.255.255.0». 255 B ABonYHON popMe — 3TO BOCEMb eAUHULL.
Bcero B Mmacke 3 6aiiTa co 3HayeHMeM «255», N03TOMy KONYECTBO eANHUYHBLIX 6uTOB ByaeT
Tpu Ha BoceMb (24).
VID Beeaute naeHtudukaTtop cetn VLAN, K KOTOpOW NpmBSA3bIBAIOTCA NPU MOMOLUM TErOB BCE HE
MMewLme Teros kaapbl ns IP-noacetv ans gaHHoit VLAN Ha ocHoBe noacetu. JaHHaa VLAN
[OMMKHa 6bITb NpeaBapuTeNnbHO co3faHa Ha skpaHax Advanced Applications, VLAN.
Priority BbibepuTe ypoBeHb npuoputeTa, Ha3Ha4YaeMbli KOMMYTaTOPOM KaapaM u3 aaHHon VLAN.
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MnaBa 9 BupTyanbHble nokanbHble cetn (VLAN)

Tabnuua 33 SkpaH Advanced Application > VLAN > VLAN Configuration > Subnet Based VLAN
Setup (npoaoskeHune)

NMONE OMNMUCAHUE

Add Haxmnte Add, 4To6bI COXPaAHUTL U3MEHEHMS B ONEpPaTUBHON NaMATM KOMMyTaTtopa. 3Tu
HaCTpOMKKN 6yayT yTepsiHbl B Clly4ae BbIK/IOYEHWS KOMMyTaTopa unun nepebos B nogade
nUTaHWs, NO3TOMY MO 3aBepLUEHNN HAaCTPOMKM HEOBXOAMMO HaXaTb Ha CCblike Save B
BEpPXHEW HaBUrauMOHHOW NaHenu Ans COXpaHeHUs U3MEHEHWI B SHEProHe3aBUCMMOM NaMSATU.

Cancel Haxmnte Cancel, 4To6bl HaYaTb HAaCTPOMKY Ha 3TOM 3KpaHe 3aHOBO.

Index Mopsaakosbii HOMep AaHHoW VLAN Ha ocHoBe noacetun. Haxatune Ha noboM u3 3TMX HOMepoB
no3BofisieT OTpeAaKTMpoBaTb napaMeTpsbl cywecTtsytower VLAN Ha ocHoBe NoaceTu.

Active B naHHOM none ykasaHo, sBnsietca nu gaHHas VLAN Ha OCHOBe NMoACeTU aKTUBHOM.

Name B sToM none otobpaxaetcs uma VLAN Ha OCHOBe MoAceTw.

1P B 3Tom none otobpaxaetca IP-aagpec noacetn ana aaHHon VLAN Ha ocHOBe noaceTw.

Mask-Bits B 3TOM none otobpaxaeTcs Macka NOACETU B BUAE KONMYECTBA eANHUYHBIX BUTOB AN AaHHON
VLAN Ha ocHOBe NoACETH.

VID B paHHOM none otobpaxaetca naeHtndukatop VLAN ID ansa kagpos, NpuHagnexatmx K
AaHHol VLAN Ha ocHoBe noaceTu.

Priority B naHHOM none otobpaxaeTcs npuopuTeT, HasHavyaeMbln kKagpaM 3 gaHHon VLAN Ha ocHoBe
noAceTu.

Delete HaxkMuTe Ha AaHHY KHOMKY, YTobbl yaanuTb BblaeneHHble ana yaanedms VLAN Ha ocHoBe
noaceren.

Cancel Haxxmute Cancel, 4yTo6bl Ha4yaTb HACTPONKY Ha 3TOM 3KpaHe 3aHOBO.

9.7 VLAN Ha ocHOBe NpoOTOKOJIOB

VLAN Ha ocHOBE MpOTOKOJI0B MO3BOASIOT CrpynnmMpoBaTth Tpaduk no normdecknm cetsm VLAN Ha
OCHOBE yKa3aHHbIX NPOTOKO/I0B. Npn NOCTYN/IeHNM OT yCTpolicTBa 6onee HU3KOro ypoBHS Kazpa
yepes nopT (Ans KoToporo HacTpoeHa VLAN Ha ocHOBe NpOTOKO/1a) KOMMyTaTop NpoBepsieT, He 6bin
nun gobasrnieH K HEMY Ter, a TakXXe MCNOoJib3yeMblii KaapoM NpoTokon. MNMakeTbl 6e3 TeroB ¢ O AHMM U
TEM Xe NpoTokosoM noMewwatotcsa B oaHy VLAN Ha ocHoBe npoTokona. OgHo ns npenmywects VLAN
Ha OCHOBEe MPOTOKOJI0B 3aKJ/1I04YAETCS B BO3MOXHOCTM HasHa4YeHnsl NpuopuTeTos Ans Tpaduka c
KOHKPETHbIM MPOTOKOJIOM.

NMpumeyaHune: VLAN Ha OCHOBE NMPOTOKOJIOB NMPUMEHSAIOTCSH TOJIbKO K HE MMEKLWNM Teros
nakeTtam m pabotatoT nnwb npu ncnonbidosaHum VLAN Ha ocHoBe TeroB IEEE
802.1Q.

Hanpumep, nyctb nopthl 1, 2, 3 u 4 npuHagnexat ctatnyeckon VLAN 100, a noptbl 4, 5, 6, 7 -
ctatuyeckon VLAN 120. Nonb3oBaTenb HacTpamBaeT VLAN Ha oCHOBe NMpoTOKO/10B A C MPUOPUTETOM
3 ans Tpaduka ARP, npuHMMaemoro 4yepes nopthl 1, 2 1 3. Takxe HacTpamBaeTcs VLAN Ha ocHoBe
npoTokonoB B c npmnoputeTom 2 ans Tpacduka Apple Talk, npuHMMaemMoro yepes noptbl 6 U 7. B 3TOM
cny4ae Becb Tpadumk ARP oT ycTpoicTs 6o/1ee HU3KOro ypoBHS, NpUHMMaeMblin Yepes nopTbl 1, 2 u
3, 6yaeT nomewaTbCcsa B OAHY rpynny, a Becb Tpadumk Apple Talk, nocTtynatowmnii yepes nopTbl 6 u 7
- B ApPYryto, npuyem 3T1oT Tpaduk byaet nMetb 60nee BbICOKUIA MPUOPUTET MO CPaBHEHUIO C
Tpadukom ARP npu oTnpaBke Ha MarucTpanbHbli koMmyTaTop C.
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PucyHok 76 TpumMep ncnonbsosaHna VLAN Ha oCcHOBe NpOTOKO/10B

9.7.1 Hactpounka VLAN Ha ocHOBe NpOTOKOJIOB

YT106bl 0TO6pPa3nTb NOKasaHHbIA HUXEe 3KpaH HacTpoek, BbibepuTe Protocol Based VLAN Ha
skpaHe VLAN Port Setting.

NMpumeyaHune: VLAN Ha OCHOBE NMPOTOKOJIOB NMPUMEHSAIOTCSH TOJIbKO K HE MMEKLWNM Teros
nakeTtam m pabotatoT nnwb npu ncnonb3dosaHum VLAN Ha ocHoBe TeroB IEEE

802.1Q.
PucyHok 77 SkpaH Advanced Application > VLAN > VLAN Configuration > Protocol Based VLAN
Setup
@ Protocol Based VLAN VLAN Configuration
Active
Port
Hame
- = L4
Ethernet-type
Others (Hex)
ViD
..................... pnomn'
| Add | | cancel
Index Active Port Name Ethernet-type VID Priority Delete
| Detete | | cancel
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Mong skpaHa onucaHbl B CJ'IED,y}OLI.I,Eﬁ Tabnuue.

Ta6bnuua 34 SkpaH Advanced Application > VLAN > VLAN Configuration > Protocol Based VLAN

Setup
NMOonEe OMNMUCAHUE
Active YcTaHOBUTE 3TOT NepektoyaTtesnb, YTobbl BKIOUYNTL AaHHY VLAN Ha ocHOBe nNpoToKosa.
Port BBeauTe nopT, KOTOPLIN A0/MKEH 6bITb BKAOYEH B AaHHYI0 VLAN Ha ocHoBe npoToKona.
[aHHbIlA NOPT AO/MKEH NpUHaanexaTb ctatndeckot VLAN — TONbKO B 3TOM C/ly4yae OH MOXET
ncnonb3oBatbcs BO VLAN Ha ocHoBe npoTokona. [ononHUTeNbHYI0 MHMOPMaLMIo O HacTpoike
VLAN MOXHO HaiTh B ri. 9 Ha cTp. 91.
Name BeeauTte no 32 andaBuTHO-UMDPOBLIX CUMBOJIOB AN 0603HayYeHus gaHHoi VLAN Ha ocHoBe

npoToKona.

Ethernet-type

BbibepuTe 0AMH M3 NpefyCTaHOBMNEHHbIX MPOTOKOIOB M3 HUCMAAatoLWwero cnucka uim
BblbepuTe 3HayeHne Others 1 BBeanTe HOMeEp NPOTOKOA B WIECTHaALATEPUYHOM BUAE.
Hanpumep, npotokon IP umeeT B wecTtHaguaTepmyHoM Buae Homep 0800, a npotokon Novell
IPX - Homep 8137.

Mpumeyanwue: MNpoTokonbl ¢ HoMepamu B grnanasoHe ot 0x0000 go 0x05ff (B
LecTHaguaTepmyHoM Buae) ucnono3osatb BO VLAN Ha 0OCHOBE NPOTOKOMOB He

ponyckaetcs.

VID BeeauTte naeHtudukatop VLAN, koTopoi npuHaanexut nopt. AaHHas VLAN gomkHa 6bITb
npeaBapuTenbHO co3aaHa Ha akpaHax Advanced Applications, VLAN.

Priority BbibepuTe ypoBeHb npuoputeTa, Ha3Ha4YaeMbli KOMMYTaTOPOM KaapaM u3 aaHHon VLAN.

Add Haxxmnte Add, 4TO6bI COXpaHUTb U3MEHEHUS B ONMEpPaTUBHOM NaMsTM KOMMyTaTopa. DTn
HacTporkun 6yayT yTepsHbl B C/ly4ae BbIK/IIOYEHUS KOMMyTaTopa uan nepebos B nogave
NUTaHWs, NO3TOMY MO 3aBepLUEHMN HaCTPOMKM HEOH6X0ANMMO HaXaTb Ha CCbisike Save B
BepXHeW HaBUrauMOHHOW NaHenu Ans CoOXpaHeHUs U3MeHeHU B SHeproHe3aBUCMMOM NaMsaTy.

Cancel Haxmunte Cancel, 4To6bl HaYaTb HAaCTPONKY Ha 3TOM 3KpaHe 3aHOBO.

Index MopsiakoBbIt HOMep aaHHoM VLAN Ha ocHoBe npoTokona. HaxaTtue Ha 1toboM U3 aTnx
HOMEepOB NO3BOJNIAET OTPeAaKTMpoBaTb napameTpsl cywecTsytowern VLAN Ha ocHoBe
npoTtokona.

Active B naHHOM none ykasaHo, sBnsietca nu agaHHas VLAN Ha OCHOBe NpOTOKO/1a akTUBHOW.

Port B 5TOM none ykasaHo, Kakown NOpT NpuHaanexuT K agaHHoi VLAN Ha ocHOBe npoTokona.

Name B sTOoM none otobpaxaetcsa nma VLAN Ha OCHOBe NMpoTOKOna.

Ethernet Type

B sTOM none ykasaHo, kakow u3 npotokonoB Ethernet npnHagnexut k gaHHon VLAN Ha
OCHOBe MpoToKona.

VID B sTOM none otobpaxaetca naeHtndukatop VLAN nopra.

Priority B naHHOM nosie oTob6pa)kaeTcss NpUopuUTET, Ha3HavyaeMblt Kagpam n3s aaHHon VLAN Ha ocHoBe
npoTokona.

Delete Ha)xMnTe Ha AaHHYH KHOMKY, YTobbl yAanuTb BblaesieHHble ansa yaanenms VLAN Ha ocHoBe
NMpOTOKOJI0B.

Cancel Haxxmunte Cancel, 4Tobbl HaYyaTb HAaCTPONKY Ha 3TOM 3KpaHe 3aHOBO.

9.8 Hactpowuka VLAN Ha ocHOBe nopToB

BupTyanbHble sioKasibHble CETU Ha OCHOBE NOPTOB — 3TO Takne VLAN, B KOTOpbIX pelleHue o
nepecbiike NakeTa NpnHMMaeTCcda Ha OCHOBE MAC-a,qpeca Ha3Ha4€eHnsAa N CBA3aHHOIro ¢ HMM nopTa.
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[ns VLAN Ha ocHOBe NMopToB TpebyeTcs pa3pelleHme UCXOAsLWEN nepeaayn ans BCeEX NOPTOB.
Takum 06pa3oM, UTo6bl MO3BONUTL ABYM MOMb30BaTENSAM 06WWATLCA APYr C APYroM, HanpuMep,
MeXxay KoHdepeHL-3anaMmn B oTesnle, HEO6X0AMMO paspeLlnTb UCXOASLLYI0 Nepeady AaHHbIX AN1S

0601MxX NOPTOB.

VLAN Ha OCHOBE MOPTOB AEWCTBYIOT TO/IbKO Ha TOM KOMMYTaTOpe, Ha KOTOPOM OHM 6bI/IM CO3AaHbI.

Mpumeyanune: MNpu aktnenposaHum VLAN Ha ocHOBe MOPTOB KOMMYTATOPp MO YMOAYaHUIO
Ha3HayaeT el naeHtTudukatop 1. U3MeHUTb ero Hesnb3s.

MpumedaHme: Ha Tex akpaHax (Hanpumep, IP Setup v Filtering), raoe TpebyeTtcs BBectun
naeHtudmkatop VLAN, B KadecTBe Takoro naeHtudumkatopa cneayert sBoanTb 1.

OKpaH HacTpoliku VLAN Ha ocHoBe NOPTOB NOKasaH Ha cneaytoweM pucyHke. B coctas VLAN BxoauTt
ynpasnstowunin nopt CPU u Bce Ethernet-nopTsbl.

9.8.1 HacTtpowuka VLAN Ha ocHOBe NopToB

BoibepuTte Port Based B kauectse Tvna VLAN (VLAN Type) Ha akpaHe Basic Setting > Switch

Setup, 3atem BbibepuTe Advanced Application > VLAN B HaBurauMoHHol naHenu. Nossutcs
cneayroLwmn sKpaH.
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PucyHok 78 JkpaH Port Based VLAN Setup (All Connected)

Sefiing Wizard  All connected ~
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maBa 9 BupTyaneHble nokaneHble cetn (VLAN)

PucyHok 79 3OkpaH Port Based VLAN Setup (Port Isolation)
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MnaBa 9 BupTyanbHble nokanbHble cetn (VLAN)

Mong skpaHa onucaHbl B cne/:l,yrou.l,eﬁ Tabnuue.

Ta6bnuua 35 Port Based VLAN Setup

MOJIE OMNMMNCAHUNE
Setting Bbi6epuTe 3HaueHune All connected vnn Port isolation.
Wizard

3HauyeHne All connected 03HauyaeT, 4TO BCE NOPTbl MOrYT O6MEHNBATLCA AaHHbIM APYr C
APYroM, TO eCTb BUPTYyasibHbIX JIOKasbHbIX ceTell HET. BbibpaHbl BCce BXoasME U UCXoasalume
nopTbl. DTOT BapMaHT Hanbosiee rmboK, HO B TO XXe BpeMsi HauMeHee 6e3oMnaceH.

3HaueHune Port isolation o3HauaeT, 4TO KaXAbli NOPT MOXET 06MeHNBATLCA AaHHBIMU TOJIBKO
¢ ynpasnswowum noptom CPU, 1 HE MOXEeT C ocTanbHbIMK nopTamu. Mpu 3ToM 6yayT BbIGpaHbI
BCE BXOASILLME MOPTbI, @ U3 UCXOoASWNX — ToNbko nopT CPU. 3TOT BapuaHT sIB/SIETCA CaMbIM
OrpaHnYyMBaloLLNM, HO B TO Xe BpeMsl U CaMbiM 6e30MnacHbIM.

Cpenas Bbl6op, HaxxmuTe KHoNKy Apply (OHa HaxoAnTCA B MpaBOM BEPXHEWN YacTX 3KpaHa),
4TO6bI 0TO6Pa3nTb 3KpaHbl B TOM BUAE, KaK yKa3aHOo Bbile, B 3TM HAaCTPONKN MOXHO BHOCUTb
n3MeHeHuns, AobaBnsaa UM yaansas BXoAswmne nam NCXoaswme nopTel, HO Toraa Heob6xoaMMo
HaxuMmaTtb KHOMKy Apply B HWXXHEl YacTn akpaHa.

Incoming Bxoaswue nopTbl; BXOAALWMIA NOPT — 3TO TOT MOPT, Yepe3 KOTOPbIM NaKeT AaHHbIX NONajaeT B
KOMMyTaTop. YT06bl NO3BONNTL ABYM abOHEHTCKMM nopTam obwaTtbcsa Apyr € Apyrom, oba
nopTta HeobxoAMMO onpefennTb Kak Bxoaswme. Yucna B BepxHeM psay OTHOCATCS K
BXOASLWMM NOpTaM, a COOTBETCTBYIOLLME UM UCXOASLLNE NOPThI NepeyvncneHbl cnesa. MNopt
CPU - 570 ynpasnsowWwmn noptT KoMmyTatopa. 10 yMOn4yaHuio OH BXOAUT B BUPTYasbHYO
nokanbHyto ceTb co BceMun Ethernet-noptamun. Ecnun B coctas 3tort VLAN He BXOAUT Kakom-
nmbo 13 NopToB, TO YNpPaBAsATb KOMMYyTaTOPOM Yepe3 3TOT NOpT Hesb3s.

Outgoing Ncxopsawme nopTel; UCXOAALWMIA MOPT — 3TO TOT NOPT, Yepe3 KOTOPbIN NakeT AaHHbIX NOKuaaeT
KOMMyTaTop. YT06bl N03BONUTL ABYM abOHEHTCKMM nopTam obwaTbcsa Apyr € ApyroM, oba
nopta HeobxoaMMo onpefennTb Kak uncxogawme. NMopt CPU - 3To ynpasnsiowmii nopt
KOMMyTaTopa. o yMOn4aHuio OH BXOAWUT B BUPTYaslbHYIO SIOKaNbHYO ceTb co Bcemun Ethernet-
noptamu. Ecnu B coctas 31oM VLAN He BXOAUT Kakon-nmbo n3 nopTos, TO yNpasisaTb
KOMMYTaTOpPOM 4epe3 3TOT NOpT Hesb3s.

Apply Haxmute Apply, uTo6bl COXpPaHUTb U3MEHEHUSA B ONepaTUBHON NaMaTU KOMMyTaTopa. 3Tu
HaCTpOMKKN 6yayT yTepsiHbl B Cly4ae BbIK/IOYEHUS KOMMyTaTopa unun nepebos B nogade
nUTaHWs, NO3TOMY MO 3aBepLUEeHNN HAaCTPOMKM HEO6XOAMMO HaXaTb Ha CCblike Save B
BEPXHEW HaBUrauMOHHOW NaHenu Ans COXpaHeHUs U3MEHEHWI B SHEProHe3aBUCMMOM NaMATU.

Cancel Haxmute Cancel, 4To6bl Ha4aTb HAaCTPOMKY Ha 3TOM 3KpaHe 3aHOBO.

9.9 Cetb VLAN ronocoBou cBsA3u

CeTtb VLAN ronocoBom CBS3mn rapaHTUpPYyeT COXpPaHEHNE BbICOKOIro KayecTBa nepeaauym ronoca Ha IP-
TenedoHe B MOMEHT NPOXOXAEHNS Yyepe3 NopTbl KOMMyTaTopa 6onblwnx 06bemMoB Tpaduka AaHHbIX.
FonocoBol Tpadumk C 3aAaHHbIM NPUOPUTETOM nepeaaeTcs no cneumansbHoi cetn VLAN, 1 Takum
06pasomM ocyulecTBnseTca pasaesieHne ronocoBoro Tpadurka u Tpadurka gaHHbIX, MPOXoAasiero
yepes NopT KoMMyTaTopa.

CyLiecTByeT BO3MOXHOCTb YCTaHOBUTb YPOBEHb Npuoputeta anst cetm VLAN ronocoBoi cBsisn 1
nob6aBnTb B Hee MAC-aapeca IP-TenedoHOB OT onpeaeneHHbIX NponssoanTenen, NCNonb3lys ux
naeHTUdnKaTopbl, YHMKanbHble B npeaenax opraHunsaunm (Organizationally Unique Identifiers,
oul).

Bbibepute nyHkT Voice VLAN Ha skpaHe VLAN Configuration, ytobbl OTKpPbITb 3KpaH HacTpoek,
M306paxXeHHbI Ha PUCYHKE HUXKe.
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naBa 9 BupTtyanbHble nokansHble cetu (VLAN)

PucyHok 80 SkpaH Advanced Application > VLAN > VLAN Configuration > Voice VLAN Setup

[ @) Voice VLAN Setup ] VLAN Configuration
Voice VLAN Global Setup

. * Disable
Voice VLAN

Priority 5

| Apply | | Cancel | | Clear |

Voice VLAN OUI Setup

OUl address
OUl mask
Description
Add Cancel
Index OUl address OUl mask Description Delete

Delete Cancel

Mong skpaHa onucaHbl B CJ'IED,y}OLI.I,Eﬁ Tabnuue.

Ta6bnuua 36 DkpaH Advanced Application > VLAN > VLAN Configuration > Voice VLAN Setup

NONE OMNMUCAHUE

Voice VLAN Global Setup

Voice VLAN YT106bI BKNHOUMTL pyHKUMIO ceTn VLAN ronocoBoii CBSI3N, YCTaHOBUTE
paaunonepekntoyatens Voice VLAN. BeeauTte naeHtndukatop cetn VLAN B
TEKCTOBOM MoJsie psiioM C paavonepekntoyaTeneM, KOTopbli aCCOLUMUPOBAH C
AaHHon ceTbto VLAN ronocosoii cBs3n. Ecnu Bkntoyatbe dyHkunto cetn VLAN
rosl0COBOW CBSI3M HE HYXHO, YCTaHOBUTe paauonepekntoyaTens Disable.

Priority YcTaHoBUTE ypoBeHb npuoputeta ans cetn VLAN ronocosoii cBa3un, BbibpaB ero
13 Anana3oHa ot 0 Ao 7. 3HadeHue rno ymonyaHuio — 5. Yem Bblwwe
npucBaMBaeMoe YMC0BOE 3Ha4YeHNEe, TEM Bbille YPOBEHb NpuopuTeTa Ans
AaHHon ceTn VLAN ronocoBoi cBsi3u.

Apply Haxmunte Apply, 4TObbl COXpaHUTb U3MEHEHUSA B ONEepPaTUBHOW NamaTu
KOMMyTaTopa. 3TW HacTpPoWku ByayT yTepsiHbl B C/ly4Yae BbIK/IOYEHUS
KoMMyTaTopa unun nepebos B nogaye nuTaHMsa, NO3TOMY MO 3aBepLUEHUMU
HacTpOMKM HeobX0AMMO HaxaTb Ha CCbl/ike Save B BEpXHeW HaBMrauMOHHOWN
naHenu Ans COXpaHeHUs U3MEHEHWI B SHEProHe3aBUCMMOW NamMaTw.

Cancel Haxmunte Cancel, 4To6bl Ha4YaTb HAaCTPOMKY Ha 3TOM 3KPaHe 3aHOBO.

Clear Haxmute Clear, 4Tobbl BEpHYTb 3HaUY€HUs NoJiel K HAaCTPoOMKaM No yMOJIYaHUIO.

Voice VLAN OUI Setup

OUI address Ykaxute MAC-agpec OUI npoussoautens IP-tenedoHa. MNepsble Tpu 6aliTa
coaepxaT naeHTUdbMKaTop NpoM3BoAUTENS, @ NocieaHne Tpu 6alita —
YHUKasnbHbIA UAEHTUDUKATOP CTaHUMK.

OUI mask Beeaute aapec mackm OUI npomussoantens IP-tenedoHa.

OMNCAHUE Beeaute onucaHue ycrponcrtea cetu VLAN ronocosown ces3u (He 6onee 32
cumBonioB). Hanpumep: Siemens.
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MnaBa 9 BupTyanbHble nokanbHble cetn (VLAN)

Ta6nuua 36 DkpaH Advanced Application > VLAN > VLAN Configuration > Voice VLAN Setup

NONE ONMUCAHUE

Add Haxxmute Add, 4TO6bI COXpaHUTb U3MEHEHUS B ONEPaTUBHOM NaMsTn
KOMMyTaTopa. 9TW HacCTPONKWN ByayT yTepsiHbl B C/lydae BbIK/IIOYEHUS
KOMMyTaTopa unu nepebos B nogade nutaHus, NO3TOMY Mo 3aBepLUEHUU
HaCTPOMKM HEOBXOAMMO HaXxaTb Ha CCblike Save B BEpXHEeN HaBUrauMOHHOM
naHesnu ans CoOXpaHeHUs U3MEHEHU B SHEProHe3aBMCMMOW NaMsITu.

Cancel Haxmunte Cancel, 4To6bl HaYaTb HAaCTPOMKY Ha 3TOM 3KpaHe 3aHOBO.

Index 3T0 none coaepXuT nNopsiakosBbln Homep ceTn VLAN ronocoson cBs3w.

OUI address 3710 none otobpaxaeT agpec OUI cetn VLAN rosocoBov cBa3u.

OUI mask 370 none nokasbiBaeT agpec Mackm OUI cetn VLAN ronocosoin cBs3u.

OMNCAHUE 3710 none coaepxut onmncaHune cetn VLAN ronocosoi cBs3m ¢ agpecom OUL.

Delete YctaHoBuTe nepekntoyaTtens Delete, yTo6bl BhibpaTh 3anuck OUI ans cetn VLAN
rofsI0COBOW CBA3M, KOTOPY0 HEO6X0AUMO yaaNUTb.

Delete Haxmute Delete, yTo6bl yaanuTb BbiI6paHHYO 3anmcb U3 MTOroBon Tabnuuebl.

Cancel Haxmunte Cancel, 4yTobbl CHATL BblAeneHne ¢ nepekntoyaTenein Delete.

9.10 Cetn VLAN Ha ocHoBe MAC-appecoB

B ceTb VLAN, co3gaHHyto Ha ocHoBe MAC-aapecoB, MOXHO BKIIOUYNTb BXOASLWNE NakeTbl 6e3 Teros u
KnaccunguumposaTb Tpaduk no MAC-agpecy UCTOYHMKa nakeTa. MNpu noctynneHnn nakeTtos 6e3
Teros kommyTaTop mwet MAC-agpec ncTtoyHuka nakera B Tabnuue cootsetcteus MAC-agpecos um
cetert VLAN. Ecnu 3anucb B Tabnuue yaanocb HanTuM, KOMMyTaTtop Ha3Ha4vaeT nakeTy
naeHTugumnkaTop coorsetcreytowernt cetn VLAN. KomMmyTaTop NpoBepsieT Ha3HauYeHHbIN
naeHtTugpunkaTop VLAN B Tabnuue cetent VLAN. Ecnn gaHHas ceTb VLAN aBnseTcs AelCTBYOLWEN, TO
KOMMYyTaTop npoaoskaeT 06paboTKy BXOASLLEro NakeTa; B NPOTUBHOM C/lyvae OH oTbpacbiBaeT 3T0T
naker.

OT0 yHKLUMS NO3BOJISIET MNONb30BaTENSAM MEHATb NOPThI, He Npuberas k nepeHacTporike cetn VLAN.
Cetun VLAN, co3gaHHOM Ha ocHoBe MAC-agpecoB, MOXHO Ha3HauYUTb ONpeaeneHHbI NPUOPUTET, U
co3paTb Tabnuuy cootseTcTBMS Mexay MAC-agpecaMn u ceTsiMu, ykasas onpegeneHHbln MAC-aapec
MCTOYHMKA Ha 3KpaHe HacTpolikn napameTpos ceTh VLAN Ha ocHoBe MAC-agpecoB. Ha ToM xe
3KpaHe MOXHO yaanuTb 3anucek ansa cetu VLAN Ha ocHoBe MAC-agpecos.

YTobbl OTKPLITb CrieayowWwnii akpaH, Boibepute B MeHio MAC-based VLAN B okHe VLAN
Configuration.
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naBa 9 BupTtyanbHble nokansHble cetu (VLAN)

PucyHok 81 dkpaH Advanced Application > VLAN > VLAN Configuration > MAC-based VLAN

Setup

~§) Wac Based VAN —)

Name

VID

Priority

Index

VLAN Configuration

MAC Address

MAC Address VID Priority Delete

Mons akpaHa onucaHbl B crieayrowlen Tabnuue.

Ta6nuua 37 SDkpaH Advanced Application > VLAN > VLAN Configuration > MAC-based VLAN Setup

NONE

ONMUCAHUE

Name

BeBeaute nms, coctosuee 3 andaBnTHO-UMDPOBLIX CMMBOIOB (He 6onee 32),
ansa paHHon cetn VLAN Ha ocHoBe MAC-agpecos.

MAC Address

Ykaxute MAC-agpec, KOTopbli HE06X0AMMO NMpMBA3aTb K 3anNncK AN AaHHOW
cetn VLAN Ha ocHoBe MAC-agpecoB. 210 none 6yaet cogepxatb MAC-aapec
MCTOYHMKA NakeTa AaHHbIX, KOTOPbIN ByaeT uckaTb KOMMyTaTop Mpu
MOCTYN/IEHMN BXOASLWLMX NakeToB 6e3 Teros.

VID YkaxuTe naeHtndukaTop (u3 agnanasoHa ot 1 o 4094) cetn VLAN, KOTOpbIN
HeobxoAnMMO accoummpoBaTb C 3anncblo Ans aaHHol cetn VLAN Ha ocHoBe MAC-
aApecos.

Priority Ykaxute npuoputeT (o1 0 go 7) 3anucu ans cetn VLAN Ha ocHoBe MAC-aapecos.
Yem 6onblue ykasaHHOe 4ncno, Tem 6onee BbICOKUM ByaeT npuopuTeT 3anucu
ana paHHon cetn VLAN Ha ocHoBe MAC-aapecos.

Add Haxxmute Add, 4yTO06bI COXpaHUTb HOBYIO 3anuck ans cetn VLAN Ha ocHoBe MAC-
aApecos.

Cancel Haxmute Cancel, uTobbl ouncTuTb Nons 3anucu ana cetn VLAN Ha ocHoBe MAC-
aApecos.

Index 3T0 none nokasbiBaeT NOPSAKOBbIN HOMep 3anucn ansa cetn VLAN Ha ocHose
MAC-aapecos.

Name OTO nosne nokasblBaeT UM 3anmncm ans cetm VLAN Ha ocHoBe MAC-agpecos.

MAC Address

3710 none nokasbiBaeT MAC-agpec UCTOYHWKA, KOTOPbI NPUBSA3aH K 3anucu ans
cetn VLAN Ha ocHoBe MAC-aapecos.

VID 370 none nokasbiBaeT naeHtTudunkatop cetn VLAN Ha ocHoBe MAC-aapecos.

Priority STO none nokasblBaeT ypoBeHb npuoputeta cetn VLAN Ha ocHoBe MAC-aapecos.

Delete YcrtaHoBuTe nepekntoyvatens Delete, uto6bl BoibpaTh 3anunce ana cetn VLAN Ha
ocHoBe MAC-agpecoB, nognexaly yaaneHuio.

Delete Haxmunte Delete, yTo6bl yaanuTb BbiI6paHHYO 3anMcb U3 UTOroBon Tabnuubl.

Cancel HaxxmMute Cancel, yTobbl CHATL BblaeneHune ¢ nepekntoyaTtenei Delete.
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MnaBa 9 BupTyanbHble nokanbHble cetn (VLAN)

9.11 CnpaBo4Hasa TexHu4yeckasa nHcgpopmaumsa

OT0 pa3aen CoAepXUT AOMOSHUTENbHY0 TEXHUYECKY MHGMOPMaLMIo Mo BonpocaM, 06CyXaaeMbiM B
TEKYLEN rnaBse.

9.11.1 MNpumep coszpaHua VLAN Ha ocHoBe npoTtokona IP

B naHHOM npumepe nokasaHo co3gaHune VLAN Ha ocHoBe npoTokosa IP, B KOTopyto BKOYaTCA
noptel 1, 4 n 8. ins aToro HE06X04AMMO BbIMOMHUTL CNeayoWne encTBmS:

1 AkTuBmposaTb AaHHYt VLAN Ha ocHoBe nNpoTokona.

2 BBecTu HOMep NopTa, KOTOPbI A0/KeEH 6biTb BKAKOYEH B AaHHY0 VLAN Ha ocHoBe npoTokona.
BeeguTte 1.

3 YkasaTtb uMsi-onmcaHue gaHHor VLAN Ha ocHoBe npoTtokona. Beegute IP-VLAN.
4 Bbibpatb npoTokon. OcTtaBbTe BbibpaHHOE MO yMonyaHuio 3HadeHune IP.

5 Bsectu nageHtudmkatop cywecrteyowen VLAN. B Hawem npuMepe UCnosnb3yeTcs yxe co3gaHHas
ctatnyeckas VLAN c nageHtndumkatopom 5. Beeante 5.

6 OcTaBUTb NPUOPUTET paBHbLIM 3HAUYEHUIO MO yMon4yaHuio 0 1 HaxaTtb Add.

PucyHok 82 [Mpumep HacTpolikn VLAN Ha oCHOBe MpoToKo/a

[ ¢ Protocol Based VLAN VLAN Configuration
Active '
Port 1
Name IP-VLAMN
- 1= v
Ethernet-type
Others (Hex)
VID g
Priority o
Add Cancel
Index  Active Port Name Ethernet-type VID Priority Delete
Delete Cancel

YT106bI 4O6ABUTL AONONHUTENbHbIE NOPTbI B AaHHY0 VLAN Ha ocHOBe npoTokona:

1 HaxMuTe Ha nopsaKoBbl HOMep 3anucu B Tabnnue VLAN Ha ocHoBe NMpoOTOKO/I0B. Haxmute Ha 1
2 W3meHuTe 3HaudeHue B none Port Ha HoMep cneaytlowero noprta, KOTopbln Tpebyetca fobaBuThb.

3 Haxmurte Add.
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HacTtpounka nepecbinkm Ha oCHOBe
ctatnyeckux MAC-agpecoB

10.1 O630p

B naHHOM rnaBe pacckasbiBaeTCs 0 HAaCTpPOMKe npaBwui nepecblikm Ha ocHoBe MAC-agpecoB
YCTPOWNCTB B CETW.

OnuncaHHbIE HUXE 3KPaHbl UCMOMb3YIOTCA A1 HACTPOMKM MEPECHINIKM Ha OCHOBE cTaTuyecknx MAC-
afpecos.

10.1.1 O yem paccka3blBaeTCA B 3TOM rnaBse

C nomouwbto 3kpaHa Static MAC Forwarding (pa3a. 10.2 Ha cTp. 115) MOXHO Ha3Ha4ynTb
ctaTnyeckne MAC-agpeca ons nopTos.

10.2 HacTtpounka nepecbifiku Ha ocHoBe ctatuyeckux MAC-
agpecoB

Cratnyecknit MAC-agpec — 3T0O agpec, Bpy4YHYI0 BHeceHHbIn B Tabnuuy MAC-agpecos. CtaTuueckue
MAC-agpeca He nMetoT cpoka Aencteums. MNpu HacTpolike npasun ansa cratnyecknx MAC-agpecos
ANS nopTa onpeaenstoTcs ctatndeckne MAC-agpeca. 9T0O No3BOASET CHU3NTbL 06beMblI
LUNpOKOBeELWAaTeNbHOro Tpadmka.

Mepecbinika Ha ocHoBe cTaTudecknx MAC-agpecoB BMecTe CO cpeacTBaMu 6e30nacHOCTM NOPTOB
NO3BOJIAIOT pa3peLwwnTb AOCTYN K KOMMYTaToOpy TOJIbKO TeM KoMnbioTepaM, MAC-agpeca KOTOpbIX
yKasaHbl B Tabnmue MAC-agpecoB ans nopTa. bonee noapobHyto nHdbopmaumio o cpeacTeax
6e30nacHOCTM NOPTOB MOXHO HaWTu B rN. 19 Ha cTp. 166.

YT06bl OTKPbLITb 3KpaH HAcTpoeK, N306paxeHHbIN HUXe, BbiIbepuTe B HaBUraLUMOHHOM NaHenu
Advanced Application > Static MAC Forwarding.
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MmaBa 10 HacTporika nepecbinku Ha ocHose ctaTtudecknx MAC-agpecos

PucyHok 83 SkpaH Advanced Application > Static MAC Forwarding

Active

Hame

Intex Active

ﬂ' Cancell Clearl

Name MAC Address VD Port Delete

Delete | Cancel |

Mons akpaHa onucaHbl B crieaylollen Tabnuue.

Ta6nuua 38 SDkpaH Advanced Application > Static MAC Forwarding

NMONE OMUCAHUE

Active YcTaHoBUTE STOT NepeksoyaTtesib, YTo6bl BKIUNTL Npasunnio. MNpasunio MoXHO BpeMeHHO
OTK/IIOUUTb, HE YAANss ero, eC/n CHATb BblAeNeHne C 3TOr0 Nnepex/yaTens.

Name BBeauTe MMs-onMcaHue, No KOTOPOMY MOXHO 6yAeT MAEHTMdOUUMPOBATL 3TO NPaBuUsIo

nepecblsIkKn Ha oCcHoBe cTaTnyecknx MAC-apgpecos.

MAC Address

BeeanTte MAC-aapec B COOTBETCTBYOWEM (DOpMATe, TO €CTb LWECTb Map WeCTHaALATEPUUHbIX
yncen.

Mpumeyanne: Ctatnyeckne MAC-agpeca He UMEIKOT CpoKa AENCTBUS.

VID BeeauTte naeHTndmkaumoHHbii Homep VLAN.

Port BBeaute HoMep nopTa, Ha KoTopbIi 6yaeT HanpaenaTbcs Tpaduk ana MAC-agpeca,
BBELEHHOro B NpeablayLem none.

Add Haxmnte Add, 4To6bI COXpPaHUTbL NPaBK/Io B ONEPaATUBHON NaMATM KOMMyTaTopa. 370
npasuno 6yaeT yTepsiHO B C/lydae BbIK/IIOYEHUS KOMMyTaTopa unu nepebos B nogaye
nUTaHWs, NO3TOMY MO 3aBepLUEHNN HAaCTPOMKM HEO6XOAMMO HaxxaTb Ha CCblike Save B
BEpPXHEW HaBUraLUMOHHOW NaHenNn AN COXPaHEeHUS N3MEHEHWUI B SHEPrOHE3aBMCUMON NaMATH.

Cancel Haxxmute Cancel, 4To6bl BEPHYTHLCSA K COXPaHEHHbIM 3HAaYeHUSAM Nonein.

Clear Haxmute Clear, 4ytobbl Ha4yaTb HaCTPOMKY Ha 3TOM 3KpPaHe 3aHOBO.

Index Ha)xxmMuTe Ha NopsAKOBbIN HOMep, YTOObl U3MEHUTL MPaBUIO NEPECHISIKM Ha OCHOBE
cratnyeckmnx MAC-aapecoB A/ JaHHOro nopTa.

Active B 3ToM none ykasaHo, akTMBHO AaHHOE NpaBuI0 NepechblSIKM Ha OCHoBe cTaTnyeckmnx MAC-
aapecos (Yes) nan HeT (No). MNpaBnio MOXXHO BPEMEHHO OTK/IOUNTL, HE yAanas ero.

Name BBegute nmMsa-onncaHme, No KOTOPOMY MOXHO ByAeT naeHTUdUUNMPOBaTbL 3TO NPaBuIo

rnepecblsIKM Ha OcHoBe cTtaTnyeckmx MAC-agpecos.

MAC Address

B 3TOM none otobpaxaetca MAC-agpec, a Takxe naeHtudunkaunmoHHbli Homep VLAN, KoTopom
npuHagnexut MAC-agpec.

VID B 3TOM none otobpaxaetcsa naeHTMduKaumoHHbI HoMep rpynnbl VLAN.

Port B s3ToM none otobpaxaeTcs NopT, Ha KOTopbI 6yaeT HanpaBnaTbcs Tpaduk ans MAC-agpeca,
YKa3aHHOro B coceHeM none.

Delete Haxmunte Delete, uTo6bl yaanuTb BbiIOpaHHYO 3anmcb U3 NTOroBon Tabnuuebl.

Cancel Haxxmunte Cancel, yTobbl CHATL BblAeNeHMe ¢ nepekstoyaTtenel Delete.
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MHOFOHAPECHaﬂ PpacCCbiJjiKa Ha OCHOBeE
CTaTn4eCKux agapecosB

11.1 O0G30p HacTPOMKM MHOroagpecHoOMn pacChbifikKu Ha
OCHOBe CTaTU4YeCKUX aapecoB

B naHHOM rnaBe pacckasblBaeTcs O HAaCTPOMKe MpaBui Nepecbifiku Ha ocHoBe MAC-aapecoB
MHOr0aIpeCcHOM PaccChifiKM YCTPOWCTB B CETHU.

C nomMoLbio 3TUX 3KPaAHOB MOXHO HACTPOUTb MapaMeTpsl MHoroa.qpeCHon PaccCblJIKn Ha OCHOBe
CTaTU4YECKNX agapecoB.

11.1.1 O yeM paccka3biBaeTCA B 3TOU rnaee

C nomouwbto 3kpaHa Static Multicast Forward Setup (pa3a. 11.2 Ha cTp. 118) MOXHO HacTpouTb
npaBunia nNepecblyikn onpeaeneHHbIX Kagpos MHoroaADECHOVI paccblsikKu, HanpuMmep, Kaapos
NOTOKOBOW Nepefayun uan ynpasnsowmx Kaapos, Ha onpeaesieHHble NopThl.

11.1.2 Y10 He0OXO0aAMMO 3HATb

MAC-aapec MHOroagpecHon paccbinku — ato MAC-agpec 4neHa rpynnbl MHOroaZipECHOM pacCbUIKW.
CraTMyecknii agpec MHOroaapecHom paccbisikm — 310 MAC-agpec MHOroagpecHon paccbliiky,
KOTOpbI 6611 gobaBneH B Tabnuuy MHOroaapecHOW pacchbisikv Bpy4Hyto. CTaTuyeckne agpeca
MHOroaApecHOM pacCblIKM HE UMEIOT CpoKa AelCTBUA. MHOroagpecHas pacchlsika Ha OCHOBe
CTaTUYeCcKMX agpecoB MNO3BOASET aAMUHUCTPATOPY OpraHM30BaTb MepecbliKy KaapoB
MHOroaApecHO pacCblIKM Ha onpeaesieHHble NopThbl, HE SABASIOWNECS YieHaMn rpynnbl.

Ecnn B rpynne MHOroagpecHoOM pacCbllKM HET YNEeHOB, TO KOMMyTaTop Anbo nepecblnaeT Kaapbl
MHOroaZpecHOl paccbllku Ha Bce nopTbl, 1nbo otbpackiBaeT nx. Ha pmc. 84 nokasaH npouecc
nepecblsIKU HEM3BECTHbIX KaApOB MHOroaApecHOW pacchisikn Ha Bce nopTbl. C MOMOLLbLO
MHOroaApecHOM paccblsIKM Ha OCHOBE CTaTUYeCKMX aapecoB MOXHO OpraHM30BaTb NepecbUlKy 3TUX
KaZApOB MHOroaApecHOM pacchbiiki Ha nopThl, Bxoaswme B rpynny VLAN. Ha puc. 85 nokasaHbl
Kaapbl, NepecblylaeMble Ha YyCTPOMCTBA, NOAK/OYEHHbIe K NopTy 3. Ha puc. 86 nokasaHbl Kaapsbl,
rnepecbifiaeMble Ha NOpThl 2 U 3, KOTOopble BXoAAT B rpynny VLAN 4.
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maea 11 MHOFOG,D,peCHaﬂ pacchblfika Ha OCHOBE CTaTU4YeCKUX aapecoB

PucyHok 84 MHoroagpecHasa paccbl/ika Ha OCHOBE CTaTUYECKUX a[pecoB OTKJIlOYEeHa

PucyHok 85 MHoroagpecHasi paccbljlka Ha OCHOBE CTaTU4YeCKMX aapecoB Ha oauH nopT A

11.2 Hactpouka MHOroaapecHoun paccbIifyiku Ha OCHOBe
CTaTU4YeCKUxX agpecoB

C NoMoLLbIo 3TOro 3KpaHa MOXHO HACTPOUTb NpaBuia Nepechikyu onpeaeneHHbIX Kaapos
MHOr0QApPECHOW pacchbl/iK1, HanpuMep, KaapoB NOTOKOBOW Nepeaayn UK ynpasasiowmx Kagpos, Ha
onpeaenieHHbIe NopThl.

YTo6bl OTKPbLITb 3KpaH HacTpoek, n3obpaxeHHbin HMXe, BbiIbepuTe B MeHio Advanced Application
> Static Multicast Forwarding.
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maea 11 MHoroap.peCHaﬂ pacchblsika Ha OCHOBE CTaTU4YeCKMUX aapecoB

PucyHok 87 SkpaH Advanced Application > Static Multicast Forwarding
L (

Active [l

Name

MAC Address

VID
Port
IAdd‘ [ Cancel ‘ [ Clear‘
Index Active Hame MAC Address VID Port Delete

Delete Cancel

Mons aKpaHa onucaHbl B crieayoLen Tabnuue.

Tabnuua 39 SkpaH Advanced Application > Static Multicast Forwarding

NMOnEe ONMUCAHUE

Active YcTaHoBWUTE 3TOT nepekntoyaTenb, YTobbl BKAOUYNTL NpaBuno. MNpaBnio MOXHO BPEMEHHO
OTK/IIOUUTb, HE YAarnss ero, ec/iv CHATb BblAe/IeHUEe C 3TOro nepektvarens.

Name Beeaute umsa-onucanme (o 32 otobpaxaembix ASCII-cMMBOIOB) ANa AaHHOMO npaBuna

MHOroaApecHOM pacchbl/IKn Ha OCHoBe cTaTtnveckmx MAC-agpecos. OHO 6yaeT ncnonb3oBaTbCs
TONIbKO ANA NAeHTUdUKaumu.

MAC Address

Beeagute MAC-aznpec MHOroaapecHoOW paccChbisiku, KOTOPbIA naeHTuduumpyeT rpynny
MHOroaApecHOW paccbliku. NocnegHuii ABOMYHbBIA pa3pss nepeon napbl oktetoB MAC-agpeca
MHOroaApecHOM pacchbisiku Ao/keH 6bITb paBeH 1. Hanpumep, nepeas napa OKTETOB Yucia
00000001 paBHa 01, a B WwecTHaguaTepnyHon HoTaummn Yncno 00000011 pasHo 03,
cooTBeTCTBEHHO, aapeca 01:00:5e:00:00:0A v 03:00:5e:00:00:27 asnsatoTtcs
aencrBuTenbHbiMM MAC-aagpecaMm MHOMOaApPeCHOM paccbliku.

VID

CyuiecTByeT BO3MOXHOCTb OpraHM30BaTb Nepecbiiky kaapos ¢ MAC-agpecaMn Ha3HaveHus,
COOTBETCTBYIOWMX Kputepmnsam otbopa, Ha nopTel B npeaenax rpynnel VLAN. YkaxuTe B 3TOM
nosne yucno, kotopoe naeHtTudbunumpyet rpynny VLAN. B oTcyTCTBME KOHKPETHOM LieN1eBomn
cetn VLAN B 3TOM none cnepyet ykasaTtb 4ucno 1.

Port

YKaxxute nopTbl, Ha KOTOpblE AO/KHbI NepeckiniaTbCcs kaapbl, YeM MAC-agpec Ha3HayYeHus
COOTBETCTBYET KpuUTepmsM oTbopa, yKka3aHHbIM B 3anucu Bbile. B 3TOM none MoOXHO ykasaTb
Asa n 6onee noptos, pa3aeneHHbix (6e3 npobenos) cumBonamu 3anaton (,) nnu gedwuca (-).
Hanpumep, 3anucb «3-5» 6yaeTt o3HayaTb nNopTbl 3, 4 1 5. YT06bl YKa3aTb NopThbl 3, 51 7,
BBEeAWTE B 3TOM MNoJsie 3HayeHune «3,5,7».

Add

Haxmnte Add, 4To6bI COXpPaHUTL NPaBu/Io B ONEPATUBHON NaMATM KOMMyTaTopa. 370
npasuno 6yAeT yTepsiHO B C/lyyae BbIK/IOYEHUS KOMMyTaTopa unu nepebos B nogaye
NUTaHWS, NO3TOMY MO 3aBEPLUEHUN HAaCTPOMKM He0H6X0ANMMO HaxaTb Ha CCbiike Save B
BEpPXHEW HaBUrauMOHHOM NaHenun 415 COXpaHEeHUs U3MEHEHW B SHEProHe3aBNUCMMOM NaMATH.

Cancel

Haxmute Cancel, 4To6bl BEPHYTbHCA K COXPAHEHHbIM 3HAUYEHUSM Mosei.

Clear

Haxmute Clear, 4ytobbl Ha4yaTb HaCTPOMKY Ha 3TOM 3KPaHe 3aHOBO.

Index

LLlenkHMTe No NopsAKOBOMY HOMepY, YTO6bl M3MEHUTL MPaBUI0 MHOroaApeCcCHOW PacChIsiKU Ha
ocHoBe cTtaTtnveckmx MAC-agpecos Ana AaHHoro nopta (Mam NopTos).

Active

B 3TOM none ykasaHo, akTMBHO AaHHOE NpaBmI0 MHOr0aAPECHOW PacChlisiKM Ha OCHOBE
ctatuyecknx MAC-agpecos (Yes) nnn HeT (No). MpaBnio MOXHO BPEMEHHO OTK/IIOUYUTL, He
yaansas ero.
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Ta6nuua 39 SDkpaH Advanced Application > Static Multicast Forwarding (npoaonxeHue)

MNOJE

OMNCAHUE

Name

370 none oTob6paXkaeT UMs-onmncaHue, No KOTOPOMy MOXHO 6yAeT uaeHTUbUUMPoBaTh 3TO
NpaBuI0 MHOrOaApPECHOW PacChblsIKU Ha OCHOBe CcTaTudecknx MAC-aapecos.

MAC Address

370 none otobpaxkaeT MAC-aapec MHOroaapecHO paccbiikK, KOTOPbIA MAEHTUOULMPYET
rpynmny MHOrOaAPECHO PacChinKu.

VID 3To none nokasbiBaeT naeHTudukaTop rpynnsl VLAN, B KoTopyto ByAyT nepecbinaTbCs Kaaphl,
cogepxalme ykasaHHble MAC-agpeca MHOroaZpecHOM pacChbliKu.

Port 370 none nokasbliBaeT NOpT (MM NOpTbl), BXoaswMme B AgaHHyto rpynny VLAN, Ha KoTopble
6yayT nepecbinaTbCs Kaapbl, coagepxalne ykasaHHble MAC-agpeca MHOroaapecHom
paccCblIKK.

Delete Haxxmunte Delete, 4Tobbl yaannTb BbIGpaHHYHO 3anncb U3 MToroson Tabnuuebl.

Cancel Haxmunte Cancel, 4Tobbl CHATb BblAeNeHMe ¢ nepekntoyaTtenel Delete.
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PunbTpauus

12.1 O6G30p punTpaumumn

B sTon rnaee onucaHa dunbtpaumsa MAC-agpecos Ha nopTax.

OunbTpaumsa NO3BosisieT oTcemBaTb Tpaduk, NPOXoaAaLMI Yepe3 KoMMyTaTop, Ha ocHose MAC-
aZpeca NCTOYHMKA U/MNN NYHKTa Ha3HadyeHusa u naeHtudunkaTopa rpynnbsl VLAN.

12.1.1 O 4yem paccka3blBaeTCA B 3TOM rnaBse

C nomouwbto akpaHa Filtering (pa3a. 12.2 Ha cTp. 121) MOXHO co3aaTtb npasuaa ansa Tpaduka,
npoxoasilero Yepes KoMMmyTaTop.

12.2 Hactpowuka npaBuna cpunbsrpauyum

C noMolLblo 3TOro 3KpaHa MOXHO co3aaTh NpaBmaa dunbTpauum ans Tpaduka, NPoxXoasLlero yepes
KOMMyTaTop. YT06bl 0TO6pPa3nTb NOKa3aHHbLIA HUXE 3KpaH, BbiIbepuTe B HaBUrauMOHHOW NaHesnmn
Advanced Application > Filtering.

PucyHok 88 DSkpaH Advanced Application > Filtering

ame ]

'_ D|5card Soume O
Action

MAC Bl Bl B[ L B[ ]

viD
Addl Cancel | Clearl
Index Active Name MAC Address ViD Action Delete

Delete | Cancel |
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aBsa 12 dunbTpauns

Mong skpaHa onucaHbl B CJ'IED,y}OLI.I,Eﬁ Tabnuue.

Ta6bnuua 40 SkpaH Advanced Application > Filtering

NMOnE OMNMUCAHME

Active YcTaHoBWTE 3TOT nepekntoyaTenb, YTobbl BKAOYNTL NpaBuio. MNMpaBuio MOXHO BPEMEHHO
OTKJIIOUUTb, HE YAanssa ero, ecniv CHATb BblAe/IeHNe C 3TOro nepekyaTens.

Name BeeauTte nms-onucaxHme (4o 32 otobpaxaembix ASCII-cuMBONOB) ANs 3TOro npasuna. OHo
6yaeT ncnonb3oBaTbCsA TONBbKO AN UAEHTUHMKALNK.

Action BbibepuTe Discard source, 4tobbl oTbpacbiBaTh Kaapbl OT yka3aHHoOro MAC-agpeca UCToYHMKa
(ykasaHHoro B none MAC). Mpwu 3ToM KOMMyTaTop OyAeT NO-NpexHeMy oTNpaBAsTb Kaapbl Ha
yKasaHHbin MAC-agpec.

Bbi6epuTte Discard destination, yto6bl oT6packiBaTb Kagpbl Ha ykasaHHbIin MAC-agpec
Ha3HauyeHus (ykasaHHbl B none MAC). Mpu 3ToM KoMMyTaTop ByAeT no-npexHemy nosydatb
Kazpbl OT ykasaHHoro MAC-agpeca.

Boi6epuTte Discard source v Discard destination, uto6bl 6n10kMpoBaTh Tpaduk ot
ykasaHHoro B none MAC agpeca v Ha 3TOT agpec.

MAC Beeante MAC-agpec B COOTBETCTBYHOLWEM popMaTe, TO €CTb LWECTb Nap WecTHaauaTeEPUYHbIX
yuncen.

VID BBeanTte naeHTUdUKaUMOHHbIA HoMep rpynnbl VLAN.

Add Haxmnte Add, 4TO6bl COXPaHUTL M3MEHEHMS B ONEPATUBHON NaMAaTM KOMMyTatopa. 3Tu
HacCTpoliku 6yayT yTepsHbl B Clly4ae BblK/KOYEHUS KOMMyTaTopa uniun nepebos B nogadye
nUTaHWs, NO3TOMY MO 3aBepLUeHNM HAaCTPOMKN Heob6X0AMMO HaxaTb Ha CCbl/ike Save B BepXHeW
HaBUrauMOHHOW NaHenu ANsi COXpaHeHUs U3MEHEHWIA B SHEPrOHE3aBUCMMOW NaMaTH.

Cancel Haxxmnte Cancel, 4Tobbl COpOCUTL NONA K NpeablayLUNUM 3HaYEHUAM.

Clear Haxmute Clear, 4Tobbl BEpHYTbCSA K 3aBOACKMM HaCTPOMKaM.

Index B 3ToM nosie otobpaxaetcs NopsAKOBbIA HOMep npaBuia. HaxmMuTe Ha 3TOT HOMep, YTob6bI
W3MEHUTb HaCTPOWKMW.

Active B s3TOM none otobpaxaetcsa Yes, ecnv npasuio aktueHo, n NO, ecnu npasuiio OTK/IIOYEHO.

Name B sTOM none otobpaxaeTcsa uMa-onucaHne Ans gaHHoro npasunia. OHo ByaeT ncnonb3oBaTbCs
TONbKO ANs naeHTudunKaumm.

MAC B 3ToM none otobpaxaetcas MAC-agpec UCTOUYHMKA/MYHKTa Ha3HAYeHUs, a Takxe

Address naeHTudunkaunoHHbli Homep VLAN, koTopon npuHagnexut MAC-agpec.

VID B 3ToM nose otobpaxaetcs naeHTUdMKaUMOHHbI HoMep rpynnbl VLAN.

Delete B cton6ue Delete yctaHOBUTE NepekstoyaTeny npaBu, KOTOPbIE HYXHO yaanuTb, 3aTeM
HaxxMuTe kHonky Delete.

Cancel Haxxmute Cancel, yTobbl CHATL BblAeNeHMe C nepeknatoyaTenei B ctonbue Delete.
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13

[MpoTOoKON NOKpbIBaKLero AepeBa

13.1 O630p npoToKOna NoKpbiBawLero gepesa (Spanning
Tree Protocol)

[aHHbI KOMMYTaTOp NOAAEPXKUBAET NPOTOKOS MoKpbiBatowero gepesa (STP), 6bICTpbI NPOTOKON
nokpbiBatowero gepesa (RSTP) n NpoTOKON HECKONbKUX 3K3eMMNASPOB NOKPbIBAOLWEro AepeBa
(MSTP), kak 3TO onpeaeneHo B cneaywlmnx ctaHaapTax.

e IEEE 802.1d - npoTOKON MOKPbIBAOLWEro AepeBa
e IEEE 802.1w — 6bICTpbI/ NPOTOKO/ MOKPbIBAOLWEro AepeBa

e JEEE 802.1s — NpOTOKO/ HECKOJIbKMX 3K3EMMNISPOB MOKPbIBAOLWEro AepeBa

[aHHbIi KOMMYTaTOpP TaKXe MO3BOJIIET HACTPOUTb HECKONbKO KOHMUrypaumin STP (Heckonbko
nepesbeB). MMocne 3Toro NopThl MOryT 6bITb OTHECEHbI K Pa3/IMUHbIM AEPEBbLSM.

13.1.1 O yem paccka3sbiBaeTcs B 3TOU rnaBe

e C noMoLLbto 3KpaHa cocTosiHus Spanning Tree Protocol (pa3a. 13.2 Ha cTp. 126) MOXHO
MPOCMOTPETL CTaTyC npotokosna STP B pa3nuyHbix pexumax STP (RSTP, MRSTP unun MSTP),
KOTOPbI€ MOXXHO HAaCTPOUTb Ha KOMMYTaToOpeE.

¢ C nomoublo 3kpaHa Spanning Tree Configuration (pasa. 13.3 Ha cTp. 127) MOXHO
aKTMBMpPOBaTb HA KOMMyTaTope OAMH 13 pexumos STP.

e C nomouwbio akpaHa Rapid Spanning Tree Protocol (pa3a. 13.4 Ha cTp. 128) MOXHO
HacTpouTb NapameTpbl pexuma RSTP.

¢ C nomoublo akpaHa Rapid Spanning Tree Protocol Status (pa3a. 13.5 Ha cTp. 130) MOXHO
OTKpPbITb 3KpaH COCTOSIHUSI, 306paxeHHbIli Ha PUCYHKE HUXE.

e C nomouwbto 3kpaHa Multiple Rapid Spanning Tree Protocol (pa3a. 13.6 Ha cTp. 131) MOXHO
HacTpouTb NapameTpbl pexuma MRSTP.

¢ C nomoublo 3kpaHa Multiple Rapid Spanning Tree Protocol Status (pasa. 13.7 Ha cTp. 134)
MOXHO MPOCMOTpPETb cocTossHMe MRSTP.

e C nomouwbto 3kpaHa Multiple Spanning Tree Protocol (pa3a. 13.8 Ha cTp. 135) MOXHO
HacTpouTb NapameTpbl MSTP.

¢ C nomouiblo 3kpaHa Multiple Spanning Tree Protocol Status (pa3a. 13.10 Ha cTp. 140)
MOXHO MPOCMOTPETb COCTOSAHMEe MSTP.

13.1.2 Y10 HEeOOXOAUMO 3HaAThL

O3HakoMbTeChb C NpMBEAEHHON HUXXe MHGOpMaLumen o npoTokone STP, koTopas nomoxeT B paboTe ¢
3KpaHaMu, OonNNCaHHbIMUN HNXE B 3TON rnase.
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"naBa 13 MpoToKkon nokpelBaKwLLero gepesa

(BbICTpbIN) NPOTOKOMN NOKpPbIBaKoLLEro Aepesa

MpoTokon (R)STP o6HapyXuBaeT 1 pa3pbiBaeT CETEBbIE NETAN U 06eCNeUNBaAET HaIMUME 3anacHbIX
KaHanoB Mexay KOMMyTaTopaMu, MOCTaMu Uau MapLlipyTusaTtopamu. OH No3BONSET KOMMyTaToOpy
B3aMMOAENCTBOBaTb C APYrMMM YCTPOMCTBaMM, noaaepxmeatowmnmm npotokon (R)STP, 6naroaaps
yeMy LOCTUrAETCS Ha/Mumne TOMbKO OAHOIO MyTWU MexAay No6biMU ABYMS CTaHUMAMU B CETH.

[aHHbI KOMMYTaTOp NoaAepXuBaeT 6bICTPbIN NPOTOKON MOKpbIBatowero gepesa RSTP,
onpeaeneHHbl ctaHgaptom IEEE 802.1w. OH obecneunBaeT 6onee 6bICTPyO CXOAUMOCTb
NOKpbIBaOLLEro Aepesa No cpaBHeHUto ¢ STP (u B To e BpeMs 06paTHO COBMECTUM C MOCTaMMu,
NoAAEPXMBAOLWUMKN TONbKO NpoTokon STP). Mpu ucnonb3osaHum RSTP nHdopmaumsa 06 nsmMeHeHun
TOMOJIOMMW HEMOCPEACTBEHHO PACMpOCTPAHSAETCS NO BCEW CETU OT YCTPOWMCTBA, Bbl3BaBLUErO
n3MeHeHue Tononoruun. MNpu ucnonb3oBaHum STP ana atoro TpebyeTcsa 6onbliee BpeMs, Tak Kak
YCTPOWCTBO, Bbl3BaBLUEE U3MEHEHME TOMONOMMN, NPEXAe BCEro yBeAoMseT 06 3TOM KOpHEBOW
MOCT, KOTOpbI/ B CBOK o4Yepenb pacnpocTpaHsieT nameHeHue no cetn. Kak B RSTP, Tak u B STP
OCYLLECTBNSETCSA yAaNlEHNE HEHYXHbIX NONYYEHHbIX aapecoB 13 6a3bl AaHHbIX dunbTpauuu. Mpu
ncnonb3oBaHumM RSTP nopT MoxeT HaxoAuTbCs B cocTosHusAx Discarding, Learning n Forwarding.

NMpuMeyaHne: B 4aHHOM pyKOBOACTBE NOJIb30BaTeNs YNOMUHAHUE «STP» OTHOCUTCS Kak K
npotokony STP, Tak n K npotokony RSTP.

TepmuHonorua STP
KOpHeBOﬁ MOCT — 3TO OCHOBaHME NOKpbIBaOLWEro Aepesa.

CTOMMOCTb NyTU — 3TO CTOMMOCTb Nepefayun Kazpa B /IOKaNbHYI0 CeTb Yyepes 3ToT nopT. CTOMMOCTb
pekoMeHAyeTcsl Ha3HadaTb B 3aBUCUMOCTUM OT CKOPOCTU KaHana, K KOTOpPOMY MOAK/YEH NopT. YeMm
MeaneHHee KaHan, TeM Bbllle CTOMMOCTb.

Ta6nuua 41 CTOMMOCTb NyTen npoTokona STP

CKOPOCTb PEKOMEHOYEMOE | PEKOMEHOYEMbIN OOonyCTUMbIH

KAHADNA 3HAYEHUE OUATMA30H OUATMA3OH
CTonMocCTb NyTH 4 Méut/c 250 OT1 100 pgo 1000 OT 1 po 65535
CToMMoCTb NyTHn 10 MéuT/c 100 OT 50 po 600 Ot 1 po 65535
CTonMoCTb NyTH 16 MbuT/c 62 Ot 40 po 400 OT 1 po 65535
CToMMocCTb NyTHn 100 M6ut/c 19 OT 10 po 60 Ot 1 po 65535
CTonMocCTb NyTH 1 réut/c 4 Ot 3 po 10 OT 1 po 65535
CToMMocCTb NyTHn 10 réut/c Orlpmo5 Ot 1 po 65535

Ha ka>aoM MOCTy KOPHEBbIM MOPTOM SIBJISIETCS MOPT, Yepe3 KOTOpbIi AaHHbIA MOCT OCYLLECTBASIET
CBsI3b C KOPHEM. TakuM NMOpPTOM Ha AaHHOM KOMMYTaTOpe SBMASETCS NOPT C HaMMEHbLUE CTOMMOCTbIO
nyTW K KOpPHIO. ECiM KOpHEBOro NopTa HEeT, TO AaHHbIN KOMMYTaTOpP CYMTAETCS KOPHEBbIM MOCTOM
CeTu MOKpbIBaloLLEero Aepesa.

[ns Kaxaoro cerMeHTa NOKasbHOM ceTu BbibupaeTcst Ha3HadeHHbI MocT. Cpeam BCeX MOCTOB,
MOAKJ/TIOYEHHbIX K JIOKaNbHOW CeTU, 3TOT MOCT MMEET HAaUMEHbLUYK CTOMMOCTb MYTU K KOPHIO.

Kak pabotaeTt npotokon STP

Mocne Toro, kKak MOCT C MOMOLLbIO NpoTokona STP onpeaensieT nokpbiBatoLlee AepPeEBO C
HaNUMEHbLLEN CTOMMOCTbIO MYTU, OH aKTUBUPYET KOPHEBOI MOPT U MOPThl, HAa3HAUYEHHbIE AN
NOAKJ/TIOUYEHHbIX JIOKANbHbIX CETEN, a TakXKe OTK/IoUYaeT BCE OCTalibHble NOPThl, NPUHMMaOLLME

PykoBogcTso none3osatens Ansa cepun GS3700 n XGS3700

124



"naBa 13 MNpoTokon nokpblBaoLWEero aepesa

ydyacTue B NOKpPbIBAOWEM AEpPEBE. CeTeBble NakeTbl, TaKNM 06pa30M, HanpaBndalnTCA TOJIbKO 4Yepe3
MNOAKNKYEHHbIE MOPTbl, YTO UCKJTKOYAET BO3MOXHOCTb BOBHUKHOBEHNA CETEBbLIX METENb.

KoMMyTaTopbl, Noaaepxueatolime npotokon STP, neproanyeckm ob6MeHMBaoTcsa 6/10KaMu AaHHbIX
MOCTOBOrO npoTokosa (BPDU). Mpu M3MEHEHUN TOMOSIOrMM NIOKaNbHOW CETU, COeANHEHHON MOCTaMu,
CO3/1aeTca HOBOE MOKpbIBalolLee AepeBo.

Mocne co3aaHna cTtabunbHOW CETEBOM TOMOMIOrMKM BCe MOCTbI oxxuaatoT 6nokos BPDU Tuna Hello oT
KOpHEeBOro MocTta. Ecnm MocT He nonydaeT 6noka AaHHbIX Hello no ncreyeHmnn 3apaHee
onpeaeneHHoro nHTtepsana (Max Age), TO OH MOHMMAaET 3TO KakK OTCYTCTBME KaHana K KOpPHEBOMY
MOCTY. Toraa 3TOT MOCT NpeanpUHUMAET NOMbITKM CBA3aTbCS C APYrMMU MOCTaMu, YTobbI
NepeHacTpouUTb CETb U CO3AaTb HOBYIO AENCTBYIOLLYIO CETEBYIO TOMOMOTUIO.

CocTtosiHnA nopToB No npotokony STP

B uensx ycrpaHeHus 3aumMKIMBaHMUA NakeToB NpoTokon STP Ha3HayaeT nopTy OAHO U3 NSATU
COCTOSAHWI. [Ana npefoTBpalleHNs NoSBAEHNS KPaTKOBPEMEHHbIX MEeTe/b HE pa3peLlaeTcs
nepeksloyYeHme NopTa MoOCcTa M3 COCTOAHMUS 6/IOKMPOBKIN HEMOCPEACTBEHHO B COCTOSIHME MEPECHIIKM.

Tabnuua 42 CoCTOSIHMS NOPTOB MO NpoToKony STP

COCTOAHVE | onucanue

Disabled MpoTokon STP oTkAtoYeH (N0 yMONYaHUIO).

Blocking MpuHuMatoTca n obpabaTtbiBatoTCa TONbKO NakeTbl BPDU HacTpoviku 1 ynpasneHus.

Listening MpuHuMatoTCca n obpabaTtbiBatoTca BCce nakeTbl BPDU.
MpumevaHue: CoctosHne «Listening» He ncnone3yetca B RSTP.

Learning MpuHuMatoTca n obpabaTtbiBatoTca Bce nakeTsl BPDU. Kagpbl MHDOpMauum HanpaensoTcs
npoueccy nosyyeHus (3anomMmMHaHus), HO HE MepechkinatoTCs.

Forwarding MpuHuMatoTca n obpabatbiBatoTcsa Bce nakeTol BPDU. Bce kaapbl HGOpMaLMn NpUHUMAKTCA
1 nepecoblnatoTcs.

BbICTpPbI NPOTOKON HECKONbLKUX 3K3eMMNISPOB NOKPbIBaloLero agepesa

MpoTokon MRSTP (6bICTPbI NPOTOKONT HECKOJIbKMX 3K3EMMNJISPOB MOKpbIBatowWwero gepesa, Multiple
RSTP) npeacraBnsieT coboit pupmMeHHyto pyHkunto ZyXEL, coBMmecTtuMyto c npoTtokonamu RSTP un
STP. NMoaaep>xka MRSTP no3BonsieT HAaCTPOUTb HA KOMMYTaTope HECKOJ/IbKO 3K3eMMAsipoB
NMOKpbIBatoLero AepeBa M HasHa4yaTb MOPTbl KaXaoMy AepeBy. Kaxaoe 13 NoKpbiBalOLWMX AepeBbeB
paboTaeT He3aBMCMMO C UCMOIb30BaHMeM COBCTBEHHON MHMOPMaLMK O MOCTax.

B nokasaHHOM HMXe npuMepe Ha KoMMmyTaTope A ncnosb3ylTcs aBa sk3emnnspa RSTP (MRSTP 1 n
MRSTP2).

Ons HacTpolikn MRSTP Heobxoammo BkNtoUMTb MRSTP Ha KOMMyTaTtope U ykasaTb NopThl,
npuHagnexatlme K KaxaoMy n3 3K3eMMnaspoB NOKpbIBaKOLLEro Aepesa.

MpuMeyaHue: Kaxabli NOPT MOXET NpUHaaiexaTb TO/IbKO K 0OAHOMY aAepeBy STP.

PykosogcTso none3osatens Ansa cepun GS3700 n XGS3700

125



"naBa 13 MpoToKkon nokpelBaKwLLero gepesa

PucyHok 89 [pumMep ceTun ¢ nogaepxkoin MRSTP

Mpotokon MSTP

MpOTOKON HECKONbKMX 3K3EMMNNSAPOB NoKpbiBatowero gepesa MSTP (IEEE 802.1s) obpaTHo
COBMeCTUM C npoTokonamu STP/RSTP u ycTpaHAeT orpaHuyeHuns, XapakTepHble Ans CYLeCTBYOLWMX
npoTtokonoB STP u RSTP 3a cyeT peanusaumn cneayowmx GyHKUNNA:

e OpHo obulee n BHYTpeHHee nokpbiBatowee gepeso (Common and Internal Spanning Tree, CIST),
npeacTaBnsiiollee CTPYKTYPY CBS3HOCTU BCEW CETH.

e [PynnMpoBKa HECKOSIbKMX MOCTOB (MM KOMMYTUPYHOLLUX YCTPOWUCTB) B PErnoHbl, KOTOpble
paccMaTpuBalTCs CETb Kak OAMH MOCT.

e CBs3sbiBaHMe VLAN c KOHKpeTHbIM 3K3eMMpOoM NnokpbiBatowero aepesa (MSTI). bnarogaps MSTI
MOXHO MCMOMb30BaTb OAHO M TO Xe MOoKpblBalLlee AepeBo AN Heckonbknx ceten VLAN.

e B0O3MOXHOCTb 6anaHCcMpoBKM Harpysku 6narogaps UCnonb30BaHMIO AN Tpaduka pasanyHbIX
VLAN KOHKpEeTHbIX NyTel B pervoHe.

13.2 CocTosiHMe NpoTOoKOsia NOKpbIBAlOLWero aepesa

Bua akpaHa COCTOsSIHUS NPOTOKOa NMOKpPbIBAKOLWEro AepeBa 3aBUCUT OT TOr0, Kakol cTaHaapT 6bin
Bbl6paH Ana cetn.YTo6bl OTKPLITL NPUBEAEHHBIN HUXE 3KpaH, Bbibepute B MeHtio Advanced
Application > Spanning Tree Protocol.

PykoBogcTso none3osatens Ansa cepun GS3700 n XGS3700

126



"naBa 13 MNpoTokon nokpblBaoLWEero aepesa

PucyHok 90 SkpaH Advanced Application > Spanning Tree Protocol
[ @) Spanning Iree Protocol Status Configuration RSTP MRSTP MSTP

Spanning Tree Protocol: RSTP

Bridge e ROOE e, Our Bridge

Brnge o b A00BROO0NARN, o SIOUREO00BA0000000

Hello Time {second) . S

. Maxhge(second) 0 Y

Forwarding Delay (second) o o
Cost to Bridge o

B L
o Jopology Changed Times s
Time Since Last Change 00000

Bua AaHHOr0O aKpaHa 3aBUCUT OT TOro, Kakon ns pexumos STP (RSTP, MRSTP nan MSTP) 6bin
BblbpaH Ha komMmyTaTope. lNMNoapobHoe onncaHne AaHHOrO 3KpaHa NpUBOAUTCA B pasgene,
cneaylowmMm 3a pas3genom C onMcaHMeM HacTpPoMKK COOTBETCTBYOWeEro pexuma STP. YTobbl BbibpaTb
OAMH n3 pexumoB STP ansa kommyTaTopa, HaxmuTte Ha Configuration.

13.3 Hactpomnka npoTokona noKpbiBarKLiero gepesa

Ha skpaHe Spanning Tree Configuration MOXHO akTMBMpOBaTb Ha KOMMyTaToOpe OAUH U3
pexumoB STP. Boibepute nyHkT Configuration Ha skpaHe Advanced Application > Spanning
Tree Protocol.

PucyHok 91 SkpaH Advanced Application > Spanning Tree Protocol > Configuration

[ @) Spanning lree Configuration Status

& Rapid Spanning Tree
Spanning Tree Mode  Multiple Rapid Spanning Tree
O Multiple Spanring Tree

Applyl Cancel |

Mons akpaHa onucaHbl B creayrowen Tabnuue.

Tabnuua 43 DkpaH Advanced Application > Spanning Tree Protocol > Configuration

MOnE OMNMUCAHUE
Spanning Tree Ha KoMMyTaTOpe MOXHO aKTMBMPOBaTb OAWMH M3 pexumos STP:
Mode

Bbibepute Rapid Spanning Tree, Multiple Rapid Spanning Tree nan Multiple
Spanning Tree. O6wyto nHdopMaumo o STP MoXHO HalTh B pa3a. 13.1 Ha cTp. 123.

Apply Haxmunte Apply, 4TOo6bl COXPaHUTL U3MEHEHNSA B ONepaTMBHON NamMaTn KOMMyTaTopa. OTu
HaCTpOMKKN ByayT yTepsiHbl B Clly4ae BbIK/IOYEHWS KOMMyTaTopa unun nepebos B nogade
NUTaHWS, NO3TOMY MO 3aBepLUEHUN HAaCTPOMKM He06X0ANMMO HaxaTb Ha CCbisike Save B
BEPXHEW HaBUrauMOHHOW NaHenu Ans COXpaHEeHUS U3MEHEHU B SHeproHe3aBMCMONn
namaTw.

Cancel Haxmunte Cancel, 4To6bl HaYaTb HAaCTPOMKY Ha 3TOM 3KPaHe 3aHOBO.
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13.4 HacTtpouka ObICTPOro npoToKosia NOKpbIBaloLero
aepesa

C noMoLLbio 3TOro aKpaHa MOXHO HAaCTpPOUTb NapameTpbl pexnma RSTP, 6onee noapobHyto
nHdopMaumio o pexmme RSTP MOXHO HalTK B pa3a. 13.1 Ha cTp. 123. Boibepute nyHKT RSTP Ha
skpaHe Advanced Application > Spanning Tree Protocol.

PucyHok 92 SkpaH Advanced Application > Spanning Tree Protocol > RSTP

[ @) Rapid Spanning Iree Protocol Status
Active |

Bridge Priority
Hello Time Seconds
MAX Age Seconds

Forwarding Delay Seconds

Port Active Edge

Priority Path Cost
* m = L] L]
1 m =
2 0 O 128
3 0 O 128
s m =
5 O O

L] W ~—

25 O O 128
28 m m
27 O O
28 O O 128

Mons aKpaHa onucaHbl B crieayioLen Tabnuue.

Tabnuua 44 SkpaH Advanced Application > Spanning Tree Protocol > RSTP

NMOonEe OMNMUCAHUE

Status BbibepuTte Status, uTo6bl 0TO6pa3nTb skpaH coctosHns RSTP Status (cM. puc. 93 Ha
ctp. 130).

Active YcTaHOBUTE 3TOT NepekntoyaTtesb, YTobbl BKAUYNTL NpoTokon RSTP. CHuMuKTe BblaeneHmne

C nepekntoyvartens, 4ytobbl oTkAOUUTL RSTP.

MpumeyaHme: YTobbl BKMOUMTL NpoTokon RSTP Ha koMMyTaTope, HeoOXoaMMO Takke
akTmBmpoBatb pexum Rapid Spanning Tree Ha akpaHe Advanced Application >
Spanning Tree Protocol > Configuration.
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Tabnuua 44 SkpaH Advanced Application > Spanning Tree Protocol > RSTP (npoaosmkeHue)

MNOJE

OMUCAHUE

Bridge Priority

lMpuopuTeT MOCTa UCNOMb3YEeTCs AJ1S OnpeAeneHns KOPHEBOro KOMMyTaTopa, KOPHEBOrO
nopTa U Ha3HayeHHoro nopta. KoMMyTaTop C HamBbICLLIMM NPUOPUTETOM (HanMeHbLUee
UMCNOBOE 3HAYEHNE) CTAaHOBUTCS KOPHEBLIM KOMMYTaTopoM npoTokona STP. Ecnn y Bcex
KOMMYTaTOpPOB OAMHAKOBbIA NMPUOPUTET, TO KOPHEBBLIM CTAHOBUTCA KOMMYTaTOPOM C
HanMeHblwnM MAC-agpecoM. Beibepute 3HaueHMe B HUCNadaroLwWweM Crncke.

YeM MeHbluee 4ncnoBoe 3HaveHne byaeTt BbiIbpaHo, TeM Bbilwe 6yaeT NpUoOpUTET Y 3TOr0
MocTa.

MapameTp Bridge Priority onpenensietr KopHeBOW MOCT, KOTOPbIA, B CBOI o4vepesb,
onpegenset napameTtpbl Hello Time, Max Age n Forwarding Delay.

Hello Time BpeMeHHOW nHTEpBan B cekyHAax Mexay KOHdurypauuoHHbIMM coobuieHnamm BPDU
(6510KM A@HHbIX MOCTOBOIO MPOTOKOMA), FreHepUpyeMbiMU KOPHEBLIM KOMMYTaTOPOM.
[OnanasoH fonycTMMbIX 3Ha4yeHuit — oT 1 go 10 cekyHa.

Max Age MakcuManbHoe BpeMs (B CEKYHAAX), B TEYEHME KOTOPOro KOMMYyTaTtop MOXET

npocrameaTb, He nony4as coobuweHnin BPDU, npexxae 4eM OH npeanpuMeT NonbITKY
NPON3BECTN HAaCTPOWNKY 3aHOBO. Bce nopTbl KOMMyTaTopa (3@ UCKIOYEHNEM Ha3HaYeHHbIX
NOPTOB) AO/MKHbI Nony4vaTb coobweHns BPDU yepes perynsipHble NPOMeXyTKN BPEMEHMU.
Jltobor nopT ¢ yctapeswen nHdopmaunen npotokona STP (coaepxallencs B nocinefHem
coobuweHnn BPDU) cTaHOBUTCSH Ha3HAYE€HHbIM MNOPTOM AN NOAKIOYEHHOW JIoKasIbHOM
cetu. Ecnun 310 KOPHEBOW MOPT, TO HOBbIN KOPHEBOM NOPT BblibMpaeTcsa U3 NOpToB
KOMMYyTaTopa, NOAK/IOYEHHbIX K ceTU. [lnanasoH AOMYCTMMbIX 3Ha4YeHun — oT 6 ao 40
CeKYHA.

Forwarding Delay

BpemeHHOW MHTepBan (B CEKyHAAX), B TEYEHNE KOTOPOro KOMMyTaTop OXWAaeT, npexae
YeM CMeHUTb COCTOSAHMSA. JTa 3adepxXKka HeobxoanMa Ana Toro, 4YTobbl KOMMyTaTOp ycnen
noayyYnTb MHMOPMaLIMIO O TONOMOMMM NPeXAe, YeM OH HaYHET nepecbinatb Kaapbl. Kpome
TOro, KaXxxaoMmy nopTty TpebyeTcs BpeMs Ana NonyyvyeHus nHpopmaumm o KoHdInKTax,
KOTOpas MOXeT 3aCTaBUTb ero BEPHYTLCS B COCTOSIHNE 6OKMPOBKK; B MPOTUBHOM Cly4yae
MOFyT BO3HUKHYTb BPEMEHHbIE NETAN AaHHbIX. [lnana3oH AOMYCTUMbIX 3HAYEHUI — OT 4 A0
30 cekyHA.

Kak npaswuno:

Mpumeyanwne: 2 * (Forward Delay — 1) >= Max Age >= 2 * (Hello Time + 1)

Port

B 3TOM nosie oTo6pakaeTcs HoMep rmopTa.

HacTpolikn B 3TOI CTPOKe NMPUMEHSIIOTCA KO BCEM MOpTaM.

3Ty CTpPOKy He06X0AMMO UCMOb30BaTh /MLb B TOM C/lyyae, ec/in HaCTPOMKN BCeX MOPTOB
[OMKHBI 6bITb 0AMHAKOBLIMW. C MOMOLLBIO 3TOW CTPOKM MOXHO CHayasna HasHauyuTb obumne
ANs BCEX MOPTOB HACTPOMKM, a 3aTEM BHECTU HEOHXOANMbIE U3MEHEHUS HA YPOBHE
oTAeNIbHOro rnopTa.

MpumeyaHue: 'ameHeHWs1 B JaHHOW CTPOKe Cpasy Xe KonnpyrTCcd Ha BCE NOPThI.

Active

YcTaHOBUTE 3TOT NepeksitoyaTesb, YTobbl BKKOYNTL Ha 3TOM MOpTYy npoTtokosa RSTP.

Edge

YCTaHOBUTE 3TOT MepeksitoyaTenb, YTobbl BbI6paTh A4S NopTa posib FPaHUYHOro nopTa,
€C/IY OH HaMNpPsAMYI0 MOAK/IOUYEH K KOMMbIoTEPY. MPaHMUHbIA MOPT HEMEASIEHHO MEeHseT
CBO€ NnepBOHayvasibHOe COCTosiHME Kak nopTa STP ¢ 610kMpytowero Ha nepecbliaollee,
MUHYS COCTOSIHMS MPOCAYLWMBAHUS U 3aNOMMHAHMUs, Cpasy nocne Bbi6opa 3Toro noprta B
KauecTBe MPaHNUYHOro MM Noc/e U3MEHEHUS COCTOSHUS COEAMHEHWUSI Ha 3TOM MOPTY.

Mpumedanne: MpaHMYHLIV NOPT NepecTaeT ObITb TAKOBLIM, Kak TONbKO OH nonyyaet 6ok
AaHHbIX MocToBOro npotokona (BPDU).

Priority

34ecb MOXHO onpeaennTb NPUOPUTET ANA KaXaoro n3 nopTos.

YpoBeHb npuopuTeTa onpeaenser, Kakon 13 nopToB HYXHO OTKIOYNUTb, KOraa Ha
HEeCKONbKMX NopTax KoMMyTaTopa obpasyetcsa netns. MNopTbl ¢ 60/1€ee BbICOKMM 3HaYEeHNEM
npuopuTETa OTKIOYAKOTCA NepBbiMU. JONyCTUMbIM Anana3oH 3HadeHun — ot 0 go 255, no
YMOJTYaHMIO YCTaHaBIMBAETCSa YpoBEHb nNpuoputeTa 128.
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Ta6bnuua 44 3k

paH Advanced Application > Spanning Tree Protocol > RSTP (npogonxeHue)

MNOJE

OMUCAHUE

Path Cost

CTOMMOCTb NYTU — CTOMMOCTb NepeAayvn Kagpa B IOKaNbHY CeTb Yyepes3 3TOT MnopT.
[aHHoe 3HavyeHne pekoMeHAyeTcs BbibMpaTb B 3aBMCUMMOCTM OT CKOPOCTM MocCTa. Yem
HUWXe CKOPOCTb, TEM BbIlle CTOMMOCTb — A/ NOJSyYEHUS AOMNONHUTENBHOM MHDOPMaL MM
cM. Tabn. 41 Ha cTp. 124.

Apply

HaxmuTte Apply, UTO6bl COXpPaHUTb U3MEHEHUS B ONEPATMBHOW NaMsTU KOMMyTaTopa. OTu
HaCTPOMKKN ByAyT yTepsiHbl B C/ly4ae BbIK/IOYEHUS KOMMyTaTopa unun nepebos B nogade
NMUTaHWS, NO3TOMY MO 3aBepLUEHUN HAaCTPOMKM HEOBXOANMMO HaXaTb Ha CCbisike Save B
BEPXHEN HaBUTrauMOHHOM NaHenu Ans COXpaHeHUS U3BMEHEHUI B SHEProHE3aBUCMMOW
namsTw.

Cancel

HaxmMute Cancel, 4To6bl HaYaTb HAaCTPOMKY Ha 3TOM 3KpaHe 3aHOBO.

13.5 CocTosiHMe ObLICTPOro NPOTOKOSa NOKPbIBaKOLLEro

nepesa

YT106bI OTO6pPasnTb Ccneayowmin akpaH coctosHus, Bblbepute nyHKT Advanced Application >
Spanning Tree Protocol B HaBuraumoHHon naHenu. bonee nogpobHyto nHpopmaumio o RSTP

MOXHO HamTW B

NMpuMmevaHue:

pa3a. 13.1 Ha cTp. 123.

[aHHbI 3KpaH AOCTYNEH NNLLb B TOM C/llyYyae, ecii Ha KoMMyTaTope 6bin

BKOUYEH npoTokon RSTP.

PucyHok 93 SkpaH Advanced Application > Spanning Tree Protocol > Status: RSTP

[ @) Spanning

Spanning Tree Protocol: RSTP

Bridge i, PoOt .. OurBridge
Beige 1D e ) oL T LT — 1] L 1L T
Hello Time (second) =~ i D
e AR IR ISBEONH), s L —— < S————
Forwarding Delay {second) n 0
Cost to Bridge L0
. Petion 0000
e PN GO IO, s S
Time Since Last Change 0000

ree Frotocol Status Configuration RSTP MRSTP MSTP

Mons aKpaHa onucaHbl B crieayoLen Tabnuue.

Tabnuua 45 SkpaH Advanced Application > Spanning Tree Protocol > Status: RSTP

MNOJNE

OMNCAHUE

Configuration

HaxmMunte Configuration, 4yTo6bl BbiI6paTh HYXHbIN pexum STP. YTo6bl U3MEHUTbL
HacTporkn RSTP komMmyTaTopa, Haxmute RSTP.

Bridge

Root oTHOoCMTCA K OCHOBaHMIO NOKpbiBatoLero gepesa (kopHeBon MocT). Our Bridge -
AaHHbIN KOMMYyTaTOp. [laHHbI KOMMYTaTOp TakXXe MOXET 6blTb KOPHEBLIM MOCTOM.
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Tabnuua 45 SkpaH Advanced Application > Spanning Tree Protocol > Status: RSTP (npogonxeHue)

NMOonEe ONMUCAHUE

Bridge ID YHWKanbHbI MAeHTUMOUKATOP AaHHOrO MOCTa, COCTOSILLMIA U3 YPOBHSA NpUopuTeTa MOCTa U
MAC-agpeca. Ecnm KoMMyTaTop ABASIETCA KOPHEBLIM, TO B Nonsax Root 1 Our Bridge
YKa3bIBAETCA OAMH W TOT Xe naeHTudukartop.

Hello Time BpemeHHON nHTepBan (B CeKkyHAax), B TeUEHME KOTOPOro KOPHEBOW KOMMYTaTop

(second) nepeaaeT KOHMUrypaumoHHoe coobuieHne. 3HaveHns napameTtpos Hello Time, Max Age u

Forwarding Delay onpeaensieT KOpHEBOW MOCT.

Max Age (second)

MakcumanbHoe BpeMs (B CeKyHAax), B TeYEHUe KOTOPOro KOMMYTaTop MOXeT
npocTamBaTb, He Moslyyast KOHPUrypaLuMoHHOro coobLieHusi, Npexae YeM OH npeanpumeT
MonbITKY NPOU3BECTM HaCTPOliKy 3aHOBO.

Forwarding Delay
(second)

Bpems (B cekyHAax), B TEYEHUE KOTOPOro KOPHEBOW KOMMYTAaTOp OXWAAET Nepes CMeHoun
cocTosiHuiA (To ecTb oT Listening k Learning u 3atem k Forwarding).

MpumeyaHwme: CocTosiHMe «Listening» He ncnonbayetcs B RSTP.

Cost to Bridge

CTOMMOCTb MYyTU OT KOPHEBOIO NopTa Ha AaHHOM KOMMYTaTOpe K KOPHEBOMY
KOMMYTaTopy.

Port ID

YpoBeHb NpYoOpUTETA M HOMEP MOPTa Ha KOMMyTaTope, Yepes KOTOpbIi 3TOT KOMMYyTaTop
[LOJKEH CBA3bIBATbCS C KOPHEM MOKPbIBAIOLWEro AepeBa.

Topology Changed
Times

KonnuyecTtBo cMeH KoHdUrypaLumm nokpbiBatoLlero Aepesa.

Time Since Last
Change

BpeMﬂ, npouweauiee c rnocnegHen CMeHbl KOHCbVIpraLlVIVI NOKpbIBAaOWeEro gepeesa.

13.6 Hactpounka npotokona MRSTP

YT106bl HacTpouTb NpoTokon MRSTP, BbibepuTe nyHkT MRSTP Ha skpaHe Advanced Application >
Spanning Tree Protocol. Gonee nogpobHyto nHdopmaunto o MRSTP MOXHO HanTu B pa3a. 13.1 Ha

cTp. 123.
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PucyHok 94 SkpaH Advanced Application > Spanning Tree Protocol > MRSTP

Status
Tree Active Bridge Priority Hello Time MAX Age Forwarding Delay
1 O |32?53 V| |2 |seconds seconds
2 O |32?58 V| |2 |seconds seconds
Port Edge Priority Path Cost Tree
. 0 O [ ]
1 O O
2 O O
3 | | 128
4 O O 128
5 O O 128
B = e
25 O O
2 O O 128
27 O O
28 O 0 128

Mong skpaHa onucaHbl B cnep,yrou.l,eﬁ Tabnuue.

Tabnuua 46 SkpaH Advanced Application > Spanning Tree Protocol > MRSTP

MOnE OMUCAHMUE

Status Haxmnte Status, 4uTob6bl 0TO6pasnTh akpaH coctosiHns MRSTP Status (cMm. puc. 93 Ha
cTp. 130).

Tree MopsaakosbIi HOMep AepeBa STP (TONbKO ANA UTeHuA).

Active YcTaHOBUTE 3TOT NepekntoyaTtesb, YTobbl BKIOUYNTL AepeBo npoTokona STP. CHumuTe

BblAE/IEHME C MepekyaTens, YTobbl OTKIUYUTL AepeBo npoTokona STP.

Mpumeyanme: YTobbl BKMOUMTL NpoTokonn MRSTP Ha kommyTaTtope, HEOOX0AMMO Takke
aktmempoBatb pexum Multiple Rapid Spanning Tree Ha akpaHe Advanced
Application > Spanning Tree Protocol > Configuration.

Bridge Priority

MpuopuTeT MOCTa UCNOMb3YETCH 4SS OnpeAeneHns KOPHEBOr0 KOMMyTaTopa, KOPHEBOIO
rnopTa U HasHayeHHoro nopta. KoMmMmyTaTtop C HauBbICLUMM MPUOPUTETOM (HauMeHbLlee
UMCNOBOE 3Ha4YeHUEe) CTaHOBUTCS KOPHEBbIM KOMMYTaTopoM npoTtokona STP. Ecnn y Bcex
KOMMYTaTOPOB OAWHAKOBbIA MPUOPUTET, TO KOPHEBBLIM CTAHOBUTCSH KOMMYTaTOPOM C
HamMeHblwnM MAC-agpecoM. BbeibepuTte 3HayeHne B HMCMAAaloLWEM CNMCKe.

YeM MeHbLIee YNCNOoBOEe 3HaUeHne 6yaeT Bbi6paHo, TeM Bbilwe 6yAeT NPUOPUTET Y 3TOMO
MocCTa.

MapameTp Bridge Priority onpenenser KOpHEBOW MOCT, KOTOPbIA, B CBOIO OYepeab,
onpenenseT napameTtpbl Hello Time, Max Age u Forwarding Delay.

Hello Time

BpemeHHOW MHTEpBan B ceKyHAax Mexay KOH@UrypauMoHHbiMu cooblieHnsammn BPDU
(610KM A@HHbBIX MOCTOBOIO NPOTOKOMA), FreHEPUPYEMbIMU KOPHEBBLIM KOMMYTaTOPOM.
[Onana3oH fonycTMMbIX 3Ha4yeHuit — oT 1 4o 10 cekyHa.
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Tabnuua 46 SkpaH Advanced Application > Spanning Tree Protocol > MRSTP (npogonxeHue)

MNOJE

OMUCAHUE

Max Age

MakcrumanbHoe BpeMs (B CEKYHAAX), B TEYEHUEe KOTOPOro KOMMyTaTtop MOXeT
npocrameaTb, He nony4as coobweHnin BPDU, npexae 4eM OH npeanpuMeT nonbITKY
NPON3BECTN HACTPOWKY 3aHOBO. Bce nopTbl KOMMyTaTOpa (3a UCKIIOYEHNEM HAa3HAYEHHbIX
NOpPTOB) AO/MKHbI Nony4vaTb coobweHnsa BPDU yepes perynsipHble NPpOMeXyTKN BPEMEHM.
Jltobor nopT ¢ yctapeswen nHdopmaunen npotokona STP (coaepxallencs B NociefHeM
coobuweHnn BPDU) cTaHOBUTCSH Ha3HAYE€HHbIM MNOPTOM AN NOAKOYEHHOW sI0KasIbHOM
cetu. Ecnn 310 KOPHEBOW MOPT, TO HOBbIN KOPHEBOM NOPT BblibMpaeTcsa U3 NopToB
KOMMYyTaTopa, NOAK/IOYEHHbIX K ceTU. lnana3oH AOMYCTMMbIX 3Ha4YeHun — oT 6 Ao 40
CeKYHA,.

Forwarding Delay

BpemeHHOW MHTepBan (B CeKyHAax), B TeYEHUEe KOTOPOro KOMMyTaTop OXWAaeT, npexae
YeM CMEHUTb COCTOSHUSA. DTa 3a4epxKa HeobxoamMMma Ans Toro, 4Tobbl KOMMyTaTOP ycnen
noayyYnTb MHOPMaLIMIO O TONOMOMMM NPEeXAe, YeM OH HaAYHET nepecbinatb Kaapbl. Kpome
TOro, Kaxxaomy nopTty TpebyeTcsa BpemMs Ana NoayyvyeHus nHpopmaumm o KoHdInKTax,
KOTOpasi MOXET 3acTaBUTb ero BEPHYTbLCSA B COCTOSIHUE 6/10KMPOBKK; B MPOTUBHOM Ciiyvae
MOFyT BO3HWKHYTb BPEMEHHbIE NeTAN AaHHbIX. [lnana3oH AONYCTUMbIX 3HaYE€HUI - OT 4 A0
30 cekyHA.

Kak npaswuno:

Mpumeyanwne: 2 * (Forward Delay — 1) >= Max Age >= 2 * (Hello Time + 1)

Port

B 3TOM nosie oTo6pakaeTcs HoMep rmopTa.

HacTpoliku B 3TOM CTPOKe NMPUMEHSIIOTCS KO BCEM MOpTaM.

3Ty CcTpoKy Heo6X0AMMO MCNOMb30BaTh SIMLIb B TOM C/lyyae, eC/iv HacTPOKM BCex NopToB
[OMKHBI 6bITb 0AMHAKOBbIMU. C MOMOLLbIO 3TOM CTPOKU MOXHO CHavyasna Ha3Hauutb obine
As BCEX MOPTOB HAaCTPOMKM, a 3aTEM BHECTU HEOHBXOANMbIE U3MEHEHUS HA YPOBHE
oTAeNbHOro nopTa.

MpumeyaHune: IameHeHns1 B JaHHOW CTPOKe Cpasy Xe KonnpyrTcd Ha BCE NOPThI.

Active

YcTaHOBUTE 3TOT NepeksitoyaTesb, YTobbl BKOUYUTL Ha 3TOM NOpPTY npoTokosa STP.

Edge

YCTaHOBUTE 3TOT MepeksitoyaTenb, YTobbl BbI6paTh A4S NopTa posib FPaHWYHOro nopTa,
€C/IY OH HaMNpPsAMYI0 MOAK/IOUYEH K KOMMbIoTEPY. MPaHMUHbINA MOPT HEMEASIEHHO MEeHseT
CBO€ NnepBoOHayvanbHOe COCTosiHME Kak nopTa STP ¢ 610kMpytowero Ha nepecbliaollee,
MUHYS COCTOSIHMS MPOCAYLWMBAHUS U 3aNOMMHAHMUs, Cpasy nocne Bbi6opa 3Toro nopTta B
KauecTBe rPaHNYHOro MM Noc/ie U3MEHEHUS COCTOSHUS COEAMHEHUSI Ha 3TOM MOPTY.

MpumedaHue: MpaHUYHbIA NOPT NepecTaeT 6bITb TAKOBLIM, KakK TO/IbKO
OH nony4aeT 610K AaHHbIX MOCTOBOro npoTtokona (BPDU).

Priority

34ecb MOXHO onpeaennTb NPUOPUTET AJ1S KaXA0ro 13 nopTos.

YpoBeHb NpuopuTeTa onpeaenseT, Kakor U3 MopToOB HYXXHO OTK/IIOUYMTb, KOraa Ha
HECKOJIbKMX NMopTax KoMMyTaTopa obpa3syetcs netns. [opTel ¢ 6051ee BbICOKMM 3HAaUYEeHNEM
npuopuTeTa OTKOYaTCs NepBbiMU. [JoNyCTUMbIMA AMana3oH 3HadeHun — ot 0 go 255, no
YMOJIYaHUIO yCTaHaBMBaeTCs YpOBeHb npuoputeta 128.

Path Cost

CTOMMOCTb MYyTU — CTOMMOCTb Nepeaayn Kaapa B JIOKANbHYH CETb Yepes 3TOT MopT.
[aHHoe 3HauyeHne pekoMeHAyeTCs BblI6MpaTb B 3aBMCMMOCTM OT CKOPOCTU MocTa. Yem
HMXEe CKOpPOCTb, TEM Bbille CTOMMOCTb — A1 MOSTyYEeHUA AONOAHUTENbHOW MHDOpMaLnmn
cM. Tabn. 41 Ha cTp. 124.

Tree

YKaxuTe, K KakoMy AepeBy STP fo/mKeH npuHagnexaTb AaHHbIN NopT.

Apply

Haxmnte Apply, 4Tobbl COXpaHUTb N3MEHEHUS B ONepaTUBHOM NaMsATU KOMMyTaTopa. 3Tu
HacTporikn 6yayT yTepsHbl B Clly4ae BblK/IOYEeHUS KOMMyTaTopa uan nepebos B nogave
NUTaHWS, NO3TOMY MO 3aBepLUEHUN HAaCTPOMKM HEO6XOANMMO HaXaTb Ha CCblfike Save B
BEPXHEN HaBUTraUMOHHOW NaHenu Ans COXpaHeHUS U3BMEHEHUI B SHEProHE3aBUCMMOW
namsTu.

Cancel

HaxmMunte Cancel, 4To6bl HaYaTb HAaCTPOMKY Ha 3TOM 3KpaHe 3aHOBO.
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13.7 CocTosiHMU

e npotokona MRSTP

YT10o6bl 0OTO6pPasunThb Ccneayowmn a3KpaH coctosHus, Bbibepute nyHkT Advanced Application >

Spanning Tree

Protocol B HaBurauuoHHow naHenn. bonee noapobHyto nHdopmaumo o MRSTP

MOXXHO HanTu B pasa. 13.1 Ha cTp. 123.

MpuMeyaHue: [JaHHbIM 3KpaH AOCTYNeH NuLlb B TOM Cllyvyae, ecniv Ha KoMMyTaTope 6bin
BK/ItOUEH npoTokon MRSTP.

PucyHok 95 SkpaH Advanced Application > Spanning Tree Protocol > Status: MRSTP

[ @) Spanning Iree Protodal Status Configuration BSTP MRBSTP MSTP
Spanning Tree Protocol: MRSTP
Tree‘d
Bridge Root Our Bridge
s DTIdGe D ..Booo-om3dsonoooz . BOOD-001348000002
Hello Time (second} R s B
o Ma Age (second) B e 2
Forwarding Delay (second) L S
Cost to Bridge o
o Port ID _ 00000
Topology Changed Times D
Time Since Last Change Q0000

Mons sKpaHa onucaHbl B crieayoLlen Tabnuue.

Tabnuua 47 SkpaH Advanced Application > Spanning Tree Protocol > Status: MRSTP

MNOJE

OMNCAHUE

Configuration

Haxmunte Configuration, ytobbl Bbi6paTh HYXHbIA pexuM STP. 115 naMeHeHus HacTpoek
MRSTP kommyTaTtopa Haxmute Ha MRSTP.

Tree BbibepuTte nepeBo STP, HAaCTpoOMKK KOTOPOro Heo6xoaMMo O0TO6pasuTb.

Bridge Root oTHOCUTCA K OCHOBaHWMIO MOKpbIBaloLero Aepesa (KoOpHeBoM MocT). Our Bridge -
AaHHbI KOMMyTaTOp. [laHHbI KOMMYTaTOp TakXe MOXeT 6blTb KOPHEBbLIM MOCTOM.

Bridge ID YHUKanbHbI MaoeHTUdOUKaTOp AaHHOro MOCTa, COCTOSILLMIA U3 YPOBHSA NpUopuTeTa MOCTa U
MAC-agpeca. Ecnm KoMMmyTaTop ABASIETCA KOPHEBLIM, TO B Nonsax Root 1 Our Bridge
yKa3blBaeTCH OAMH M TOT Xe naeHTudukartop.

Hello Time BpemeHHOW MHTepBan (B CeEKyHAax), B Te4EHNEe KOTOPOro KOPHEBOM KOMMyTaTop

(second) nepeaaeTt KOHGUrypaumoHHoe coobuieHne. 3HaveHns napameTtpos Hello Time, Max Age u

Forwarding Delay onpeaensieT KOpHEBOW MOCT.

Max Age (second)

MakcumanbHoe BpeMs (B CeKyHAax), B TEYEHME KOTOPOro KOMMYTaTtop MOXET
npocTamBaTb, He Moslyyast KOHMUrypauMoHHOro coobLLeHUs, Npexae YeM OH NpeanpuMeT
MOMbITKY MPOMU3BECTM HACTPOIKY 3aHOBO.

Forwarding Delay
(second)

Bpemsi (B cekyHAax), B TEYEHUE KOTOPOro KOPHEBOW KOMMYTAaTOp OXWAAET Nepes CMeHom
cocTosiHuiA (To ecTb OT Listening k Learning u 3atem k Forwarding).

MpumeyaHwne: CocTosiHMe «Listening» He ncnonbayetcs B RSTP.

Cost to Bridge

CTOMMOCTb NMYTW OT KOPHEBOIrO MopTa Ha JaHHOM KOMMyTaTope K KOPHEBOMY
KOMMYTaTopy.

Port ID

YpoBeHb NpUopuTeTa 1 HOMEp MopTa Ha KOMMyTaTope, Yepes KOTOpbIi 3TOT KOMMyTaTop
[LOJIKEH CBA3bIBATLCSA C KOPHEM MOKPbIBAIOLErO AepeBa.
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Tabnuua 47 SkpaH Advanced Application > Spanning Tree Protocol > Status: MRSTP

MOnE OMNMUCAHUE
Topology Changed | KonuyectBo cMeH KOHMUrypaunm nokpbiBatoLero gepesa.
Times

Time Since Last Bpemsi, npolwealiee c nocneaHen cMeHbl KOHMOUIypaunm NOoKpbiBatoLero Aepesa.

Change

13.8 HacTtpounka npotokona MSTP

YT106bl HacTponTb NpoTokon MSTP, BbibepuTte nyHkT MSTP Ha skpaHe Advanced Application >
Spanning Tree Protocol. Gonee noapobHyto nudpopmaumo o MSTP MOXXHO HaliTh B
pa3a. «lMpotokon MSTP» Ha cTp. 126.
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PucyHok 96 SkpaH Advanced Application > Spanning Tree Protocol > MSTP

[ @) Multiple Spanning Tree Protocol Port Status
Bridge:
Active ]
Hello Time 2 seconds
MAX Age 20 seconds
Forwarding Delay 15 seconds
Maximum hops 20
Configuration Name 0019cb 000001
Revision Number {]

|Apply | Cancel

Instance:
Instance
Bridge Priority 32768 -
VLAN Range Start End [ Clear]

s

Enabled VLAN(s)

Port Active Priority Path Cost
* I_ — |
: = o R -
2 [l 128 4
3 ] 128 4
4 [ 128 4
5 ] 128 4
[

\.\/)/\/\ ......... =

Add | Cancel |

instance VLAN Active Port Delete
0 1-4094

Dielate | Cancel |

Mong skpaHa onucaHbl B cnep,yrou.l,eﬁ Tabnuue.

Tabnuua 48 DkpaH Advanced Application > Spanning Tree Protocol > MSTP

MONE OMUCAHUE

Port Haxmnte Port, 4Tobbl OTKpbLITL 3KpaH MSTP Port (cM. puc. 97 Ha cTp. 139).
Status Haxmnte Status, utobbl 0TO6pasnTb akpaH coctosHua MSTP Status (cm. puc. 98 Ha
cTp. 140).
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Tabnuua 48 SkpaH Advanced Application > Spanning Tree Protocol > MSTP (npoponxeHue)

MNOJE

OMUCAHUE

Active

YcTaHOBUTE 3TOT NepektovaTtenb, ecnv HeobxoaAnMo BKIOUYUTE NPOToKos MSTP Ha
koMMmyTaTtope. CHUMUTE BblAeNeHMe C NMepekayaTens, ecnu TpebyeTcs oTKIYnUTb
npotokon MSTP Ha koMMyTaTope.

MprmeyaHne: YTobbl BkMounTe npoTokon MSTP Ha kommyTaTope, He0bX0AMMO TaKkke
akTmBupoBatb pexum Multiple Spanning Tree Ha akpaHe Advanced Application
> Spanning Tree Protocol > Configuration.

Hello Time

BpeMeHHOWN nHTEpBan B cekyHAax Mexay KOHdurypaumuoHHbiMM coobuieHnamm BPDU
(610KM AaHHBIX MOCTOBOIO MPOTOKOA), FEHEPUPYEMbIMU KOPHEBLIM KOMMYTaTOpPOM.
[OnanasoH fonycTMMbIX 3Ha4yeHuin — oT 1 o 10 cekyHa.

MaxAge

MakcnmanbHoe BpeMs (B CEKYHAAX), B TEYEHUE KOTOPOro KOMMyTaTtop MOXeT
npocrameaTb, He nony4as coobuweHnin BPDU, npexxae 4eM OH npeanpuMeT nonbITKY
NPON3BECTN HACTPOWMKY 3aHOBO. Bce NnopTbl KOMMyTaTopa (3a UCK/IIOYEHWEM Ha3HAYEHHbIX
NOPTOB) AO/MKHbI Nony4vaTtb coobweHns BPDU yepes perynsipHble NPOMeXyTKN BPEMEHM.
Jltobon nopT ¢ yctapeswen nHdopmaunen npotokona STP (coaepxallencs B NociefHeM
coobuweHnn BPDU) cTaHOBUTCSA Ha3HAYE€HHbIM MNOPTOM AN NOAKIOYEHHOW JIoKasIbHOM
cetu. Ecnn 310 KOPHEBOW MOPT, TO HOBbIM KOPHEBOM NOPT BblibMpaeTcsa U3 NopToB
KOMMYyTaTopa, NOAK/IOYEHHbIX K ceTU. [lnana3oH A0MYCTUMbIX 3Ha4YeHun — oT 6 Ao 40
CeKYHA,.

Forwarding Delay

BpemeHHOW MHTepBan (B CEKyHAAX), B TEYEHUE KOTOPOro KOMMYTaTtop OXWAaeT, npexae
YeM CMEHUTb COCTOSHUSA. DTa 3a4epxkKa HeobxoamMma Ans Toro, 4Tobbl KOMMyTaTOP yCnen
noayyYnTb MHMOPMaLMIO O TONOSIOMMK NpPexae, YeM OH HaYHEeT nepecblnatb Kaapbl. Kpome
TOro, KaXxxaoMmy nopTty TpebyeTcsa BpeMs Ana NonyyvyeHus nHpopmaumm o KoHdInKTax,
KOTOpas MOXeT 3aCTaBUTb €ro BEPHYTbCH B COCTOSAHME 6/TOKMPOBKU; B MPOTUBHOM Cilyyae
MOryT BO3HWKHYTb BPEMEHHbIE NeT/N AaHHbIX. lInanasoH AONYCTUMbIX 3Ha4YeHU — OT 4 Ao
30 cekyHA. Kak npasuio:

Mpumevanwue: 2 * (Forward Delay — 1) >= Max Age >= 2 * (Hello Time + 1)

Maximum hops

BeeauTte konuyectso nepexonos (oT 1 go 255) B pernoHe MSTP, nocne KoToporo 6510k
AaHHbIX BPDU 6yaeT otbpacbiBaTbCs, U MHGOpMaLms nopta byaeT cumtaTbCs yCTapeBLUEN.

Configuration
Name

BeeauTte umsa-onucanue (Ao 32 CMMBONOB) Ansa pernoHa MST.

Revision Number

BBeauTe naeHTUMUKaLMOHHbIA HOMEpP KOH(UrypaumMm permoHa. 3ToT HOMEp AO0JIKEH ObiTb
OAMHAKOBbIM Ha BCEX YCTPOMCTBAax, NpUHaaiexalwmx 0A4HOMY PErnoHy.

Apply HaxmMute Apply, 4To6bl COXpaHUTb M3MEHEHWUS B ONEPATUBHON MaMATM KOMMyTaTopa. 3Tu
HaCTpOMKKN ByayT yTepsiHbl B Cly4ae BbIKNIOYEHUS KOMMyTaTopa unun nepebos B nogadve
NUTaHWS, NO3TOMY MO 3aBepLUEHUN HAaCTPOMKM He06X0ANMMO HaxaTb Ha CCbisike Save B
BEpPXHeEW HaBUrauMOHHOW NMaHenu Ans COXpaHeHUS U3MEHEHU B SHeProHe3aBMCMOMn
namaTw.

Cancel HaxmMute Cancel, 4To6bl HaYaTb HAaCTPOMKY Ha 3TOM 3KpaHe 3aHOBO.

Instance B 3ToM pasaene onpeaensitotcst napameTpbl MSTI (ak3eMnsipa NokpbiBalOLWeEro gepesa).

Instance BBeaute HoMep, NCNONb3yeEMbIN AN UAEHTMOMKaUNKN AaHHOro ak3eMnnsapa MST Ha

KoMMyTaTope. [laHHbli KOMMYyTaTop NoAAepXXUBAET HOMEpa 3K3eMNIAPOB B AnanasoHe 0-
15.

Bridge Priority

YKaxuTe NpuopuTeET KOMMYTaTOpa AN KOHKPETHOMO 3K3eMMNisipa NOKPbIBAKOLLEro AepeBa.
YeM MeHblue 3To 3HayeHue, TeM ¢ 60sblueil BEPOSTHOCTbIO KOMMYTaTop 6yaeT Bbi6paH B
KauecTBe KOPHEBOMO0 MOCTAa B paMKax AaHHOro 3K3eMnisipa NoKpbIBAKOLLEro AepeBsa.

B kauyecTBe npuopuTeTa AONYyCKaeTCcs MCNosb30BaTh 3HayYeHnsa ot 0 4o 61440 c warom
4096 (T.e. 3HaveHusa 4096, 8192, 12288, 16384, 20480, 24576, 28672, 32768, 36864,
40960, 45056, 49152, 53248, 57344 n 61440).
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Tabnuua 48 SkpaH Advanced Application > Spanning Tree Protocol > MSTP (npoaonxeHue)

MNOJE

OMUCAHUE

VLAN Range

BBeanTe HayanbHbIN naeHTUdUKaTOp AnanasoHa naeHtudukatopos VLAN, KOTopbIi
Heob6xoanmo AobaBuTb MNK yaanuTb 3 obnactun pegaktposaHus ananasoHos VLAN, B
none Start. BeBegnte KOHEUYHbIN naeHTUdMKaTOp AnanasoHa naeHtudukatopos VLAN,
KOTOpbIi Heob6xoanmMo Ao6aBUTb UNK yaanuTb U3 06nactu peaakTMpoBaHMs AnMana3oHoB
VLAN, B none End.

3aTeM HaxmuTe:

e Add - yT06bI 406aBUTb AaHHbIN AnMana3oH naeHTudgunkaTopos VLAN K cnvcky
CBSA3aHHbIX C AA@HHbIM 3K3eMnaspom MST.

¢ Remove - 4T0o6bl yaanuTb AaHHbIA AnMana3oH naeHtudunkatopos VLAN u3 cnucka
CBSI3@aHHbIX C AAaHHbIM 3K3eMnnsapom MST.

e Clear - uto6bl yaanutb Bce cetn VLAN 13 cnucka CBA3aHHbIX C AAHHbLIM 3K3EMMNASPOM
MST.

Enabled VLAN(s)

B naHHOM none oTobpaxatotca cetu VLAN, cBsi3aHHble C f@aHHbIM 3K3eMnaspomM MST.

Port

B 3TOM nosie oTo6pakaeTcs HoMep rmopTa.

*

HacTpoliku B 3TOWM CTPOKe NMPUMEHSIOTCS KO BCEM MOpTaM.

DTy CTpOKY HEOHXOAMMO UCMOJIb30BaTh /Wb B TOM C/lyyae, €C/in HAaCTPOWKM BCEX MOPTOB
[OMKHBI 6bITb 0AMHAKOBbLIMU. C MOMOLLbIO 3TOM CTPOKM MOXHO CHayasna Ha3HauyuTb obwue
A7s BCEX MOPTOB HACTPOMKM, a 3aTEM BHECTU HEOHXOAMMbIE U3MEHEHUS HA YPOBHE
OTAENbHOro nopTa.

MpumeyaHue: MiameHeHVsi B JaHHON CTPOKe Cpasy e KOMMPYITCS Ha BCe NOopThbl.

Active

YcTaHOBUTE AaHHbIA NepekntyaTtenb, YTobbl 406aBUTb AaHHbIV NOPT K AAHHOMY
ak3eMnnspy MST.

Priority

34ecb MOXHO onpeaennTb NPUOPUTET ANA KaXaoro n3 nopTtos.

YpoBeHb NpuopuTeTa OnpeaenseT, Kakon u3 NopToB HYXXHO OTK/IOUYNTb, KOrAa Ha
HEeCKONbKMX NopTax KoMMyTaTopa obpasyeTtcs neTtns. MNopTbl ¢ 6051ee BbICOKMM 3Ha4YeHneM
npuopuTeTa OTKIOYAKOTCA NepBbIMU. [JoNyCTUMbIN Ananas3oH 3HavyeHunin — oT 0 go 255, no
YMONYaHUIO YCTaHaBIMBAETCA ypOBEHb npuoputeTta 128.

Path Cost

CTOMMOCTb NYTM — CTOMMOCTb NepeAayn Kaapa B I0KasbHYO CeTb Yepes 3TOT NopT.
[aHHOe 3HaueHne pekoMeHAyeTCs BbibMpaTb B 3aBMCMMOCTM OT CKOPOCTU MocCTa. Yem
HWXXE CKOPOCTb, TEM BbIlLE CTOMMOCTb — A5l NMOSYYEeHUst LOMNOSIHUTENbHON MHdOopMaLmm
cM. Tabn. 41 Ha cTp. 124.

Add

Haxmunte Add, 4To6bI COXpPaHNTL AaHHbIN 3k3eMnaap MST B onepaTMBHON NaMaTH
KOMMyTaTopa. 3T0 M3MeHeHue byAeT yTepsHO B C/lydae BbIK/IOYEHNS KOMMyTaTtopa uam
nepebos B nogaye nuTaHWs, NO3TOMY MO 3aBepLUEHMM HACTPONKN HEOBXOAMMO HaxaTb Ha
CCbl/IKe Save B BEpXHEeN HaBUraLMOHHON NaHenn 415 COXPaHEeHUS U3MEHEHWUN B
3HEeproHe3aBMCUMON NamMATy.

Cancel

HaxmMunte Cancel, 4To6bl HaYaTb HAaCTPOMKY Ha 3TOM 3KpaHe 3aHOBO.

Instance

B 3ToM none otobpaxaetca naeHTudukaTop aksemnnspa MST.

VLAN

B paHHOM none otobpaxaetca naeHtndukatop VID (Mnm ananasoHbl MAEHTUPUKATOPOB
VID), cBsi3aHHble C AaHHbIM 3K3eMnnsspoM MST.

Active Port

B aaHHOM none OTOﬁpa)KaIOTCﬂ nopTbl, BKJTOYEHHbIE B AaHHbIN aK3eMnnisap MST.

Delete

B cton6bue Delete ycTtaHOBUTe nepekatoyaTeNM NpaBusl, KOTOpble HYXXHO YAanuTb, 3aTeEM
HaxmuTe kKHonky Delete.

Cancel

HaxmMunte Cancel, 4To6bl HaYaTb HAaCTPOMKY Ha 3TOM 3KpaHe 3aHOBO.
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13.9 Hactpounka nopta gna npotokona MSTP

YT06bl OTKPbITb 3KpaH COCTOSIHUSA, U306paXXeHHbI Ha PUCYHKE HUXe, BbiIbepute B HaBUraumMoHHOM
naHenn Advanced Application > Spanning Tree Protocol > MSTP > Port. Gonee nogpo6Hyto
MH@opMauunto 0 MSTP MOXHO HanTu B pasa. «lpotokon MSTP» Ha cTp. 126.

PucyHok 97 3SkpaH Advanced Application > Spanning Tree Protocol > MSTP > Port

& MSTP
Port Edge
) (]
1 l
2 Ll
3 ]
4 L
5 (]
B ]

T S N
\/\/\/\/\\/\/\/\/

25
26
27
28

oo

Mons akpaHa onucaHbl B crieayrowen Tabnuue.

Tabnuua 49 SkpaH Advanced Application > Spanning Tree Protocol > MSTP > Port

MONE

OMNMUCAHUE

MSTP

Ons naMeHeHus HacTpoek MSTP komMMyTaTopa Haxmute Ha MSTP.

Port

B 3ToM none otobpakaeTcs HoMep nopTa.

*

HacTpoliku B 3TOM CTPOKE NPUMEHSAIOTCA KO BCEM MOPTaM.

DTy CTpOKY HE06X0AMMO MCMOJIb30BaTh INLLb B TOM C/lydae, eC/in HaCTPOMKMN BCEX NMOPTOB
AOJIKHbI 6bITb 0ANHAKOBLIMU. C MOMOLLBIO 3TOM CTPOKU MOXHO CHayana HasHauuTb obuime
AN BCEX NMOPTOB HACTPOMKM, @ 3aTEM BHECTU HEOHXOAMMbIE U3MEHEHUS HA YPOBHE
oTAeNbHOrO nopTa.

MpumeyaHue: MiaMeHeHWsi B JaHHOW CTPOKe Cpasy >Ke KOMUPYITCS Ha BCe NopTbl.

Edge

YcTaHoBUTE 3TOT NepeksodaTtesib, YTobbl BbiGpaTh ANg NOpTa posib FPaHUYHOMO NopTa,
€C/IN OH HanpsiMyto MNOAKJIIOYEH K KOMMbIOTEPY. MpaHWUUHbI NOPT HEMeAeHHO MeHseT
CBOe rnepBoOHayvasibHOE COCTOsIHME Kak nopTa STP ¢ 610kupyloLLero Ha nepecbinatllee,
MUHYSI COCTOSIHUSI MPOC/YLUMBAHUSA U 3aNOMUHaHWs, cpa3y nocne Bbibopa 3TOro nopra B
KayecTBe rPaHNYHOro UK Nocsie U3MEHEHUS1 COCTOSIHWUSI COeAMHEHNSI Ha 3TOM MOPTY.

MpumeyaHue: paHWYHbI NOPT NepecTaeT BbiTb TAKOBbLIM, KaK TONBLKO OH norny4vaet 6rok
OaHHbIX MocToBoro npotokona (BPDU).

Apply

Haxxmute Apply, 4TO6bI COXpaHUTbL U3MEHeHWs B oNepaTUBHOM NaMATU KOMMyTaTopa. OT1
HacTporkun 6yayT yTepsiHbl B C/ly4ae BbIK/IIOYEHUS KOMMyTaTopa uav nepebos B nogave
NUTaHWs, NO3TOMY MO 3aBEPLUEHUN HAaCTPOMKM HEOH6XOANMMO HaxaTb Ha CCbisike Save B
BEpPXHeW HaBUIaLMOHHOW NaHenu A1 COXpaHeHUS U3MEHEHUI B SHEProHe3aBNMCUMOM
namsTw.

Cancel

Haxxmnte Cancel, 4Tobbl Ha4yaTb HAaCTPONKY Ha 3TOM 3KpaHe 3aHOBO.
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13.10

CocTtosiHue nportokona MSTP

YT10o6bl 0OTOO6pPa3nTb Ccneayowmn a3KpaH cocTtosiHus, Bbibepute nyHkT Advanced Application >
Spanning Tree Protocol B HaBuraumoHHo naHenu. bonee nogpobHyto nHdpopmauunto o MSTP
MOXXHO HanTu B pasa. «lpotokon MSTP» Ha cTp. 126.

MpuMeyaHme: [laHHbIN 3KpaH AOCTYMEH NUWb B TOM C/ly4Yae, ecivM Ha KoMMyTaTope 6bin

BKJTHOYEH

PucyHok 98 >kpa

npotokon MSTP.

H Advanced Application > Spanning Tree Protocol > Status: MSTP

[ @) Spanning lree Protocol Status Configuration RSTP MRSTP MSTP
Spanning Tree Protocol: MSTP
CST
Bridge Root Our Bridge
Bridge ID 0000-000000000000 8000-000000000000
Hello Time (second) 0 i
Mad e SO R — S
Forwarding Delay (second) 0 s 18
Port ID Cobeooo o beo0
Configuration Name 001349000002
. RevistonMumber O
Configuration Digest A3175230DB32DA2D62
Topology Changed Times o
Time Since Last Change 0
Instance:
Instance V1 AN
1] 1-4043
MSTI|1 'I
Bridge . pHgiunatRomt. i Brdag
Bridgeld o 0000-000000000000. 5001-000000000000
Intnla_rnall_ C_qs; D D
Port ID Qw0000 00000

Mons akpaHa onucaHbl B creayrowen Tabnuue.

Ta6bnuua 50 SkpaH Advanced Application > Spanning Tree Protocol > Status: MSTP

MONE

OMNMUCAHUE

Configuration

Haxmunte Configuration, 4ytobbl BbIGpaTh HyXHbIM pexum STP. 1na n3MeHeHns HacTpoek
MSTP koMMmyTaTopa Haxmute Ha MSTP.

CsT

B AaHHOM pa3jesie onuCbIBalOTCA HAaCTPOMKKM 06LLEero NOKpbIBAKOLWEro AepeBa.

Bridge

Root oTHoCMTCA K OCHOBaHMIO MNOKpbiBatoLero gepesa (kopHeBon MocT). Our Bridge -
AaHHbIN KOMMYyTaTop. [laHHbI KOMMYTaTOp TakXXe MOXET 6blTb KOPHEBLIM MOCTOM.

Bridge ID

YHUKanNbHbI nAEHTUHUKATOP AaHHOMO MOCTa, COCTOSILLMIA U3 YPOBHS NPMOpPUTETA MOCTa U
MAC-agpeca. Ecnu kommyTaTOop SiIB/IsSleTCs KOpHEBbIM, TO B Nossix Root 1 Our Bridge
yKasblBaeTCs OAWH U TOT Xe naeHTudmkaTop.
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Tabnuua 50 SkpaH Advanced Application > Spanning Tree Protocol > Status: MSTP

NMOonEe ONMUCAHUE
Hello Time BpemeHHON nHTepBan (B CeKkyHAax), B TEUEHME KOTOPOro KOPHEBOW KOMMYTaTop
(second) nepenaeTt KOHMOUrypaunoHHoe cooblueHmne.

Max Age (second)

MakcuMasnbHoe BpeMs (B CEKyHAax), B TEYEHME KOTOPOro KOMMYTaTOp MOXET
npocTanBaTh, He Moslyyasi KOHMOUIypPaLMOHHOMO COOBLEHUS, MPEXAE YEM OH MpearnpuUMeT
MOMbITKY MPOW3BECTM HAaCTPOIKY 3aHOBO.

Forwarding Delay
(second)

Bpems (B cekyHAax), B Te4EHMEe KOTOPOro KOPHEBOW KOMMYTaToOp OXuAaeT nepes CMeHoMn
cocTtosiHui (To ecTb oT Listening k Learning un 3atem k Forwarding).

Cost to Bridge

CTOMMOCTb NMYTW OT KOPHEBOIrO MopTa Ha JaHHOM KOMMyTaTope K KOPHEBOMY
KOMMYTaTopy.

Port ID

YpoBeHb NpUopuTETa U HOMEP MopTa Ha KOMMyTaTope, Yepes KOTOpbIi 3TOT KOMMyTaTop
[LOJIKEH CBA3bIBATLCSA C KOPHEM MOKPbIBAIOLLErO AepeBa.

Configuration
Name

B 3TOM none otobpaxaetcsa MMa KOHGUrypaumm Ans AaHHOro pernoHa MST.

Revision Number

B sTOM none otobpaxaeTca HOMep BepcUn A1 AaHHOro pernoHa MST.

Configuration
Digest

Koandukaums KoHGUrypaumm reHepupyeTcs Ha 0CHoBE MHMOPMaUMM O CBA3bIBAHMM
VLAN-MSTI.

B naHHOM none oTobpakaeTcsa cocTosilas u3 16 oOKTeTOB CMrHaTypa, KoTopasi BK/lloYaeTcs
B 6110k BPDU npotokona MSTP. Koandurkaumna otobpaxkaeTcs B AaHHOM MNoJie NULWb B TOM
cny4vae, ecnm B cucTeMe BKAOYEH NpoTokos MSTP.

Topology Changed
Times

KonnuyecTtBo cMeH KoHdUrypaLmm nokpbiBatoLLero Aepesa.

Time Since Last
Change

BpeM;I, npoweauiee c rnocnegHen CMeHbl KOHCbVIpraLlMVI NOKpbIBAaOLWeEro gepeesa.

Instance: B paHHbIX nonsax otobpaxaetcs nHdopmaums o cesasbiBaHum MSTI ¢ VLAN. Apyrumum
C/floBaMu, Kakue BMpTyalbHble fIOKasbHble CETU paboTaloT B KaXXA0M U3 3K3EMNISPOB
nokpblBatoLLero Aepesa.

Instance B sTOM none otobpaxaetcsa naeHtndukatop MSTI ID.

VLAN B 3ToM none otobpaxatoTtcs cetn VLAN, cBsizaHHble C yKa3zaHHbIM MSTI.

MSTI BbibepuTte ak3emnnap MST, HaCTpPOMKM KOTOPOro HeobxoaAnmo oTobpasuTb.

Bridge Root onpeaensieT ocHoBaHWe ak3eMnsipa NokpbiBatowero gepesa MST. Our Bridge -
OAHHbIN KOMMYyTaTop. [lJaHHbI KOMMYTaTOp TakXXe MOXET 6blTb KOPHEBLIM MOCTOM.

Bridge ID YHUKanNbHbI nAEHTUHMKATOP AaHHOMO MOCTa, COCTOSILLMIA U3 YPOBHS NPMOpPUTETA MOCTa U

MAC-agpeca. Ecnu kommyTaTOp SIB/IsSleTCs KOpHEBbLIM, TO B Nossix Root n Our Bridge
yKasblBaeTCs OAWH U TOT Xe UAeHTUudmKaTop.

Internal Cost

CTOMMOCTb MyTU OT KOPHEBOrO NMopTa B AaHHOM 3k3eMnispe MST K KOpHEBOMY
KOMMYTaTopy perumoHa.

Port ID

YpoBeHb NpuopuTeTa U HOMEp NopTa Ha KOMMyTaTope, Yepe3 KOTOPbIN 3TOT KOMMyTaTop
[O/KEH CBA3bIBATbCA C KOPHEM 3k3eMmnnspa MST.

13.11 CnpaBou

Hasi TexHu4Yeckasa uHcpopmauus

DTO pasfen CoAep>XMT AOMOMHUTENbHYI0 TEXHUUYECKYO MHbOopMaLMIo No BONpocaM, 06CyxaaeMbiM B

TEKYLEN rnaBse.
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13.11.1 lMpumep cetun c nogaepxkom MSTP

Ha npvBeAeHHOM HMXe pUCYHKEe NoKasaH NpuMep CEeTU, B KOTOPOM Ha ABYX KOMMyTaTopax
HacTpoeHbl ase cetn VLAN. B cnyyae ncnonb3oBaHWs Ha KOMMyTaTopax npoTokona STP unn RSTP
kaHan ansa VLAN 2 6yaeT 3abnokupoBaH, Tak Kak npoTtokosnbl STP n RSTP gonyckatoT Hannuymne
TONIbKO O4HOr0 KaHana v 6/10KNpYIOT U36bbITOYHbIE KaHasbl.

PucyHok 99 [Mpumep cetn ¢ nogaepxkon STP/RSTP

N/
/N

\ e

B

Mpwu ncnonbsosaHum MSTP cetn VLAN 1 n 2 MOXHO CBSi3aTb C pas3/IM4YHbIMU 3K3eMnaspamm
NoKpblBalLero gepesa B ceTn. Taknum obpasom, Tpaduk ana aAsyx cetein VLAN 6yaet npoxoamTb Mo
pa3nnyHbIM NyTAM. [TpuMep ceTu € ucnonb3oBaHMeM rnpoTtokona MSTP nokasaH Ha creayowem
pUCYHKE.

PucyHok 100 [Mpumep ceTu ¢ nogaep>xxkon MSTP

VLAN 1 VLAN 2

\

13.11.2 PernoH MST

PernoHoM MST Ha3sbIiBaeTcs nornyeckas rpynna HeCcKObKUX CeTeBbIX YCTDOVICTB, KOoTOpasa ans
ocTasbHOM ceTn npeacrtaBnsdaeTca B Buae ogHoro YCTDOVICTBa. Kaxzaoe n3 YCTpOVICTB C rlop,p,ep>|<|<017|
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MSTP MOXeT npuHaanexaTtb TOIbKO 0A4HOMY pernoHy MST. Mpwu noctynneHun 6nokos BPDU B
pernoH MST CTOMMOCTb BHELLHEro nyTu (UAn nyTen, BbIXOASAWMX U3 AaHHOIO permoHa)
yBenuumBaeTcs Ha eanHuuy. CTOMMOCTb BHYTPEHHEro nyTn (Mav nyTen BHYTPU AAHHOIO pervoHa)
yBENMUMBAETCS Ha eaAnHULY Npu npoxoxaeHun 6noka BPDU yepes pervoH.

Ha ycTpoiicTBax, npuHagiexailme ogHOMY pernoHy MST, HacTpanBalTCa OAMHAKOBbIE
naeHTU@UKaumoHHble NnapameTpbl MSTP. Cioaa BXoAST cneaytowme napaMeTpsbl:

e NMa pernoHa MST
e Homep Bepcuun B KayecCcTBe YHUKaNbHOro HoMepa permoHa MST

e CssasbiBaHMe VLAN C KOHKpPETHbIM 3K3eMniasipoM MST

13.11.3 3k3emnnap MST

dk3emnnspom MST (MSTI) Ha3biBaeTCs 3K3eMnaap nokpbiBatowero gepesa. Ans VLAN MOXHO
onpegenutb paboTy C UCMONb30BaHMEM KOHKpeTHOro MSTI. Kaxabin co3aaHHbIi ak3eMnasap MSTI
MAeHTUPULUNPYeTCa NO YHUKANbHOMY HOMepy (TakxXe Ha3blBaeMoMy naeHtndukatopom MST ID),
M3BECTHOMY BHYTpM pernoHa. Takum obpasom, MSTI He oxBaTbiBaeT HECKOIbKO perMoHoB MST.

Mpumep c AByMsa pernoHamm MST nokasaH Ha cneayloweM pucyHke. B pernmoHax 1 n 2 nmeetcs 2
3K3eMMnspa NoKpbIBaLEro Aepesa.

PucyHok 101 Sk3emnnspbl MSTI B pa3nnyHbIX permoHax

®dusnyeckoe coeguHeHne

PervioH 1

Pernox 2

13.11.4 OOGLiee n BHyTpeHHee nokpbiBatowee aepeBo (CIST)

CIST npeacrtaBnseT CTPYKTYPY CBSA3HOCTU BCEN CETU B LIESIOM U SBJISIETCSA SKBMBANIEHTOM
rnokpbiBatowero gepesa npotokonoB STP/RSTP. CIST npeactasnsieT cobo MCcnosib3yeMblii Mo
yMonyaHuto aksemnnasp MST (MSTID 0). Bce BupTyanbHble nokanbHble ceT VLAN, KoTopble He
CBSI3@aHbl C KOHKpeTHbIM 3k3eMnnsipoM MST, ceszaHbl ¢ CIST. B cetn c nogaepxkoin MSTP nmeetcs
Tonbko oaHoro aepeso CIST, koTopoe oxBaTbiBaeT pernoHbl MST 1 oTaenbHbIE YCTPONCTBA C
noAAepXXKOW NpOTOKONa nokpbiBatowero gepesa. CeTb MOXET BKOYaTb B cebsi HECKONBbKO
pernoHoB MST un gpyrme cerMeHTbl, B KOTOPbIX ncnosb3yetcs RSTP.
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PucyHok 102 [Mpumep ceTu ¢ ncrnonb3osaHneMm MSTP 1 TpaaMuMOHHOIoO npoTokosa RSTP

PervioH 1
PervoH 3
Pervox 2

®dusnyeckoe coeguHeHUe

RSTP B kaHane
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YnpaBneHue nponyckHOU COCOOHOCTbLIO

14.1 O630p

B naHHOM rnaBe pacckasbliBaeTCs, KakK OrpaHMYnUTb MaKCUManbHY NPOMNYCKHY CMOCOBHOCTb C
nomoubio MeHto Bandwidth Control.

YnpaBneHue nponyckHOM CNOCOBHOCTLIO NoApa3syMeBaeT onpeaeneHme MakCMManbHOM

paspeLleHHON NPOoNyCKHOM CnocobHOCTM ANs BXOAALWEro U/Mnm ncxoasiero noTokos Tpaduka
yepes noprT.

14.1.1 O 4yem paccka3blBaeTCA B 3TOM rnaBse

C nomoubto akpaHa Bandwidth Control (pa3a. 14.2 Ha cTp. 145) MOXHO OrpaHU4YNTb NPOMNYCKHYIO
CNoCcobHOCTbL AN Tpaduka, NPOXoAsALLEr0 Yepe3 KOMMyTaTop.

14.2 HacTtpomka ynpaBneHusi NponycKkHOU CMOCOOHOCTbLIO

YT0o6bl OTKPbITb NMOKa3aHHbIA HUXE 3KpaH, BbibepuTe B HaBuraunoHHon naHenn Advanced
Application > Bandwidth Control.
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PucyHok 103 SkpaH Advanced Application > Bandwidth Control
[ @ Bandwidth Control ]

Active O

Port Active

Active Egress Rate

Mong skpaHa onucaHbl B cnep,yrou.l,eﬁ Tabnuue.

Tabnuua 51 SkpaH Advanced Application > Bandwidth Control

MOnE OMNMUCAHUE

Active YcTaHOBUTE 3TOT nepekstoyaTenb, YTobbl BKAKOYUTL YNpaBieHne nponyCcKHON CnoCcobHOCTbIO
Ha KOMMyTaTope.

Port B aToM none otobpaxaeTcs HoMep nopTa.

* HacTpoliku B 3TOl CTPOKE NMPUMEHSAIOTCS KO BCEM NMOPTaM.

3Ty CTPOKY HE06X0AMMO UCMOMb30BaTh /UL B TOM C/lyyae, eCc/iv HaCTPOKK BCEX MOPTOB
[OMKHBI 6bITb 0AMHaKoBbIMU. C MOMOLLbIO 3TON CTPOKM MOXHO CHayasa HasHauuTb obLlime ans
BCEX MOPTOB HACTPOWKM, a 3aTeM BHECTU He06XoANMbIe U3MEHEHMS Ha YPOBHE OTAENbHOro
nopTa.

MpumeyaHue: N3MeHeHWs1 B JaHHOW CTPOKe cpasy e KOMMPYTCS Ha Bce NopThl.

Active YcTaHOBUTE 3TOT NepeksoyaTtesb, YTo6bl akTUBUMPOBaTb OrpaHUYEHUsI CKOPOCTU ANs
BxoAsLero Tpaduka Ha 3TOM NopTy.

Ingress Rate | YkaxuTe MakCcuManbHYy pa3peLlleHHY MponyCKHY CnocobHOCTb B Knnobutax B cekyHay
(kbuT/C) ANs BXoAsWero noTtoka Tpaduka yepes 3ToT NopT.

MpumeyaHue: OrpaHUYeHe BXOOsLLEN CKOPOCTU NMPUMEHSIETCS TONBKO K TpauKy YpOBHS 2.

Active YcTaHOBUTE 3TOT NepektoyaTesb, YTOObl BKIIOUYNTb HA 3TOM MOPTY OrpaHUYEeHUs CKOPOCTU 4SSt
ncxopsiwero Tpagmka.

Egress Rate YKaxuTe MakCMManbHY0 pa3peLleHHYI0 NPONyCKHY CNOCOBHOCTb B KMNO6UTaxX B CEKYHAY
(kbuT/C) ANs ncxoasiero NoToka Tpadumka Yyepes 3TOT MopT.
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Tabnuua 51 SkpaH Advanced Application > Bandwidth Control (npoaomkeHune)

NMOonEe OMNMUCAHUE

Apply Haxmute Apply, uTo6bl COXPaHUTL U3MEHEHUS B ONepaTMBHON NaMATXU KOMMyTaTopa. ITu
HaCTpolikM 6yayT yTepsHbl B Clly4yae BblK/IHOYEHMS KOMMyTaTopa Uan nepebos B nogadve
NUTaHWs, NO3TOMY MO 3aBEPLUEHNN HACTPOWMKM HEOBXOAMMO HaxaTb Ha CCblike Save B
BEepXHeW HaBUrauMOHHOW NMaHenu Ans COXpaHeHUS U3MEHEHU B SHEProHe3aBUCUMOW NaMsTy.

Cancel Haxxmnte Cancel, 4tobbl c6pocnTb BCe Nons.
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KOHTpOHb LWnpoKoBellaTeJSibHbIX LULTOPMOB

15.1 O630p (pyHKLMM KOHTPONSA LWWNPOKOBeLLaTeNbHbIX
LUTOPMOB

B aToM rnaBe onucbiBaeTcsa GYHKLUA KOHTPOSA WMPOKOBELLATENbHbIX LWTOPMOB M NOPSAAOK ee
HaCTPOMKMU.

DYHKUMS KOHTPOS LWMPOKOBELLATE/bHbIX LUTOPMOB OFpaHUYMBAET KOSIMYECTBO
LWMPOKOBELLaTebHbIX MaKeToB, MAaKeToB MHOroaapecHoi paccolikn u DLF-nakeToB (destination
lookup failure), koTopble MOryT 6bITb NPUHATLI 3@ CEKYHAY BPEMEHU Yepe3 NopThl KOMMyTaTopa. Mpwu
OOCTUXEHUM MaKCMManbHOro A0MyCTMMOro KOMIMYeCTBa LMPOKOBELaTeNbHbIX NaKeToB, NakeToB
MHOroaZpecHom paccblikm u/unm DLF-nakeToB BCe nocneayoLine nakeTbl oT6pacbiBaoTCs.
BkntoyeHme aTol hyHKLMM NO3BONSET CHU3UTb 06bEM LUMPOKOBELLATENbHbIX NaKeTOB, NaKeToB
MHOroagpecHon paccblikm U DLF-nakeToB, nocTynatowmx B ceTb. MIMeeTcss BO3MOXHOCTb
OrpaHUYNTb A/ KaXkaoro nopta KOSMYECTBO NaKEeTOB KaXAOoro OTAE/bHOro Tuna.

15.1.1 O yem paccka3sbiBaeTcsl B 3TOM rnaBe

C nomouwbio 3kpaHa Broadcast Storm Control (pa3a. 15.2 Ha cTp. 148) MOXHO OrpaHu4nTb
KOJIMYECTBO LWNMpPOKOBELaTebHbIX, MaKeToOB MHOroaapecHom paccobinikm n DLF-nakeToB (destination
lookup failure), KoTOpble KOMMYTaTOp NPUHMMAET B CEKYHAY Ha AAHHbIX NopTax.

15.2 Hactpomnka pyHKLUN KOHTpONSA
LUMPOKOBeLlaTeNbHbIX LUITOPMOB

YT106bI 0TO6pPasnTb NOKa3aHHbIN HUXe 3KpaH, BbibepuTe B HaBMraumoHHon naHenn Advanced
Application > Broadcast Storm Control.

PykosogcTso none3osatens Ansa cepun GS3700 n XGS3700

148
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PucyHok 104 SkpaH Advanced Application > Broadcast Storm Control

[ @ EBroadcast Storm Control ]

Active O

Broadcast (pkt/s) Multicast (pkt/s) DLF (pktis)

D
ﬁ

Apply || Cancel

Mons aKpaHa onucaHbl B crieayoLen Tabnuue.

Tabnuua 52 SkpaH Advanced Application > Broadcast Storm Control

NMOnE OMNNUCAHUE

Active YcTaHoBUTE 3TOT MepekstoyaTtesb, YTo6bl BKIOUYMTb KOHTPO/Ib WNPOKOBELLATENbHOIO
Tpaduka Ha KoMMyTaTope. CHUMUTE BbiAENIEHWE C NMEPEKSIOYATENS, C/IM HEOBX0AMMO
OTKJ/IIOUNTb 3TY DYHKUMIO.

Port B 3ToM none oTo6pa)kaeTcss HOMep nopTa.

HacTpoliku B 3TOl CTPOKE NPUMEHSAIOTCSA KO BCEM NOPTaM.

DTy CTPOKY HEO6X0AMMO MCMOJIb30BaTh INLWb B TOM Clly4yae, ec/iv HaCTPOMKKN BCEX MOPTOB
AOJKHbI 6bITb 0ANHAKOBLIMU. C MOMOLLbIO 3TOM CTPOKM MOXHO CHayasna Ha3HauuTb oblime
ANs BCEX MOPTOB HACTPOMKM, a 3aTEM BHECTU HEOOXOANMbIE U3MEHEHUS HA YPOBHE
OTAENbHOro nopTa.

MpumeyaHve: VameHeHVsi B JaHHON CTPOKe Cpasy e KOMMPYTCs Ha BCe NOpThbl.

Broadcast (pkt/
s)

Bbl6epVITe AAHHYIO ONUUIK0 N YKaXNTE KOJIMYECTBO LLUMPOKOBELWATESNIbHbIX MAaKeToB, KOTOpoe
MOXET NPpUHNMaTbCA NMOPTOM B CEKYHAY.

Multicast (pkt/s)

Bbi6epuTe AaHHYIO OMUMIO M YKAXWUTE KOJIMYECTBO NaKeTOB MHOM0aZApecHOl pacchiiku,
KOTOpOe MOXET MPUHUMATbCS NMOPTOM B CEKYHAY.

DLF (pkt/s)

BbibepuTe gaHHy0 onumio n ykaxute konmvectso DLF-nakeTos (destination lookup failure),
KOTOPOE MOXEeT MPMHUMATbLCA MOPTOM B CEKYHAY.

Apply

Haxxmmute Apply, UyTO6blI COXPaHWUTbL U3MEHEHUSI B OMepaTUBHON NaMsATM KOMMyTaTopa. 3Tu
HaCTPOMKKN ByayT yTepsHbl B C/llyYae BbIK/IlOUYEHMS KOMMYyTaTopa unu nepebos B nogade
NMUTaHUs, NO3TOMY MO 3aBEpPLUEHUN HACTPONKM HEO6X0AMMO HaxaTb Ha CCbike Save B
BEpXHEN HaBUIrauMOHHOM MaHenn Ans COXpaHeHUst U3MEHEHWIA B SHEProHe3aBUCMMON
namsTu.

Cancel

Haxxmnte Cancel, 4tobbl cOpocnTb BCe Nons.
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3epKaribHoe KonnmpoBaHue

16.1 OO630p 3epKarnbHOro KONMPOBaHUA

B naHHOM rnaBe onmMcaHbl 3KpaHbl HACTPOIKM 3epKasibHOro KOMMPOBaHUS NOPTOB.

3epKanbHoe KONMpoBaHWe NOPTOB NO3BONASET KONMPOBaTb TpaduK HA KOHTPOJIbHbIA NOPT (TOT, Ha
KOTOPbIM KOnupyeTcsa Tpaduk), 4Tobbl MOXHO 6bIN10 aHaNM3npoBaTb TPadUK Ha KOHTPOUPYEMOM
nopTy, He BMeLWMBasCb B NOTOK.

16.1.1 O yem paccka3blBaeTCA B 3TOM rnaBse

C nomouwbto akpaHa Mirroring (pasa. 16.2 Ha cTp. 150) MOXHO BbI6paTb KOHTPOJIbHbIM MOPT U
onpeaennTb NOTOK Tpaduka, KOTopbIM ByaeT KONMPOBaTbCS Ha KOHTPOJbHbIMA NOPT.

16.2 HacTtpounka 3epkanbHOro KOnmMpoBaHusa NOPTOB

YT06bI 0TOOPaA3nNTb 3KpaH HaCTPOeK 3epKasibHOro KonupoeaHus Mirroring, BoibepuTte B
HaBuraunoHHol naHenn Advanced Application > Mirroring. 2T0T 3KpaH No3BosnisieT BbI6paTh
KOHTPOJIbHbIA MOPT 1 ONpeAennTb NOTOK Tpaduka, KOTopbii 6yAeT KONMPOBATbLCS Ha KOHTPOSbHbIN
nopT.
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maBa 16 3epkanbHoe KonMposaHue

PucyHok 105 3SkpaH Advanced Application > Mirroring

L _@® Mirroring ___J

Port Mirrored Direction
* O Ingress v
1 O Ingress v
2 | Ingress v
3 | Ingress v
4 ] Ingress v
5 O Ingress v
& O Ingress v

N~

W\/\,
WEW o
26 | Ingress v
27 O Ingress v
28 O Ingress v

Active [l

Monitor Port

Mons aKpaHa onucaHbl B crieayoLlen Tabnuue.

Tabnuua 53 SkpaH Advanced Application > Mirroring
MOnE ONMUCAHUE
Active YcTaHoBWUTE 3TOT nepekntoyaTesb, eciv Heo6XoANMO BKAOUNTE DUAbTPALMIO 3epKasbHOro
KOMWPOBaHWA NOPTOB Ha kKoMMyTaTope. CHMMUTE BblAENEHME C NepeKoyaTens, ecnm
HEobX0ANMO OTKJIIOUUTL 3TY DYHKLMUIO.
Monitor KOHTPONbHbIM NOPT — 3TO MOPT, Ha KOTOPbIA KoNupyeTcs Tpaduk C Lenbio ero aHanusa 6es
Port BMellaTenbCTBa B MNOTOK Tpaduka Ha NCXOAHOM NopTy (nopTtax). Beeante HoMep KOHTPOSILHOrO
nopra.
Port B sTOM none otobpaxaetca Homep nopTa.
* HacTpoliku B 3TOl CTpOKE NPUMEHSAIOTCA KO BCEM NopTaM.
3Ty CTPOKY Heobx0AMMO MCMO/b30BaTh MMLWb B TOM Cly4vae, eCiv HaCTPOMKKN BCeX NMOpTOB
AOJKHbI 6bITb 0ANMHAKOBbLIMU. C MOMOLLLIO 3TOM CTPOKM MOXHO CHaydasna Ha3HauuTb obwme ans
BCEX NMOPTOB HAaCTPOWKM, a 3aTeM BHECTU HEOOXOAMMbIE U3MEHEHMS HA YPOBHE OTAENbHOrO rnopTa.
MpumeyaHue: MameHeHNs B JaHHOWM CTpOKe cpasy e KOMUPYITCs Ha BCe NopThl.
Mirrored BbibepuTe 3Ty onumio, 4Tobbl KONMPoOBaTb TpadPuK Ha MOpTy.
Direction BbibepuTe HanpasneHne Tpadwuka A9 3epKanbHOMO0 KOMMPOBAHUSA U3 HUCMNAZaloLWero cnucka.
BbibpaTb MOXxHO Egress (ncxoaswuii), Ingress (sxoaswmnin) unm Both (Becb Tpaduk).
Apply Haxxmute Apply, 4TO6bI COXpPaHUTb N3MEHEHUS B ONEepaTUBHOW NamMAaTWM KOMMyTaTopa. 3Tu
HacTporku 6yayT yTepsiHbl B C/lyyae BbIK/IOYEHUS KOMMyTaTopa unv nepebos B nojaye nutaHus,
NO3TOMY MO 3aBEpLUEHNM HACTPOMKN HEOOXOAMMO HaXaTb Ha CCblIke Save B BEpXHEN
HaBMraLMOHHOW NaHenu AN COXpaHEeHUS U3MEHEHWI B SHEProHe3aBUCMMOW NamMaTw.
Cancel Haxmunte Cancel, yTob6bl c6pocnTb BCE Nons.
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17

Arperauus KaHanos

17.1 O630p

B oToM rnaBe pacckasbiBaeTCcs 0 NOrMyeckom obbeanHeHun (arperaunm) HECKONbKUX (PU3NYECKNX
KaHasnoB B OAWH Normyecknin kaHan 6onblien NponycKHOM crnocobHoCTH.

Arperaums (rpynnupoBaHue) KaHanoe — 3T0 o6beAnHeHne HeCKoNbKUX GU3NYeckmx NopToB B OAMH
normv4yecknii kaHan 6onbLien NponyckHom cnocobHocTn. O6beaMHUTb HECKONBKO MOPTOB B OAUH
KaHas MOXHO B TOM C/flyyae, ecniv, HanpuMmep, AelleBfe NCnofib30BaTb HECKOSIbKO KaHasnos
MeHbLUEeNn CKOPOCTU, YEM He Ha MOJIHY MOLWHOCTb 3arpy>XaTb BbICOKOCKOPOCTHOW, HO 6onee
A0pOoron KaHasn ¢ ogHuM noptoM.OgHako, yem 6onblie nopToB 6yAyT NOABEPrHYThl arperauum, Tem
MeHbllUe AOCTYMHbIX NOPTOB OCTAHeTCHA. pynnon NOpTOB Ha3blBAeTCA eANHbIN TOrMYeCcKUn KaHan,
06BbeaVHSAIOWMIA HECKONBKO MOPTOB.

Ans dopMMpoBaHUst rpynnbl MOPTOB HayasbHbIM NOPT KaXAol rpynmnbl A0SKeH 6biTb huUsnyeckn
NOAKIIOYEH.

17.1.1 O 4yem paccka3blBaeTCA B 3TOM rnaBse

e C nomowbto akpaHa Link Aggregation Status (pa3a. 17.2 Ha cTp. 153) MOXHO NpocMOTpeTb
CMNCOK MOPTOB, BKJIIOYEHHbIX B FPYNMny, NOPTOB, OCYLLECTBAAIOWMX B AaHHbIA MOMEHT nepegavy
AaHHbIX KaK 0AMH NOrMYecKMin KaHasn B rpynne noptoB U T.A4.

e C nomowbio 3kpaHa Link Aggregation Setting (pa3a. 17.3 Ha cTp. 155) MOXHO akTMBMpPOBaTb
CTaTUYEeCKYIo arperauuio KaHasos.

e C nomowbto akpaHa Link Aggregation Control Protocol (pasa. 17.4 Ha cTp. 156) MOXHO
aktmempoBaTb npoTtokon LACP (Link Aggregation Control Protocol, npoTtokon ynpasneHus
arperauuen KaHanos).

17.1.2 Y10 HEeOOXOOAUMO 3HaATb
ﬂ,aHHbIVI KOMMYTaATOp noagaep>XXmMBaeT KakK CTaTUYECKYHO, TaK U ANHAMUNYECKYIO arperaunto KaHasioB.
MpumedaHme: B Hagnexawmm obpa3oM CnjIaHMPOBAHHOM CETU PEKOMEHAYETCS
MCNOJIb30BaTb TOJIbKO CTaTUYECKYIO arperauuno KaHas0B. 310 obecneymBaetT 6onee

BbICOKY CTabWIbHOCTb CETU U yrNpaBfieHWe rpyrnnamMmm nopToB Ha KOMMyTaTope.

MpuMep MCNonb30BaHMS CTaTUYECKOro rpynnupoBaHns NOPTOB MOXHO HaWTWM B pa3a. 17.5.1 Ha
cTp. 158.

OvuHamunyeckasn arperauua KaHanosB

MoaaepxkKa CTaTMYeCcKoro U AMHaMMYeCKOro rpynnmMpoBaHns MOPTOB OCYLLECTBSIETCS
KOMMYTaTOpOM B COOTBETCTBUM CO cTaHaapTom IEEE 802.3ad (npotokon LACP).
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[maBa 17 Arperauusa kaHanos

Cranpapt IEEE 802.3ad onucbiBaeT NpoTOKON ynpasneHus arperaumeli kaHanos (LACP) ans
OVHAMWYECKOro co3faHusa rpynn nopToB M ynpaB/ieHUs UMK.

MpW BKAOYEHUWN arperaumnm KaHanos no npotokony LACP Ha 04HOM 13 MOPTOB 3TOT MOPT MOXKET
HauaTb NPOLIECC aBTOMAaTUYECKOro CorflacoBaHusl rpynn nopToB C YCTPOWCTBOM Ha APYroM KOHLIE.
MpoTokon LACP Takxe noaaepxuBaeT U3bbITOYHOCTb NOPTOB, TO €CTb eCNu paboTaloWwmii nopT
BbIMAET M3 CTPOS, TO OAMH U3 «PE3EPBHbIX>» NOPTOB HaUHET paboTaTb 6e3 BMellaTebCTBA
nonb3osartens. Cneayer UMeTb B BUAY, YTO:

e Bce nopTbl AOMXKHbI 6bITb MOAKKOYEHDBI MO CXEME «TOYKa-TOYKa» K ogHOMYy u ToMy xe Ethernet-
KOMMYTaTopy, a TakXe CKOH(MUIrypMpoBaHbl B rpynny € Ucrnosb3oBaHmeM npotokosa LACP.

e [IpoTokon LACP paboTaeT ToNbKO Ha AYyMNNEKCHbIX KaHanax.

e Bce nopTbl, NpUHaanexalime K ofHOM rpynne, A0/MKHbI UMETb OAMHAKOBbIA TUMN CpeAbl Nepeaayu,
CKOpOCTb, PEXWUM AyMnfieKca U HaCTPOWKM ynpasieHuUsl NOTOKOM.

HactpausaTb rpynnbl noptoB unan npotokon LACP cneayet oo nogkntoyeHns Ethernet-kommyTtaTtopa,
BO nsbexaHwe nosiBNeHns netenb B CETEBOW TOMONOMNM.

WpeHTucpukaTop arperaumm KaHanos

NaoeHTndukaTtop arperaumm npotokona LACP BkniovaeT B cebsil:

Tabnuua 54 WaeHTndukaTop arperaumm KaHasoB: JIOKaJbHbIM KOMMYTaTOp

NMPUOPUTET NMPUOPUTET

CUCTEMbI MAC-AOPEC KoM NOPTA HOMEP NMOPTA
0000 00-00-00-00-00-00 0000 00 0000
Tabnuua 55 WaeHTUdMKATOp arperaumm KaHanoB: KOMMyTaTop-napTHep

NMPUOPUTET NMPUOPUTET

CUCTEMbI MAC-AOPEC Knoy MOPTA HOMEP NMOPTA
0000 00-00-00-00-00-00 0000 00 0000

17.2 CocTosiHMe arperayuum KaHarnoB

Bbibepute B HaBuraumoHHol naHenn Advanced Application > Link Aggregation. Mo ymonuaHuto
nosieutcsa akpaH Link Aggregation Status. lononHuTenbHy0 MHpOPMaLMO MOXHO HaNTK B
pasa. 17.1 Ha cTp. 152.

1. YpoBeHb npuopuTteTa nopTa 1 HoMep nopTa paBHbI HYM0, TaK KaK 3TO arperauyoHHbI MOAEHTUdMKATOP ANs BCeW rpynmbl,
a He OTAenbLHOro nopra.
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naBa 17 Arperauusa kaHanos

PucyHok 106 SkpaH Advanced Application > Link Aggregation Status

[ ink Aggregation Status Link Aggreqgation Setting
Group ID Enabled Ports Synchronized Ports Agagregator ID Criteria Status
T - - - src-dst-mac -

T2 - - - sre-dst-mac -

T3 - - - sre-dst-mac -

T4 - - - src-dst-mac -

T8 - - - src-dst-mac -

TG - - - src-dst-mac -

7 - - - sre-dst-mac -

T8 - - - sre-dst-mac -

Mons sKpaHa onucaHbl B crieayoLen Tabnuue.

Tabnuua 56 SkpaH Advanced Application > Link Aggregation Status

MNOJNE

OMNCAHME

Group ID

B aTOM none otobpaxaeTcs naeHTMduUKaTop rpynnbl, KOTOPbIN onpeaenseT rpynny nopTos,
TO €CTb JIOTMYECKMN KaHan, 06beaMHSIOWMA HECKOTbKO NMOPTOB.

Enabled Ports

MopTbl, HaCTpoeHHbIe B MeHto Link Aggregation kak usieHbl rpynnbl NOPTOB.

Homep nopTta (MM HoMepa NopToB) 0TO6paXkaloTcs TONIbKO B TOM C/lyyae, eciim faHHas
rpynna nopToB akTUBMPOBaHa, U UMEETCHA MOPT, MPUHAANEXALLMIA 3TOW rpynne.

Synchronized
Ports

MopTbl, B AaHHbI MOMEHT Nepefatolime AaHHble Kak eaAnHbIN KaHan B 3TOW rpynne nopTos.

Aggregator ID

NaoeHTUduMKaTop arperaunm KaHanoB BkoYaeT B cebsa: npunoputet cuctembl, MAC-agpec,
KJ/1t04, NMPUOpPUTET NopTa n Homep nopTta. bonee noapobHyto nHbopmaunio 06 aTom none
MOXHO HalTu B pa3a. «/aeHTudurkaTop arperaummn KaHanos» Ha cTp. 153.

3TOT naeHTnduKaTop otobpaxkaeTcs TONbLKO B TOM C/lyyae, ecim MMeeTcs nopT,
npuHaanexawmi 3Ton rpynne, n Ana AaHHOW rpynnbl akTueuposaH npotokon LACP.

Criteria

3To nofe NokasblBaeT anropuTM pacrnpeneneHus ncxoasuwero Tpaduka, MCnosib3yemblit
AaHHOW rpynnoi nopToB. [MakeTbl, UMeLWMe OANHAKOBbI aapec UCTOUYHMKA U/Un
OAMHAKOBbIW aApec HazHayYeHUsl, HanpaBASOTCS NO OAHOMY KaHany B paMKax rpynnbl
rnopToB.

onuusa src-mac o3HavaeT, YTo KOMMyTaTop pacnpeaensiet Tpaduvk ucxoas us MAC-agpeca
MCTOYHMKA MaKeTa.

onuusa dst-mac o3HayaeT, YTo KOMMYyTaToOp pacrnpeaenseT Tpacduk ncxoas us MAC-agpeca
Ha3HayeHus nakera.

onuusa src-dst-mac o3HavaeT, 4TO KOMMyTaTOp pacnpegenset Tpaduk no coyetaHmno MAC-
aApecoB MCTOYHUKA W HA3HA4YeHMsa MakeTa.

onuusa src-ip 03HayaeT, YTo KOMMYTaTOp pacnpeaenser Tpaduk ncxoas us IP-agpeca
MCTOYHMKA NakerTa.

onuusa dst-ip o3HavaeT, 4To KOMMyTaTOp pacnpenenseT Tpaduk ncxoasa us IP-agpeca
Ha3Ha4yeHunsa nakerta.

onuusa src-dst-ip o3HayaeT, UTo KOMMYyTaTOp pacrnpeaenseT TpaduK No covetaHuo IP-
a[pecoB MCTOYHMKA U Ha3HAYEeHUs MaKeToB..

Status

B 3ToM nose otobpaxaeTtcsa cnocob aobaBneHms ykasaHHbIX NOPTOB B rpynny nopTos.
BO3MOXHble 3HaYeHus:

e Static - ecnv nopTbl HACTPOEHbI B KayecTBe CTaTUYECKUX YIEHOB Fpynnbl MOPTOB.
e LACP - ecnu nopTbl 66111 NpUcOeAnHEHbI K Fpynne nopTos nocpeactsom LACP.

PykoBogcTso none3osatens Ansa cepun GS3700 n XGS3700

154




[nmaBa 17 Arperauus kaHanos

17.3 Hactpomka arperauumm KaHanoB

YT10o6bl 0TOO6pa3nTb NOKa3aHHbIN HMXE 3KpaH, BbibepuTte B HaBMraumoHHon naHenu Advanced
Application > Link Aggregation > Link Aggregation Setting. [JononHutenbHyo nudopmaumio
06 arperaummn KaHanoB MOXHO HaTu B pa3a. 17.1 Ha cTp. 152.

PucyHok 107 SkpaH Advanced Application > Link Aggregation > Link Aggregation Setting
[ @ Link Aggregation Setting ] Status LACP

Group ID Active Criteria

sre-dstmac

sre-dst-mac

src-dst-mac

sre-dstmac

sre-dstmac

sre-dstmac

sre-dst-mac

M ESE4E4E4E4E9L!

src-dst-mac

Apply [| Cancel

Mons sKpaHa onucaHbl B crieayioLen Tabnuue.

Ta6nuua 57 SDkpaH Advanced Application > Link Aggregation > Link Aggregation Setting

MOnE OMUCAHUE

Link Mpwn BKAOYEHUM CTaTUYECKOM arperaumm KaHanoB BCe HaCTPOMKM NPOM3BOAATCA Ha AAHHOM

Aggregation 3KpaHe.

Setting

Group ID B 3TOM none ykasaH naeHTMduKaTop rpynnbl arperaunn KaHanos, TO €CTb JIOrMYeckoro
KaHana, obbeanHAIoLWero HeCKOIbKO MOPTOB.

Active YcTaHoBUTE 3TOT nepekioyaTesnb, YTo6bl akTUBMPOBaTb rpynny nopTos.
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Ta6nuua 57 SDkpaH Advanced Application > Link Aggregation > Link Aggregation Setting

MNOJE

OMNCAHUE

Criteria

BbibepuTe anropuTM pacnpeaeneHust ucxoasuiero tpacduka. MNakeTbl, uMetowme oagMHaKOBbIN
aApec UCTOYHMKA U/UNN OANHAKOBLIV aApec Ha3HavyeHusl, HanpaB/SlOTCS MO O4HOMY KaHany B
paMkax rpynnbl NOpToB. M0 yMOMYaHMIO KOMMYTaTOp MCMONb3YeT TUMN pacnpeneneHns src-
dst-mac. Ecnu koMMyTaTOp HaxoAUTCS 3a MapLupyTusaTopoM, To MAC-aapec Ha3HavyeHuMs um
MCTOYHMKa NakeTa byaeT naMeHeH. B 3ToM cnydae Heob6xoanMo BbI6paTb Ha KOMMyTaTop
onuuto pacnpegeneHms Tpaduka no IP-agpecy, 4tobbl PyHKUUS rPyNNMPOBKK NOPTOB
paboTtana HopManbHO.

BbibepuTe onumio src-mac, 4Tobbl pacnpeaeneHue Tpaduka ocylectsnsnocs no MAC-agpecy
MCTOYHMKaA NakeTa.

BbibepuTte onuuto dst-mac, utobbl pacnpeaeneHme Tpaduka ocyuectensnocb no MAC-
agpecy HasHayeHus nakeTa.

BbibepuTte onumio src-dst-mac, utobbl pacnpeseneHme Tpaduka oCyLLeCcTBASIOCh MO
coyeTaHmto MAC-aapecoB NCTOYHMKA M Ha3HAUYEHUS MaKeToB.

BbibepuTte onuuto src-ip, 4Tobbl pacnpeaeneHune Tpadurka ocywecTsnsnocb no IP-agpecy
MCTOYHMKa NakeTa.

BbibepuTte onuuto dst-ip, uTob6bI pacnpeaeneHme Tpaduka ocylecTBasaock no IP-agpecy
Ha3Ha4yeHus nakeTta.

BbibepuTte onuuto src-dst-ip, 4Tobbl pacnpeaeneHue Tpaduka ocyLLEeCTBASNOCh NO
coyeTaHuto IP-agpecoB NCTOYHMKA WU Ha3HaAYeHUs NaKeToB.

Port

B 3TOM nose oTobpaxkaeTcs HoMep nopTa.

Group

Bbi6epuTe rpynmny NopToB, KOTOPOW MPUHAASIEXMUT MOPT.

Mpumevanue: Ecnn ans onpegeneHHoOro nopta Ha KOMMYyTaTop BKIOYEHa DYHKLMS
6e30nacHOCTM NopTa U HaCTPOEHbI NapameTpbl 6e30MacHOCTU, TO BKIIOYUTL TaKOW NOPT
B aKTUBHYIO rpynny NnopToB HEMb3s.

Apply

Haxxmute Apply, UTO6bI COXpaHUTbL U3MEHEHUSI B ONEepaTUBHON NaMsTM KOMMyTaTopa. 3Tu
HacTpoWku 6yayT yTepsiHbl B Cllydae BblK/IlOUEHMS KOMMyTaTopa unu nepebosi B nogave
NUTaHusi, NO3TOMY MO 3aBepLUEHUN HACTPONKM HEOBX0AMMO HaxaTb Ha ccbinke Save B
BEpXHEeN HaBUTraUMOHHOM NaHenun ANs COXpPaHeHUs U3MEHEHUI B SHEProHe3aBMCUMOM NaMaTy.

Cancel

Haxxmnte Cancel, 4Tobbl HayaTb HAaCTPONKY Ha 3TOM 3KpaHEe 3aHOBO.

17.4 TlpoToKon ynpaBneHusa arperaumen kaHanos LACP

YT106bI 0TO6pPasnTb NOKa3aHHbIN HUXe 3KpaH, BbibepuTe B HaBMraumoHHon naHenn Advanced
Application > Link Aggregation > Link Aggregation Setting > LACP. [10nonHUTENbHYIO
MHMOPMaLMIO O AMHAMUUYECKOM arperauum KaHanoB MOXHO HaWTK B pa3a. «[AuHamuueckas
arperaums KaHanos» Ha CcTp. 152.
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PucyHok 108 DkpaH Advanced Application > Link Aggregation > Link Aggregation Setting > LACP

[ @ Link Aggregation Control Protocol ] Link Aggregation Setting
Active O

System Priority 65535

;; o L= 2 [g%] — #

Group 1D LACP Active
T
T2
T3
T4
T5
TG
T7
T8

O oO0O00OO0oOoo

Port LACP Timeout

30 V|seconds
30 ¥|seconds
30 ¥|seconds
30 V|seconds
30 V|seconds
30 V|seconds

30 V| seconds

ﬁge 5

25 30 V|seconds
26 30 V| seconds
27 30 ¥|seconds
28 30 ¥|seconds

Mons akpaHa onucaHbl B crieaylollen Tabnuue.

Ta6nuua 58 DkpaH Advanced Application > Link Aggregation > Link Aggregation Setting > LACP

NMOnE OMNMUCAHUE

Link .

Aggregation MpymeyaHue: HacTponkn Ha JaHHOM 3KpaHe crneayeT NPoM3BOAUTL TOMBKO NPW BKIKOYEHUN
Control OVHaMU4ecKou arperauum KaHanos.

Protocol

Active YcTaHoBMTe 3TOT nepektoyaTtesnb, YTobbl BKAOYNTE NpoTokon LACP.

System MpuopuTteT cuctembl npotokona LACP - 3710 uncno ot 1 go 65 535. KommyTaTtop ¢

Priority HaVWMEHbLIMM NPUOPUTETOM CUCTEMbI (M HAMMEHBLUMM HOMEPOM MOpPTa, €CNIN 3HAYEeHUN

npuopuTeTa CMCTEMbl OAMHAKOBbI) CTAHOBUTCS «cepBepoM» npoTokona LACP. «Cepsep» LACP
ynpasnseT paboTtoi npotokona LACP. BBegmute HOMep A/ YCTAHOBKM NpuopmuTeTa akTUBHOIO
nopTta, ucnosnb3aytowero npotokosa LACP. YeM MeHblle HOMep, TEM Bbllle YPOBEHb
npuopuTteTa.

PykosoacTso none3osatens Ansa cepun GS3700 n XGS3700
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Ta6nuua 58 SDkpaH Advanced Application > Link Aggregation > Link Aggregation Setting > LACP

MNOJE OMNCAHUE

Group ID B 3TOM none ykasaH I/I,U,eHTVICbI/IKaTOp rpynnbl arperaunn KaHanoB, TO €CTb JIOrMYECKOIro
KaHana, obbeAnHAOLWEro HeCKOIbKO nopToB.

LACP Active YcTaHOBUTE 3TOT NepekstoyaTesb, YTobbl BKAOUNTL npoTokon LACP ans rpynnbl.

Port B aTOM none otobpaxaeTca HoMep nopTa.

* HacTpoiku B 3TOM CTPOKE NMPUMEHSIIOTCA KO BCEM MOpTaM.

OTy CTPOKY HEO6XOAMMO MCMOb30BaTh JIMWb B TOM C/llyyae, €C/IM HAaCTPOMKKU BCEX MOPTOB
LO/MKHbI 6bITb 0ANHAKOBbIMU. C MOMOLLbIO 3TOM CTPOKU MOXHO CHavasia Ha3Ha4ymTb obwmne ans
BCEX NMOPTOB HaCTPOMKMK, @ 3aTeM BHECTU HEO6XOANMbIE U3MEHEHUS HA YPOBHE OTAENbHOIO
nopra.

MpumeyaHune: IameHeHMs1 B JaHHOW CTPOKe Cpaasy Xe KOnnpyrTcd Ha BCe NOPThI.

LACP Timeout | TaiM-ayT, onpeaensiowmin BpeMEHHON MPOMEXYTOK OT 0AHOro obmMeHa naketamm LACP mexay
OTAENbHbIMU MOpPTaMun A0 APYroro (B uensx nposepkn paboTocnoco6HOCTM NOPTOB-NAapTHEPOB
B rpynne noptoB). Ecnn nopT He oTBETUN NoC/e TpeX NOoMnbITOK, TO OH CYUTAETCS
«OTK/IIOYEHHbIM» U yaanseTcs u3 rpynnbl. [ns 3arpy>XeHHbIX CrpynnmMpoBaHHbIX KaHanoB
cnefyeT MCNofb30BaTb KOPOTKMIA MHTepBan (o4Ha cekyHAaa), 4tobbl obecneunTb ckopenliee
yAaneHue OTK/YEHHbIX MOPTOB U3 FPynnbl.

BbibepuTe 3HaueHune (1 cekyHaa nnmn 30 cekyHa).

Apply Haxxmute Apply, UTO6bI COXpaHUTbL U3MEHEHUSI B OMEepaTUBHON NaMsTM KOMMyTaTopa. 3Tu
HacTpoWku 6yayT yTepsiHbl B Cllydae BblK/IlOUEHMS KOMMyTaTopa unu nepebosi B nogave
NUTaHWs, NOSTOMY MO 3aBepLUEHNN HAaCTPOMKM HEOBXOAMMO HaxaTb Ha CCbiike Save B
BEpXHEeN HaBUrauMOHHON NaHenu Ansi COXpaHeHUs U3MEHEHUI B SHEProHe3aBMCMMOl NaMaTy.

Cancel Haxmunte Cancel, 4To6bl HaYaTb HAaCTPOMKY Ha 3TOM 3KpaHe 3aHOBO.

17.5 CnpaBo4Haa TexHn4eckasa nHopmauus

OTO0 pa3aen CoaepXUT AOMNONHUTENbHYIO TEXHUYECKY MHdOopMaLuno No BonpocaM, 06CcyxaaemMbimM B
TeKyLleln rnase.

17.5.1 Mpumep cTaTn4ecKoro rpynnupoBaHnsi NOpPToB
B naHHOM npuMepe NokasaHo co3AaHue CTaTUYeCcKoM rpynmnbl MOPTOB AN MopToB 2-5.

1 BbinonHute pusnyeckme NOAKIIIYEHUNA — NOAK/IIYNTE BCE MOPThl, KOTOPbIE AOMXHbI BONTU B
rpynny, K O4HOMY U TOMY >Xe MYHKTY Ha3HadeHunsa. Ha npuBeaeHHOM HMXE PUCYHKE NoKa3aHo
noAakntoyeHne nopTtos 2-5 kommyTaTopa A K KOMMyTaTopy B.

PykoBogcTso none3osatens Ansa cepun GS3700 n XGS3700
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PucyHok 109 [Mpumep rpynnupoBaHus NopToB — GU3MYECKME NOAKIIOYEHUNS

B

HacTtpoiiTe ctaTMueckyro rpynny noprtoB - Bbi6epute nyHkT Advanced Application > Link
Aggregation > Link Aggregation Setting. Ha atom akpaHe akTuBupyinTe rpynny noptos T1,
BblbepuTe anropuTM pacnpenenenms Tpaduka, KOTopbii 6yaeT ncnosb3oBaTb 3Ta rpynna, v rnopThl,
KOTOpble cneAyeT BKAYMUTb B 3Ty IPynny, Kak nokasaHo Ha pUCyHKe Humxe. [ocne 3Toro HaxmuTe

Apply.
PucyHok 110 [llpumMep rpynnupoBaHns NOPTOB — 3KPaH HaCcTPOMKM
L@ Link Agaregation Setting Status LACP
Group ID Active Criteria
T src-dst-mac W
........................... TED —/
............................. TBD ey R
............................. T4D ooy R
............................. TED Py
............................. TED ey
............................. WD e
............................. TBD ey R

Mpoueaypa HacTporikn rpynnel noptoB 1 (T1) 3aBeplieHa.

PykoBoacTteo nonb3oBatena ans cepun GS3700 n XGS3700
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AyTeHTU(pUKaLusa NOpTOB

18.1 O6G30p ayTeHTUDMKaLUN NOPTOB

B sTon rnaee onucaH metog ayteHTudukaumm IEEE 802.1x.

MexaHu3M ayTeHTUdMKauMm NopTOB NO3BOISET NPOBEPAThL NpaBa AOCTYNa KJMEHTOB K NopTam
KOMMYyTaTopa C UCMO/b30BaHWEM BHELLHero cepeepa (cepsepa ayTeHTudMKaunm). JaHHbIN
KOMMYTaTop NoAAepXXMBAeT CAeayowWwmnin MeTol ayTeHTMdUKaumm nopTos:

o IEEE 802.1x? - npeaycMaTpuBaeT NpoBepKy npas JOCTyna K nopTaM Ha cepsepe
ayTeHTUdMKaLMN C UCMONb30BAaHMEM MMEHU MO/b30BaTENS WU Napons, NpeaoCTaBEeHHbIX
Nonb30BaTeNEM.

18.1.1 O yem paccka3biBaeTCA B 3TOM rnaBse

e C nomowbio 3kpaHa Port Authentication (pa3a. 18.2 Ha cTp. 161) MOXHO NpoBepUTDb,
aKTMBMpoOBaHa Nu ayTeHTMdukaumna noptos IEEE 802.1x.

e C nomouwbto akpaHa 802.1x (pa3a. 18.3 Ha cTp. 161) MOXHO aKTMBMPOBATb (PYHKLNIO
6e3onacHocTu IEEE 802.1x.

18.1.2 Y10 He0OOXO0AUMO 3HATH

MNpoBepka npas nosnb3oBaTens npu ayteHTudunkauum no cxeme IEEE 802.1x ocyliecTtBnsercs C
ncnonb3oBaHmeM npotokona RADIUS (Remote Authentication Dial In User Service, RFC 2138,
2139). JononHuTtensHyo nHdopMauuio o HacTpolikax cepsepa RADIUS MOXHO HalTu B

pa3a. «RADIUS n TACACS+» Ha cTp. 211.

AyTteHTudunkauma Ha ocHoBe |IEEE 802.1x

Mpouecc NpoBepkn Npas Nosb30BaTesNs, NOAKIOYAOLWErocs K NoOpTy C akTMBUPOBAHHbIM
MexaHu3MoM ayTeHTudmkaumm IEEE 802.1x, nokasaH Ha cneayoweM pucyHke. [JaHHbli KOMMyTaTop
3anpalwmBaeT y KameHTa nHdopMaunto ansg Bxoaa B CMCTEMY B BUAE MMEHW MoSb30BaTens u napons.
Mocne nony4yeHns oT KAMEHTa NapaMeTpoB BXOo4a B CMCTEMY KOMMYyTaTOp OTnpas/sieT 3anpoc Ha
ayTeHTMdunKaunto Ha cepeep RADIUS. Cepeep RADIUS npoBepsieT, 061agaeT v AaHHbIA KITMEHT
npaBoM AOCTyNa K AaHHOMY MOpTY.

2. Ha MOMeHT HanucaHusa AaHHOro pyKoBOACTBA HE BCE onepaLnoHHble cucTeMsl nogaepxusatot ctaHgapt IEEE 802.1x.
Ob6paTtutech k JOKyMeHTaLMu No onepaumoHHon cucteme. Ecnv onepaumoHHas cuctema He noafepXxuBaeTt cTaHaapT
802.1x, moxeT noTpeboBaTbCs yCTaHOBKA NporpaMmmMHoro obecneveHus knmeHTta 802.1x.

PykosogcTso none3osatens Ansa cepun GS3700 n XGS3700
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PucyHok 111 Tpouecc ayTeHTMdMKaunm Ha ocHoBe IEEE 802.1x

[_]

-illg

lj,
Eé
Eé

#

HoBoe nogknioyeHune

- 3anpoc nHdopmaumm
e AnNA BXoAa B CUCTEMY

MapameTpbl Bxoaa - o -
B cUctemy 3anpoc Ha

ayTeHTUdUKauuio e

OTBeT C pe3ynbTaTom
ayTeHTUcpuKaumm

CeaHc pa3speluaeTtcs/3anpellaercs

18.2 Hactpomnka ayteHTUdUKaLUU NOPTOB

YT06bI BKIOYNTL ayTeHTUdMKALUIO NOPTOB, Npexae BCcero Heo6xoaMMO aKTMBMPOBaTb
MCcnonb3yembli MeToa (Mnn MeToAabl) ayTeHTMdMKALUM Kak Ha KOMMyTaTope, Tak U Ha caMmnx
rnopTax, a 3aTeM HacTpouTb NapameTpbl cepBepa RADIUS Ha akpaHe Auth and Acct > Radius

Server Setup.

YT06bI 0TO6Pa3nTb NOKa3aHHbLINM HUMXe 3KpaH, Bbibepute B HaBuraunmoHHon naHenn Advanced
Application > Port Authentication.

PucyHok 112 SkpaH Advanced Application > Port Authentication
L @) Port Authenticatich ]

B02.1x Click here

18.3 BknrouveHue dyHKkunn 6esonacHocTn ctaHgapta IEEE
802.1x

C noMoLLb AaHHOro 3KpaHa MOXHO aKTMBMpoBaTb PYHKLUMM 6e3onacHocTm ctaHgapTa IEEE 802.1x.
Ha skpaHe Port Authentication HaxxMnTe 802.1X, 4TO6bI OTKPbITb 3KPaH HACTPOEK,
M306paXXeHHbI Ha PUCYHKE HUXe.

PykoBogcTso none3osatens Ansa cepun GS3700 n XGS3700

161



aBa 18 AyTeHTndukaumsa nopToB

PucyHok 113 2SkpaH Advanced Application > Port Authentication > 802.1x

[ @ 802.1x ]

Active
Port Active

: O

1 O

2 O

3 O

4 O

=

W
—_
e B M

26 O o | 3@ | [ ]
27 O [2 | [onv] [3600 | o | 3o | [ ]
28 O [2 | [onv] [3600 | o | 3o | [ ]

Port Authentication Guest Vlan

|

Max-Req Reauth Reauth-period Quiet-period Tx-period Supp-Timeout
5ecs 5ecs 5ecs 5ecs

| | fonv] | | | | | | |

[2 | [onv] [3600 | o | 3o | [ ]

[2 | [onv] [3600 | o | 3o | [ ]

[2 | [onv] [3600 | o | 3o | [ ]

[2 | [onv] [3600 | o | 3o | [ |

PN

Mons sKpaHa onucaHbl B crieayoLlen Tabnuue.

Tabnuua 59 SkpaH Advanced Application > Port Authentication > 802.1x

MNONE

OMNCAHME

Active

YcTaHoBWTE 3TOT nepekntoyaTenb, YTobbl pa3pewnTs ayTeHTUdUKaUMo No CTaHAapTy
802.1x Ha kOMMyTaTOpe.

MpumeyaHwve: Mpexae Yem NpPUCTyNaTh K HACTPOWNKe Cnyx6bl ayTeHTudunkaumm no
ctaHgapty 802.1x Ha KaxxgoMm nopTy, Heo6xoaAMMO BKIIOYUTL €€ Ha KOMMYyTaTope.

Port

B 3TOM nosie oTo6paxaeTcs HoMep nopTa.

HacTpoiikn B 3TOM CTPOKE NPUMEHSAIOTCA KO BCEM MopTaM.

3Ty CTPOKY HeobX0AMMO MCMOMb30BaTh SINLWb B TOM Clly4yae, eC/in HacTPOKK BCex MopToB
Z[OMKHBI 6bITb 0AMHAKOBLIMK. C NMOMOLLIO 3TOW CTPOKM MOXHO CHavasa HasHauuTb oblume
AN BCeX NMOPTOB HACTPOMKM, a 3aTEM BHECTU HEOHXOANMbIE U3MEHEHMWS HA YPOBHE
oTAeNbHOro nopTa.

MpumeyaHue: ViameHeHWs1 B JaHHOMW CTPOKe Cpa3y e KOMUPYITCS Ha BCE MOpThl.

Active

YcTaHoBUTE 3TOT nepekntoyaTesnb, YTobbl paspewmnTb ayTeHTUdMKaLMO No cTaHAapTy
802.1x Ha 3ToM nopTy. Mpexae 4yeM akTUBMPOBaTb ayTeHTUdMKaLMIO No cTaHaapTy 802.1x
Ha KaxAoM nopTy, Heo6XoaAMMO BKIIOUYNTb €€ Ha KOMMyTaTope.

Max-Req

YKaxuTe, CKOIbKO MOMbITOK ayTeHTMCbVIKaLWIVI KIMEHTOB A0J/IXKEH COBEPLUNTbL KOMMYTATOPp
npexae, 4eM OTNpPaBUTb MOPTbl, OT KOTOPbIX He MNOCTYNWA OTK/NK, B rocteByto ceTb VLAN.

Mo ymMonyaHuio 3Ha4YeHne 3TOoro nosas paBHO 2. ITO 03Ha4vaeT, YTo KOMMyTaTop byaer
MbITaTbCA @ayTEHTUHUUMPOBATb KIMEHTa ABaXAbl. TO €CTb €C/IN KIIMEHT He OTBETU/T Ha
nepBbI 3anpoc ayTeHTUdUKaLMmM, KOMMyTaTop OTNPaBuT ele oAMH 3anpoc. Ecnm knneHt
He OTBETUT M Ha BTOPOW 3anpocC, TO KOMMyTaTop OTMpPaBuUT KiMeHTa B rocteByto cetb VLAN.
[Onsa npoxoXaeHus NOBTOPHOM ayTeHTUdUKaLMM Ha KOMMYTaTope KIIMEHTY HYXHO byaeT
nocnaTtb HOBbIN 3anpoc.

Reauth

YkaxuTe, Tp86y8TCFI N Nosib3oBaTeNto nepnoanveckm BBoAnNTb 3aHOBO CBOE
nonb3oBaTeNbCKOE UMA U Napofib, 4TO6bI OCTABaTLCA MNOAK/HOYEHHbBIM K nopTy.

Reauth-period
secs

YKaxuTte nepuoj BpeMeHU, rno NCTeYEHNU KOTOPOro nosib3oBaTesio I'IOTpe6yeTC$I 3aHOBO
BBECTW CBOE MNOJZIb30BaTE/IbCKOE UMA U Naposb, 4TO6bI OCTAaBaTLCSA NOAKIHOUYEHHBIM K nopTy.

PykosogcTso none3osatens Ansa cepun GS3700 n XGS3700

162




naBa 18 AyTeHTndunkaums nopToB

Tabnuua 59 SkpaH Advanced Application > Port Authentication > 802.1x (npogomxeHue)

MOnE OMUCAHUE

Quiet-period YKaxuTe, CKOMbKO CeKyHJ MOopT ocTaeTcs B coctosiHun HELD v oTBepraeT HOBble 3anpochl

secs Ha ayTeHTUdUKaLMIO OT NOAKIHOUYEHHOrO K/IMEHTa Noc/ie HeyaadHoW NonbiTk obMeHa
ayTEHTUDMKALMOHHBIMKU COOBLLEHNAMMN.

Tx-period secs YKaxuTe nepuos BpeMeHn B CeKyHaax, B Te4eHMe KOTOPOro KOMMyTaTop OXuaaeT oTBeTa
KMEeHTa, npexzae YeM NOBTOPHO OTMNPaBWUTb KJMEHTY 3anpoc Ha aeHTUdUKaLmLo.

Supp-Timeout YKaxuTe nepuos BpeMeHn B CeKyHaax, B TeYeHMe KOTOPOro KOMMyTaTop OXuAaaeT oTBeTa

secs KJIMEHTa Ha 3anpoc Bbi30Ba, Npexae YeM OTNpaBUTb MOBTOPHbIN 3anpoc.

Apply Haxmute Apply, 4To6bl COXpaHWUTL U3MEHEHUSI B ONEpaTUBHOW NaMsiTM KOMMyTaTopa. ITu

HaCTpOWKM ByAyT yTepsiHbl B Clly4Yae BbIK/IIOYEHUS KOMMYyTaTopa unu nepebos B nogave
NUTaHusl, NO3TOMY MO 3aBepLIEeHUM HAacTPOMKM Heo6X0AMMO HaxaTb Ha CCbiike Save B
BEpXHel HaBMraLMOHHOM NaHenun Ans COXpPaHeHWs USMEHEHWA B SHepProHe3aBUCMMOW
namsTu.

Cancel Haxmunte Cancel, 4To6bl Ha4YaTb HAaCTPOMKY Ha 3TOM 3KpaHe 3aHOBO.

18.3.1 OkpaH Guest VLAN

Ecnn Ha koMMyTaTope U ero noptax BkAYeHa yHKUMSA ayTeHTudumkauum 802.1x, TO KOMMyTaTop
3anpewaeT KAneHTaM, NpefoCcTaBnsiolWLUM HEKOPPEKTHbIE YUYeTHbIE AaHHble, AOCTYN Yyepes3
yKaszaHHble NopTbl. BO3MOXHOCTM KOMMyTaTopa No3Bons0T BblbpaTb 0gHYy ceTb VLAN B kavecTse
roctesor. Ecnm Bkaountb dyHKumio rocteson cetn VLAN (B gaHHOM npumepe - cetn 102) Ha
onpeaeneHHoM nopty (B AaHHOM NpuMepe — NopTy 2), TO onpeaeneHHbIn nosb3oBaTesnb (B AaHHOM
npuMmepe — nosib3oBaTesnb A), KOTOPbIN He nogaepxxusaeT ctaHaapT IEEE 802.1x ¢ unn He moxeT
yKasaTb npasusibHble UM MOSb30BaTENSA U Naposfb, BCE PAaBHO CMOXET MNONYUYUTb AOCTYMN K
KOMMYTaTopy 4epes 3TOT NopT, HO byaeT HanpasneH B rocteByto ceTb VLAN. To eCcTb nonb3oBaTtenu,
He npowejlne ayTeHTUdmKaumo, CMOryT noay4YnTb 4OCTYN K OrpaHUYEHHOMY KOIMYECTBY CETEBbIX
pecypcoB B Ton xe rocteson cetn VLAN, Takomn, kak ceTb MHTepHeT. Habop npas, Ha3HaAYEHHbIX
roctesoi cetn VLAN, 3aBMCUT OT TOro, Kakue napaMeTpbl CETEBOM aAMMHUCTPATOP 3a4acT Ans
KOMMYTaTOpPOB MM MapLpyTU3aTOPOB NpU ONUCaAHNN DYHKLUNU FOCTEBOM CETU.

PucyHok 114 Tlpumep rocteson cetn VLAN

F
il

VLAN102
) 5 ( WHTeprer

N

C NoMOLLbIO 3TOr0 3KpaHa MOXHO aKTUBUpPOBaTb rocteByto ceTb VLAN 1 HasHauuTb ee
onpeaeneHHoMy nopty. Ha akpaHe Port Authentication > 802.1x HaxMmnTe Guest Vlan, 4tobebl
OTKPbITb 3KpaH HacTpoek, N306paxeHHbI Ha PUCYHKE HUXE.
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PucyHok 115 SkpaH Advanced Application > Port Authentication > 802.1x > Guest VLAN

[ @ GuestVian 802.1x

Port Active Guest Vian Host-mode Muiti-Secure Num
: O ] [MuiHost [w] [ ]

| Ll l: 1 :Mul_til-:HclJ_st_ V 1

2 O [ Muli-Host [v] 1

3 O i |Mulii-Host v il

. O il Muti-Host [v] 1

5 O -

b D I | MubiHost || 1"

7 O 1 [Mulitost [w] 1

g O i [Muitost [v] [t

9 0 | [Mutiost [v] 1

10 O [Muli-Host [v] |1

11 ] | Multi-Host | il

12 O | Multi-Host 1

13 1 i

O

Mons akpaHa onucaHbl B crieayrollen Tabnuue.

Tabnuua 60 DkpaH Advanced Application > Port Authentication > 802.1x > Guest VLAN

MNOJE

OMNCAHME

Port

B 3TOM nosie oTo6paxaeTcs HoMep nopTa.

*

HacTpolikn B 3TOM CTPOKE NPUMEHSAIOTCA KO BCEM MoOpTaM.

3Ty CTPOKYy HeobX0AMMO MCMOMb30BaTh SINLWb B TOM CllyYae, eC/i HacTPOKK BCex NOpToB
Z[OMKHBI 6bITb 0AMHAKOBbIMU. C NMOMOLLbIO 3TOW CTPOKM MOXHO CHavasa HasHauuTb oblime
AN BCeX NMOPTOB HACTPOMKM, a 3aTEM BHECTU HEO6XOANMbIE U3MEHEHMWS HA YPOBHE
oTAeNbHOro nopTa.

M3MeHeHUs1 B AaHHOM CTPOKE CPasy Xe KOMUPYITCS Ha BCE MOpThl.

Active

YcTaHoBWTe 3TOT nepekntoyaTenb, YTobbl BKAOUYNTE DYHKUMIO rocTeBon cetn VLAN ans
AaHHoro nopra.

KnuneHTbl, KOTOpble HE CMOIM NPONTU ayTeHTUdUKaumMio, nonagatoT B rocteByto ceTb VLAN
M MOFYT MosyyaTb OrpaHUYeHHbIM Habop ycnyr.

Guest Vlan

[ocTteBas cetb VLAN - 3T0 npeaBapuTesibHO co3gaHHas Ha kKommyTtaTtope ceTb VLAN,
KOTOpas NO3BOJISIET NOb30BATENSAM, HE MPOLEALINM ayTeEHTUDMKALMIO, NONYYNUTb
OrpaHWYEeHHbIN AOCTYN K CeTEeBbIM pecypcam 4yepe3 KoMMyTaTop. Kpome Toro, Heo6xoammo
BKNOYNTb ayTeHTUdMKauuo IEEE 802.1x Ha KOMMyTaTOpe M acCoOLMMPOBaHHbLIX NopTax.
YKaxuTe umcno, Kotopoe naeHtnduumpyet roctesyto cetb VLAN.

YpoctoBepbTecbh, 4To 3Ta ceTb VLAN pacno3HaeTcs B CeTu.

PykosogcTso none3osatens Ansa cepun GS3700 n XGS3700

164




naBa 18 AyTeHTndunkaums nopToB

Tabnuua 60 SkpaH Advanced Application > Port Authentication > 802.1x > Guest VLAN

MNOJE

OMNCAHME

Host-mode

YkaxuTe, kakmMm ob6pa3oM KOMMyTaTop ayTeHTMdULMPYET Nonb3oBaTesneln B TOM Ciyyae,
ecnv ABa v 6onee nonb3oBaTenen NOAKAOYATCA K AaHHOMY NOpPTY (MCNoNb3ys
KOHLIeHTpaTop).

Mpwn Bbi6ope onuun Multi-Host ycTpoiicTBO 6yAeT BbINOMHATL ayTEHTUMUKALNIO TONbKO
rnepBoro Nosib3oBaTens, NoAKAOUYNBLLEroCs K AaHHOMY nopTy. Ecniv nepBbi Nonb3oBaTesb
yKasblBaeT NnpaBW/ibHble AaHHble A1 BX0OAa, TO BCEM MOC/EAYOWMM MONb30BaTENSAM
paspeluaeTcs AOCTYN K 3TOMy nopTy 6e3 ayTeHTUdMKaumm. Ecnv nepsblii nosfb3oBaTesb
yKa3blBaeT HeBEpHble AaHHble AN BXOAa, TO BCe Nonb3oBaTenu 6yayT HanpasBieHbl B
rocteByto cetb VLAN. Ecnu nepBbit NoNb30BaTeNb, NPOLWEALNi ayTeHTUdUKaLNIO,
BbIMO/IHAET BbIXOA, U3 CUCTEMbI UM OTKJIOYAETCS OT AaHHOro NopTa, TO YCTPONCTBO
6/10KMpYEeT OCTaNbHbIX NOMb30BaTENEN A0 TeX NOp, NoKa KTO-HUBYAb U3 HUX He NponaeT
ayTeHTUdMKaLM CHOBA.

Mpwn BbI6Ope onumn Multi-Secure ycTpoincTBo 6yaeT BbINONHATL ayTeHTUGMUKALMIO
Ka)aoro rnosib3oBaTesisi, KOTOPbIA NOAKNIOYAETCSA K AaHHOMY MOpTY.

Multi-Secure
Num

Ecnun B none Host-mode Bbi6paHa onuns Multi-Secure, To B 3ToM nose Heo6xoaMMo
yKasaTb MakcMManbHOE KOJIMYECTBO MoJsib30BaTesnel, KoTopoe KoMMyTaTop 6yaeT
ayTeHTUdMUMPOBATbL Ha 3TOM MOPTY.

Apply

Haxmunte Apply, 4TObbl COXpaHUTb N3MEHEHUSA B ONepaTMBHOW NaMaTU KOMMyTaTopa. OTu
HaCcTPOWMKK ByayT yTepsiHbl B C/lydae BbIK/TOYEHUS KOMMyTaTopa unu nepebosi B nojaye
nUTaHWs, NO3TOMY MO 3aBepLUEHUN HAaCTPOMKM HEO6XO0ANMMO HaxaTb Ha CCblsike Save B
BEPXHEWN HaBUraLMOHHOW NaHEeNnN AN COXPaHEHUSI UBMEHEHUI B SHEProHe3aBUCUMOW
namsTu.

Cancel

Haxmunte Cancel, 4Tob6bl Ha4YaTb HAaCTPONKY Ha 3TOM 3KPaHe 3aHOBO.
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CpencrtBa 6e30nMacHOCTU NOPTOB

19.1 O630p cpencTB 6e30NacHOCTN NOPTOB

B paHHOM rnaee onucaHa HacTporka @yHKuMn 6e3onacHOCTM NOpPTOB.

Cpeactea 6e30nacHOCTM MOPTOB MO3BOASIOT pa3peLwlmnTb NPOXOXKAEHUE Yepe3 NopT KoOMMyTaTopa
TO/IbKO NaKeToB C AMHAMUYECKM nonyvyeHHbiMu MAC-agpecaMmu n/mnm HaCTPOEHHbIMU CTaTUHECKUMU
MAC-agpecamn. [1aHHbIA KOMMYTaTOP MOXET 3arnOMHUTbL B 06LLen CIOXHOCTM A0 16 Thic. MAC-
agpecos, 6e3 orpaHM4YeHUn Ha KOSIMYECTBO 3anOMMHAEMbIX aApecoB Ha O0AWH NopT (Npu ycrioBuu,
yTO ObLLlee KONMYECTBO He npesblwaeT 16 ThIC.).

Ansa obecneveHns MakcMManbHo 6€30nacHoOCTM NopTa Heo6X0ANMMO OTK/TIOYMUTL NnosyveHne MAC-
aflpecoB ¥ HaCTpOWUTb ANs nopTa cTaTudeckunin MAC-aapec (unu MAC-agpeca). He pekoMeHayeTcs
OTK/IlOYaTb CpeacTBa 6€30MacHOCTM NOPTOB OAHOBPEMEHHO 3anoMuHaHneM MAC-aApecoB, Tak Kak
3TO NpuBeAeT K 60/1bWOMY YMC/Y LMPOKOBELLATENbHbLIX MakeToB. Mo yMonYaHuio GyHKUNS
nonydyeHms MAC-agpecoB 0CTaeTcs akTMBMPOBAHHOW, Aa)ke ec/iv cpeacTsa 6€30MnacHOCTM NOpTOB He
BKJIOYEHbI.

19.1.1 O yem paccka3blBaeTCA B 3TOMU rnaBse

C nomouwbto 3kpaHa Port Security (pa3a. 19.2 Ha cTp. 166) MOXHO BK/OUYUTb (PYHKLUIO
6e3o0macHOCT NOPTOB M OTK/IOUYMTL 3anoMmnHaHme MAC-agpecoB. KpoMme Toro, 34eCb MOXHO
BKIIOUNTBL PyHKUMIO 6e30nacHOCTM nopTa A4S onpeAeneHHoro nopra.

19.2 HacTtpomka cpeactB 6e3onacHOCTV NOPTOB

YT10o6bl 0TO6pPa3nTb NOKa3aHHbIN HMXE 3KpaH, BbibepuTte B HaBMraumoHHon naHenu Advanced
Application > Port Security.
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PucyHok 116 2SkpaH Advanced Application > Port Security

L&) Port Security ]

MAC Freeze :

Port List MAC freeze ]
Port Security :
Active [
Port Active Address Learning Limited Number of Learned MAC Address
. @l &
1 [ ]
2 [E ] 0

18 F @ 0
o & & 0
a8 & @ 0
49 Fl I
50 ] @ 0

Apply | Cancel

Mong skpaHa onucaHsbl B CJ'IED,y}OLI.I,Eﬁ Tabnuue.

Tabnuua 61 SkpaH Advanced Application > Port Security

MOnE OMNUCAHUE

Port List YKaxuTte nopTbl (pa3aeneHHble 3ansToin), AN KOTOpPbIX HEOOXO0AMMO BKIOUUTL (YHKLNIO
6e30nacHOCTM MOPTOB M OTK/IOUYNTL 3anoMmMHaHMe MAC-agpecos. MNocne Haxatns MAC
freeze Bce paHee 3anoMHeHHble MAC-agpeca ANns yKa3aHHbIX MOPTOB CTaHyT CTaTU4ECKUMU
n 6yayT otobpaxaTtbcs Ha akpaHe Static MAC Forwarding.

MAC freeze Haxmnte MAC freeze, 4To6bl KOMMYTaTOP @BTOMaTUYECKU YCTaHOBWI NMepekyaTenm
Active v cHan BbigeneHune c nepekntovatenen Address Learning Ton1bKo Ans NopTos,
yKa3saHHbIX B cnucke Port list.

Active YcTaHoBMTE AaHHbIN NepekntoyaTenb, YTo6bl BKNIOUYMTL CpeacTBa 6e30MacHOCTM NOPTOB Ha
KOMMyTaTope.

Port B aTOM none otobpaxaeTca HoMep nopTa.

HacTpoliku B 3TOI CTpOKe NPUMEHSIOTCA KO BCEM MOpTaM.

DTy CTPOKY HEO6XOAMMO MCMO/b30BaTh /ML B TOM C/llyYae, eC/iv HacTPOMKM BCeEX MOPTOB
[OMKHBI 6bITh 0ANHAKOBBLIMU. C NMOMOLLbIO 3TON CTPOKM MOXHO CHayana HasHauutb obine
NS BCEX MOPTOB HACTPOMKM, a 3aTeM BHECTU HEOOXOANMbIE U3MEHEHWSI HA YPOBHE
OTAENbHOMO nopTa.

MpumeyaHve: ViameHeHVsi B JaHHON CTPOKe Cpasy e KONMPYITCS Ha BCe MopThbl.
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Ta6nuua 61 SDkpaH Advanced Application > Port Security (npoaonxeHue)

MNOJE

OMNCAHUE

Active

YcTaHoBMTE 3TOT nepektyaTesnb, YTobbl BKAOYUTL cpeacTBa 6e30nacHOCTM AN AaHHOMo
nopTa. [JaHHbI KOMMyTaTOp nepeckinaeT naketsl, MAC-agpec(a) KOTOpbIX COAEPXKUTCS B
Tabnuue MAC-agpecoB anst atoro nopta. Maketbl ¢ apyrumm MAC-aapecamm
oTbpacbiBatoTCS.

CHUMUTE BblAENEHNE C NEPEKITIOYATENS, €C/TM HEOBXOAMMO OTK/IOUUTL 3TY YHKUMIO.
[aHHbIli KOMMyTaTop 6yAeT nepecblyiaTb BCE MaKeTbl Yepes 3TOT NnopT.

Address
Learning

DyHKUMSA nonydeHnss MAC-agpecoB CHuxaeT o6beM ncxoasLiero WNMpoKoBeLaTenbHOro
Tpaduka. Ytobbl nonyyeHne MAC-agpecos NpoMCcXoansIo ANa AaHHOrO nopTa, NopT AOXKEH
6bITb aKTMBEH M Ha HeM Afo/KHa 6biTb BKAOYEHA PYHKLUUSA NOSyYEHUS aapecos.

Limited Number
of Learned MAC
Address

OTO nosie UCNOoSb3YEeTCs AJ1S1 OrPaHMYEHUs A0NYCTUMOro KosnyecTtea (AMHaMmM4Yecku)
nony4yeHHblx MAC-agpecoB 4ns nopta. Hanpumep, ecnmn ykasaTtb B 9TOM nosne ans nopta 2
3HayeHne «5», To B KaxAbll MOMEHT BPEMEHW OAHOBPEMEHHO MOSy4YUTb AOCTYMN K NOpPTY 2
CMOTyT N1LWb YCTPONCTBA C NATbIO Nnosy4yeHHbIMM MAC-agpecamu. Llectomy ycTpoiicTBy
NPUAETCS XAATb, MOKa OAMH U3 3TUX NATU noay4veHHbix MAC-agpecos ycTtapeeT. [NapameTp
ycTtapeBaHuss MAC-aapecoB MOXHO onpeaenntb B MeHto Switch Setup. Jonyctumbiin
Ouana3soH 3HadeHun coctaBnseT oT 0 4o 16384. «0» o3HayvaeT oTkNOYeHUe DyHKLUUK.

Apply

Haxmute Apply, 4TOo6bl COXPaHUTb U3MEHEHMS B ONEepaTUBHON NaMaTK KOMMyTaTopa. OTu
HaCTPOMKKN ByayT yTepsiHbl B C/lydae BbIK/IOYEHUS KOMMyTaTopa unu nepebos B nogade
NUTaHWs, NO3TOMY MO 3aBepLUEHUN HACTPOMKM HEOHXOAMMO HaXaTb Ha CCbifike Save B
BEPXHEN HaBUraUMOHHOW NaHenu AN COXpaHEHUS UBMEHEHUI B SHEProHE3aBUCUMOW
namsTu.

Cancel

HaxmMunte Cancel, 4To6bl HayaTb HAaCTPOMKY Ha 3TOM 3KpaHe 3aHOBO.
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Knaccudumkauumsa

20.1 O6G30p

B sToM rnaee onucbiBaeTCs HAaCTpoMKa Ha KoMMyTaTope dyHKUMK Knaccudukaumm naketos. Kpome
TOro, B HEM paccMaTpMBalOTCS KOHLUENUMKW ynpasieHns kadyectsom obcnyxusaHusa (Quality of
Service, Qo0S) 1 knaccudgmukaTopa B TOM Buae, B KOTOPOM OHW peann3oBaHbl HA KOMMyTaTope.

20.1.1 O yem paccka3blBaeTcsl B 3TOM rnaBe

C nomouwbto akpaHa Classifier (pa3a. 20.2 Ha cTp. 170) MOXHO co3aaTb kKnaccudukaTopsbl U
NPOCMOTPETb CBOAHYIO MHOPMaLMIO 0 KOHGUIYypaumn knaccndukaTopos. MNocne HacTponKm
Knaccudpmkaunum MOXHO onpeaenuTb A4eNCTBUSA (MOSUTUKM), MPUMEHSIEMbIE K OTBEYaOLWMM
npasunam Tpaduky.

20.1.2 Y10 HeOOXOoAMMO 3HATH

Moa ynpaeBneHnem kadyectsoM obcnyxmneaHus (QoS) noHMMaeTcs Kak CNOCOBHOCTb CETU AOCTaBNAATb
AaHHble C MUHUMANbHOW 3aePXKON, Tak U NPUMEHSIeMble B CETU MeTOAbl yrnpaBieHUs NpomnyCKHOM
cnocobHocTbio. Ecnn QoS He ncnonb3yeTcs, TO BeCb TpadpuK MMEET paBHY BEPOSATHOCTb
oTbpacbiBaHMS NMpu BO3HUKHOBEHUW Neperpy3oK B CETU. DTO MOXET NPUBECTU K CHUXEHUIO
Npomn3BOANTENBHOCTM paboTbl CETU U caenaTb ee HENPUIrOAHOM A KPUTUYHBLIX KO BPEMEHU
NPpUNOXEHNN, TaKUX Kak BUAEO No 3anpocy.

Mpu knaccubukaunm Tpaduk rpynnnupyeTcs Ha NOTOKM AaHHbLIX MO onpeAesieHHbIM KpUTepusm,
TakKuUM Kak agpec UCTOYHMKA, agpec Ha3HauYeHus, HoOMep nopTa UCTOYHWKA, HOMep nopTa
Ha3HayeHus U HOMep BXoAsALwero nopTa. HanpmMMep, MOXHO co3aaTth KiaccndukaTop, KOTopbIn
6ynet otbMpaTb B OTAENbHbIN NOTOK TpaduK NopTa onpeaeneHHoOro npotokona (Hanpumep, Telnet).

HaCTpOVIKa ynpaBneHna Ka4yectBoM O6CJ'Iy>KVIBaHM9| Ha KOMMYyTaTope NO3BONAET CrpynnmpoBaTtb U

NpUopuUTU3NPOBaTb TPAPUK NPUSTOXKEHUM AN TOYHON HACTPOMKWN NPOM3BOANTENIBHOCTU CETU.
HacTtpoiika QoS BkntovyaeT B cebs ABa OTAENbHbIX 3Tana:

1 HacTpoiika knaccudunkauum ans COpTMPOBKM Tpaduka Mexay pasfnyHbIMM MOTOKAMMU.

2 HacTpolika npaBua NOAUTUKKU, ONpPeaensaiomnx 4eACTBUS Hag KnacCnudrunMpoBaHHbIMW MOTOKaAMM
Tpaduka (HacTponka npasua NONTUKK onncaHa B rn. 21 Ha cTp. 175).
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MaBsa 20 Knaccundukaums

20.2 Hactpowuka knaccudumkaumm

HacTponka knaccudukaumm ocywectensieTcs Ha akpaHe Classifier. [ocne HacTpoliku
KfaccnduKkauum MOXHO onpeaenntb AencTBus (MNONTUKK), NPUMEHSIEMbIE K OTBEYatoLWNM

npaeuna

M Tpaduky. HacTponka npasBua NoAMTUMK onucaHa B rn. 21 Ha cTp. 175.

YT06bI 0TO6Pa3nTb NOKa3aHHbLINA HMXE 3KPaH HAaCTPOWMKWU, BbiIbepuTe B HaBMFALNMOHHOW NaHenu
Advanced Application > Classifier.

PucyHok 117 SkpaH Advanced Application > Classifier
[ @ Classifier ]
Active [l
Hame
@ Al -
Ethernet Type
Others (Hex)
@ Any
MAC Address
- - ) MAC
Layer 2 Source
@ Any
Port -
q Any
Destination MAC Address
' MAC
@ Al ~ | [C] Establish Only
IP Protocol
Others (Dec)
@ All ~ [C] Establish Only
IPvG Next Header _
) Others (Dec)
IP Address /
Address Prefix f
Layer 3 Source ® Any
Socket Number
IP Address /
- Address Prefix i
Destination @ Any
Socket Number
Index Active Hame Rule Delete

Mons akpaHa onucaHbl B crieayrowlen Tabnuue.

Tabnuua

62 DkpaH Advanced Application > Classifier

NMONE

OMNMUCAHUE

Active

YcTtaHoBuTE 3TOT nepexkn4artenb, YTO6bI BK/IIOUYUTE AaHHOE npasuno.

Name

BeBeanTte MMsA-onMcaHWe faHHOro npasusia, C NOMOLLbIO KOTOPOro ero MOXHo VILI,eHTVICbVILI,VIpOBaTb.

Layer 2

B 5TOM pa3zene nNpuvBOAATCS MOJs, NMO3BOJSAIOWME HACTPOUTL KiaccuduKaLmio Ha ypoBHe 2.

Ethernet
Type

Bbibepute Tun Ethernet, yctaHoBMB nepBbii NepeknaoyaTens, nan Bolbepute sapnaHt Other n
BBeanTe HoMep Tuna Ethernet B wectHaguaTepnyHom Buae. OnucaHne MOXHO HanTM B Tabn. 64
Ha cTp. 172.

Source
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Tabnuua 62 SkpaH Advanced Application > Classifier (npoaomkeHue)

NMOonEe OMNMUCAHME

MAC Bbibepute Any, 4To6bl NpaBMaO NpMMeEHSNOCh KO BceM MAC-aapecam.

Address
YT106bI YKa3aTb ONpeaeneHHbli CTOYHUK, BbibepuTe BTOpPO BapuaHT 1 BBeante MAC-aapec B
npaBunbHOM copMaTe (LWecTb Nap WecTHaguaTePUYHbIX UNdp).

Port BBeanTe HoMep nopTa, Ana KoToporo 6yaeT AencTBoBaTb AaHHOE nNpaBmao. MoXHO BbibpaTb OAMH
13 NopToB Wnu BCe nopthl (Any).

Destination

MAC Bbibepute Any, 4To6bI NpaBMaO NPUMEHANOCHL KO BceM MAC-agpecam.

Address
YT06bl YKasaTb onpeaeneHHbl NMyHKT Ha3HavyeHus, Bbibepute BTOpoi BapuaHT u BBeamute MAC-
aapec B NpaBubHOM opMmaTe (WecTb nap wecTHaguaTepudHbix umdp).

Layer 3

B 3ToM pa3genie NpuBOAATCS MOJS, NO3BOMAIOWME HACTPOUTL Knaccudukaumo Ha ypoBHe 3.

IP BbibepuTte Tvn IP-npoTokona, yCTaHOBMB NepBbIN NepekntoyaTens, unu Bolbepute BapnaHT Other
Protocol 1 BBeAUTE HOMEep NPOTOKOsa B AECATUYHOM BuAe. [JONOMHUTENbHYO MHMOPMALMIO MOXHO HAWTWN B
Tabn. 65 Ha cTp. 173.
Ons Tvna npotokona TCP MOXHO ycTaHOBUTb nepekntoyaTtens Establish Only. B stom cnyuae
KoMMyTaTop byaeT oTbMpaTh TOSIbKO MakeTbl, OTnpaB/isieMble 4515 ycTaHoBneHnss TCP-coeanHeHun.
IPv6 Next | Bbibepute TMRN npoTokona IPv6 unn onuuto Other n BBeanTe 8-paspsagHoe 3HadeHue nons Next
Header Header ans naketa IPv6. MNMone Next Header aHanornyHo nonto Protocol ana npotokona IPv4
Protocol. 3HaueHne npoTtokona ansa IPv6 Beibupaercs U3 gnanasoHa ot 1 go 255.
Ana Tuna npotokona TCP MOXHO yctaHoBUTL nepekstoydatens Establish Only. 3To o3HavaeT, uTo
KOMMyTaTop 6yaeT naeHTMdNUMpoBaTb NakeTbl, KOTOPbIE NHULMUPYIOT UK NOATBEPXAAIOT
(ycTtaHasnuBatT) TCP-coeamMHeHuns.
Source
1P Beeaute IP-agpec UCTOUHMKA B BUAE AECATUYHbIX YnCen, pa3aeneHHbIX TOUKaMU.
Address/ . . .
Address YkaxuTte npedukc agpeca, KOTopblin npeacrasnseT cobor KonmyecTtso eAnHUL B 4BONYHOM
Prefix 3anuMcu Macku noaceTwu.
Macka noacetu MoxeT 6bITb NpeacTaBneHa B Buae 32-6utHoro uncna. Hanpumep, macky noacetu
«255.255.255.0» MOXHO 3anucaTb B ABOMYHOM BUAE Kak
«11111111.11111111.11111111.00000000», n Ans Hee KONYECTBO eAnHUYHbIX 6uTtoB byaeT
paBHO 24.
Socket .
Mpumeyanme: YTobbl HACTPOUTL HOMEPA COKETOB, NpeaBapUTENIbHO HEOOX0AMMO BbIOpaTh B
Number
none IP Protocol 3HauyeHne UDP unu TCP.
Bbi6bepuTe Any, 4TO6bI NPaBMIO NPUMEHANOCH ANS BCEX HOMEPOB NOpToB nNpoTokonos TCP/UDP,
unu BblbepuTe BTOPOWN BapuaHT 1 BBeAMTE HOMep nopTa npotokona TCP/UDP. JonONHUTENbHYIO
MHMOPMaLNIO MOXHO HaUTK B Tabn. 66 Ha cTp. 173.
Destination
1P Beeaute IP-agpec Ha3HayeHUs B BUAE AECATUYHbLIX YMCen, pa3aeneHHbIX TOYKaMu.
Address/ . . .
Address Ykaxute npedukc agpeca, KOTopblin npeactaBnseT cobor KonmM4yecTtso eAnHUL B 4BOUYHOM
Prefix 3anuMcu Macku noaceTwu.
Socket .
Number Mpumeyanme: YTobbl HACTPOUTL HOMEPA COKETOB, NpeaBapUTENbHO HEOOXOAMMO BbIOpaTh B

none IP Protocol 3HayeHne UDP unu TCP.

Bbi6bepuTe Any, 4TO6bI NMPaBWIO NPUMEHANOCH ANS BCEX HOMEPOB NOpToB nNpoTokonos TCP/UDP,
unu BblbepuTe BTOPON BapuaHT 1 BBeAMTE HOMep nopTa npotokona TCP/UDP. JonoONHUTENbHYIO
MHMOPMaLMIO MOXHO HaUTK B Tabn. 66 Ha cTp. 173.
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Tabnuua 62 SkpaH Advanced Application > Classifier (npoaomkeHune)

MNOJE OMNCAHME

Add Haxmnte Add, 4To6b1 4O6aBUTHL 3aNUCb B NTOTOBYIO TabnuMLy HUXE U COXPAHUTb U3MEHEHUS B
onepaTMBHOM NaMATM KOMMyTaTopa. 3TU HAcTpPONKku ByayT yTepsiHbl B C/lyYae BbIK/IHOUYEHUS
KOMMyTaTopa unu nepebos B nogaye NMTaHWs, NO3TOMY MO 3aBEPLUEHUN HACTPONKM HEO6X0ANMO
HaXaTb Ha CCblsike Save B BepXHel HaBUrauMOHHOW NaHenu Ans COXpaHeHUs U3MEHEHUW B
SHEeproHe3aBMCMMON NaMATw.

Cancel Haxmute Cancel, uto6bl C6POCUTL MOMA K MPeablayLWnM 3HaUEHNAM.

Clear HaxmMute Clear, ytobbl BEpHYTbCSA K 3aBOACKMM HacTpoOMKaM.

20.2.1 MpocmoTtp n

n3mMeHeHue HacTpoek KﬂaCCVI(*)MKaLIMVI

YT06bl NPOCMOTPETb CBOAHYIO MH(OPMaLMIO 0 HACTpoKKax Kinaccudukaummn, nepenanTte K UTOroBomn
Tabnuue B HMXHel yacTtu akpaHa Classifier. YTo6bl MU3MEeHUTb HACTPOMKKM NpaBwuia, HaXMUTE Ha
HoMepe B none Index.

MNpuMeyaHue: B cnyyae npoTuBOpeumns Mexay ABYMS NpaBuiaMu NpUoOpUTET nMeeT
npaBuio 6osee BbICOKOr0 YypPOBHS.

PucyHok 118 3DkpaH Advanced Application > Classifier: ntorosas tabnunua

Index Active

1 Yes Example SrcMac = 00:50:ba:ad:4f.81; SrcPort = port 2;

Name Rule Delete

| Delete !| Cancel |

Mong skpaHa onucaHbl B CJ'IED,y}OLI.I,Eﬁ Tabnuue.

Tabnuua 63 SkpaH Classifier: ntorosas Tabnuua

MNONE OMNCAHME

Index B aTOM none otobpa)kaeTca NOpsiAKOBLIN HOMep NpasBuia. HaxMuTe Ha 3TOT HOMep, YTO6bI
OoTpefaKTUpoBaTb NpaBuIo.

Active B aToM none otobpaxaeTcsa Yes, ecnn npaBmao aktneHo, n No, ecnv npaBuio OTKIKOYEHO.

Name B aTOM none otobpaxaeTca nMsa-onncaHve ans gaHHoro npasmna. OHo 6yaeT ncnonb3oBaTbCs
TONbKO AN naeHTUuduKkaumm.

Rule B 3TOoM none oTobpaxaloTca CBOAHbIE CBEAEHMS MO HACTpOMKaM Npasuna knaccubukaumm.

Delete Haxmute Delete, uTo6bl yaanuTb BbIGpaHHYO 3anncb U3 UTOrosBor Tabnauubl.

Cancel Haxxmnte Cancel, yTobbl CHATL BblAeneHne ¢ nepektyatenein Delete.

HekoTopble Hanbonee pacnpocTtpaHeHHble TUNbl Ethernet n cooTBeTcTBYOWME HOMEPa NMPOTOKOJI0B
npuBOAATCA B cneaytowen tabnuue.

Ta6bnuua 64 PacnpocTtpaHeHHbie Tunbl Ethernet n Homepa npoTokonoB

TUN ETHERNET HOMEP NMPOTOKOIJA
IP ETHII 0800
X.75 Internet 0801
NBS Internet 0802
ECMA Internet 0803
Chaosnet 0804
X.25 Level 3 0805
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Tabnuua 64 PacnpocTpaHeHHble TUNbl Ethernet n HoMmepa NpoToko0B

TUM ETHERNET HOMEP NMPOTOKOINA
XNS Compat 0807
Banyan Systems 0BAD
BBN Simnet 5208
IBM SNA 80D5
AppleTalk AARP 80F3

MpoTokonoM IP npenycMOTpeHO Mnose, HasbiBaeMoe «Protocol», B KOTOPOM yKa3biBaeTCs MPOTOKO
cnepytouwero ypoBHsi. HekoTopble Hanbonee pacnpocTpaHEeHHbIE TUMbl MPOTOKOJIOB U
COOTBETCTBYHOLLME HOMEpPA MPOTOKONOB NPUBOAATCSA B crieaytowein Tabnuue. MonHbIA CMMCOK MOXHO
HanTh no agpecy: http://www.iana.org/assignments/protocol-numbers.

Tabnuua 65 PacnpocTpaHeHHble TUNbl NpoTokonaa IP n HoMepa NpoTOKO/I0B

TUMN NMPOTOKONA HOMEP NMPOTOKONA
ICMP 1

TCP 6

ubP 17

EGP 8

L2TP 115

Hanbonee 4yacto ncnonbsyemble Homepa noptoB TCP n UDP npuBoasTcs B cneaytowen Tabnuue:

Tabnuua 66 PacnpocTtpaHeHHble HoMepa noptos TCP n UDP

NMA NMPOTOKONA HOMEP NMOPTA TCP/UDP
FTP 21

Telnet 23

SMTP 25

DNS 53

HTTP 80

POP3 110

MHbopMaLmMio 0 4acTo MCMoMb3yeMbIX HOMepax NMopPTOB MOXHO HalTW B Npui. A Ha ctp. 390.

20.3 MNMpumep ucnonb3oBaHUA Knaccudukaumm

Ha cneaytowem skpaHe nokasaH NpMMep HaCTpOMKM Knaccudumkaumm, B KOTOPOM o0bHapyxXuBaeTcs
Becb Tpadhumk oT MAC-agpeca 00:50:ba:ad:4f:81, noctynatowmnin yepes nopt 2.

Mocne HacTpokn kKnaccudumkaumm MOXXHO HaCTpOUTb NONUTUKY (Ha akpaHe Policy), 4uTobbI
onpeaenuTb AeUCTBUS, BbIMOSHSEMbIE HAaZA 3TUM MOTOKOM Tpaduka.
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Mmaea 20 Knaccudukaums

PucyHok 119 Knaccudukaums: npumep

(@ Classifier __J

Active
Name Example
@ Al -
Ethernet Type )
) Others (Hex)
MAC Add © Any
ress
) @uac00 :50 :ba :ad :4f 81
Layer 2 Source =
Port A
0
@ 2
@ Any
Destination MAC Address ;
2 MAC
@ Al hd Establish Onl
IP Protocol - = g
) Others (Dec)
@ Al hd Establish Onl
IPv6 Next Header _ o v
) Others (Dec)
IP Address /
Address Prefix 0000 !
Layer 3 Source @ Any
Socket Mumber
IP Address /
Address Prefix 0004 !
Destination @ Any

Socket Number
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lMpaBuna NoNIUTUKN

21.1 O630p npaBuN NONIUTUKN

B naHHOM rnaee onucaHa HacTpoMKa npasui NONTUKMN.
C nomouwbio knaccndukauum Tpaduk AennuTcsa Ha NOTOKM B COOTBETCTBMN C YCTAHOBNEHHbIMU

KpUTepuaMmn (AONONHUTENBHYO MHPOPMaLUIo MOXHO HanTu B rn. 20 Ha cTp. 169). MNpaBuna
nonuTuku obecneumnsaloT Haanexawy obpaboTky noTokos Tpaduka B CETU.

21.1.1 O yeMm pacckasbiBaeTcsli B 3TOU rnaBe

C nomouwbto akpaHa Policy (pa3a. 21.2 Ha cTp. 175) MOXHO aKTUBUPOBATb OMNMpeaesieHHY
MONIMTUKY M 0TOBpa3nTb aKTUBHbIE KNaccudukaTopbl, co3gaHHble Npu nomowmn akpaHa Classifier.

21.2 HacTtpouka npaBun NOfIUTUKN

Mpexae Bcero HeobxoAMMO HacTpouTb knaccudukaumo Ha akpaHe Classifier. [lononHuTenbHy0
MH@OpMaLMo MOXHO HaTu B pa3a. 20.2 Ha cTp. 170.

YT0o6bl 0TOO6pPa3nTb NOKa3aHHbIN HMXE 3KpaH, BbibepuTte B HaBMraumoHHon naHenu Advanced
Applications > Policy Rule.
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naea 21 Npasuna NoONUTUKK

PucyHok 120 SkpaH Advanced Application > Policy Rule

Priority

Index Active

Active [}
Name
Example
Classifier(s)
General Rate Limit
WVLAN ID Bandwidth 64 Kbps
Parameters
Egress Port 1
Priority 0~

Forward
@ Mo change
_) Discard the packet

@ Mo change

Action ! Setthe packet's 802.1p priority
Outgoing
[ sendthe packetto the egress port
[C] setthe packets VLAN ID
Rate Limit
[T] Enable

ing

Name Classifier(s) Delete

Delete Cancel

Mons sKpaHa onucaHbl B crieayoLen Tabnuue.

Ta6bnuua 67 3k

paH Advanced Application > Policy Rule

MNOJE

OMNCAHUE

Active

YcTaHOBWUTE 3TOT nepekntoyaTesb, YTobbl BKIOYNTL NONUTUKY.

Name

BeeanTte uMA-onucaHue ans VI,CI,EHTVICDVIKaLWIVI.

Classifier(s)

B 3TOM none oTobpa)atoTcs akTUBHbIE NpaBuia Knaccudukaumm, HaCTpOEHHbIE Ha 3KpaHe
Classifier.

BbibepuTe npaBuio knaccubunkaunm, K KOTOpoMy NpUMEHSETCs AaHHOe NPaBuio MOJIUTUKN.
Y106kl BbIOpaTb HECKOMBLKO NpaBU Knaccudbukaunm, yaepxuaante npu Boibope HaxaTomn
knasuwy [SHIFT].

Parameters

HacTpoliku B cneaytowmnx nonsix OTHOCATCS K AaHHOM nonuTuke. Heob6xoanMMo HacTpouTb TONbKO Te Nons,
KOTOpbl€ OTHOCATCS B HAaCTPOEHHbIM AeNCTBUSAM B pa3gene Action.

General

VLAN ID

YKaxuTe naeHTndurkaumoHHblin Homep VLAN.

Egress Port

BBeanTe HOMep UCXoasiero nopra.

Priority

YKaxuTe ypoBeHb NpuopuTeTa.
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naBa 21 MNpaBuna NONUTUKK

Ta6nuua 67 SDkpaH Advanced Application > Policy Rule (npogosnxeHue)

MNOJE OMNCAHUE

Rate Limit NMeeTcs BO3MOXHOCTb HACTPOUTL XKeNaeMyto NpOoMyCKHY CNOCOBHOCTb, BblAeNnseMyto Ans
noTtoka Tpaduka. Tpaduk, NOCTYNAIOLWNIA CO CKOPOCTbIO, NPEBbLIWAMLNIN MaKCUMabHYO
BblAENEHHYIO NPOMNYCKHYK CNOCOBHOCTbL (B Cllydasix neperpysku cetu), otbpacbiBaeTcs.

Bandwidth | YkaxwuTe nponyckHyo cnocobHocTb B knnobutax B cekyHay (kéut/c). BeeauTe 3HauyeHuve B
AnanasoHe oT 64 o 1000000.

Action

YKaxuTe AelCTBUS, BbIMOSIHSEMblE KOMMYTAaTOPOM HaZ COOTBETCTBYHOLINM KnaccudULMPOBaHHbIM NOTOKOM
Tpaduka.

Mpumevanue: na gaHHOro npasuia NOMTUKU MOXHO YKa3aTb TOMbKO OOHO AencTaue (napy). Ons Toro, 4tobbl
KOMMYTaTOP BbIMOMHSN HECKOMbKO AEWCTBUI B OTHOLLEHUM OZHOTO U TOrO Xe noToka Tpaduka,
Heo6xoQuMOo co3aaTh HECKONbKO KIaccUUKaTopoB C OAMHAKOBBLIMU KPUTEPUSIMU Y MPUMEHUTD
pasnuyHble NpaBunia NoUTUK.

K npvMepy, y Bac ecTb HECKO/IbKO KNlacCMpUKaTopoB, KOTOpPble NAEHTUDUUNPYIOT OAMH U TOT XKE MOTOK
Tpaduka, 1 AN Kaxaoro U3 HMUX co34aHO CO6CTBEHHOE NpaBmIo NOAUTUKU. Ecnn gencTBms NOAUTUK
koHdnmkTyT Apyr ¢ apyrom (Discard the packet, Send the packet to the egress port n Rate Limit), 1o
KOMMYTaTop NMPUMEHSIOT TONbKO NpaBuia nonutuk ¢ aenctensimu Discard the packet 1 Send the packet to
the egress port B 3aBUCMMOCTM OT UMeH KnaccudukaTopoB. YeM AnvHHee nMsa knaccudukaTopa, TeM Bbille
ero npuvoputeT. Ecnn nmeHa AByX Knaccu@urkKaTopoB MMEKT OAMHAKOBYIO ANIMHY, TO NpUopUTeT
KnaccugukaTopos byaeT 3aBMCETb OT perncrpa cumeona. bykBbl B HUXHeM pernctpe (Hanpumep, a u b)
uMeloT 6oee BbICOKMIA NPUOPUTET NO CPaBHEHMIO C 3arfiaBHbIMK BykBamu (Hanpumep, A 1 B) B uMeHun
KnaccugukaTtopa. HanpmmMep, knaccmdukaTopbl € UMeHaMmn «class 2», «class a» unu «class B» nmetot 6onee
BbICOKMI MPUOPUTET NO OTHOLLEHUIO K KNaccudpukaTopam c MMeHaMn «class 1» unu «class A».

MpeanonoxwuM, y Bac nmeetcs asa knaccugukatopa (Class 1 n Class 2), koTopble MAEHTUDULMPYIOT BECb
Tpaduk, npuxoaawmn ¢ MAC-agpeca 11:22:33:44:55:66 uepes nopt 3.

Ecnu Nonutuka 1 npumeHsetcs kK Knaccy 1 ¢ gencrenem «OTbpackiBaTb NakeTbl», a lMonutmka 2 npumeHsaeTcs
K Knaccy 2 c pgeictsmem «[llepecbinatb NakeTbl HA UCXOASALWNIA NOPT», TO KOMMyTaTop 6yAeT BbINOIHATL
nepecbinKy NakeTos.

Ecnu Nonutuka 1 npumeHsietcs kK Knaccy 1 ¢ gencrenem «OTbpaceiBaTb NakeTbl», a Monutmka 2 npumeHseTcs
K Knaccy 2 c gencrtemeM «BkiounTb orpaHMyYeHne NponyckHOM CNoCoObHOCTM», TO KOMMYyTaTop byaeT cpasy
oTbpacbiBaTb NakeTbl.

Ecnu Nonntuka 1 npumMeHsieTca Kk Knaccy 1 ¢ gerictBueM «[llepecbinaTb NakeTbl HA UCXOASLWNIA MOPT», a
Monutnka 2 npuMeHseTca K Knaccy 2 ¢ gercTBMEM «BKIOUMTb OrpaHMyeHre NponycKHOM CNocobHOCTU», TO
KOMMYyTaTop 6yAeT BbIMONHSATL MEpPecbIKY NakeToB.

Forwarding Bbibepnte No change ans nepecbuikn NakeTos.

Boibepute Discard the packet gns otbpacbiBaHMs nakeTos.

Priority Bbi6bepute No change, 4yTo6bl OCTaBUTb NPUOPUTET KaapoB 6e3 n3MeHeHus.

BbibepuTte Set the packet’s 802.1 priority, 4To6bl 3aMeHNTb None npuopuTeTa nNnakeTa no
craHaapTty 802.1 Ha 3HayeHue, yKkasaHHoe B none Priority.

Outgoing Bbibepute Send the packet to the egress port, 4To6bl NnepeaaTb NakeT Ha NCXOASLLNIA
nopT.

BbibepuTte Set the packet's VLAN ID, 4To6bl BbINOMHUTE 3aMeHY MAeHTUdMKaTOpa CeTH
VLAN Ha 3HauyeHue, ykasaHHoe B nose VLAN ID.

Rate Limit Bbibepute Enable, uTobbl akTMBMpOBaThL OrpaHMyYeHMe NPONyCKHON CNOCO6HOCTU ANns
NoToKoB Tpaduka.

Add Haxmunte Add, 4Tobbl 062BUTL 3aNMCb B UTOrOBYO TabnunLy HMXeE N COXPaHUTb U3MEHEHUS
B OMNepaTMBHOW NaMATM KOMMyTaTopa. OTW HacTporku ByayT yTepsHbl B Clly4ae BbIK/IOYEHUS
KOMMyTaTopa unun nepebos B nojaye nuTaHws, NO3TOMY MO 3aBepLUEHUN HACTPOMKM
Heo6X0AMMO HaxaTb Ha CCblfike Save B BEepXHel HaBMraLuMOHHOW NaHenn Ans COXpaHeHus
U3MEHEeHUI B SHEProHe3aBMCMMOW NaMATH.
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naea 21 Npasuna NoONUTUKK

Ta6nuua 67 SDkpaH Advanced Application > Policy Rule (npogosmxeHue)

NMOonEe ONMUCAHUE

Cancel Haxmunte Cancel, 4To6bl C6POCUTL NONS K NPEeAbIAYLLUNM 3HAYEHUAM.

Clear Haxmute Clear, 4yTobbl BEpHYTbCS K 3aBOACKMM HacCTponKaM.

Index B 3TOM none oTobpaxaeTcs HOMep NOAUTUKKU. HaxxmMuTe Ha 3TOT HOMep, YTO6bI
OTpeaakTMpoBaTb MNONTUKY.

Active B aToM none otobpaxaetcsa Yes, ecnm nonntuka aktueHa, 1 No, ecnu nonutuka oTkatoveHa.

Name B s3ToM none otobpaxaeTcs UMsa, Ha3HaYeHHOe AN AaHHOW NMOMUTUKMU.

Classifier(s) B 3ToM none otobpaxatrTcs MMeHa npaBua Knaccudukaumm, K KOTOPbIM NPUMEHSIETCS
AaHHas nonuTuka.

Delete Haxxmunte Delete, 4Tobbl yaanunTb BbiGpaHHYHO 3anncb U3 MToroson Tabnuuebl.

Delete Haxmunte Cancel, uTobbl CHATb BblAeNeHMe ¢ nepekntoyaTtenel Delete.

Cancel B 3ToM none otobpaxaetcs HoOMep NOAUTUKU. HaXMUTe Ha 3TOT HOMep, YTObbI

OTpeEAAKTUPOBATb MOJIUTUKY.

21.2.1 MpocMoTp U 3MeHeHue HacTPOoEeK NOSIUTUKMU

YT106bI NPOCMOTPETHL CBOAHYIO MHMOPMALMIO O HACTPOMKax NMOSIMTUKKU, NepernanTe K UTOroBom
Tabnuue B HUXHeN Yyactn akpaHa Policy. YTo6bl U3MEHUTb HAaCTPOMKKN NpaBma, HaXXMUTE Ha
HoMepe B none Index.

PucyHok 121 DkpaH Advanced Application > Policy Rule: ntorosas tabnunua

index Active Classifier{s) Delete

Yeg Example; O

Delete | Cancel |

21.3 MNMpumep NONUTUKN

Ha npuBeseHHOM HUXE pUCYHKe nokasaH npuMep skpaHa Policy, Ha KOTOPOM HacTpoeHa NoNnTUKa
OrpaHWUYeHMs NPOMYCKHOM CNOCOBHOCTU ANst NoToKa Tpaduka, KnaccudmunmpoBaHHOro ¢
ncrnonb3oBaHMeM knaccudukatopa Example (cM. pasa. 20.3 Ha cTp. 173).
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naBa 21 MNpaBuna NONUTUKK

PucyHok 122 [lpuMep nonutukm

Classifier(s)

VLAN 1D

Parameters
Egress Port

Priority

Forwarding

@ Mo change

©) Discard the packet

Priority

@ Mo change
Action

Outgoing

General

Bandwidth

Rate Limit
10000

Kbps

() Setthe packets 802.1p priority

[ sendthe packetto the egress port

[C] Setthe packets VLAN ID

Rate Limit
nable

Add || Cancel || Clear
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MeToa opraHmsauumm ovyepenemn

22.1 O6G30p mMeTOOOB OpraHM3aunn ovyepeaewu

B naHHOI rnaBe onucaHbl NOALEPXUBAEMbIE METOAbI OpraHM3aLMm ovyepeien.

OpraHusaumsa oyepeein noMoraeTt pewmnTb NpobneMy CHUXEHUS NMPOU3BOANTENBHOCTU B Clly4vasx
neperpysku cetn. 1na HacTpoMKn anropuTMOB OpraHu3aunm odyepesen Ansa mcxogsawero tpaduka
ncnonb3lyeTtcs MeHo Queuing Method. [JononHUTENbHYO MHPOPMaLUIO MOXHO TaKXe HanTu B
onucaHum MeHwo Priority Queue Assignment Ha skpaHe Switch Setup n 802.1p Priority Ha
3KkpaHe Port Setup.

22.1.1 O yem paccka3blBaeTcsl B 3TOU rnaBe

C nomouwbto skpaHa Queueing Method (pa3a. 22.2 Ha cTp. 181) MOXHO YCTaHOBUTb NPUOPUTETHI
ANs oyepeaein KOMMyTaTop. DTO MO3BOSIUT pacnpeaenmTb NPONYCKHY CMOCOBHOCTb MexAay
pa3nMyHbIMK ovepeasamMu Tpaduka.

22.1.2 Y10 HeOOXO0AMMO 3HATb

ANropuTMbl OpraHusaunmn oyepesen no3eonsaoT KOMMyTaTopaM NoaAepXXMBaTh pa3aesibHble
ouepean AN NakeToB OT KaXAOro OTAE/bHOM0 UCTOYHMKA WM NOTOKA, a Takxke npeaoTepallaTtbh
npucBOeHne BCel NPONyCKHOM CNOCO6HOCTM OAHUM NUCTOYHUKOM.

Ctporas ouyepeab npuopurtetoB (SPQ)

ANropuTM CTporoi ouepeam npuoputetos SPQ obpabaTbiBaeT ovepean Ha OCHOBAHUKN TOMNbKO
YPOBHS npuoputeTa. MNpn NocTynneHnn Tpadmka Ha KOMMyTaTop TpaduK C HaUBbICLLUMM YPOBHEM
npuoputeTa (Q7) nepeaaetcs nepsbiM. Koraa 3Ta odepeab 3aKaHUMBAETCA, HaYMHaeT
nepefasaTbCcs TpaduK CO CreayolmnM ypoBHeM npuoputeta Q6, noka sata odepelb Takxke He
3aKOHYUTCS, NOC/e Yero HaunHaeT nepeaaBaTbcs Tpaduk C ypoBHeM npuoputeTa Q5, 1 Tak danee.
Ecnun oyepeamn ans Tpadurka c BbICOKMM NPUOPUTETOM HUKOrAA He 3aKaHUYMBaloTCA, TO TpaduK C
HU3KUM NMPUOPUTETOM MOXET HEe MPONTN Yepe3 KoMMyTaTop. ANroputM SPQ He MoXeT
aBTOMaTMUYECKN NMpUCNocabnmBaTbCs K U3MEHSIOWNMCSA TPe6oBaHMUAM CETH.

B3BelleHHas cnpaBeanMBas noctaHoBKa B odepeab (WFQ)

ANropvTM B3BELLUEHHON CrnpaBeaAsMBOW NOCTaHOBKKU B ouepeab (WFQ) no3BonseT rapaHTUMpoBaTh Afs
KaXaoi oyepeaun B cllydae neperpysku MUHUManbHYH NPOMYCKHY CNOCOB6HOCTb, onpeaensiemyto
BecoM (aonen) ouepeam (4MCNOM, KOTopoe ykasbiBaeTcsa B none Weight). Anroputm WFQ
3anycKaeTcs To/IbKO TOrAa, KorAa Ha nopT npuxoaut 6onblie Tpadwmka, YeM OH MOXeT obpaboTaTb.
Ouepeau ¢ 60nbLIMM BECOM MofydatoT 6onee BbICOKYH rapaHTUPOBaHHYI MPONYCKHYHO
Crnoco6HOCTb, YUEM oUepeaun C MasibiM BECOM. DTOT MexaHM3M opraHmsaumm odepeaun scddekTuBeH
NOTOMY, YTO OH pacrnpeaensieT BCO AOCTYMHYK NPOMYCKHYI CMOCO6HOCTb MeXAy pasfMyHbIMU
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naBa 22 MeToa opraHu3auum odepenen

ouvepeasmm Tpaduka. Mo ymonuaHuio ovepeab QO nmeet Bec 1, ouepeab Q1 - Bec 2, ouepeab Q2 -
BeC 3, U TaK panee.

B3BelwleHHoe uuknuyeckoe ooecnyxusaHue (WRR)

ANropuTM LMKIMYECKOro 06CNyXnBaHnsa obpabaTbiBaeT ouepeamn no Kpyry v 3anyckaeTtcs TONbKo
Toraa, Koraa Ha MopT NpuxoauT 6onblue Tpaduka, YeM OH MOXET NpuUHATbL. Ouepean BblaenseTcs
HeKoTopas A0/ NPOMyCKHOW CNOCOBHOCTU BHE 3aBMCMMOCTM OT 06beMa Tpaduka, NpUXOAALLEro Ha
3TOT NOPT. 3aTeM 3Ta ouepeb CMeLlaeTcsa B KOHel cnuncka. Cheayiollein ouepeamn Bblaensercs
aHanorvyHas Aons nNponyckHOM cnocobHOCTM, 3aTEM 3Ta oUepellb TOXKE NepeMeLLaeTcs B KoHell
CnucKa; u Tak ganee, B 3aBUCMMOCTM OT KOJIMUECTBA UCMONb3YEMbIX ouepeaein. ANroputMm
LUMK/IMYECKM MOBTOPSETCS, NOKa ovepeab He OMyCTeeT.

ANropuTM B3BELLEHHOMO Lnkanyeckoro obcnyxmeanus (WRR) ncnonb3ayeTt TOT XXe MeTod, YTo U
NpoCToe UMKINYeckoe obcnyxunuBaHmMe, Ho OH obpabaTbiBaeT oyepeam Ha OCHOBE UX YPOBHS
npuopuTeTa 1 Beca odepeamn (umcno, kotopoe sBeoantcsa B nose Weight), a He dpunkcmposaHHoOM
00N NponyckHoi cnocobHocTn. AnroputM WRR 3anyckaeTcsi TONIbKO Toraa, Koraa Ha nopt
npuxoauT 6osblue Tpaduka, YeM OH MOXET obpaboTatb. Ouepeaun c 601bLWINM BECOM
obpabaTbliBatoTCs 6bICTPEe, YEM oUYepeamn C ManbiM BECOM. DTOT MEXAHM3M OpraHM3auunm odepeamn
3 dekTUBEH NOTOMY, YTO OH pacnpeaensieT BCo AOCTYMHY MPONYyCKHYK CMNOCOBHOCTb Mexay
pa3nMyHbIMK oyepeasaMu Tpaduka M BO3BpaLLaeTcs K ouepensiM, KOTopble elle He 3aKOHYMNUCD.

22.2 HacTtpouka meTtona opraHM3auum odyepeneun

C noMolLLbio 3KpaHa MOXHO 3aaTb NPUOPUTETHI AN ouepeaein KoMMyTaTopa. DTO NO3BOAUT
pacrnpeaenuTb NPonyCcKHy CNoCOBHOCTb MeXAy pasfiMyHbIMKU ouepeasiMu TpaduKa.

BbibepuTe B HaBuraumoHHo naHenn Advanced Application > Queuing Method.
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PucyHok 123 3SkpaH Advanced Application > Queuing Method
[ @ Queuing Method ]

Port Method

Weight Hybrid-SPQ
Qo a1 Q2 Q3 04 Q5 Q6 ar Lowest-Oueue
# SPQ - None -
@ sPa
1 2 WFQ 1 2 3 4 5 6 7 8 MNaone -
) WRR
@ sPa
2 © wra 1 2 3 4 5 & 7 8 MNaone -
@ WRR
@ SPQ
3 @ wra 1 2 3 4 5 6 7 8 Nan

44 | WFQ 1 3 4 5 Z 8 None

I WRR
@ sPa

45 ) WFQ 1 2 3 4 5 3 7 8 None ~
@) WRR
@ sPa

46 | WFQ 1 2 3 4 5 6 7 8 MNaone ~
0 WRR
@ sPa

47 £ WFQ 1 2 3 4 5 5 7 3 Nane -
©) WRR
@ sPa

48 & wra 1 2 3 4 5 [3 7 8 Nane
O WRR
@ sPa

49 o WFQ 1 # 3 4 5 3 7 8 Nane «
1 WRR
@ sPQ

50 (S e] 1 2 3 4 5 6 7 8 None ~
) WRR

| Apply | | Cancel

Mons aKpaHa onucaHbl B crieayoLlen Tabnuue.

Ta6nuua 68 SDkpaH Advanced Application > Queuing Method

MNOJNE OMNCAHME

Port B 3TOM nosie oTobpakaeTcsa HOMep HacTpavBaeMoro rnopra.

* HacTpoliku B 3TOM CTPOKE NPUMEHSAIOTCS KO BCEM NOPTaM.

3Ty CTPOKY Heo6X0AMMO UCMOMb30BaTh NINWb B TOM Clly4Yae, eC/i HacTPOMKM BCeX MOpToB
AOMKHBI 6bITb 0ANHAKOBbIMKU. C MOMOLLbIO 3TOW CTPOKM MOXHO CHayana HasHauuTb obue ans
BCEX MOPTOB HAaCTPOMKM, @ 3aTeM BHECTU HEO6XOAMMbIE UBMEHEHWS HA YPOBHE OTAENIbHOro nopTa.

MpumeyaHue: N3MeHeHWs B aHHON CTpOKe cpasy e KOMMPYTCS Ha Bce NopThl.
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Ta6nuua 68 SDkpaH Advanced Application > Queuing Method (npogonxeHune)

MNOJE

OMNCAHME

Method

BbibepuTte oaHy 13 onumn SPQ (Strictly Priority Queuing), WFQ (Weighted Fair Queuing) nnnm
WRR (Weighted Round Robin).

ANropuTM CTPOroi oyepeamn npuopuTeToB obpabaTbiBaeT oyepeam Ha OCHOBAHUM TOMIbKO YPOBHS
npuoputeTa. Korga onycrowaeTcsi oyepesb C HaUBbICLIMM NPUOPUTETOM, HauMHaeTcst obpaboTka
Tpacduka B ouepeamn co creayrLlmnm yposHeM npmoputeta. Camblii BbICOKMIA YPOBEHb NPUOPUTETA
- Q7, cambln HU3KMin — QO.

ANropuTM B3BELLEHHON CrpaBeasiMBoi noctaHoBkKn B odepeab (WFQ) nosBosisieT rapaHTUpoBaTb
OIS KaXAoW ovepean B ciy4vae neperpyskyM MUHUMAsbHYIO MPOMYCKHYH CNOCO6HOCTb,
onpenensemyto Becom (Aonemn) ouepeamn (YMCIOM, KOTopoe ykasbiBaeTcs B nosne Weight).
Ouepean ¢ 60nbWMM BECOM NosyyatoT 60/1ee BbICOKYHO rapaHTMPOBAHHYO NMPOMYCKHYHO
CMOCO6HOCTb, YeM o4yepean C MasnbliM BECOM.

ANropuTM B3BELLEHHOMO LMKINYeckoro obcnyxmBaHus obpabaTbiBaeT oyepean UMKINYECKN B
3aBMCUMOCTU OT UX Beca (4ncno, kotopoe BeoauTcs B none seca Weight ouepean). Ouepean c
6onbwNM BecoM obpabaTbiBaloTCa 6biCTpee, YEM o4yepean C MasbiM BECOM.

Weight

B cnyuyae Bbibopa meToga WFQ nnm WRR B 3TUX NOASX yKa3blBAOTCA BeCa oyepenen.
MponyckHasa cnocobHOCTb pacnpefenseTcs Mexay odepeasmu B 3aBMCMMOCTM OT UX Beca.

Hybrid-
SPQ
Lowest-
Queue

[aHHoe none ncnonb3lyeTcs ToNbKO B cnyyae Bbibopa WFQ i WRR.

BbibepuTte ouepeab (0T QO 80 Q7), HauMHasa C KOTOpon KoMMyTaTop byaeT ucnonb3oBaTb AN
AaHHoro nopta anroputm SPQ. Hanpumep, ecnu Bbibpath Q5, To koMMyTaTop 6yaeT ob6cnyxusaTtb
Tpaduk B oyepeasx Q5, Q6 n Q7 c ncnonbsoBaHmeM anroputmMa SPQ.

BbibepuTte B 3TOM none onuuio None, 4uTobbl B ntob6oM cnyvae ncnonb3oBaTb ANS AAHHOMO nopra
anroputMbl WFQ nnn WRR.

Apply

HaxmuTte Apply, UTO6bl COXpaHUTb U3MEHEHUS B ONEPaTMBHOW NaMsTU KOMMyTaTopa. ITu
HacCTpolikn ByayT yTepsiHbl B C/lydae BbIK/HOYEHMS KOMMyTaTopa Uan nepebosi B nogaye nutaHus,
Mo3TOMY MO 3aBepLUEHUM HACTPOIMKM HEOBXOAMMO HaXaTb Ha CCblike Save B BEpXHeN
HaBUIALUMOHHOW NaHenn Ansi COXpaHeHUs1 U3AMEHEHUI B SHEPrOHE3aBMCMMOWN NaMsiTU.

Cancel

HaxMunte Cancel, 4To6bl HayaTb HAaCTPOMKY Ha 3TOM 3KpaHe 3aHOBO.
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23

MHoroagpecHas paccblfika

23.1 O6G30p MHOroagpecHoOM pacchbifiKu

B naHHOM rnaee onncaHa HacTporKa pasfnyHbIX PYHKLUWUA MHOFOaApPECHOW paccChbisiKu.

O6bIl4HO Nepenava IP-nakeToB NpoOMCXOAMT OAHMM U3 ABYX CNOCO60B: B pexuMe 0aHOaApeCcHOM
nepegayn (0T 1 oTnpaBuTens K 1 nonyyaTtenio) Wan B pexuMe LWMpoKoBeLwaHunsa (oT 1 oTnpasuTtens
BCEM NnosiyyaTensiMm B cetTmn). MHoroaapecHas paccblika (Mnu rpynnosas nepegada) obecneumsaet
poctaBky IP-nakeToB onpeAeneHHON rpynne XoCToB B CETHU.

MexceTeBol nNpoTokon ynpasneHus rpynnamu (Internet Group Management Protocol, IGMP)
npeacraenser cobo NPOTOKON CETEBOr0 YPOBHSA, MCMOMIb3yEMbIA ANS onpeaefieHuns
NPUHAANEXHOCTU K Fpynne MHOroaApecHOM pacchinkun. [Ansg nepegadn nonb3oBaTeNbCKUX AAHHbIX
OH He ucnonb3yetcs. MHdopmauuto o npotokone IGMP Bepcuin 1, 2 1 3 MOXHO HaNTU
COOTBETCTBEHHO B cTaHgapTax RFC 1112, RFC 2236 n RFC 3376.

23.1.1 O yeMm pacckasbiBaeTcsl B 3TOU rnaBe

e C nomouwbto akpaHa Multicast Setup (pa3a. 23.2 Ha cTp. 188) MOXHO akTMBUpPOBaTb MYHKLMIO
oTcnexusanus IGMP, npu KoTopoM Tpaduk rpynnbl MHOF0aAPECHOM paccbiik NepechklnaeTcs
TONIbKO Ha NOPTbl, BXOASALMNE B COOTBETCTBYIOLLYIO rpynny.

e C nomowbio s3kpaHa IPv4 Multicast Status (pa3a. 23.3 Ha cTp. 189) MOXHO NpoCMOTpeTb
MHdOpMaUMIo 0 rpynnax MHOroaapecHOM pacChisiKu.

e C nomouwbto akpaHa IPv6 Multicast Status (pa3a. 23.5 Ha cTp. 195) MOXHO NPOCMOTPETHL
MHbOPMaUMIo 0 rpynnax MHOroaapeCcHOM pacChisiKu.

e C nomolbio 3kpaHa MLD Snooping-proxy (pa3a. 23.5.1 Ha cTp. 195) MOXHO BK/IOUNTbL Ha
OaHHOM arperuvpytowem nopty cbop n nepegady ceegeHuii 06 3MeHeHUsAX rpynn Ha
NOAKMIOYEHHbI MapLpyTU3aTOp MHOroaApecHOM paccbikKU U Nepecbinky coobueHunii MLD Ha
Apyrue arperupyiowne noptbl. bonee nogpobHyo MHPOpPMaLMIO O MHOFrOaAPECHOW pacchbliike
MOXHO HauTu B pa3a. 23.1 Ha cTp. 184

e C nomowbio 3kpaHoB MVR (pa3a. 23.6 Ha cTp. 203) MoxHO co3aaTb ceTn VLAN MHoroagpecHom
paccbiku 1 BbiIbpaTb AN KaXA0W U3 TakUX CeTel nopTbl (MW NOPTbl) NPUEMHUKOB U NOPT
WCTOYHMKA.

23.1.2 Y10 HeOOXOoAMMO 3HATb

O3HakoMbTeCb C NpMBEAEHHON HUXKe MHOpMaLmMein 0 MHOroaApecHo pacchlike, KOTopasi MOMOXeT
B paboTe C aKpaHaMu, ONMUCaHHbLIMK B 3TOW rnase.

IP-appeca MHOroagpecHom paccblifiku

B IPv4 agpec MHOroaapecHol pacchifiky No3BOJISET YCTPOUCTBY OTNPaBAsATb NaKeTbl onpeAeneHHoM
rpynne xocToB (rpynne MHOroaApecHoOW paccbliki) B OTNIMYHOMN noaceTu. IP-aapec MHoroaapecHo
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paccbiiku onpeaenseT rpynny nonyvartenen tpaduka, a He KOHKPETHOE MoJlyyatolee yCTPOMCTBO.
B kauecTBe IP-agpecoB MHOroaapecHOol paccblikn ncnonb3ytotca IP-agpeca knacca D (ot 224.0.0.0
0o 239.255.255.255). HekoTopble IP-agpeca MHOroagpecHol paccbiiku 3apesepBupoBaHbl IANA
Ans ocobbix uenen (bonee noapobHyo MHDOPMALMIO MOXHO HalTK Ha cante IANA).

OTtcnexunBaHne mHoroagpecHoro Tpacduka IGMP

[aHHbI KOMMYTaTOp MOXET MaccuBHO oTcnexusatb IGMP-nakeTbl, nepegaBaeMble Mexay IP-
MapLpyTu3aTtopamMmn/KoOMMyTaTopamMm MHOroaapecHon paccblikn n IP-xoctamMm MHoroaapecHom
paccblnku, 4tobbl nony4vate nHbopMaumio 06 yyactum B rpynnax MHOroagpecHoi paccbliikn. OH
nposepsieT IGMP-nakeTbl, Npoxoaslme Yyepes Hero, cymTbiBaeT MHDOpMaLUIo O perncrtpauum B
rpynnax, a 3aTeM COOTBETCTBYOLWMM 06pa3omM HacTpamBaeT MHOMOAApPeCHY paccbiiky. ®yHKLUUS
oTCnexunBaHusl MHoroagpecHoro Tpaduka (IGMP snooping) no3sosisseT KOMMyTaTopy aBToOMaTnyecku
cuUnTbIBaTh MHMOPMaLUIO O rpynnax MHOroaapecHolr pacchlikn, nsbaenas ot Heob6xoaMMOCTH
HacTpanBaTb MX BPYUYHYIO.

[aHHbIl KOMMyTaTOp HanpasnsieT MHOroaAPECHbIV TpaduK, NpeaHasHauYeHHbIn Ansa rpynn
MHOr0aIpeCcHOM pacchifiky (KOTopble 6biM BbisiBAEeHbl DYHKLUMWEN OTCNEXUBAHMA MHOrOAApPECHOMo
Tpaduka IGMP nnu BBeAeHbl BPYUHYI0), Ha MOPThI, ABMAIOLMECS Y€HaMN COOTBETCTBYIOLLEN
rpynnbl. OyHKUUA OTCNEXUBAHUSA MHOroaapecHoro Tpaduka IGMP He co3AaeT AOMOMHUTENbHOMO
ceTeBoro Tpaduka, YTo No3BOJIAET 3HAUUTENbHO CHU3UTL 06BbEM MHOrOaApPEecHOro Tpaduka,
NpOXoAALLEero Yepes KOMMyTaTop.

OTtcnexunBaHmne mHoroagpecHoro Tpacduka IGMP n cetn VLAN

JaHHbIN KOMMYTaTOp MOXET OTCNeXMBaTb MHOroaapecHbi Tpadpuk IGMP makcmmym B 16
BUPTYasbHbIX JIOKanbHbIX ceTsiX VLAN. Ha KOMMyTaTope MOXHO HAaCTpOUTb PeXMM aBTOMaTUYECKOro
rnosiyyeHus nHgopmMaumm o6 yyactum B rpynne MHOroaapecHom paccbiiku ans nobeix ceten VLAN.
Mpwn aTOM KOMMyTaTOp ByAET BbIMOMHATL OTCNEXMBAHUE MHOroagpecHoro Tpadpuka IGMP B nepBbix
16 BUpTYyanbHbIX nokanbHbiX ceTax VLAN, oT KoTopbiX 6biau noayyeHbl nakeTbl IGMP. Takol pexnm
Ha3blBaeTCs aBToMaTnyecknm (auto). Kpome Toro, MOXHO yKasaTb KOHKPETHble BUpTyasibHble
nokanbHble cetn VLAN, ans KOTopbiX HEO6XOANMMO BbIMNOMHATE OTCAEXMBAHWE MHOr0aapeCcHoro
Tpaduka IGMP. Takoi pexunm HasbiBaeTcsa GukcupoBaHHbIM (fixed). B pukcnpoBaHHOM pexnme
KOMMYyTaTop noay4daeT nHpopmaumio 06 yyactmm B rpynnax MHOroaapecHOm pacChbisikKn TONbKO B
TaKMX BUPTYanbHbIX NoKanbHbix ceTax VLAN, koTopble 6binm siBHbIM 06pa3oM gobasneHbl kak VLAN
OTCNeXMBaHUsS MHOroagpecHoro Tpadguka IGMP.

Mpokcu otcnexmnsanuma MLD

Mpokcu otcnexunsanmsa MLD - 310 BHYTpudmpMeHHas dyHkumsa ZyXEL. MNpokecn MLD IPv6 gonyckaeTt
Hannuune ToNbKO OAHOrO arpernpyrowero nHtepderica Ha KoMMyTaTope, @ NPOKCU OTCNEXMBaHUSA
MLD nopoaepxuvsaeT ABa un bonee arpernpylowmx nopTos Ha KOMMyTaTope. Arpernpyowmii nopT
Npokcu otcnexusaHna MLD MoxeT nepegasaTb cBefeHUs 06 MU3MEHEeHUAX rpynn Ha NOAK/OYEHHbIN
KOMMYTaTOp MHOrOaApecHOW pacchblsikun U nepecbinaTtb coobwenns MLD Ha gpyrue arperuvpyowme
MopTbl. DTOT MexaHn3M b6biBaeT 0CO6eHHO Nosie3eH B CETSAX, UCMONb3YOWKWX NpoTokon STP ans
opraHmsaunmn pe3epBHbIX COEANHEHUI MeXAy KOMMyTaTOpaMn 1, KpOMe TOro, OH BbIMOJIHAET
dYHKUMN OTCNexXunBaHus n npokcmpoBaHus MLD. Mpokcu otcnexunsaHus MLD, kak n npokcu MLD,
no3B0oJIseT MUHUMU3NPOBATb KOJIMYECTBO ynpaBasoowmnx coobweHnin MLD v TemM caMbiM NOBbLICUTb
NMpou3BOANTESNIBHOCTb CETHU.

B cnyyae ncnonb3oBaHWsa NPOKCK oTcnexusaHna MLD, ecnn oguH arpernpyrowmn nopT 3anoMHeH
yepe3 MeXaHM3M OTC/IeXNBaHMSA, TO BCe OCTalibHble arpernpytowme nopTbl Ha TOM Xe YCTPONCTBe
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6yayT no6aBrieHbl B Ty Xe rpynny. ECnv oAvH arpervpyowmnin nopT 3anpalinBaeT BbIX04 U3 rpynnbl,
TO BCE OCTasibHblE arpernpytoLlme nopTbl Ha TOM Xe YCTPOWCTBE Takxke 6yAyT yAaneHbl U3 rpynnbl.

B npvBeaeHHOM HUXe NMpMMepe MCMOosb30BaHUS MPOKCK OTCexXuBaHMs MLD Bce NoaK/IOUYEHHble
arperuvpytowme noptbl (1 ~7) paccMaTpmBaloTCs Kak oanH nHTepdenc. STP 610KMpYyeT coeanHeHne
Mexay noptamMm 8 n 9, ytobbl pasopsaTb NeTAto. MpKU NOCTYNIEHUM 3anpoca OT MapLlpyTusaTopa
(X), nnéo coobeHmnsa MLD Done nnu Report c nto6oro arpervpytowiero nopta, KoMmmytaTop
nepeLwseT 3To CoobLleHne B LWMPOKOBELLATENIbHOM peXUMe Ha BCe MOAKIOUYEHHbIE arpernpytowme
nopTbl.

CoobweHunsa MLD

MapLpyT1saTop uamM KOMMyTaToOp MHOMOaApeCHOW pacChlfiku NeEpUOAMYECKM OTnpasBnseT obwme
3anpocbl XxoctaMm MLD ans aktyanusaumm Tabnmubl MHOroaapecHom paccbinkun. Ecnu xoct MLD xoueTt
NpUCOEANHUTBLCS K Fpynne MHOroaApeCcHOW pacchblfiki, OH oTnpasnseT coobuweHne MLD Report ans
AaHHoro agpeca.

CoobueHne MLD Done aBnsieTcsa aHanoroMm coobueHnsa IGMP Leave. Ecnn xoct MLD xoueT BbINTU U3
rpynnbl MHOroaAapeCcHOM paccbli/IKU, OH MOXET OTNpaBuTb coobleHne Done MaplpyTusaTopy nnm
KOMMyTaTopy. Ecnu B kauecTBe pexuma BbiXxoaa M3 rpynnbl BbibpaHa onuus, oT/inYHas oT
Immediate, mapwpyTnsatop uam KoMMyTaTop OTrNpaBAsieT coobuleHne, agpecoBaHHoe
onpeaeneHHon rpynmne, Ha ToT NOPT, HAa KOTOPOM 6bIJ10 Nosy4YeHo coobuieHne Done, uTobbl
onpeaenuTb, OOMKHbI N ApyrMe YCTPOWMCTBA, NOAK/IIOUYEHHbIE K 3TOMY MOPTY, OCTaBaTbCsl B 3TOM
rpynne.

O630p MVR

MexaHun3m peructpaummn VLAN-ceTn MHoroaapecHomn paccoinkm (Multicast VLAN Registration, MVR)
npeaHasHayeH Ans cny4yaes, Koraa Tpebyertcs nepenaBaTb MHOroagapecHsbit Tpaduk yepes Ethernet-
ceTb NpoBanaepa ycnyr, UMELWY KOHpuUrypauumo konbua (Hanpumep, onas NpuioXeHumn
«MyfnbTMMeAuMa no TpeboBaHuio» — MoD).
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MVR no3sonset onpenenntb ogHy VLAN-ceTb MHOroaApecHOM paccbiiku, KoTopas byaeT AocTynHa
pa3nnyHbiM aboHeHTCkUM ceTaMm VLAN B ceTu. [axke n3oanpoBaHHble Mo pasnnyHbiM abOHEHTCKMM
cetsiM VLAN ycTponcTBa MOryT NoAMNUCLIBATLCS M OTMMCbIBATLCSA OT NMOTOKA MHOroaApecHon
paccbinku Bo VLAN-ceTU MHOroagpecHoi paccolniku. bnarogaps atomy obecneumsaeTcs
onTUManbHOE UCMONIb30BaHMe NMPOMNYCKHOM CnocobHOCTU 3a cyeT npeaoTepalleHms aybnnposaHus
MHOroagpecHoro Tpaduka B aboHeHTCckmx ceTax VLAN, a Takxxe ynpoLiaeTcs ynpasneHume rpynnaMm
MHOr0aApeCcHOM pacCbiiKu.

MVR pearmnpyeT Tonbko Ha ynpasnstowue Join- n Leave-3anpocbkl IGMP oT rpynn MHoroagpecHom
paccbifiku, KoTopble 6bi1n HacTpoeHbl B MVR. Join- n Leave-3anpocskl oT Apyrux rpynn
MHOroaApecHoOW paccbl/ikKK ynpaBnsaTcs oTcriexunBaHmem IGMP.

MpumMep ceTn nokasaH Ha creaytowem pucyHke. MHdopmaumsa o cetn VLAN aboHeHTa (1, 2 n 3)
COKpbITa OT MOTOKOBOIO My/bTUMEANIMHOro cepeepa, S. Kpome Ttoro, nidopmaums o cetn VLAN
MHOroaZpecHOM pacCbisIKM BUAHA TOIbKO KOMMYTaTopy U S.

PucyHok 124 T[lpumep ceTtu c nogaepxko MVR

- o - o o ~

+"VLAN-ceTb * S
- , MHoroappecHow S

" N — . paccbinku

Tunbl noptoB MVR

B MVR MopToM UCTOUYHMKA Ha3bIBAETCSA MOPT KOMMYyTaTopa, KOTOPbI OTNPaBAsieT U NPUHUMAET
MHOroaapecHslit Tpaduk ns VLAN-ceTM MHOroaapecHoi pacchifik1, Toraa Kak nopTt npMeMHuKa
MOXET TOJIbKO NPUHUMaTb TpahMK MHOroaApecHoO pacchiiku. Mocne HacTpoMKK Ha KOMMyTaTope
cosfnaetca Tabnumua Nepechisiku, KOTopasi COOTHOCUT NOTOK MHOMOaApPEeCHOM PacChifikuy C
COOTBETCTBYIOLLEN FPYNMOA MHOMOAApPECHO PacchifiKu.

Pexumbl MVR

[ns KoMMyTaTOpa MOXHO Bbi6paTb NM60 AMHAMUUYECKUI pexuM, NMbo pexmnm coeMectumoctn MVR.

B AMHaMuyeckoM pexume KOMMyTaTop oTnpasnsieT Leave- n Join-coobwenns IGMP Ha apyrue
yCTPOMCTB@ MHOIMOAApPEeCHOM pacchbiyiku (Takne Kak MaplipyTusaTopbl UIN cepBepbl MHOroaapeCcHoM
paccbiniku) Bo VLAN-ceTn MHOroaapecHom paccboliku. bnarogaps asToMy ycTpoiicTBa MHOroaapecHom
paccbliku MOryT o6HOBAATE Tabnuuy nNepecblisikn MHOroaApecHoro Tpaduka u Bkato4aTb Uamn
OTK/10YaTb MepecblyIKky MHOroaapecHoro Tpadmka Ha nopTbl MPUEMHUKOB.

B pexnMe COBMECTMMOCTM KOMMYTATOp He nepecblyiaeT HMKakmx 3anpocos IGMP. B 3Tom cnydae
HaCTPOMKM MepechbISIKM Ha YCTPOMCTBaAX MHOroaapecHom paccblsikm Bo VLAN-ceTu MHOroagpecHom
paccbliku He06X0ANMO yCTaHaBNMBaTb BPYYHYIO.

Kak pabortaet mexaHnam MVR

MpuBeaeHHbI HUXE PUCYHOK USIIOCTPUPYET NPUMEP C MHOMOaApeCcHON pacChisIKON TeNEBU3NOHHOIO
KOHTEHTa, Korga aboHeHTCKoe yCTPONCTBO (Takoe kak koMmnbioTep) B ceTn VLAN 1 npnHmMMaeT yepes
KOMMYTaTOp MHOroaZpecHbl TpadurK OT cepBepa NOTOKOBOro MynbTuMeama S. Yepes nopr,
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HACTPOEHHbIN Ha KOMMyTaTope B KayecTBe nopTa NpMEMHUKA, BO3MOXHO MOAKIHOUEHNE HECKOIbKUX
abOHEHTCKMX YCTPOMCTB.

Mpwn BbIbOpEe abOHEHTOM TENEBU3NOHHOMO KaHasa KoMnbioTep A oTnpaBasieT Ha KoMmyTaTtop IGMP-
3anpoc Ha NpUcoeanHeHne K COOTBETCTBYHOLWEN rpynne MHOoroaapecHom paccbeinkun. Ecnun IGMP-
3anpoc COOTBETCTBYET OAHOMY M3 HAaCTPOEHHbIX Ha KOMMyTaTope aApecoB rpynn MHOroagpecHom
paccbiniku MVR, B Tabnnue nepecbiikn KOMMyTaToOpa Cco34aeTcs 3anncb. B Hell aboHeHTckas VLAN
BKJ/1IOYAETCH B CMMUCOK MYHKTOB Ha3HavyeHus ANa nepecbliKn yKasaHHOro Tpaduka MHOroagpecHom
pacCbIIKMU.

Ecnn aboHeHT nepekstovaeTcs Ha APYron KaHan Mnu BbIKKOYaeT KOMMNbIOTEP, HA KOMMyTaTop
Hanpasnsetcs Leave-coobuweHne IGMP ans Bbixoaa w3 rpynnbl MHOroaAapecHoW pacchinku. JaHHbIN
KOMMYyTaTop HanpasfsieT 3anpoc B ceTb VLAN 1 yepe3 nopT npueMHuka (B AaHHOM ciyyae 37O nopTt
KackagmpoBaHus KoMMyTaTopa). Ecnn K gaHHOMY NopTy B Tok xe aboHeHTckon VLAN nogkntoueHo
ewe xoTs 66l 04HO aboHeHTCKOe YCTPONCTBO, NOPT NPMEMHMKA NO-NPEeXHEMY OCTaHeTCs B CUCKe
MYHKTOB Ha3HayeHus 415 nepecbliku Tpaduka MHOroaapecHOMW pacchblsikn. B npoTMBHOM cnyvae
KOMMYTaTop yAanseT nopT npueMHukKa m3 Tabanubl nepecbiiku.

PucyHok 125 [lpuMep ¢ MHOroagpecHo paccblikon TeneesmaeHns nocpeacrsom MVR

SANgen N
. , MHOroagpecHomn S
! pacchbiiku =
: .
]

23.2 HacTtpouka mMHOroagpecHom pacchbIisiku

C NoMOLLbIO 3TOro 3KpaHa MOXHO HacTpouTb napameTpbl IGMP ang IPv4 nnu MLD ang IPv6, a Takxe
napameTpbl ceteit VLAN MHOroagpecHon paccbinikun. Beibepute B HaBuraumoHHon naHenu Advanced
Application > Multicast.

PucyHok 126 >DkpaH Advanced Application > Multicast Setup
L @) lulticast Setup ]

IPv4 Multicast Click Here
IPv6 Multicast Click Here
MVR Click Here

Mons sKpaHa onucaHbl B crieayoLen Tabnuue.

Tabnuua 69 SkpaH Advanced Application > Multicast Setup

MNOJNE OMNCAHME

IPv4 Multicast C NOMOLLbIO 3TOM CCbUIKM MOXHO OTKPbITb 3KPaHbl ANS HACTPONKKN OTCnexunsaHua IGMP n
punbTpaummn IGMP ans IPv4.

IPv6 Multicast C NoMoLbio 3TOM CCbIIKM MOXHO OTKPbITb 3KpaHbl ANl HACTPOMKKN oTcnexmBaHus MLD un
dunbTpaumm MLD agns IPv6.

MVR C NoMOLLbI0 3TOM CCbIIKM MOXHO OTKPbITb 3KpaHbl ANns co3gaHus ceten VLAN
MHOrOaApecHOW pacChbisiKu.
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23.3 JkpaH IPv4 Multicast Status

YT0o6bl OTKPbITb 3KpaH, N306paXkeHHbI Ha pucyHke Huxe, HaxmnTe Advanced Application >
Multicast > IPv4 Multicast. Ha 3ToM 3KpaHe npuBeaeHa MHGoOpMaLUs 0 rpynnax MHOroaapecHom
paccbinku IPv4. bonee noapobHyto MHGOPMaLMIO 0 MHOrOaApPeCHOM pacChisIke MOXHO HalTh B
pasa. 23.1 Ha cTp. 184.

PucyHok 127 SkpaH Advanced Application > Multicast > IPv4 Multicast

[ @ [Pv4 Nulticast Status ] Multicast Setup  IGMP Snooping
Index VID Port Multicast Group

Mons akpaHa onucaHbl B crieayrollen Tabnuue.

Tabnuuya 70 DkpaH Advanced Application > Multicast > IPv4 Multicast

NMOnE OMNUCAHUE

Index MopaaKoBbI HOMEP 3anucu.

VID B sToM none otobpaxaetcsa naeHtudunkatop VLAN-ceTM MHOroaapecHom pacChiiiku.

Port B 3TOoM none otobpaxaetcsa HoOMep nNopTa, NpMHagAexalwero rpyrnne MHOroaapecHom
paccblsKu.

Multicast Group B 3ToM none otobpaxatoTcs IP-agpeca rpynnbl MHOFroaApPeCHOM pacCbiiKy.

23.3.1 3kpaH IGMP Snooping

MNepenaunte no ccoinke IGMP Snooping Ha skpaHe Advanced Application > Multicast > IPv4
Multicast, 4uTo6bI OTKPbLITb 3KpaH, M306paXKeHHbIN Ha pUcyHKe HMxe. bonee NnoapobHyto
MHMOPMaLUMIO O MHOFOAAPECHOW pacChl/ike MOXHO HalTu B pa3a. 23.1 Ha cTp. 184.

PucyHok 128 DkpaH Advanced Application > Multicast > IPv4 Multicast > IGMP Snooping
[ @) IGVIP Snooping ] IPv4 Multicast Status IGMP Snooping VLAN IGMP Filtering Profile

Active B
Querier il
IGMP Snooping 5

Host Timeout 260
802.1p Priority No-Change ~
IGMP Filtering Active |
Unknown Multicast Frame @ Flooding ! Drop
Reserved Multicast Group @ Flooding ) Drop
Port fmmed. Normal Leave Fasi Leave Srse IRy Throttling IGMP Filtering Profile IGMP Quarier
Leave Limited Num. Mode
E: @ = ] Deny - Default « Auto -
1 @ 4000 @ 200 [ ] Deny - Default « Auto -
2 £ @ 4000 & 200 Deny -

3 o Default «
48 & 4000 200 o Deny - Default ~ Auto -~
49 @ 4000 200 | o Deny - Default - Auto -
50 @ 4000 200 1 1] Deny - Default - Auto -
| Apply | Cancel
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Mong skpaHa onucaHbl B CJ'IED,y}OLI.I,Eﬁ Tabnuue.

Ta6nuua 71 SkpaH Advanced Application > Multicast > IPv4 Multicast > IGMP Snooping

MNONE

OMNCAHUE

IGMP Snooping

C NoMoLbi0 3TUX HAaCTPOEK MOXHO 3a4aTb NapaMeTpbl oTcnexunsaHusa IGMP.

Active Bbi6op Active akTBMpYyeT oTcnexnBaHne MHOroagpecHoro Tpaguka IGMP, npu KoTopom
TpaduK rpynnbl MHOrOaAPECHOM pacCblIKM NepecbliaeTcs TObKO Ha NOpThl, BXOASLWMNE B
COOTBETCTBYIOLLYIO rpynny.

Querier Bbibop 3TOM onuuu paspeluaeT KOMMyTaToOpy pacchinaTe coobleHnsa Tuna IGMP General

Query cetsaM VLAN ¢ noaKIt0OUYEHHBIMW XOCTaMWU MHOM0aApeCHOM pacCbiiku.

Host Timeout

YkaxuTe BpeMsl B cekyHaax (ot 1 go 16 711 450), no ncreyeHmn KOTOpPOro KOMMyTaTop
yaansieT 3anucb 06 yyactum B rpynne IGMP npu oTcyTcTBUM coobuieHunii Report oT nopTa.

802.1p Priority

Bbi6epuTte npuoputet (0-7), KOTOPbI yCTaHaBIMBAETCA KOMMYTaTOPOM A8 UCXOASALWMX
ynpasnsatowunx naketos IGMP. Boibop No-Change octasnseT npuoputeT 6e3 naMeHeHus.

IGMP Filtering

Bbibop Active akTusupyet pyHKumo dunbtpaunm IGMP, ¢ noMoLWwbo KOTOPOA MOXHO
onpeaensTb, K KakuM rpynnam IGMP cMOXeT NpucoeamHSTbC abOHEHT Ha NopTy.

Mpu BkAoYeHUN dunbTpaunn IGMP Heob6xoAnMO co3a4aTb U HAa3HaYUTL NpodUIn
dunbTpaunm IGMP TeM nopTam, KOTOPbIM HEO6XOAMMO pa3peLLnTb NPUCOEANHEHNE K
rpynnaM MHOroaApecHOW pacCbliKK.

Unknown
Multicast Frame

BbibepuTe AeNCcTBME, BbIMOMHSIEMOE KOMMYTaTOPOM NPWU MONYYEHUM HEU3BECTHOMO Kazpa
MHOroagpecHou paccbiikm. Drop — otbpacbiBaHme kagpa. Flooding — nepecbinka kagpa
Ha BCe NopTbl.

Reserved
Multicast Group

Onana3oH IP-agpecos oT 224.0.0.0 go 224.0.0.255 3ape3epBnpoBaH UCKIOUYMUTENBHO ANs
MHOroafpecHOM paccbliku B NlokanbHOM ceTu. Hanpumep, agpec 224.0.0.1 npegHa3HayeH
A9 BCEX XOCTOB B CErMeHTe JloKasbHOM ceTn, a agpec 224.0.0.9 ucnonb3yercs ans
paccblikKu MapLlpyTHOM MHdopMaumm npotokona RIP Bcem MapuwpyTtmsaTopam RIP v2,
HaxoAsLWMMCS B O4HOM CerMeHTe ceTu. MapLpyTm3aTop MHOroOaApeCcHOM pacChisikKK He
6yaet nepecbinaTb naket, IP-agpec Ha3HavyeHUs KOTOPOro HaXoAUTCH B YKa3aHHOM Bbllle
AnanasoHe, B Apyrue cetn. JononHUTENbHYO MHMOPMaLMIO MOXHO HalTK Ha caiTe IANA.

B 3Ty rpynny Takxe BxoasT MAC-aapeca MHOroaApecHOM pacCbisiKu YPOBHS 2,
ncnonb3lyemble npotokosamu Cisco yposHs 2, 01:00:0C:CC:CC:CCwu
01:00:0C:CC:CC:CD.

BbibepuTe aeincTBme, BbIMONHAEMOE KOMMYTaTOPOM MPW MOyYeHUM Kagpa C
3ape3epBMpOBaHHbIM aApecoM MHOroaApecHon paccoiikv. Drop — otépaceiBaHue Kagpa.
Flooding - nepecbinika Kkagpa Ha BCe NopThl.

Port

B 3ToM none otobparkaetcs HoMep ropTa.

HacTpoliku B 3TOM CTPOKE NPUMEHSAIOTCA KO BCEM MOPTaM.

3Ty CTPOKYy Heo6X0AMMO MUCMOJb30BaTh Wb B TOM C/lyyae, eCliv HaCTPOKN BCEX MOPTOB
[O/MKHBI 6bITb 0AMHaKOBbIMU. C MOMOLLbIO 3TOM CTPOKN MOXHO CHayana HasHauuTb obline
Ana BCEX MOPTOB HACTPOMKM, @ 3aTEM BHECTU HEOHXOAMMbIE U3MEHEHUS HA YPOBHE
oTAENbHOro nopTa.

MN3MeHeHNsa B JaHHOWM CTPOKE Cpa3y Xe KOMUpPYITCS Ha BCE MOPThI.

Immed. Leave

Bbi6op AaHHOWM onuMu 3acTaBnisieT KOMMYTaTop yAansTb AaHHbIV NMOPT U3 AepeBa
MHOroaApecHO pacCbUIKM Cpasy Xe npu rnoslydeHun Yyepes AaHHbll nopT Leave-
coobueHns npotokona IGMP Bepcumn 2.

3Ty onuuio cneayeT BbibMpaTb N1LWb B TOM C/lyyae, Koraa K nopTy NoAKI0YEH TONbKO
OANH XOCT.
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Ta6nuua 71 SDkpaH Advanced Application > Multicast > IPv4 Multicast > IGMP Snooping

MNOJE

OMNCAHUE

Normal Leave

YKaxuTe 3HaveHne TanM-ayTa pexuma obblyHoro noknganusa (normal leave) ans IGMP B
MunnucekyHpax (Bblbnpaetca n3 ananasoHa ot 200 go 6 348 800). Mpwu BbIGOpe 3TOM
onuMn KoMMyTaTop 6yAeT MCNosb30BaTb YKa3aHHbIA TaliM-ayT Npu 06HOBAEHMN Tabnuubl
MaplpyTusaummn ans gaHHoro nopTa.

B pexwunme 06bI4HOr0 NokmnaaHusa npu nonyyeHum coobueHns IGMP Leave oT xocTa,
NOAK/IOYEHHOI0 K AAHHOMY MOPTY, KOMMYTaToOp NepeckifaeT 3To coobleHne
MapLpyTU3aTopy MHOroaApecHOn pacchbliku. 3aTeM MapLipyTM3aTop MHOroaapecHowm
paccbuikn noceinaet coobweHne IGMP Group-Specific Query (GSQ), 4Tobbl onpeaenuTb,
AOJIKHbBI SIN OCTaTbCS APYyrue XOoCTbl, NOAK/IOYEHHbIE K AAHHOMY MOPTY, B KOHKPETHOM
rpynne MHOroaAapecHow pacCblikv; KOMMyTaTop nepecbiiaeT cooblleHne ¢ 3anpocom Bcem
X0CTaM, NOAKJ/IIOYEHHbIM K AaHHOMY MOpPTY, U oXxuaaeT coobweHnit IGMP Report oT xocToB
Ans obHoBeHUs Tabnuubl MapLwpyTM3aunn.

DTO none onpeensier BpeMs, KOTOpoe KOMMYTaTop BbKMAAET nocse nosyveHmns IGMP-
coobuweHuns Leave ot xocTta nepes yaaneHmem 3anncu o6 yyactum B rpynne IGMP.

Fast Leave

YKaxuTte TanM-ayTa pexuma 6bicTporo nokmaanus ans IGMP B MunnamcekyHaax
(BbIBUMpaeTcs U3 guanasoHa ot 200 fo 6 348 800). Mpu BbIGOPE 3TOM ONUMKU KOMMYyTaTOpP
6yaeT NCNoNb30BaTb YKa3aHHbI TalM-ayT Npu 06HOBAEHUN Tabanubl MapwpyTnsauum ans
AaHHOro nopta.

B pexumMe 6bICTPOro nokMaaHus cpasy nocne nojydeHus coobueHms Leave IGMP oT xocTa
Ha AaHHOM MOpPTY KOMMyTaTop nocbkinaet coobuweHne IGMP Group-Specific Query (GSQ),
yTOo6bI ONpPEeaennTb, AO/KHbI JIN OCTaTbCA APYrne XOCTbl, NOAKIIOYEHHbIE K JAHHOMY
NnopTy, B KOHKPETHOWM rpynne MHOroaApecHon paccblikv. 3Ta onuusa noMoraeT yCKOpUTb
npouecc noknaaHms.

3TO nose onpeaenseT BpeMs, KOTOpoe KOMMyTaTop BbiXkuAaeT rnocne nonyyeHns IGMP-
coobuweHuns Leave oT xocTa nepej yaaneHmem 3anmcu o6 yyactum B rpynne IGMP.

Group Limited

Bbi6op AaHHOM ONUWMM NO3BOJIAET OrPaHNYUTL YMCIO FPYNN MHOrOAAPECHOW PaccChblikun, K
KOTOPbIM paspeLleHo NPUCOeANHNTLCS AaHHOMY MOpTY.

Max Group Num.

BeeanTe 4ncno rpynn MHOroaapecHom paccbliikn, K KOTOPbIM pa3peLleHo NpUCcCoeanHUTLCS
AaHHOMY nopTy. MNocne perncrtpaunn Nopta B yKasaHHOM KoJinyecTse rpynn
MHOroaApecHOW pacchbifiku Bce nocneaytowme Join-coobueHna IGMP oT gaHHOro nopta
oTbpacbiBatoTCs.

Throttling

MapameTtp IGMP throttling onpeaenset anroput™ 06paboTku KOMMYTaTOpOM COObLLEHNI
IGMP Report npu BCTynsieHMn nopTa B MaKCMManbHO BO3MOXHOE Konm4yecTtso rpynn IGMP.

Mpu BbI6ope onunn Deny kommyTaTop 6yaeT oTbpackiBaTb BCE HOBbIE OTYETHI O
npucoeanHeHnn IGMP, nonyyeHHble yepe3 AaHHbIW MOPT, MOKa He UCTEeYET CPOK XKU3HMU
AencTBytoLeln 3anucy B Tabnuue MapwpyTusaumm MHOroagpecHoOm pacchlfiku.

Mpw BbIGOpe onumn Replace cyuwecTBytowas 3annucek B Tabnnue MapLlpyTtusauum
MHOroafpecHOM paccbisikm 6yaeT 3aMeHeHa HOBbIM CO0bLeHNEM (MK coobLieHnamMn)
IGMP Report, nony4yeHHbIMU Yepes AaHHbIA NOPT.

IGMP Filtering
Profile

BbibepuTte nms npocuns dunbtpaunm IGMP, koTopbin 6yaeT MCNOb30BaThCS A1 AaHHOTO
nopta. 3HayeHne Default 3anpelwaet NnopTy npucoeanHeHune K N06bIM rpynnam
MHOroaApecHOW pacChbifiku.

Mpodunn dunbtpaumm IGMP MoxHO co3aaTb Ha akpaHe Multicast > IPv4 Multicast >
IGMP Snooping > IGMP Filtering Profile.
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Ta6nuua 71 SDkpaH Advanced Application > Multicast > IPv4 Multicast > IGMP Snooping

MNOJE

OMNCAHUE

IGMP Querier
Mode

Query-nopt IGMP koMMyTaTOp paccMaTpuBaeT B KayeCTBe NopTa, K KOTOPOMY MOAK/IOYEH
MapwpyTusaTop (unm cepsep) MHoroaapecHon pacceiikm IGMP. Join- n Leave-nakeTbl
IGMP kommyTaTop HanpasnsieT Ha Query-nopt IGMP.

3HayeHne Auto 3acTaBnsieT KOMMyTaTop HasHa4vaTb NOpTy ctaTtyc Query-nopta IGMP npu
nony4vyeHnu Query-naketos IGMP.

3HauveHuve Fixed 3acTaBnsieT KOMMyTaTOp NMOCTOSSHHO UCMOJ/Ib30BaTb AAHHbIN NOPT B
kayectBe Query-nopTta IGMP. [laHHOe 3HaueHMe crneayeT BbibpaTb B TOM Ciyyae, Korga K
nopTy MOAK/KYAETCS cCepBep MHOroaapecHom pacchiikm IGMP.

3HaueHne Edge 3acTaBnseT KOMMyTaTOp OTMEHUTb ANS AAHHOro nopTta crtatyc Query-
nopta IGMP. [laHHbIA KOMMYTaTOp HE COXPaHSET Kaknx-sMbo 3annceit o NoAKIYEHUN
MapwpyTmsaTtopa IGMP Kk gaHHoMy nopTy. Join- un Leave-nakeTbl IGMP Ha 3TOoT nopT
KOMMYTaTOpPOM He MnepechliatTcs.

Apply

Haxmnte Apply, 4Tobbl COXpaHUTb N3MEHEHUS B ONepaTMBHOM NaMsATM KOMMyTaTopa. 3Tu
HaCTPOlKKN 6yayT yTepsiHbl B C/ly4ae BbIK/HOYEHWUS KOMMyTaTopa unu nepebos B nogade
NUTaHWs, NO3TOMY MO 3aBEPLUEHUN HAaCTPOMKM HEOH6XOAMMO HaxaTb Ha CCblsike Save B
BEPXHEN HaBUrauMOHHOM NaHenu Ass COXpaHeHUs U3MEHEHUI B SHEProHE3aBUCMMON
namaTu.

Cancel

Haxxmunte Cancel, 4Tobbl Ha4yaTb HAaCTPONKY Ha 3TOM 3KpaHEe 3aHOBO.

23.4 OkpaH IGMP Snooping VLAN

Bbibepute B HaBuraumoHHon naHenn Advanced Application > Multicast > IPv4 Multicast.
Mepenante no ccoinke IGMP Snooping, a 3ateM no ccoiike IGMP Snooping VLAN, uTo6b!
OTKPbITb 3KpaH, N306paKeHHbI Ha PUCYHKEe HuxXe. JononHUTeNbHYO MHpopMauunio o VLAN
OTCNeXunBaHWs MHoroaapecHoro Tpaguka IGMP MoXHO HanTu B pasa. «OTcnexunsaHue
MHoroagpecHoro Tpaduka IGMP n cetn VLAN» Ha cTp. 185.

PucyHok 129 3SkpaH Advanced Application > Multicast > IPv4 Multicast > IGMP Snooping > IGMP
Snooping VLAN

L @) GNP Snooping VLAN IGMP Snooping
Mode @ auto fixed
Apply || Cancel
VLAN
Name
VID
|Add| | Cancel | | Clear |
Index Name VID Delete
Delete Cancel
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Mong skpaHa onucaHbl B CJ'IED,y}OLI.I,Eﬁ Tabnuue.

Tabnuua 72 SkpaH Advanced Application > Multicast > IPv4 Multicast > IGMP Snooping > IGMP

Snooping VLAN

MNOJE

OMNCAHUE

Mode

BbibepuTe auto, 4Tobbl KOMMYyTaTOp aBTOMaTUYeCKM nony4dan nHdopmaumto 06 yyactmm B
rpynrne MHOroagpecHoOn paccbiikm ans nobbix cetenn VLAN.

BbibepuTe fixed, 4Tobbl KOMMyTaTOp NoAyYan nHpopmaumo 06 yyactum B rpynne
MHOroaApecHOM pacCblsIKM TOMbKO ANl YKa3aHHbIX HUxe ceTeld VLAN.

N B aBTOMaTM4yeckom (auto), n B pukcmposaHHoM (fixed) pexmMmax KOMMyTaTop MOXET
3anoMHUTb MH@OopMaumio He 6onee yem o0 16 cetax VLAN (B ToMm uncne He 6onee yem o
natn cetax VLAN, co3gaHHbIX Ha akpaHe MVR). Tak, ecnu Ha akpaHe MVR 6bina
HacTpoeHa oaHa VLAN-ceTb MHOroaapecHOm pacchlfiki1, Ha AAHHOM 3KpaHe MOXHO
HacTpouTb He 6onee 15 cetein VLAN.

[aHHbI KOMMyTaTop oTbpackiBaeT ntobble ynpasnsawwme coobueHns IGMP, koTopble He
npuHaanexart ogHoin u3 atux 16 ceten VLAN.

BHauane HeobxoanMo BKIOUMTL yHKUMIO oTcexnBaHus IGMP Ha skpaHe Multicast >
IPv4 Multicast > IGMP Snooping.

Apply

Haxmnte Apply, 4Tobbl COXpaHUTb N3MEHEHUS B ONepaTMBHOM NaMsATM KOMMyTaTopa. 3Tu
HaCTpOlKku 6yAyT yTepsiHbl B C/ly4ae BbIK/HOYEHWUS KOMMyTaTopa unu nepebos B nogade
NUTaHWs, NO3TOMY MO 3aBEPLUEHUN HAaCTPOMKM HEOHXOANMMO HaxaTb Ha CCblsike Save B
BEPXHEN HaBUrauMOHHOM NaHenu Ass COXpaHeHUs U3MEHEHUI B SHEProHE3aBMCMMON
namsTw.

Cancel

Haxmunte Cancel, 4To6bl Ha4YaTb HAaCTPONKY Ha 3TOM 3KpaHe 3aHOBO.

VLAN

B naHHOM pa3gene MoxHo gobasutb cetn VLAN, anst KOTOpbiX KOMMyTaTop 6yaeT
OCYLLEeCTBNATb OTC/IeXMBaHME MHOroagpecHoro Tpaduka IGMP.

Name

Beeaute umsa-onucanme VLAN, C NOMOLbIO KOTOPOro €e MOXHO MAEHTUPULMPOBATD.

VID

Beeaute naeHtudukaTop cratmyeckon VLAN; AonycTnMoe 3HadYeHne HaxoamTcsa B
Anana3soHe ot 1 go 4094.

He ponyckaeTtcs ncnonb3oBaTb TOT Xe naeHTudukatop VLAN ID, yto n Ha akpaHe MVR.

Add

HaxMuTe 3Ty KHOMKy, 4To6bl CO34aTbh HOBYIO UM M3MEHUTb CYLLECTBYHOLLYHO 3anuchb.

3TO AeNCTBME NO3BOJISIET COXPAHUTL U3MEHEHMS HACTPOeK B ONepaTUBHON NaMaTH
KOMMyTaTopa. 3TW HacTponku 6yayT yTepsiHbl B C/lyYae BbIK/IIOYEHUS KOMMyTaTopa WUam
nepebos B Nnogaye nutaHuWs, NO3TOMY MO 3aBEPLUEHMWN HAaCTPOMKM Heob6X0AMMO HaxaTb Ha
CCblJIKe Save B BEpXHel HaBUrauMoHHOM NaHenn AN COXpPaHeHUs U3MEHEHUN B
3HeproHe3aBMCUMON NamaTw.

Cancel

Haxmunte Cancel, 4To6bl C6POCUTL NONS K NPEAbIAYLLUNM 3HAYEHUAM.

Clear

HaxmuTte Clear, UTo6bl BEpHYTbCS K 3aBOACKMM HACTPOMKaM.

Index

2710 nopsakoBbIn HoMep 3anucu cetn VLAN ans otcnexusaHuna IGMP B Tabnuue. Lenyok
Ha NOpsSiAKOBOM HOMepe No3BonsieT oTobpasnTb 6onee noapobHyto MHDOPMaUUO Uan
WU3MEHUTb HaCTPOMKM.

Name

B sTOM none otobpaxaetcsa uma-onncaHue rpynnbl VLAN.

VID

B 3Tom none otobpaxaetca naeHTUdMKaUuMoHHbIA HoMep rpynnbl VLAN.

Delete

B cton6bue Delete yctaHoBUTE nepeknioyaTenn HaNnpoTMB 3anuncei, KOTOpble HYXHO
yAanutb, n HaxxmuTe KHonky Delete.

Cancel

Haxmunte Cancel, 4yTobbl CHATL BblAENeHMe € NepekntoyvaTtenen Delete.
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23.4.1 3kpaH IGMP Filtering Profile

Mpodwunb dunbtpaumm IGMP onpeaensieT ananasoH rpyrnn MHOro0aApeCHOM PacCbsIKN, K KOTOPbIM
MOTyT MPUCOEANHUTBCA NOAKIIIOYEHHbIE K KOMMYTaToOpy nofnb3oBaTtenu. Npodunib coaepxmt
AvanasoH IP-agpecoB MHOroagpecHoM paccbllkM, K KOTOPbIM HEO6X0AMMO pa3peLllmnTb NOAKIIYEHNE
nonb3oBarenen. NMpodunn HasHavyarTCa KOHKPETHbIM nopTaM (Ha akpaHe IGMP Snooping).
Moakntoyarowmecs yepes 3T NOPThbl NOMb30BATENIN MOIYT NPUCOEANHATBHCSA K rpynnam
MHOroaApecHO pacCbllk1, yKasaHHbIM B npodune. Kaxaomy nopTy MoxeT 6biTb Ha3Ha4YeH TONbKO
oAnH npodunb. OAMH N TOT Xe Npoduab 4ONYCKAeTCs Ha3zHavyaTb HECKOJIbKMM MopTam.

BbibepuTe B HaBuraumoHHo naHenu Advanced Application > Multicast > IPv4 Multicast.
Mepenante no ccoinke IGMP Snooping, a 3atem no ccoiike IGMP Filtering Profile, uto6bl
OTKPbITb 3KPpaH, N306paxeHHbIN Ha PUCYHKE HUXe.

PucyHok 130 SkpaH Advanced Application > Multicast > IPv4 Multicast > IGMP Snooping > IGMP
Filtering Profile

(@ IGVP Filtering Profile IGMP Snooping
Profile Setup
Profile Name Start Address End Address
224000 224000
Add || Clear
Profile Name Start Address End Address Delete Profile Delete Rule
Default
0.0.00 0.0.00
Delete Cancel

Mons akpaHa onucaHbl B creayrowen Tabnuue.

dkpaH Advanced Application > Multicast > IPv4 Multicast > IGMP Snooping > IGMP Filtering Profile

NMONE OMNMUCAHME

Profile Name BBeaute nmsa-onucaHme npoduas, C NOMOLLBbIO KOTOPOro €ro MOXHO MAeHTUhULMpoBaThb.

YT106bI HACTPOUTL AOMONHUTENBHbIE NPpaBuaa ANs yxe obasneHHOro npoduns,
Heob6xoAnMO BBECTM MMA NpoduNa U yKasaTb Apyrue ananasoHbl IP-agpecos
MHOrOaApecHOW pacChbisiku.

Start Address BBeauTe HavanbHbIA agpec aAnanasoHa IP-aapecoB MHOroagpeCcHoO paccbiiiki, KOTOpPbIN
HeobxoAMMO BKIOUMTL B Npoduab punbtpaummn IGMP.

End Address BBeauTe KOHeuHbI agpec AnanasoHa IP-agpecos MHOroaApecHO! pacchblik1, KOTOPbIN
HeobxoAnMO BKIOUMTL B Npoduab punbtpaummn IGMP.

YT06bI 406aBUTL €AMHCTBEHHbIN IP-afpec MHOroaapecHoW pacchifikn, YKaXxuTe ero 1 B
none Start Address, n B none End Address.

Add HaxaTune Ha 3TOT 3Ha4YOoK MO3BONSET CO3A4aTb HOBYIO 3aMuch.

3T0 AeNCTBME NMO3BOSET COXPaHUTb N3MEHEHUS HAacTPOEK B ONepaTUBHOW NamMaTH
KOMMyTaTopa. OTW HacTpoiku 6yayT yTepsiHbl B C/ly4ae BbIK/IIOYEHUS KOMMyTaTopa WUam
nepebosi B nogaye nMTaHMs, NO3TOMY MO 3aBepLUEHUM HACTPOMKN HEOBXOAMMO HaxaTb Ha
CCblike Save B BepXHel HaBUrauMOHHOW NaHenu AN COXPaHEeHUs U3MEHEHWUI B
3HEeproHe3aBMCUMON NaMATw.

Clear Haxxmunte Clear, 4To6bl BEpHYTbCS K 3aBOACKUM HacCTpOMKaM.
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SkpaH Advanced Application > Multicast > IPv4 Multicast > IGMP Snooping > IGMP Filtering Profile

MNOJE

OMNCAHUE

Profile Name

B s3TOM none otobpaxaetcsa uma-onncaHme npoduns.

Start Address

B sTOM none otobpaxaeTcs HayanbHbIM agpec AnanasoHa IP-agpecoB MHOroagpecHom
pacchbIniku.

End Address

B s3TOM none otobpaxaeTcsa KOHeYHbIn agpec Anana3oHa IP-agpecos MHOroaapecHom
paccbInKu.

Delete YT106bI YA2NUTb NPOd UMb 1 BCE CBA3aHHbIE C HUM NpaBuna, BbibepuTe HyXHbI Npodunb B
cton6ue Delete Profile 1 HaxxMuTe Ha kHonky Delete.
YT06bI YAANUTL NPaBMIO WAW NpaBuia U3 Npodwuns, Bbibepute HyXHble NpaBuia B
ctonbue Delete Rule n HaxxMmuTe Ha kKHonky Delete.

Cancel HaxaTtne Ha kHonky Cancel cHMMaeT BblaeneHus c nepekiyartenei B ctonbuax Delete

Profile/Delete Rule.

23.5 3kpaH IPv6 Multicast Status

Bbibepute B MeHio Advanced Application > Multicast > IPv6 Multicast, utobbl OTKpbITb 3KpaH,
n306paxeHHbIN HUXe. ITOT 3KpaH CoaepXUT MHdOopMaLUIo 0 rpyrnnax MHOroaapeCcHoM pacChbliku
IPv6. Bonee noapobHyo MHMOpMaLMo 0 MHOroaapPECHOM pacchli/IKE MOXHO HalTh B pa3a. 23.1 Ha

CcTp. 184.

PucyHok 131 DkpaH Advanced Application > Multicast > IPv6 Multicast

[ @) IPvb Multicast Status ] Multicast Setup  MLD Snooping-proxy
Index ViD Port Multicast Group Group Timout

Monsa aKkpaHa, N306paxeHHOro Ha PUCYHKE BbillE, ONMMCaHbl B creaytollen Tabnuue.

Tabnuua 73 SkpaH Advanced Application > Multicast > IPv6 Multicast

NMOnE OINMUCAHUE

Index MopaaKoBbIi HOMeEp 3anucu.

VID B 3ToM none otobpaxaetca naeHtndukatop VLAN-ceTu MHOroagpecHom
paccbIIKK.

Port B sTOM none otobpaxaetcs HOMep nopTa, NpuvHaanexawero rpynne

MHOroaZpeCcHOM pacCblfiku.

Multicast Group

B sToM nosne oto6paxatotca IP-aapeca rpynnbl MHOrOaAPECHON PacChInKM.

Group Timeout

3T0 none nokasblBaeT BpeMs (B ceKyHAax), N0 UCTEYEHUN KOTOPOro KOMMyTaTop
yaansiet 3anmcb 06 yyactum B rpynne MLD npu oTcyTcTBUM coobLieHunin Report oT
AaHHOro nopra.

23.5.1 3kpaH MLD Snooping-proxy

MNepenaunte no ccoinke MLD Snooping-proxy Ha skpaHe Advanced Application > Multicast >
IPv6 Multicast, uTo6bl OTKPbLITb 3KpaH, M306paxkeHHbIN Ha puUcyHke HMxe. bonee noapobHyto
MHMOPMaLMIO O MHOFOAAPECHOW pacChl/ike MOXHO HalTu B pa3a. 23.1 Ha cTp. 184.

PykoBogcTso none3osatens Ansa cepun GS3700 n XGS3700
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PucyHok 132 SkpaH Advanced Application > Multicast > IPv6Multicast > MLD Snooping-proxy

[ @) VILD Snooping-proxy | IPv6 Multicast Status VLAN  Filtering

MLD Snooping-proxy

Active ]

802 1p Priority

Monsa akpaHa, U306paxeHHOro Ha PUCYHKeE BbillEe, OMMCaHbl B Crieaytollein Tabnuue.

Ta6nuua 74 SDkpaH Advanced Application > Multicast > IPv6 Multicast > MLD Snooping-proxy

NONE

ONMUCAHUE

MLD Snooping-proxy

C noMoLblo 3TUX HAaCTPOEK MOXHO 3aaTb NapaMeTpbl MPOKCU OTCNEXNBAHUS
MLD.

Active

BbibepuTe onuunto Active, 4Tobbl aKTMBMPOBATb MPOKCU OTCnexnsaHms MLD Ha
KOMMYyTaTope C Lesibl0 YMEeHbLUEHUs KONn4yecTBa ynpasnswwmx coobwexHnin MLD
M yNyYLleHUs Npou3BOANTENIBHOCTU CETHU.

802.1p Priority

Bbi6epuTe ypoBeHb npuoputeTa (M3 AnanasoHa ot 0 Ao 7), Ha KOTOpbIn
KOMMYTaToOp MEHSIET NPUOPUTET B NCXOAALWMX coobeHmnsax MLD.

Apply

HaxmuTte Apply, 4To6bl COXpaHUTb U3MEHEHUSI B ONEPaTUBHON NaMsaTu
KOMMyTaTopa. TW HAaCTPOMKK ByAyT yTepsiHbl B Cly4ae BblK/HOYEHMS
KOMMyTaTopa unu nepebosi B nogaye nuTaHusi, No3TOMY Mo 3aBEPLUEHUU
HaCTPOWMKN HeO6X0AMMO HaXxaTb Ha CCblIke Save B BEpPXHEN HaBUraLuMoHHOM
naHesnun Afs COXpaHeHUsi U3MEHEHWI B SHEPrOHE3aBNCMMON NaMaTu.

Cancel

Haxxmute Cancel, 4Tobbl HayaTb HAaCTPOMKY Ha 3TOM 3KpaHe 3aHOBO.

23.5.2 3kpaH MLD Snooping-proxy VLAN

MNepengute no ccoinike VLAN Ha skpaHe Advanced Application > Multicast > IPv6 Multicast >
MLD Snooping-proxy, 4to6bl OTKpbITb 3KpaH, n306paxeHHbIn Ha pUcCyHKe Huxe. Bonee
noapobHyo nHdopMaUno 0 MHOroaZ4peCcHOM paccCblike MOXHO HaWTK B pa3a. 23.1 Ha cTp. 184.

PykosogcTso none3osatens Ansa cepun GS3700 n XGS3700
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PucyHok 133 SkpaH Advanced Application > Multicast > IPv6 Multicast > MLD Snooping-proxy >

VLAN

VID

Upstream

Downstream

L@ VLAN

MLD Snooping-proxy  Port Role Setting

Query Interval |125I]DD |mi||iseconds
Maximum Response Delay |‘IDDDD |mi||isecond5
Robustness Variable |2 |

Last Member Query Interval |‘IDDD |mi||isecond5
Query Interval |125EIDIJ |mi||iseconds
Maximum Response Delay |'II]DI]D |mi||iseconds

Index

|Add || Cancel || Clear |

ViD Delete

| Delete || Cancel |

Mons akpaHa, n3o06pakeHHOro Ha PUCYHKE Bbille, ONUCaHbl B criegytowen Tabnuvue.

Tabnuua 75 SkpaH Advanced Application > Multicast > IPv6 Multicast > MLD Snooping-proxy >

VLAN
MNMOnE OMNUCAHUE
VID BeeauTte naeHtnudukatop cetn VLAN, B KOTOpo He06X0ANMMO aKTUBUPOBATb
npoKcu otcnexunsannsa MLD, 1 BbINOAHUTE HAaCTPOMKY COOTBETCTBYOLWMX
rnapameTpos.
Upstream

Query Interval

YKaxuTte BpeMeHHOM NHTepBan (B MUIIMCEKYHAAX) MeXAay COObLEeHNSAMN-
3anpocamu obLlero xapaktepa, KOTopble MOCbIIaeT KOMMYTaTOp, NOAKIHOUYEHHbI
K arpernpyouieMy nopTy. 3HayeHue B 3TOM MnoJsie AOSIHKHO B TOYHOCTU COBMaaaTb
CO 3Ha4YeHMeM, yKasaHHbIM B NapamMeTpax NoAKIOYEHHOro KoMMmyTaTtopa
MHOroaZpecHOM pacChblfiKu.

3TO 3Ha4YeHUEe UCMNONb3YETCH NPU pacyeTe Nepuosa BPEMEHU, B TeYEHne
KOTOpOro 3anucb 06 yyactum B otcnexumsaHnun MLD (nony4yeHHasi TONbKO Ha
arpernpytoLiemM nopTy) MOXeT CcylecTBoBaTh B Tabnunue MappyTmsaumnm.

Mpu nony4yeHun coobuweHns MLD Report kKoMMyTaTop yCTaHaBAMBaeT Nepuoa,
TariM-ayTa A5 3anuMCu paBHbIM BeIMYMHE, paccunTbiBaeMon no dopmyne T =
(QI*RV) + MRD, roe T = TanM-ayT, QI = nHtepBan mexay 3anpocamu, RV =
rnepeMeHHas otkasoycronumnsoctn (Robustness Variable), MRD = makcumanbHas
3ajepxxka oTeeTa.

PykoBogcTso none3osatens Ansa cepun GS3700 n XGS3700
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Tabnuua 75 SkpaH Advanced Application > Multicast > IPv6 Multicast > MLD Snooping-proxy >

VLAN

NONE

ONMUCAHUE

Maximum Response Delay

YKaxuTte BpeMeHHOW nHTepBasn (B MUIINCEKYHAAX), B TeYeHMe KOTOpPoro
MapLpyTM3aTop, NOAKKYEHHbIN K arpervpytoLlemy rnopTty, OXuaaeT oTBeTa Ha
cooblleHme-3anpoc obuero xapakrtepa MLD. 3HaueHne B 3TOM noJsie AOJSIKHO B
TOYHOCTM COBMNaZaTb CO 3HAYEHWEM, YKa3aHHbIM B NapaMeTpax noAK/It0YEHHOro
KOMMYyTaTtopa MHOroaapecHOn pacChl/iKK.

D70 3HAYeHWe UCMOoMb3YETCs MPU pacyeTe Nepuoaa BPeMEHU, B TeueHne
KOTOpOro 3anucb 06 yyacTum B oTcnexuBaHnm MLD (nonyyeHHast TONbKO Ha
arpernpyloLleM nopTy) MOXeT CyLecTBOBaTb B TabnLe MapLipyT13aumm.

Mpu nonyyeHnn coobuweHns MLD Report koMMyTaTop yCTaHaBAMBaeT Nepuoa,
TalM-ayTa 4/1s 3anncK paBHbIM BENMYNHE, paccynTbiBaeMon no dopmyne T =
(QI*RV) + MRD, rae T = Tanm-ayT, QI = nHtepBan mexay 3anpocamu, RV =
nepemMeHHas oTkasoycrtonumsocTn, MRD = MakcumanbHasa 3ajepxka oTeeTa.

Mpn nonyyeHnn coobweHnss MLD Done koMMyTaTop YCTaHaBIMBAET CPOK XKU3HU
3anucu Kak gyHkumo ot 3HavyeHuin Last Member Query Interval u
Robustness Variable

Robustness Variable

YKaxuTe KOIMYEeCTBO 3anpocoB. 3anucb agpeca MHOroaApecHoM pacchiiku
(nony4yeHHas TONIbKO Ha arpernpyroLleM nopTy NOCPeACTBOM OTCEXUBAHUA)
yaansetcs U3 Tabnuubl MapLpyTM3auum npu oTCyTCTBMM OTBETA Ha 3ajaHHoe
KO/IMYECTBO 3aNpoCoB, OTNPaB/IEHHbIX MapLPYyTM3aTOPOM, NOAKIOYEHHBIM K
arpervpytowiemMy nopTy. 3Ha4yeHue B 3TOM Nosie 4O0/KHO B TOYHOCTM CoBMnajaTb CO
3HayeHMeM, yKasaHHbIM B NapaMeTpax NoaKIYEeHHOro KOMMyTaTopa
MHOF0aZpecHOM pacchbisiku.

370 3HayeHne NCronb3lyeTcsi MpU pacyeTe Nepuoaa BPEMEHU, B TeyeHue
KOTOpOro 3anucb 06 yyacTuu B oTcnexuBaHuu MLD (nonyyeHHast TONbKO Ha
arperupytoLleM nopTy) MOXeT CyLlecTBOBaTb B TabsvLe MaplpyTusaumm.

Last Member Query
Interval

YKaxuTte BpeMeHHOM nHTepBan (B cekyHAax) mexay 3anpocamm MLD c
yKasaHWeM rpynnbl, KOTOpbIE OTMpPaBsSeT arperupyoLwmin NopT Nocne noayvyeHus
coobuweHns MLD Done. 3HayeHWe B 3TOM Mosie A0/IHKHO B TOYHOCTM coBNaaaTth CO
3HayeHMeM, yKasaHHbIM B napameTpax NoAK/IHYeHHOro KoMMyTaTopa
MHOroaZpecHOMn paccCblfiku.

3TO 3HaYeHne UCNonb3yeTcs Npu pacyeTe Nepmosa BPEMEHU, B TeYeHune
KOTOpOro 3anunck 06 yyactun B otcnexunsaHmm MLD (nonyyeHHas TOAbKO Ha
arpervpyoLeM nopTy) MOXET CyLecTBoBaTb B Tabnvue MapLipyTusaummn nocne
nonyyeHus coobweHns Done.

Mpn nonyyeHnn coobweHnss MLD Done koMMyTaTop YCTaHaB/IMBAET CPOK XKU3HU
3anucu Kak gyHkumo ot 3HavyeHuii Last Member Query Interval u
Robustness Variable.

Downstream

Query Interval

YKaxuTe BpeMeHHON UHTepsan (B MUIIMCEKYHAAX) MexXAy COObLeHnaMn-
3anpocamu obLiero xapakrtepa, KOTopble NocbllaeT HUCXOAALLMIA NOpPT.

Maximum Response Delay

YKaxuTe MakCcMMasbHbIVi Mepuoa BpeEMEHU (B MUSICEKYHAAX), B TeYeHUe
KOTOPOro KOMMYTATOp OXMAAET OTBETa Ha coobLieHMe-3anpoc obLiero
XapakTepa, OTNpaBNeHHOe HUCXOASALUMM MOPTOM.

Add

HaxmMuTe 3Ty KHOMKY, YTO6bl CO34aTb HOBYIO WM U3MEHUTb CYLLECTBYHOLLYHO
3anuce.

370 AelicTBMe No3BosieT COXPaHUTb U3MEHEHUA HACTPOEK B OI'IepaTVIBHOVI
namMsaTM KoMMyTaTopa. OTn HaCTpOVIKM 6yp,yT YTEPAHbI B C/ly4ae BbIKJTIOYEHUA
KOMMYyTaTopa unu nepe60ﬂ B noAda4ye nntaHunda, N0O3TOMY MO 3aBepLIEHNN
HaCTpOVIKVI Heo6XxoAMMO HaxaTb Ha CCbisike Save B BerHelZ HaBUraunoHHOM
naHenn Ansa CoXpaHeHua W3MEHEHUN B 3HepFOHe3aBMCMMOl7I namaTun.

Cancel

Haxxmute Cancel, 4Tobbl COpOCUTL NONA K NpeablayLUM 3HaYEHUAM.
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Tabnuua 75 SkpaH Advanced Application > Multicast > IPv6 Multicast > MLD Snooping-proxy >

VLAN

NMOnE OINMUCAHUE

Clear Haxmute Clear, 4Tobbl BEpHYTbCSA K 3aBOACKMM HaCTpPOMKaM.

Index OT0 none coaepXuT NopsiAKoBbIN HoMep 3anncu cetn VLAN npokcu
oTcnexusaHuns MLD B gaHHoM Tabnuue. LLlenyok Ha NopsaKkoBOM HOMepe
nossonset otobpasntb 6onee NoapobHYIO MHPOPMALMIO NN U3MEHUTD
HacTpoMKMW.

VID B sTOM none otobpaxaetcs naeHTudunKaunoHHblh HoMep rpynnbl VLAN.

Delete B cton6bue Delete ycTtaHOBMTE nepekntoyaTenM HanpoTMB 3anncein, KoTopble
HY>XHO yAanuThb.

Delete Haxmute Delete, uTo6bl HaBcerga yaanuTb 3anuncb, BolbpaHHyto B cTonbue
Delete.

Cancel Haxmute Cancel, 4Tobbl CHATE BblAeneHue ¢ nepeknoyaTteneli Delete.

23.5.3 9kpaH MLD Snooping-proxy VLAN Port Role Setting

MNepengute no ccoinke Port Role Setting Ha akpaHe Advanced Application > Multicast > IPv6
Multicast > MLD Snooping-proxy > VLAN, 4To6bl OTKPbITb 3KpaH, M306paxKeHHbIN Ha pUcyHke

HMxe. bonee nogpobHyo MHMOPMaLMIO O MHOrOaApPEeCHOM pacchblsiKe MOXHO HalTW B pa3d. 23.1 Ha
CcTp. 184.

PucyHok 134 DkpaH Advanced Application > Multicast > IPv6 Multicast > MLD Snooping-proxy >
Port Role Setting

@) Port Role Settinc VLAN
MLD Snooping-proxy VLAN 1D

Port Port Role Leave Mode Leave Timeout Fast Leave Timeout

=
(=]
=
48]
1<

|Norma| V| | | |
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Mong skpaHa, M306pa)K6HHOFO Ha PUCYHKE BblllE, ONNCaHbl B cne,u,yrou.l,eﬁ Tabnuue.

Tabnuua 76 >SkpaH Advanced Application > Multicast > IPv6 Multicast > MLD Snooping-proxy >

Port Role Setting

NOJNE

OMNMUCAHUE

MLD Snooping-proxy
VLAN ID

BbibepuTte naeHtndukatop cetn VLAN, ans KoTopon He06X0AMMO HacTpoOUTb
napameTpbl MPoOKCcKU oTcnexusaHus MLD ans onpeaeneHHoro nopra.

Port

B 3TOM nosie oTo6paxaeTtcss HomMep nopTa.

*

HacTpolikn B 3TOM CTPOKe NPUMEHSAIOTCA KO BCEM MOpTaM.

3Ty CTpPOKy Heo6X0AMMO MCMOMb30BaTh NINLWb B TOM Clyyae, eC/iM HacTPONKM
BCEX MOPTOB A0JKHbI 6bITb OAMHAKOBbLIMU. C MOMOLLbIO 3TOM CTPOKU MOXHO
CHayana Ha3HauyuTb o6LuMe Ans BCEX NMOPTOB HAaCTPOMKM, a 3aTEM BHECTU
HeobXxoAnMble U3MEHEHWSI HA YPOBHE OTAE/IbHOro nopTa.

M3MeHeHUs1 B AaHHOM CTPOKE CPa3sy XXe KOMUPYITCS Ha BCE MOPThI.

Port Role

MopT kOMMyTaTOpa MoOXeT urpatb B MLD ponb nnbo Hucxoaswero
(Downstream), nn6o arperupytowero (Upstream) noprta. Hucxoasawmi nopt
noakntoyaeTcs kK xoctaMm MLD u BbiCTynaeT B KayecTBe MaplpyTmaTtopa
MHOroaZpeCcHOM paccChblfiku, KOTOPbIN oTnpasnseT 3anpocsl MLD u cnywaer
coobueHuns Report n Done oT xocta MLD. Arpernpytowmii nopT NoAKI0YaeTcs K
MapLIpyTM3aTOPy MHOroaApecHON paccblikm U MGYHKUMOHMPYET B KayecTse
X0CTa, oTnpasnsaoLero coobweHns Report nnn Done B 0TBET Ha 3anpockl OT
MapLipyTu3aTopa MHOroaApecHOM pacCbiiku.

B npoTMBHOM cnyuyae, ecnu nopT He ByAeT BKAOYEH B rpynny MHOroaapecHom
paccbUIKM UM He npuHaanexuT aton cetn VLAN, Bbibepute onumio None.

Leave Mode

BbibepuTe pexunm noknaaHusa Ans ykasaHHOro Hucxoaswero nopta (MM nopToB)
B AaHHoOM ceTn VLAN.

370 noJfie ykasblBaeT Ha TO, yAansieT iM KOMMyTaTop 3anucb 06 yyactuun B
oTcnexusaHum MLD (NonyYeHHYIo Yepes HUCXOASALWMN NOPT) HEMEANIEHHO
(Immediate), wnn oxungaet coobueHmns MLD Report 4o ucteuyeHus BpeMeHun
Tarim-ayTa obblyHoro (Normal) nnm 6eictporo (Fast) nokuaaHus npum
nony4veHun coobuweHmns MLD Leave Ha AaHHOM NopTy OT Kakoro-nmbo xocra.

Leave Timeout

YkaxuTte obbl4HOE BpeMsl TaliM-ayTa NokugaHus ans otcnexusaHus MLD (B
MUANNCEKYHAAX), KOTOpPOE KOMMYTATOp MUCMNOJb3yeT npu obHoBneHnn Tabnuupl
MapLpyTM3aunMmn yKasaHHOro HUCXoaswero nopta (uam nopTos).

3HayeHne B 3TOM Mose NokKasblBaeT, CKOIbKO CEKYHA KOMMYTaToOp OXuiaet
coobuweHna MLD Report, npexae yem yaanutb 3anncb 06 yyactum B
oTcnexusaHmm MLD (NonyyeHHyto Yepes3 HUCXOAALWMIA NOPT), NpU NONyYEHUN
coobueHnss MLD Done uepe3 3TOT NopT OT Kakoro-nmbo xocra.

Fast Leave Timeout

YKaxuTe BpeMs TainM-ayTa 6bICTPOro noknaaHusa (B MuaamMcekyHaax) ans
YKasaHHOro Hucxoasuiero nopta (UM NopTos).

3HayeHne B 3TOM Mose NokKasblBaeT, CKOSIbKO CEKYHA KOMMYTaToOp OXuiaet
coobuweHna MLD Report, npexae 4yem yaanutb 3anncb 06 yyactum B
oTcnexusaHum MLD (nonyyeHHyto Yepes HUCXOAALWMIN NOPT), NpU NONyYEHUN
coobueHnss MLD Done uepe3 3TOT NopT OT Kakoro-nmbo xocra.

Apply

Haxmunte Apply, 4TObbl COXpaHUTb U3MEHEHUA B ONepaTUBHON NaMaTu
KOMMyTaTopa. 3TW HacTpoWku 6yayT yTepsiHbl B C/ly4Yae BbIK/IKOYEHUS
KoOMMyTaTopa unun nepebos B nogaye nuTaHus, NO3TOMY MO 3aBepLUEHUMU
HaCTpPONKN HeO6XOAMMO HaXxkaTb Ha CCblIke Save B BEpXHEW HaBUTraunoHHOM
naHenu Ans COXpaHeHWs U3MEHEHWI B SHEpProHe3aBMCUMONM NaMAaTy.

Cancel

Haxmunte Cancel, 4yTo6bl COHpOCUTL MONS K NPeAbIAYLLMM 3HAYEHUAM.

PykosogcTso none3osatens Ansa cepun GS3700 n XGS3700

200




naBa 23 MHoroagpecHas paccoinka

23.5.4 JkpaH MLD Snooping-proxy VLAN Filtering

C rMoMoLbio 3TOro 3KpaHa MOXHO HAaCTpPOMUTb NapaMeTpbl punbTpaumm MLD komMmyTaTopa.
Mepenante no ccoinke Filtering Ha akpaHe Advanced Application > Multicast > IPv6
Multicast > MLD Snooping-proxy, 4to6bl OTKpPbITb 3KpaH, N306paXX€HHbIN HA PUCYHKE HUXeE.

PucyHok 135 3kpaH Advanced Application > Multicast > IPv6 Multicast > MLD Snooping-proxy >
Filtering

@) Filtering ] MLD Snooping-proxy Filtering Profile

Active

a

Port Group Limit Max Group Num. Filtering Profile

= & | B R A~

mfinl{nHuflufinl{=ln
A A e
S ENE N ENE
Ll el dl<l<

M
o

Default v
Default v
Default v

T
Bl

=]
o

Cancel

MNMons skpaHa, n3ob6paxeHHOro Ha pMCyHKe Bbille, ONncaHbl B cneaytowen tabnuue.

Ta6nuua 77 SkpaH Advanced Application > Multicast > IPv6 Multicast > MLD Snooping-proxy >

Filtering

NOnE OMNMUCAHUE

Active BbibepuTe 3Ty onuumio, 4Tobbl BKAOUMTL GunbTpaumio MLD Ha koMMyTaTope.

Port B 3TOM none otobpaxkaeTrcs Homep nopra.

* HacTpoliku B 3TOI CTpOKE NPUMEHSAIOTCSA KO BCEM NopTaM.
3Ty CTPOKY He06X0AMMO MCNONb30BaThb NMLWb B TOM C/lyyae, eCnn HacTPOmKM
BCEX MOPTOB AO0/IXKHbI 6bITb 0AMHaKOBbIMU. C NOMOLLbIO 3TOW CTPOKN MOXHO
CHavana Ha3HauuTb oblne AN BCEX NOPTOB HaCTPOWNKMK, a 3aTEM BHECTH
HeobxoAnMble U3MEHEHUA Ha YpPOBHe OTAEeNIbHOro nopra.
N3MeHeHna B AaHHOM CTPOKEe Cpa3y Xe KOMUPYITCS Ha BCE NopThl.

Group Limit Bbibop AaHHOM ONLUMKM NO3BOSSET OFPaHNYNTL YNCNO rPYnM MHOroaAapecHom
paccChbIfikKK, K KOTOPbIM pa3peLlleH0 NPpUCOeANHUTLCS AaHHOMY MOpPTY.

PykoBogcTso none3osatens Ansa cepun GS3700 n XGS3700

201



"naBa 23 MHoroagpecHas paccoinka

Tabnuua 77 SkpaH Advanced Application > Multicast > IPv6 Multicast > MLD Snooping-proxy >
Filtering

NONE ONMUCAHUE

Max Group Num. BBeauTe ymMcno rpynn MHOroaapecHor pacchblik1, K KOTOPbIM paspeLleHo
NMpUCOeaAnHNTbLCA AaHHOMY nopTy. [locne perncrpaummn nopta B yKazaHHOM
KO/IM4eCcTBe rpynn MHOroaApecHOW pacChblsiku BCe HOBble cooblieHns MLD
Report, npuxoaswue Ha 3TOT nopT, 6yayT oTbpackiBaTbCS.

Filtering Profile BbibepuTte nma npodunsa dpunbtpaumm MLD, KoTopbIn 6yaeT UCnonb30BaThCs AN
AaHHoro nopTta. 3HayeHve Default 3anpelyaeTt nopTy npucoeanHeHne K o6bIM
rpynnamM MHOroaapecHOn pacchblfiKK.

Ona cozpaHnsa npodwunen puneTpaummn MLD MOXHO MCNOAb30BaTh 3KPaH
Multicast > IPv6 Multicast > MLD Snooping-proxy > Filtering > Filtering
Profile.

Apply Haxmnte Apply, 4TObbl COXpaHUTb U3MEHEHUSA B ONepaTUBHOW NaMaTu
KOMMyTaTopa. TW HacTPOWKK 6yayT yTepsiHbl B CllyYae BbIK/OYEHMS
KOMMyTaTopa unu nepebos B nogade nutaHus, NO3TOMY MO 3aBepLUeHUU
HaCTpOMKM HEOHX0AMMO HaxaTb Ha CCblsike Save B BepXHel HaBuUrauMOHHOWN
naHenu ANs COXpaHeHUst U3MEeHeHUI B SHeproHe3aBMCUMOI NaMATH.

Cancel Haxmunte Cancel, 4yTobbl COpOCUTL MONS K NpeAbIAYLLMM 3HAYEHUAM.

23.5.5 9kpaH MLD Snooping-proxy VLAN Filtering Profile

C noMoLLblo 3TOro 3KpaHa MOXHO co3aaTb nNpodunb punbTpaumm MLD n 3agaTb AManas3oH aapecoB
MHOroagpecHon paccbiiku. Nepengute no ceoinike Filtering Profile Ha akpaHe Advanced
Application > Multicast > IPv6 Multicast > MLD Snooping-proxy > Filtering, 4to6bl OTKpbITL
3KpaH, N306paxeHHbI Ha PUCYHKE HUXKeE.

PucyHok 136 DkpaH Advanced Application > Multicast > IPv6 Multicast > MLD Snooping-proxy >
Filtering > Filtering Profile

Profile Setup

Profile Name | |

Start Address | |

End Address | |

Profile Hame

Delete
Start Address End Address
Default ]
0:0:0:0:0:0:0:0 0:0:0:0:0:0:0:0 ]

| Delete || Cancel |
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Mong skpaHa, M306pa)K6HHOFO Ha PUCYHKE BblllE, ONNCaHbl B cne,u,yrou.l,eﬁ Tabnuue.

Ta6nuua 78 3SkpaH Advanced Application > Multicast > IPv6 Multicast > MLD Snooping-proxy >

Filtering Profile

NOJNE

OMNMUCAHUE

Profile Name

BBeaunTe MMsi-onucaHune npoduss, C NOMOLLbI KOTOPOro ero MoXHo
naeHTUbUUMpPOBaTh.

YT06bl HACTPOUTbL AOMNOJIHUTENbHbIE NPaBWIa AN yXe A06aBeHHOro npoduns,
Heo6x0AMMO BBECTM UMSi NPpodWas U yKasaTb Apyrue avanasoHbl IP-agpecos
MHOF0aZpeCcHON pacCbliKK.

Start Address

BBeauTe HayanbHbIV agpec AManasoHa aapecoB MHOMOaApecHOM paccbiiku IPv6,
KOTOpbIi He06X0AMMO BKIOUYUTL B Npodunib dunbTpaummn MLD.

End Address

BBeanTe KOHEYHbIN agpec AManasoHa aapecoB MHOroagapecHow paccbinku IPv6,
KOTOpbIli He06X0AMMO BK/IOUYUTL B Npodunib hunbTpaummn MLD.

YT106bI LO6@BUTL EANHCTBEHHbI afpec MHOroaapecHon paccoiniku IPv6, ykaxuTte
ero un B none Start Address, 1 B none End Address.

Add

Ha)xaTue Ha 3TOT 3Ha4YOK NO3BONAET CO34aTb HOBYIO 3amnuchb.

DT0 AeWCTBME NO3BOJIIET COXPAHUTb M3MEHEHUSI HACTPOEK B OrnepaTUBHOM
namsiTh KOMMyTaTopa. DT HACTPOliKkK ByayT yTepsiHbl B Clly4ae BbIKOUYEHMUS
KOMMyTaTopa unu nepebosi B nogaye nutaHusi, NOSTOMY MO 3aBepLUEHUN
HacTpolKM Heo6X0AMMO HaXaTb Ha CCblIke Save B BEpPXHEN HaBUraUMOHHOM
naHenu Ans COXpaHeHWsi U3BMEHEHWUI B SHEPrOHE3aBUCMMOW NaMaTH.

Clear

Haxmute Clear, 4Tobbl BEpPHYTLCSA K 3aBOACKMM HaCTpPOMKaM.

Profile Name

B 5ToM nosie oTo6pakaeTcs UMsi-onuncaHne npoduns.

Start Address

B 3ToM none otobpaxkaeTcs HayanbHbIN aapec AnanasoHa ajapecos
MHOroaZpecHon paccbinku IPv6.

End Address

B 3TOM none otobpaxkaeTcs KOHEYHbI agpec Anana3oHa ajpecos
MHOroafpecHon paccbinku IPv6.

Delete YTo6bl YAanuTb Npoduib 1 BCe CBSI3aHHbIE C HUM MpaBua, BblbepuTe HYXHbIN
npodunb B ctonbue Delete Profile n HaxMuTe Ha kHonky Delete.
YT06bl YAQNUTbL NpaBWUIO UK NpaBuia us npoduns, BbibepuTe HyXHble NpaBuia
B cTonbue Delete Rule n HaxMunTe Ha kHonky Delete.

Delete Haxmute Delete, uTo6bl HaBcerga yaanuTb 3anmcu, BbibpaHHble B
ctonbue Delete.

Cancel HaxaTtne Ha kHonky Cancel cHUMaeT BblaeneHuns ¢ nepekstoyaTenein B ctonbuax

Delete Profile/Delete Rule.

23.6 O6wume HacTponku MVR

Co3patb VLAN-ceTn MHOroaapeCcHOM paccbisikn K BblibpaTb ans kaxaon VLAN-ceTu MHoroaapecHom
paccbi/IKU MOPTbl MPUEMHUKOB M NOPT UCTOYHMKA MOXHO Ha 3kpaHe MVR. MNepeinante no ccbisike
Advanced Application > Multicast > Multicast Setup > MVR, uT0o6bl OTKPbITb 3KpaH,
M306paXxXeHHbI Ha pUCYHKE HUXe.

MpuMeyaHme: Ha KoMMyTaTOpe MOXHO co3aaTb He 6onee natu ceten VLAN
MHOroaapecHoOl paccblsikm n He 6onee 256 NpaBua MHOroaapecHoO pacchbiiku.
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MpumeyaHune: Mpu co3gaHnUm Ha AaHHOM 3akpaHe ceTu VLAN MHOroaapecHomn paccbiiku

KOMMYyTaTOp aBTOMaTU4YeCcKn cosgaet ctatmueckyto VLAN (c Tem xe
naeHtudunkatopom VID).

PucyHok 137 3kpaH Advanced Application > Multicast > Multicast Setup > MVR

L@ MR

VLAN Active

Multicast Setup

Group Configuration

Group Hame
Multicast VLAN 1D

on
B0

802.1p Priority 0~
Mode @ Dynamic () Compatible
Source Port Receiver Port None

o

Active

Tagging

Mane

-

[Add| [ Cancel |

Hame Mode SourcePort Receiver Port 8021p Delete

| Delete || Cancel

Mong skpaHa onucaHbl B CJ'IED,y}OLI.I,Eﬁ Tabnuue.

Tabnuua 79 SkpaH Advanced Application > Multicast > Multicast Setting > MVR

MONE

ONMUCAHUE

Active

BbibepuTe AaHHbIN nepekntoyaTenb Ansa BkaodeHns MVR, 4yTobbl MCNONb30BaTh OAHY
eanHcTBeHHYy VLAN-ceTb MHOMoaApeCcHOM paccbisiku ANs pasfinyHbiX aboHeHTckmx VLAN
B CETU.

Group Name

BBeauTte umsa-onucanme (ao 32 otobpaxaembix ASCII-cMMBOMIOB), MO KOTOPOMY MOXHO
MAEHTUIULUMPOBATbL 3TOT MapLUpyT.

Multicast VLAN ID

Beeaute naeHtndgukatop cetn VLAN (ot 1 go 4094) ans VLAN-ceTn MHoroaapecHowm
pacchbinKu.

802.1p Priority

BbibepuTe ypoBeHb npuoputeTta (M3 gnanasoHa ot 0 4o 7), Ha KOTOpbIi KOMMYyTaTop
3aMeHsieT NPUOPUTET B UCXOASAWMNX ynpaBnsowmx naketax IGMP wan MLD
(npuHapgnexawmx K agaHHon cetn VLAN MHOroaapecHoW pacchbinku).

Mode

YkaxuTte pexum MVR ans kommyTaTopa. MoxHO BblbpaTb 3HavyeHnss Dynamic
(anHammnyeckuin) 1 Compatible (pexum coBMecTumocTn).

Mpu BbI6Ope onumn Dynamic coobuweHns IGMP Report unu coobwernnsa MLD 6yayT
paccblnaTbCs Ha BCe NopTbl NCTOYHMKOB MVR B ceTn VLAN MHOroagpecHOn paccbuiku.

Mpu Bbi6ope onumn Compatible kommyTaTop He 6yaeT paccbinaTe coobleHns IGMP
Report n coobuweHmns MLD.
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Tabnuua 79 SkpaH Advanced Application > Multicast > Multicast Setting > MVR (npogomxeHue)

MNOJE

OMNCAHUE

Port

B 3ToM none oTo6paxaeTcss HoMep nopTa KoMMyTaTopa.

*

HacTpoliku B 3TOI CTpOKe NPUMEHSAIOTCS KO BCEM MoOpTaM.

3Ty CTPOKy HEO6X0AMMO UCMOMIb30BaTh JIMLLIb B TOM CllyYae, eC/lM HAaCTPOWKM BCEX NMOPTOB
[O/MKHBI 6bITb 0AMHAKOBbLIMU. C MOMOLLbIO 3TOW CTPOKM MOXHO CHayasna Ha3HauyuTb obue
AN BCEX NMOPTOB HACTPOMKM, a 3aTEM BHECTU HEOHXOAMMbIE U3MEHEHUS HA YPOBHE
oTAenbHOro nopTa.

M3MeHeHUs1 B AaHHOW CTPOKE Cpasy e KOMUPYIOTCS Ha BCE MOpThl.

Source Port

BbibepuTe gaHHY0 onuuio, YTobbl HA3HAYMTb AaHHbIA MOPT B Ka4yecTBe nopTa UCTOYHMKA
MVR, KOTOpbI OCyLLecTBASIET OTNPaBKy M NpueM Tpaduka MHOroaApeCcHOM paccbliku. Bee
NopTbl UCTOYHUKOB AO/KHbI NpUHaanexaTb K ogHol VLAN-ceTu MHoroaapecHoli
paccbisKu.

Receiver Port

BbibepuTe AaHHYIO onuMio, YTO6bl Ha3HAUWUTbL AaHHbIV NOPT B Ka4yecTBe nopTa npuveMHuKa
MVR, KOTOpbI TOMbKO NPpUHMMAET TpacduK MHOrOaApPEeCHON pPacChblKu.

None BbibepuTe AaHHY OMuUMIO, eCNK AaHHbIKM NOPT HE y4YacTByeT B MexaHu3aMe MVR. Yepes
Takou NopT TpaduK MHOroaapecHon paccbliku MVR He nepepaeTcs U He MpUHUMaeTCS.

Tagging BbibepuTe AaHHbIN NepeknoyaTesb, €C/IM KO BCEM NepefaBaeMblM Yepe3 NopT UCXOASALLNM
KagpaM gonxeH gobasnsatbcs Ter naeHtudukatopa VLAN.

Add HaxmuTe 3Ty KHOMKY, 4Tobbl CO3A4aTb HOBYIO M/ U3MEHUTb CYLLECTBYIOLWYIO 3aMnuch.
3TO AeNCTBME NO3BOJISIET COXPAHUTL U3MEHEHMS HAacTPOeK B ONepaTUBHON NaMaTH
KOMMyTaTopa. 3TW HacTponku 6yayT yTepsiHbl B C/ly4Yae BbIK/IIOYEHUS KOMMyTaTopa Uimn
nepebosi B nogaye nMTaHMs, NO3TOMY MO 3aBepLUEHUM HACTPONKN HEOBXOAMMO HaxaTb Ha
CCblJIKe Save B BEpXHEel HaBUrauMoHHOM NaHenn AN COXpPaHeHUS U3MEHEHUN B
3HeproHe3aBMCUMON NaMaTw.

Cancel Haxmunte Cancel, 4To6bl Ha4YaTb HAaCTPONKY Ha 3TOM 3KpaHe 3aHOBO.

VLAN B 3ToM none otobpaxaetca naeHtndmkatop VLAN-ceTM MHOroaapecHo pacCcbuiku.
LLlenkHUTe Ha NopsAKOBOM HOMepe, YTO6bl U3MEHUTb HaCTPOMKM.

Active [JaHHoe none nokasblBaeT, BK/OYEHA /1M NOAAEPXKKA FPYNMbl MHOroaApecHOM pacChiiiku.

Name B 3ToM none otobpaxaetca uMa-onMcaHue At 4AHHOW HaCTPOWKM.

Mode B sTOM none otobpaxaetcs pexum MVR.

Source Port

B aTOM none 0T06pa)Ka}OTCﬂ HOMEpa NnopToB NUCTOYHUKOB.

Receiver Port

B 3TOM mnosie 0To6pa)atoTcsi HoMepa MopToB MPUEMHUKOB.

802.1p B sTOM none otobpaxaeTcs ypoBeHb nNpuopuTeTa.

Delete Y1060l Yaanute VLAN-ceT MHOroaapecHoOM paccbiiiku, BblbepuUTe HyXHble ceTn B cTonbue
Delete n HaxMmuTe Ha kHonky Delete.

Cancel Haxmunte Cancel, 4yTobbl CHATL BblAeNeHWe ¢ nepekntovaTtenen Delete.

23.6.1 HacTtpowmka rpynnsl MVR

[aHHble MHOroaApecHOo pacchbi/ik1, HanpaBasieMble B rpynny MHOMOaApPECHOM pacchbiik1, MOryT
NPUHUMAaTb BCE NOPTbl UCTOYHUKOB 1 MOPTbI MPUEMHUKOB, NpUHAANEXaLLNE rpynne MHOroaApecHom

pPacCCblJIKWU.

C nomoLbio 3TOro 3KpaHa MOXHO 3agaTb IP-agpeca rpynnbl MHOroaapecHon paccblsikn MVR.
MNepengute no ccoiike Group Configuration Ha skpaHe MVR.

MpumMeyaHue: MNMopT MOXET NpuHaaiexaTb HECKONbKUM ceTaM VLAN MHoroaapecHom
paccbinikn. OgHako, IP-agpeca pasnuuyHbIX rpynn MHOrOaApeCHON pacCbisikKn He
OOJIKHbI MepeKkpbIBaTbLCA.

PykoBogcTso none3osatens Ansa cepun GS3700 n XGS3700

205




"naBa 23 MHoroagpecHas paccoinka

PucyHok 138 3kpaH Advanced Application > Multicast > Multicast Setup > MVR > Group

Configuration

MVLAN
Group Name

[ roup Configuration VR

Multicast VLAN ID -

Group Name
Start Address

End Address

Start Address End Address

Add || Cancel

Delete

Delete Cancel

Mons sKpaHa onucaHbl B crieayoLen Tabnuue.

Ta6nuua 80 SDkpaH Advanced Application > Multicast > Multicast Setting > MVR > Group

Configuration

MNOJE

OMNCAHUE

Multicast VLAN ID

BbibepuTte 13 HMCnagawwero cnucka naeHtudukatop VLAN-ceTn MHoroaapecHom
paccbIkn (HacTpOeHHbI Ha 3KkpaHe MVR).

Group Name

BeBeguTte nMs-onucaHve ana naeHtudukaumm.

Start Address

BBeauTe HauanbHbI IP-agpec rpynmnbl MHOr0aApecHoOM pacchiiikv B BUAE AECATUYHBIX
yncen, pasgeneHHbIX TOYKaMU.

Bonee nogpobHyto nHbopmaunto 06 IP-agpecax MHOroaapeCcHoOM pacCblsIKM MOXHO HaWTH
B pa3a. «IP-agpeca MHOroaapecHor paccbliku» Ha cTp. 184.

End Address

BBeauTe KOHeYHbI IP-afpec rpynnbl MHOroaApecHoW pacchiikv B BUAE AECSTUYHbIX
yncen, pasaeneHHbIX TOYKaMU.

Ecnu B rpynny MHOroaapecHon paccblIkn Heo6XoANMMO BHECTU TOIbKO OAMH aapec,
BBeAMTE B 3TO nosne 70T Xxe IP-agpec, uto n B none Start Address.

Bonee noapobHyto nHbopMmaunto 06 IP-aapecax MHOroagpeCcHoO’ pacCblsiIKM MOXHO HaWUTH
B pa3a. «IP-agpeca MHoOroaapecHor paccbliku» Ha cTp. 184.

Add

HaxxaTue Ha 3TOT 3Ha4yoK NO3BOISIET CO34aTb HOBYHO 3aruchb.

OT0 AeWCTBME NO3BOJISIET COXPAaHUTb N3MEHEHUS HACTPOEK B ONepaTUBHOW NamMaTu
KOMMyTaTopa. 3TW HacTponku 6yayT yTepsiHbl B C/ly4Yae BbIK/IIOYEHUS KOMMyTaTopa WUim
nepebos B nogaye nMTaHUs, NO3TOMY MO 3aBEPLUEHUM HACTPONKN HEOBXOAMMO HaxaTb Ha
CCbl/IKE Save B BEPXHEN HaBUIraLUWMOHHOM NaHenu Ansi COXpaHeHUs USMEHEHUIN B
3HeproHe3aBMCUMON NaMaTw.

Cancel

Haxmunte Cancel, 4To6bl HaYaTb HAaCTPONKY Ha 3TOM 3KpaHe 3aHOBO.

MVLAN

B 3ToM none otobpaxaetca naeHtndmkatop VLAN-ceTM MHOroagpecHo paccbiuiku.

Group Name

B s3TOM none otobpaxaetcsa uMa-onncaHme Ans AaHHOW HaCTPOMKMU.

Start Address

B 3ToM nonie oTobparkaeTcst HayasbHbIi IP-agpec rpynnbl MHOrOaApPECHOM PacChiiKu.
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Ta6bnuua 80 SkpaH Advanced Application > Multicast > Multicast Setting > MVR > Group
Configuration (npogonxeHue)

NONE OMNMUCAHUE
End Address

B 3ToM none oTo6pa)kaeTcsl KOHeYHbll IP-aapec rpynnbl MHOroaApecHoOW pacChisiku.

Delete BbibepuTe 3anncu, KOTopble HYXHO yaanuTb, B cTonbue Delete 1 HaxMuTe KHOMKY
Delete, uT06bl yaanutb BbibpaHHble 3anucun n3s Tabnuupl.
Mpwu yaaneHun cetn VLAN MHOroagpecHOlM paccbisliku BCe rpymnnbl MHOrOaApeCcHOM
paccbiiku B aaHHoi cetn VLAN Takxe 6yayT yaaneHsbl.

Cancel

Haxmunte Cancel, 4Tobbl CHATb BblAENEHME C NMepeksoyaTenei B Tabnuue.

23.6.2 MNMpumep HacTponkn MVR

Ha npuBeAeHHOM HUXE PUCYHKe MoKasaH NpuMep CeTu, B KOTOPOM nopThl 1, 2 1 3 KoMMyTaTopa
npuHaanexat VLAN 1. Kpome Toro, nopt 7 NpuHaAnexXuT K rpynne MHOroaZpeCcHomn paccbliku ¢
naeHtTudmkatopom VID 200 ana nonyyeHus MHoroagpecHoro Tpaduka (kaHansl News n Movie) ot

yAaneHHoro NoToOKOBOro MyfbTUMeaUMHOro cepsepa, S. KomnbioTepbl A, B 1 C B ceTn VLAN 1 moryT
npuHUMaTb Tpaduk.

PucyHok 139 [Mpumep HacTponkn MVR

~ _ News: 224.1.4.10 ~ 224.1.4.50
’ VLAN 1 \\_ ,prnna M,H°r°' ‘\ Movie: 230.1.2.50 ~ 230.1.2.60
! 1 , aApecHou pacc.
LN IR N ! ¢ VID 200 D
=i =l = =
! 1 z \ — 5
LA B | —3— iy, S
I '
L \ k
! == ' M .. -
A C ’

Onsa co3paHnsa Hactpoek MVR Ha koMMyTaTope Heobxoammo co3aaTtb ceTb VLAN MHOroagpecHom
paccbiiku Ha akpaHe MVR 1 HazHa4ynTb NOPTbl MPUEMHUKOB U UCTOYHMKOB.
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PucyHok 140 [lMpumep HacTporiku MVR
(& VMV ] Multicast Setup  Group Configuration
Active

Group Hame Premium

Multicast VLAN ID 200

202.1p Priority 0 -
Mode @ Dynamic () Compatible
Port Source Port Receiver Port Hone Tagging
* Recevier -

¢)? .?')..

Y1o6bl KOMMYTaTOpP Nepeckinan Tpaduk rpynrbl MHOrOaApPeCHOM pacCblyikm aboHeHTaM, Heo6xoaAnMo
onpeaenuTb HAaCTPOWKM rpynnbl MHOrOAAPECHOM pacchbisikn Ha akpaHe Group Configuration. Ha
CneAyloWeM pUCYHKe NnokKasaH NpuMep HaCTPOMKKM ABYX FPynn MHOroaApecHon pacceliku IPv4
(News n Movie) ans cetn VLAN MHoroagpecHon paccoinku 200.
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PucyHok 141 Tpumep HacTpoliku rpynn MVR

=
=
sl

[ @) Group Configuration
Multicast VLAN ID

Group Name Mavie
Start Address 2301250
End Address 230.1.2.60

Cancel

MVLAN
Group Name Delete
Start Address End Address
200 0.
MNews
2241410 2241450 O

PucyHok 142 [Mpumep HacTponku rpynn MVR

@) Group Configuration MVR
Multicast VLAN ID 11 v
Group Name | |
Start Address | |
End Address | |
Cancel
€) 6) €) ¢€) 6) ¢
2229797
MVLAN
Group Hame Delete
Start Address End Address
Y |
Maovie
.......................................... 2300250 e 230280
MNews

\\ .................................... B A e e e 2241450 e
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AyTeHTU(UKauus, aBTopusaumsa n yyet

24.1 O630p bPyHKUMN ayTeHTUUKALUUN, aBTOPU3aLUUN U

yyeTa

B aToi1 rnaBe onucaHa HacTpolika dyHKUUIA ayTeHTUdUKALMM U aBTOpU3aLMM Ha KOMMyTaTope.

BHewHWe cepBepbl, BbINOAHAOWMNE QYHKUMN ayTeHTUdMKaunum, aBTopm3aunm n yyeta, CoKpaLleHHOo
HasbiBatoTCca cepBepamm AAA. B kauecTBe BHELWHMX cepBepoB ayTeHTMdUKaunm, asTopnsaumnm m
y4yeTa AaHHbIA KOMMyTaTop noaaepxuBaeT cepBepbl RADIUS (Remote Authentication Dial-In User
Service, cM. pa3a. «RADIUS n TACACS+» Ha cTp. 211) n TACACS+ (Terminal Access Controller
Access-Control System Plus, cm. pa3a. «<RADIUS n TACACS+» Ha cTp. 211).

PucyHok 143 Cepsep AAA

\('--)—t‘ . AR aaaS M
KnuneHnT CepBep AAA

24.1.1 O yeMm pacckasbiBaeTcsl B 3TOU rnaBe

e C nomouwbto akpaHa AAA (pa3a. 24.2 Ha cTp. 211) MOXHO BKOUYUTb ayTEHTUDUKALMIO U/ MK
aBTOpM3aLMI0 HA KOMMyTaTope.

e C nomouwbio s3kpaHa Radio Server Setup (pasa. 24.3 Ha cTp. 212) MOXHO HacCTpPOUTbL NapameTpsbl
cepsepa RADIUS.

e C nomouwbto akpaHa TACACS+ Server Setup (pa3a. 24.4 Ha cTp. 214) MOXHO HacTpouTb
napameTpbl ayTeHTudnkaunm TACACS+.

e C nomowbio 3kpaHa AAA Setup (pa3a. 24.5 Ha cTp. 216) MOXHO BblbpaTb MeToAbI,
ncrnosb3yemble ANs ayTeEHTUDUKALMN NONb30BaTeNen, NbITalWMXCS NONYyUYNTb AOCTYN K
KOMMYTaToOpy, M yKasaTb, Kakyto 6a3y AaHHbIX KOMMYTaTOp AO/IKEH UCMOAb30BaTb B NEPBYIO
ouepenb.

24.1.2 Y10 HeOoOXoaAMMO 3HATb

AyTeHTUdrKaumen HasbliBaeTca Npouecc naeHTUdmKaumMm nonb3osaTens n NpoBEPKU ero npas
AO0CTyna K KoMMyTaTopy. [JJaHHbI KOMMYyTaTOp MO3BOJISET NPOBOAUTbL ayTEHTUDUKALMIO
nonb3oBaTesien C UCMOb30BAHUEM YYETHbIX 3annucen, HacTPoeHHbIX B caMOM KOMMyTaTope. Kpome
TOro, KOMMyTaToOp MO3BONSET UCMOJIb30BaTb BHELWHWNN cepBep ayTeHTUMUKALUKN B Lensx
ayTeHTMdMKauum 60bWOro KoanyecTsa nosb3osBaTenen.
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ABTOpM3aLlMEﬁ Ha3bIBa€TCA Npouecc onpeaeneHns AeVICTBMVI, KOTOpble A0NYCTUMO BbIMOJIHATb
nosib3oBaTento. PasfiMyHbIM NOMbL30BATENLCKUM YUYETHbLIM 3anucaM MoryT 6bITb Ha3Ha4yeHbl 6onee
BblCOKME Un 6onee HU3KKNEe YPOBHM I'IpMBVIJ'IEFVIVI. Hanpumep, y nonb3oBaTtensg A MOXeT 6bITb npaso
Ha CO34aHNE HOBbIX YYETHbIX 3anucen Ha KOMMyTaTope, Torga Kak y nosib3osatens B Takoro npasa
HE 6y,qu. ABTOpU3auma nonb3oBaTenen MOXeT OCYLLEeCTB/IATbCA KOMMYTAaTOPOM C UCMNOJIb30OBaHNEM
YYETHbIX BaHMCEVI, HACTPOEHHbIX Ha CaMOM KOMMYTaTope, nan C Mcnosib3oBaHMEM BHELLUHENO
cepBepa B UeNndax aBtopmnsaumnm 60nbLIOro KOANYecTsa Nosib3oBaTesnen.

INokanbHble y4YeTHbIe 3anucu nofb3oBaTernemn

JlokanbHoe xpaHeHue npodwunein nonb3oBaTesien Ha KOMMyTaTope AaeT KOMMYyTaToOpy BO3MOXHOCTb
06X0AUTbLCS NMpY ayTeHTUdDUKaLMKM M aBTOpM3aLUumM nonb3oBaTenei 6e3 BHewHero cepeepa AAA B
cetn. OgHaKko, BO3MOXHOE KOJIMYECTBO MoJSib30BaTeNEN NPU TakoM cnocobe ayTeHTUdUKaumm
orpaHudeHo (cM. rn. 37 Ha cTp. 327).

RADIUS n TACACS+

RADIUS 1 TACACS+ npeactaBnstoT cobor npoTokosibl 6€30nacHOCTU, KOTOpble MCMO/b3YIOTCS AN
ayTeHTMdMKauum noab3osartenen nytem obpalleHns K BHELWWHEMY CepBepy BMeCTO BHYTpPeHHeWn
6a3bl faHHbIX Nofib30BaTeNelr yCTpoMCTBa, KOTopasi orpaHMYeHa eMKOCTb0 NaMsaTh 3TOro
yCTpoKcTBa (BHELWHMIA cepBep MOXET TakXe MCMOosb30BaThCs B AOMNOSIHEHME K BHYTpeHHel 6ase
AaHHbIX). B uenom ayteHtTudukaums c ncnonbzosaHnem RADIUS n and TACACS+ nossonsiet
MAeHTUINLUMPOBaTb HEOrPaHUYEHHOE KOIMYECTBO NoJsib30BaTesien C MOMOLLbIO eANHOM
LLEHTpanM30BaHHOW CyX6bl.

HekoTopble OCHOBHble pa3nunuma mexay npotokonamm RADIUS n TACACS+ npuBoasaTcs B
cnepytowen tTabnuue.

Tabnuua 81 RADIUS n TACACS+

RADIUS TACACS+

TpaHCNOpTHbIN UDP (User Datagram Protocol) TCP (Transmission Control Protocol)

NPOTOKON

LLndposaHne LLncdposaHune napons, LLUncdpoBaHne Bcelt KOMMYHUKaUNU MeXAY
OTMNpaBsSeMoro ans KnneHToM (KommyTaTopoM) n cepsepom TACACS.
ayTeHTUdunKaummn.

24.2 3kpaHbl AAA

OkpaHbl AAA NO3BONAKOT BKIOYNTL ayTEHTUOMKALNIO U/Un aBTopu3laLmMio Ha KoMMyTaTope. B
nepByto oyepenb HE06X0ANMMO HacTpOUTb NapaMeTpbl cepBepa ayTeHTUdukaumn (RADIUS n/unum
TACACS+), a 3aTeM yKasaTb NPUOPUTETHbLIN BapuaHT ayTeHTUDUKALMM N BKIOYUTb aBTOPMU3aLmIO.

Bbibepute B HaBuraunoHHol naHenn Advanced Application > AAA, 4yTo6bl OTKPbITb 3KPaH,
M306paXxXeHHbI Ha pUCYHKE HUXe.
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PucyHok 144 SkpaH Advanced Application > AAA
L @) AnA

........................... RADIUS Server Setup ClickHere
_________________________ TACACS+ Server Setup .
ALA Setup Click Here

24.3 Hactpowuka cepBepa RADIUS

N306paxkeHHbI HUXe 3KpaH CNyXUT Ans BBoAa HacTpoek cepBepa RADIUS. B pa3a. «RADIUS u
TACACS+» Ha cTp. 211 MOXHO HaUTK AONONHUTENbHYO MHdOopMaunto o cepeepax RADIUS, a B
pa3a. 24.6.2 Ha cTp. 220 - nHdopmMaumio 06 atpnbytax RADIUS, ncnonbayembix GyHKUMAMU
ayTeHTMduMKaumm Ha kommyTaTope.lepenante no ccoiike RADIUS Server Setup Ha skpaHe AAA,
4TObbl OTKPbITb 3KPaH, N306paXKEHHbIN HA PUCYHKE HUXE.

PucyHok 145 DkpaH Advanced Application > AAA > RADIUS Server Setup

@) RADIUS Server Setup AAA
Authentication Server
Mode index-priority 'l
Timeout 30 seconds
Index IP Address UDP Port Shared Secret Delete
1 |0.0.0.0 [1812 [ r
2 jn.0.00 [1812 | r
Anply | Cancel |
Accounting Server
Timeout |30 seconds
Index IP Address UDP Port Shared Secret Delete
1 j0.0.0.0 [1813 | r
2 0.0.0.0 [1813 | r
Anply | Cancel |
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Mong skpaHa onucaHbl B CJ'IED,y}OLI.I,Eﬁ Tabnuue.

Tabnuua 82 >SkpaH Advanced Application > AAA > RADIUS Server Setup

MNONE

OMNCAHME

Authentication
Server

B naHHOM pasgene BBOAATCA HAaCTPOWMKM ayTeHTUdUKaumm ¢ ncrnonb3osaHnem RADIUS.

Mode

[aHHoe none ucnonb3lyeTcs N1Lb NpU HAaCTpolike Heckonbknx cepsepos RADIUS.

B cnyuyae Bbibopa index-priority kommyTaTop 6yAeT NbiTaTbCsA OCYLLECTBUTL
ayTeHTUdUKaLMIO C UCMOSIb30BaHMEM MEepPBOro HacTpoeHHoro cepsepa RADIUS; npu
OTCYTCTBUM OTBETa KOMMyTaTop o6paTuTca Ko BTopoMy cepsepy RADIUS.

B cnyuyae Bbi6bopa round-robin 3anpocbl Ha ayTeHTUdMKaumo 6yayT HanpaBNATbCS
cepBepaM RADIUS noouepeaHo.

Timeout

YKaxuTte nepuoj B CeKyHAax, B TeYeHne KOTOporo kommyTtatop byaet oxuaate oTBeTa Ha
3anpoc ot cepsepa RADIUS.

B cnyuyae Bbibopa pexuma index-priority 1 ncnonb3oBaHus aAByx cepsepos RADIUS
3HayeHue TanM-ayTa genuTca mexay AByMs cepeepamu RADIUS. Hanpumep, ecnu
YyCTaHOBUTb Nnepuos TaM-ayTa paBHbiM 30 cekyHAaM, KOMMyTaTop 6yaeT oxuaatb OTBeTa
oT nepBoro cepsepa RADIUS B TeueHue 15 cekyHA, nocse 4yero HanpasuT 3anpoc Ha
BTOpon cepsep RADIUS.

Index

MopsaakoBbIi HOMep 3anucu o cepeepe RADIUS (TonbKo ansa yteHus).

IP Address

Beeaunte IP-agpec BHewHero cepsepa RADIUS B BUAe AeCATUYHbBIX YMCen, pa3fesieHHbIX
TOYKaMu.

UDP Port

Mo ymonuaHuio ayteHTUdUKaums Ha cepeepe RADIUS npoussoguTcs yepes nopT 1812.
N3MeHATb 3TO 3Ha4YeHue He cneayeT, 3a UCKIIIDYEHUEM Tex Clly4vaeB, Korga 06 3Tom
nonpocuT aaMUHUCTPATOpP CETW.

Shared Secret

YkaxuTe naponb (80 32 andaBUTHO-LUM@PPOBbLIX CUMMBOIOB), KOTOPbIA 6yAeT ClyXuTb
obwum KnoyoMm ans BHelwHero cepsepa RADIUS n koMMyTaTopa. DTOT KoY He
nepecbinaeTcs no cetu. Knwoy gonxeH 6biTb 0ANHAKOBbLIM Ha BHelHeM cepeepe RADIUS wu
KOMMyTaTope.

Delete Mpn Heo6xo0aAMMOCTU yAaNUTb U3 KOMMYyTaTopa CyLLUeCTBYOLLYH 3anncb o cepeepe RADIUS
yCT@HOBUTE AaHHbIV nepeknioyaTenb. YaaneHme 3annucyu npoMsonaeT nocne HaxaTtusa Ha
kHonky Apply.

Apply Haxmunte Apply, 4Tobbl COXpaHUTb N3MEHEHUS B ONepaTMBHOW NaMaTn KOMMyTaTopa. OTu
HacTporikm 6yayT yTepsHbl B Cllyvae BblK/KOYEHUS KOMMyTaTopa unun nepebos B nogadye
nUTaHWs, NO3TOMY MO 3aBepLUEHUN HAaCTPOMKM HEO6XO0ANMMO HaxaTb Ha CCblsike Save B
BepXHeW HaBMrauMOHHOW NaHenn Ans COXpaHeHWUs U3MEHEHUW B dHeproHe3aBMCUMOW
namsTu.

Cancel HaxxmuTe Cancel, 4Tobbl HaYaTb HACTPOMKY Ha 3TOM 3KpaHe 3aHOBO.

Accounting B naHHOM pasgene BBOAATCSA HacTPOMKM y4yeTa C ncnonb3osaHmem RADIUS.

Server

Timeout YKaxuTe nepuvoa B CEKyHAAX, B TeYeHne KOTOporo KomMmyTaTop byaeT oxuaaTb oTBETa Ha
3anpoc oT cepsepa yyeTta RADIUS.

Index MopsiakoBbIN HOMeEp 3anucuK o cepBepe ydyeta RADIUS (Tonbko Ans yteHus).

IP Address Beeaute IP-agpec BHewHero cepsepa yvyeta RADIUS B Buae AeCATUYHBIX yncen,
pasaeneHHbIX ToYKaMu.

UDP Port Mo ymonuaHuio y4yet Ha cepBepe RADIUS npoussoautcsa yepes nopt 1813. M3MeHsATb 3TO

3Ha4yeHune He CnieayeT, 3a UCKJIIYEHNEM TeX C/ly4aeB, Koraa 06 sTOM nonpocuT
AAMUHUCTPATOpP CETH.

Shared Secret

YkaxuTe naponb (A0 32 andaBUTHO-LUMPPOBLIX CUMBOIOB), KOTOPbIA ByAeT ClyXuTb
06LWMM KTOYOM ANs BHelHero cepBepa yyeta RADIUS u koMMyTaTopa. DTOT KoY He
nepecblnaeTca no cetn. Knoy gonxeH 6biTb 0AMHaKOBbIM Ha BHELLHEM CepBepe yyeTa

RADIUS n kommyTaTtope.
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Tabnuua 82 SkpaH Advanced Application > AAA > RADIUS Server Setup (npoaonxeHue)

MNOJE

OMNCAHME

Delete

Mpn Heo6Xx0AMMOCTU yAanuTb N3 KOMMyTaTopa CYLLIECTBYIOLLYIO 3anucb O CEPBEPE yyeTa
RADIUS ycTaHoBWUTE AaHHbINA nepekayvaTtenb. YaaneHune 3anmcu nponsonaeT nocne
HaxaTus Ha kHonky Apply.

Apply

HaxmuTe Apply, 4To6bl COXpPaHWUTL U3MEHEHUSI B ONEpPaTUBHOW NaMsATU KOMMyTaTopa. ITu
HaCTpOWKKN 6yayT yTepsiHbl B CllyYae BblK/IlOUEHUS1 KOMMYyTaTopa unn nepebos B nogave
nUTaHusl, NO3TOMY MO 3aBepLUIEeHUM HAacTPOMKM HeobXoAMMO HaxaTb Ha CCbike Save B
BEpPXHEN HAaBUTraLMOHHOM NaHenu Ans COXpaHeHUs U3MEHEHWIA B SHEPrOHE3aBUCHMMON
namsTu.

Cancel

Haxmunte Cancel, 4To6bl Ha4YaTb HAaCTPOMKY Ha 3TOM 3KPaHe 3aHOBO.

24.4 Hactpowuka cepBepa TACACS+

HacTponkun cepsepa TACACS+ BBOAATCS Ha NOKasaHHOM HMXe 3KpaHe. bonee noapobHyto
MHdopMaumto o cepepax TACACS+ MoxHO HaiTu B pa3a. «RADIUS u TACACS+» Ha cTp. 211.
Mepenante no ccoinke TACACS+ Server Setup Ha akpaHe AAA, 4TObbl OTKPbITb 3KpaH,
M306paXxXeHHbI Ha pUCYHKE HUXe.

PucyHok 146 JDkpaH Advanced Application > AAA > TACACS+ Server Setup

L @) [AUALST Server Setup ] AAA
Authentication Server
Mode index-priority 'I
Timeout 30 seconds
Index IP Address TCP Port Shared Secret Delete
1 j0.0.0.0 FE] [ r
2 jn.0.00 [43 | -
Apnply | Cancel |
Accounting Server
Timeoust |30 seconds
Index IP Address TCP Port Shared Secret Delete
49 r
Anply | Cancel |
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Mong skpaHa onucaHbl B CJ'IED,y}OLI.I,Eﬁ Tabnuue.

Tabnuua 83 SkpaH Advanced Application > AAA > TACACS+ Server Setup

MNONE

OMNCAHME

Authentication
Server

B naHHOM pasgene BBOAATCA HAaCTPOWMKWM ayTeHTUdMKaumm ¢ ucnonblosaHnem TACACS+.

Mode

[aHHoe none ucnonb3yeTcs NULb NPU HACTpolike Heckonbknx cepsepoB TACACS+.

B cnyuyae Bbibopa index-priority kommyTaTop 6yAeT NbiTaTbCsA OCYLLECTBUTL
ayTeHTUdMKaLMIO C NCMOSIb30BaHNEM MepBOro HacTpoeHHoro cepesepa TACACS+; npu
OTCYTCTBUM OTBETa KOMMyTaTop o6paTtutca ko BTopoMy cepeepy TACACS+.

B cnyuyae Bbibopa round-robin 3anpocbl Ha ayTeHTUdMKaumo 6yayT HanpaBnaTbCs
cepeepaM TACACS+ noouyepegHo.

Timeout

YKaxuTte nepuoa B CeKyHAax, B Te4eHMe KOTOporo kommyTtatop byaet oxuaate oTBeTa Ha
3anpoc ot cepBepa TACACS+.

B cnyuyae Bbibopa pexuma index-priority n ncnonbsoBaHust AByx cepsepoB TACACS+
3HayeHue TanM-ayTa genutca mexay AByms cepsepamu TACACS+. Hanpumep, ecnu
YyCT@HOBUTb Nnepuos TaM-ayTa paBHbiM 30 cekyHAaM, KOMMyTaTop 6yaeT oxuaatb OTBeTa
oT nepBoro cepsepa TACACS+ B TedyeHue 15 cekyHa, nocne 4yero HanpaBuT 3anpoc Ha
BTOpOW cepsep TACACS+.

Index

MopsaakoBbii HoMep 3anucu o cepepe TACACS+ (TONbKO ANSt YTEHUS).

IP Address

Beeaunte IP-agpec BHewHero cepsepa TACACS+ B Bunae AeCATUYHbIX YNCeN, pa3aeneHHbIX
TOYKaMM.

TCP Port

Mo ymonuaHuio ayteHTudunkaums Ha cepsepe TACACS+ npoussoanTcs yepes nopt 49.
N3MeHATb 3TO 3Ha4YeHue He cneayeT, 3a UCKIIIDYEHNEM Tex Crly4vaeB, Korga 06 3Tom
nonpocuT aaAMUHUCTPATOp CETW.

Shared Secret

YkaxuTe naponb (80 32 andaBUTHO-LUM@PPOBbLIX CUMBOIOB), KOTOPbIA 6yAeT ClyXuTb
obwum knoyvom ans BHewHero cepsepa TACACS+ n KkoMMyTaTopa. DTOT KoY He
rnepecbinaeTcst No cetu. Kntoy gonxeH 6biTb 04MHAKOBbLIM Ha BHelwHeM cepeepe TACACS+ un
KOMMyTaTope.

Delete Mpn Heo6x0aAMMOCTU YAaNUTb U3 KOMMyTaTopa CYLLECTBYHOLYHO 3anncb 0 cepBepe
TACACS+ ycTaHOBMTE faHHbIl nepekaoyaTenb. YaaneHume 3anmcm npoMsonaeT nocne
HaxaTtus Ha kHonky Apply.

Apply Haxmunte Apply, 4TOobbl COXpaHUTb N3MEHEHUS B ONepaTMBHOW NaMaTn KOMMyTaTopa. OTu
HacTporiku 6yayT yTepsHbl B Clyvae BblK/IOYEHUS KOMMyTaTopa unun nepebos B nogadye
nUTaHWs, NO3TOMY MO 3aBepLUEHUN HAaCTPOMKM HEO6XO0ANMMO HaxaTb Ha CCblsike Save B
BepXHeW HaBMrauMOHHOW NaHenn Ans COXpaHeHUs U3MEHEHUW B dHeproHe3aBMCUMOW
namsTu.

Cancel HaxxmuTe Cancel, 4Tobbl HaYaTb HAaCTPOMKY Ha 3TOM 3KpaHe 3aHOBO.

Accounting B naHHOM pasgene BBOAATCA HAaCTPOWMKM y4yeTa C ncnonb3osaHnem TACACS+.

Server

Timeout YKaxuTe nepuvoa B CEKyHAAX, B TeYeHne KOTOporo KomMmyTaTop byaeT oxuaaTb oTBETa Ha
3anpoc oT cepsepa yyeta TACACS+.

Index MopsiakoBbI HOMep 3anucu o cepBepe yyeta TACACS+ (TONbKO ANS UYTEHUS).

IP Address Beeaute IP-agpec BHewHero cepsepa yyeta TACACS+ B BUAE AECATUYHbIX YMcen,
pasaeneHHbIX ToYKaMu.

TCP Port Mo ymonuaHuto yyet Ha cepsepe TACACS+ npousBoauTcs yepes rnopT 49. N3mMeHsaTb 370

3Ha4YeHune He CieayeT, 3a UCKJIIYEHNEM TeX ClyYaeB, Koraa 06 sTOM nonpocuT
AAMUHUCTPATOpP CETH.

Shared Secret

YkaxuTe naponb (A0 32 andaBUTHO-LUPPOBLIX CUMBOIOB), KOTOPbIN ByAeT ClyXuTb
06LWmMM KoYoM ans BHelwHero cepBepa ydyeta TACACS+ 1 koMMyTaTopa. DTOT K/OY He
nepecblnaeTcsa no cetn. Knoy fonxeH 6biTb 04MHaKOBbIM Ha BHELLHEM CepBepe yyeTa

TACACS+ n koMmyTaTope.

PykosogcTso none3osatens Ansa cepun GS3700 n XGS3700

215




naBa 24 AyTeHTudukaums, aBTopm3aums 1 ydet

Ta6nuua 83 SDkpaH Advanced Application > AAA > TACACS+ Server Setup (npogosmkeHue)

MNOJE OMNCAHME

Delete Mpn Heo6X0AMMOCTU yAanuTb N3 KOMMyTaTopa CYLLIECTBYIOLLYIO 3anucb O CEpBEPE yyeTa
TACACS+ ycTaHOBUTE AaHHbIW nepeknyaTenb. YaaneHme 3annucm npomsonaeT nocne
HaxaTus Ha kHonky Apply.

Apply HaxmuTe Apply, 4To6bl COXpPaHWUTL U3MEHEHUSI B ONEpPaTUBHOW NaMsATU KOMMyTaTopa. ITu
HaCTpOWKKN 6yAyT yTepsiHbl B Clly4Yae BblK/IlOUEHUS1 KOMMYyTaTopa unn nepebos B nogave
nUTaHusl, NO3TOMY MO 3aBepLUEeHNM HAacTPOMKM HeobXoAMMO HaxaTb Ha CCbike Save B

BerHeVI HaBUrauMOHHOW NaHenu ans COXpaHeHunsa W3MEHEeHUN B 3HepFOHe3aBMCMMOVI
namaTun.

Cancel Haxmunte Cancel, 4To6bl Ha4YaTb HAaCTPONKY Ha 3TOM 3KPaHe 3aHOBO.

24.5 Hactpouka AAA

C NoMoLbio 3TOro aKpaHa MOXHO HAaCTPOUTb NapameTpbl ayTeHTUdMKaumMm n aBTopmsaunm ans
KoMMyTaTopa. MNMepeante no ccoinke AAA Setup Ha skpaHe AAA, 4To6bl OTKPLITb 3KpaH,
M306paXxXeHHbI Ha pPUCYHKE HUXe.

PucyHok 147 SkpaH Advanced Application > AAA > AAA Setup
(@0 AAA Setup

AAA
Authentication
Type Method 1 Method 2 Method 3
Privilege Enable local - - - - -
Login local - - - - -

Authorization

Type Active Console Method
Exec [} [} radius =
Dot1x [} - radius
Accounting
Update Period ] minutes
Type Active  Broadcast Mode Method Privilege
System [} [} - radius = -
Exec [} [} start-stop ~ radius = -
Dot1x [} [} start-stop ~ radius = -
Commands [} [} stop-only tacacs+ 0 -

Apply | | Cancel
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Mong skpaHa onucaHbl B CJ'IED,y}OLI.I,Eﬁ Tabnuue.

Ta6bnuua 84 SkpaH Advanced Application > AAA > AAA Setup

MNONE

OMUCAHUE

Authentication

B naHHOM pasgene onpeaensitoTcst cnocobbl ayTeHTUdMKauMmn nonb3oBaTenen,
NbITAIOLLMXCA MONYYUTb AOCTYN K KOMMYTaTopy.

Privilege Enable

B naHHbIX NOASIX MOXHO onpeaenvTb, K Kakon 6a3e AaHHbIX AOJXeH obpaluaTtbes
KoMMyTaTop (B NepBylo, BTOPYIO U TPETbIO ovepeab) AN ayTeHTUdUKaLUN YPOBHS
NpUBMUIErnin yYeTHbIX 3annceit aAMMHUCTPaTOpPOB (MoMb30BaTeNnen, yrnpasnsowmx
KOMMYTaTopoM).

HacTpolika npuBunernii 4octyna y4YeTHbIX 3anucer nocpeactsoM koMaHa (cM. CrnipaBo4YHoe
PYKOBOACTBO MO MHTepdelicy KOMaHAHOW CTPOKW) ANS NOKANbHOMN ayTeHTUdMKaUnK.
TACACS+ n RADIUS npeactaBnsaioT cobol BHelwHWe cepeepsbl. [pexae 4eM yCTaHOBUTb
npuopwuTeT, ybeantecb, 4TO COOTBETCTBYOWAsA 6a3a AaHHbIX NPaBWIbHO HACTPOEeHa.

Ons ayTeHTUdMKaLMM YPOBHS NPUBUIETNIA YYETHbBIX 3anvceil agMMHUCTPATOPOB Ha
KOMMYyTaTOpe MOXHO yKa3aTb A0 TPex MeToAoB. [JaHHbI KOMMYTaToOp MblTaeTcs
NCNoNb30BaTb KaxAabli U3 METOAOB B TOM MOpPsiAKE, B KOTOPOM OHM yKasaHbl (CHayana
Method 1, 3atem Method 2 n HakoHel Method 3). B none Method 1 o6a3atenbHo
A0oJKeH 6bITb BbIbpaH 0aMH U3 METOAO0B. ECnin KOMMyTaTop A0/XKEH 06pallaTbCs U K APYrUM
WCTOYHMKAM AN NPOBEPKM YPOBHSI NMPUBUErNIA YUETHBIX 3annceit aAMMHUCTPATOPOB, NX
Heobxoammo ykasaTtb B nonsx Method 2 1 Method 3.

BbibepuTe local, yTo6bl KOMMYTaTOp NpoOBEPSAN NpUBUIETMN AOCTYNA, HACTPOEHHbIE ANS
JIOKanbHOM ayTeHTudnKaunn.

BbibepuTe radius nnu tacacs+, 4tTo6bl KOMMyTaTOpP NpPOBEPSAN NpUBUNErMKN JOCTYyNa C
NCNOSIb30BaHWEM BHELLHNX CEPBEPOB.

Login

B AaHHbIX NOASX MOXHO onpeaenvTb, K Kakon 6a3e AaHHbIX AOJHKeH obpaluaTtbes
KOMMyTaTop (B NepByio, BTOPYIO M TPETbIO ovepeab) AN ayTEHTUPUKALNKN YYETHBIX
3anucen agMMHUCTPATOPOB (NoJsib30BaTeNen, ynpasnsiowmMx KOMMYTaTOPOM).

JlokanbHble yYeTHbIe 3anncK Nob30BaTeNnen HacTpameatoTcs Ha akpaHe Access Control >
Logins. TACACS+ u RADIUS npeactasnsaioT cobor BHewWwHne cepeepsl. Npexae yem
YyCTaHOBUTb NpUopuTeT, ybeantech, 4To cooTBeTCcTBYOWasn 6a3a AaHHbIX NPaBUIbHO
HacTpoeHa.

Ona ayTeHTUdMKaLMM yUYeTHbIX 3annuceit agMMHUCTPATOPOB Ha KOMMyTaTope MOXHO
yKasaTb A0 Tpex MeToAoB. [laHHbI KOMMYTaTOp MblTaeTCs MCMOIb30BaTh KaXAblii n3
MeToA0B B TOM Mopsiake, B KOTOPOM OHM yKa3aHbl (CHayana Method 1, 3atem Method 2 n
HakoHeu Method 3). B none Method 1 o6s3atensHo fonxeH 6biTb BbIOpaH OaMH 13
mMeToAoB. Ecnn koMMyTaTop AoMKeH obpalaTtbCs U K APYrMM UCTOYHUKAM AN NPOBEPKU
YUYETHbIX 3anucer agMUHUCTPATOpPOB, X HeobxoaMMo ykasaTb B nonsax Method 2 n
Method 3.

B cnyuae Bbibopa local ana npoBepku yYeTHbIX 3anMcen agMUHUCTPATOPOB KOMMYTaTop
6ynet obpalaTbCcs K 3anncsaM, HaCTPOeHHbIM Ha skpaHe Access Control > Logins.

B cnyuae Bbibopa radius 419 NpoBepKM yYeTHbIX 3anncer aAMMHUCTPaTOPOB KOMMYTaTop
6ynet obpawatbcsa kK ceppepam RADIUS.

B cnyuae Bbibopa tacacs+ ana NpoBepkn yYeTHbIX 3anncein agMMHUCTPaTOPOB KOMMYTaTop
b6ynet obpawaTtbcs k ceppepam TACACS+.

Authorization

C nomMoLblo 3TOro pasaerna MOXHO HacTpOUTb NapaMeTpbl aBTopM3aunn A5 KOMMyTaTopa.

Type

YKaxuTe, NnpefocTaBAseT I KOMMYTaTop NoJSib30BaTeNsAM Crieayolmne yenyri.

e Exec: PaspewnTb aAMUHMUCTPATOPY, KOTOPbIV BbIMOIHAET BXOA HA KOMMyTaTop yepe3
Telnet nnu SSH, HannuMe MHOro ypoBHS Npas AOCTYyNa, Ha3HAYE€HHOr0 BHELHUM
cepBepoM.

e Dotlx: Paspewuntb knmeHTy IEEE 802.1X, Hannumne nHbIX OrpaHUYEHNn NPOMNyCKHOWM
CNOCOBHOCTM MNK UHOro naeHTudukaTopa cet VLAN, Ha3HAYEHHOr0 BHELIHUM
cepBepoM.
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Tabnuua 84 SkpaH Advanced Application > AAA > AAA Setup (npoaosnxeHue)

MNOJE OMNCAHME

Active YcTaHoBUTE 3TOT NepekitovaTtesnb, YTobbl akTUBMPOBaTb PYHKLUMIO aBTOpusauum 4ns
yKa3aHHbIX TUMOB CObbITUNA.

Console YCTaHOBUTE 3TOT MnepeksoyaTesb, YTo6bl pa3pelnTb agMUHUCTPATOPY, KOTOPbIN
BbIMOJIHAET BXO[ Ha KOMMYTaTOp Yepe3 KOHCOJbHbIM MOPT, HAIMUME NHOFO YPOBHS Npas
[OCTYyMa, Ha3HaAYeHHOrO BHELIHUM CepBepPOM.

Method Bbi6epute meTtoa (RADIUS nnu TACACS+) ans aBTopmsaummn cobbiTuin onpeaesieHHoro
Tvna.

RADIUS saBnaeTcs eagMHCTBEHHbIM METOAOM aBTOpu3aumm ana knmentos IEEE 802.1x.

Accounting C noMoLLblo 3TOro pasaesna MOXHO HacTpoUTb NapaMeTpbl yyeTa Ans AaHHOro
KOMMYyTaTopa.
Update Period MeprMoANYHOCTb B MUHYTaX, C KOTOPOI KOMMyTaTop OTMNpPaB/sieT Ha cepBep yyeTa

06HOB/IEHHYO MHbOPMaumMio. [JaHHOe 3HAYeHNe UCMNOJIb3YEeTCs TOSIbKO B TOM Cllyyae, ecnu
3anucei Exec nnu Dotlx BbibpaHa onuus start-stop.

Type [aHHbIli KOMMYTaTOp NoaAepXXnBaeT O0TNpaBKy Ha cepBep(bl) yyeTa cneayowmx TMNoB
cobbiTun:

e System - npu BbI6Ope 3TON onuum KoMMmyTaTop 6yaeT nepenaBaTb UHMOPMaUMIO O
cnefyowmnx CUCTEMHbIX COBbITUSX: 3arpy3Kka CUCTEMbI, OTK/IIOYEHWE CUCTEMBI, BKIIIOYEHWE
yyeTa Ha cucTeMe, OTK/TIOYEHME yyeTa Ha cucTeme.

e Exec - npu Bbibope 3TOM onumn KoMMyTaTop byaeT nepepasatb MHMDOPMALMIO O BXOAE U
BbIX04€e aAMWHUCTpPaTOpa Yepes3 KOHCOJbHbIM nopT, telnet nnn SSH.

e Dotlx - npu Bbi6Ope 3TOM onuMM KOMMyTaTop byAeT nepefasaTb MHDOPMaLMIO O Havane
ceccuii knneHTamum IEEE 802.1x (ayTeHTUdUKaLMa Ha KOMMyTaTope), 3aBepLUEHUN CECCUin
N NPOMEXYTOYHbIX OBHOBMIEHNAX COCTOSAHUS CECCUN.

e Commands - npu Bbi6ope 3TOM onunn KoMMyTaTop 6yaeT nepeagaBaTb MHDOPMaLUKUIO NpKU
BbIMOJIHEHUM HA KOMMYyTaTope KOMaHzA C yKa3aHHbIM unu 6onee BbICOKMM yPOBHEM
npuBUIErnn.

Active YcTaHoBUTE 3TOT NepektoyaTtesb, YTobbl akTUBMPOBATb DYHKLUMIO yYyeTa AN YKa3aHHbIX
TUNOB CO6bLITUIA.

Broadcast YcTaHOBUTE AaHHbIN NepektoyaTesnb, YTobbl KOMMYTaTOp NepeaaBasn YUYETHYHO
MHdopMaLMIo cpa3y Ha BCe HAaCTPOEHHbIE CEPBEPbI yyeTa.

Ecnun 3TOT nepekntoyaTenib He YCTaHOBMIEH, U y Bac MMeeTCs ABa CepBepa y4yeTa,
KoMMyTaTop 6yaeT nepeaasaTb MHMOOPMaLMIO Ha NEPBLIN CEPBEP YUYETaA, U TONIbKO Mpu
OTCYTCTBUW OTBETa OT NEPBOro cepeepa MnonbiTaeTcs nepegaTe MHMOPMaLNIO Ha BTOPOK
cepsep yyeTa.

Mode [aHHbIlA KOMMYTaTOp NOAAEPXKMBAET ABa pPeXMMa perncTpaumm cobbiTuin BXoga B CUCTEMY.
BbibepuTe ogHy M3 onuui:

o start-stop - kommyTaTop 6yaeT nepepsaBath Ha cepBep yyeTa MHMOPMaUUIO B MOMEHT
Ha4vana nosb30BaTENIbCKON CECCUU, Ha ee NMPOTSXKEHUN (eCcnn oHa ANUTCS AO0Jblue, YeMm
ykasaHo B nosie Update Period) 1 B MOMEHT ee 3aBepLUEHUS.

e stop-only - koMMyTaTOp 6yAeT nepeaasaTh Ha cepeep yyeTa MHMOPMaLMIO TONbKO B
MOMEHT 3aBepLUEHNA NOJb30BATENbCKON ceccumu.

Method Bbi6epute MmeTtoa (RADIUS nnu TACACS+) ans yyeTta cobbiTUiA onpeaeneHHoro tmna.

Ons peructpaummn cobbitvin Tina Commands noaaepxuaetcs Tonbko Metog TACACSH+.

Privilege [aHHoe none HacTpaneaeTcs ToNbKO AN cobbiTnin Tina Commands. Buibepute
NMOPOroBbI YPOBEHb NPUBUIEINIA ANS KOMaHA, YYeTHas MHdopMaLnsa 0 KOTOPbIX AOMXHA
nepegasaTbCs KOMMyTaTopoM. KomMmyTaTop 6yaeT nepefasaTb YUETHYHO MHGOpMaLMIO npu
BbIMNOJIHEHUM HA KOMMYyTaTope KOMaHzA C YKa3aHHbIM unun 6o5ee BbICOKMM YPOBHEM
npuBUIErnn.
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Ta6bnuua 84 SkpaH Advanced Application > AAA > AAA Setup (npoaosnxeHue)

MNOJE OMNCAHME

Apply HaxxmuTte Apply, UuTO6bl COXPaHWUTL N3MEHEHUSI B ONEPaTUBHON NaMsATM KOMMyTaTopa. OTu
HacTpoViku 6yayT yTepsiHbl B Cllydae BblK/IlOYEHUS KOMMyTaTopa unu nepebosi B nogave
NUTaHUsi, NO3TOMY MO 3aBEepLUEHUN HACTPONKM HEOBX0AMMO HaxaTb Ha CCblike Save B
BEpXHEeil HaBUTrauMOHHOM NaHenn ANs COXpaHeHUsl U3MEHEHUI B SHEPrOHE3aBUCUMOM
namsiTu.

Cancel Haxmute Cancel, 4To6bl Ha4aTb HAaCTPOMKY Ha 3TOM 3KpaHe 3aHOBO.

24.6 CnpaBo4Hasa TexHU4YeckKasa nHgopmauums

3TOo pasaen cCoaepXXUT AOMNONHUTENbHYI0 TEXHUYECKY0 MHDOPMaLMIO NO BonpocaM, 06CyXaaeMbIM B
TEKYLEN rnaBse.

24.6.1 CneumanbHbIM aTpUOYT NnponsBoauTens

CraHpapTtoM RFC 2865 onpegeneH metoa obMeHa cneundunyHon Ans nponssoanTens nHpopmaumen
Mexay cepsepoM RADIUS u ceTeBbIM yCTPOMCTBOM AOCTyna (Hanpumep, KOMMyTaTopoMm). Ans
pacwurpeHns PyHKLMOHaNbHbIX BO3MOXHOCTeN cepeepa RADIUS KOMNaHUs MOXeT MCMNonb30BaThb
cneumanbHble aTpubyTbl Nnponssoautens (VSA).

[aHHbIli KOMMyTaTOp noanaepxusaeT atpnbyTbl VSA, KOTOpble, B 3aBUCMMOCTU OT pe3ysibTaToB
ayTeHTUdMKaunmn nonb3oBaTesis, NO3BOMAIOT BbIMOMHATL Cleayolme AeACTBUS:

. OFpaHVI‘-IMBaTb NPONyCKHYH CNOCOBHOCTb ANS BXOAALLEro AN UCXOAALLErO TpachKa yepes nopr,
K KOTOPOMY NMOAKNKOYEH MNOJIb30BATE/Ib.

e HasHauyaTb YPOBHM NPUBUJIETNIA YYETHBIM 3anucsm (6onee nogpobHyto nHdbopmaumto 06 ypoBHSX
MPUBUNErNIA YUYETHbIX 3anncem MoXHO HanTn B CNnpaBoYHOM PYKOBOACTBE MO MHTepdency
KOMaHAHOW CTPOKM) Nosib30BaTesien, npoweawmx ayTeHTudurKaumio.

ATpubyT VSA BKOYaAET B cebs cneaytouime nons:

e Vendor-ID: NaeHTUdMKAUNMOHHbIN HOMEP, Ha3HAYEHHbIA KOMMaHUN YNOJHOMOYEHHOMN
opraHusauunen no pacnpegenenmio HyMmepauum B cetn MHTepHeT (IANA). ZyXEL npucBoeH
naeHtTndukatop 890.

¢ Vendor-Type: Onpegensiembiii nponssogutenem atpubyT, MASHTUOULMPYIOLWMA U3MEHAEMbIN
napametp.

e Vendor-data: 3HaueHune, KoTopoe HeobXx0AMMO NPUCBOUTL NapaMeTpy.
MpumeyaHue: Mopaaok HacTpolrkn atpmbyToB VSA Ana nonb3osaTtenen, NpoxXoasLuni

ayTeHTudmkaumio Ha cepsepe RADIUS, MOXHO HanTK B 4OKYMEHTaumm K
cooTBeTCTBYIOWEMY cepBepy RADIUS.
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ATpubYTbl VSA, nogaepXxuBaeMble KOMMYTaTOPOM, OMMCaHbl B crieaytollei Tabnuue.

Ta6nuua 85 MMoapepxxmpaemble aTpmbyThl VSA

OYHKUUA ATPUBYT
Ha3HaueHune Vendor-Id = 890
NpOoMnyCcKHOM Vendor-Type = 1
crnocobHocTK Ans Vendor-data = CKOpOCTb BxogsLlero Tpadguka (KouT/c B gecatuyHom copmare)
Bxogsawero Tpaduka
HasHaueHune Vendor-Id = 890
NpONyCcKHOM Vendor-Type = 2
cnoco6HocTH Ans Vendor-data = CKOPOCTb UCXOAsLLEro Tpaduka (KBUT/c B AecATUYHOM hopmaTe)
ncxoaswero Tpaduka
Ha3HaueHune Vendor-ID = 890
npuBunerni Vendor-Type = 3
Vendor-Data = "shell:priv-1lvl=N"
unm

Vendor-ID = 9 (CISCO)
Vendor-Type = 1 (CISCO-AVPAIR)
Vendor-Data = "shell:priv-1lvl=N"

raoe N — ypoBeHb npusuneruii (ot 0 go 14).

MpumedaHne: Ecnu ansa yyeTHon 3anucu Ha cepsepe nnu cepsepax RADIUS u Ha
KOMMyTaTope yCTaHOBIEHbI PasnunyHbie YPOBHW MPUBUIErMIA, NOfIb30BaTENtO
Ha3HavaeTcs ypoBeEHb NpuBUNernii u3 To 6asbl gaHHbIX (RADIUS unn
nokanbHon), KoTopasi NepBo Bbina UCMosib3oBaHa KOMMYTAaTOPOM AJ1S
ayTeHTMdMKaLMmn Nonb3oBaTens.

24.6.1.1 ATpmOyT NnpoTOKONa TyHHeNnuMpoBaHUA

C nomouwbio atpubyToB NpOTOKOMAa TYHHeNnpoBaHusa Ha cepeepe RADIUS (cM. gOKyMeHTauuio K
cepsepy RADIUS) MOXHO HasHauyuTb NOPT KOMMYyTaTopa BMpTyasnbHOM nokanbHon cetn VLAN c
MCnonb3oBaHWeM ayTeHTudmkaumm Ha ocHose IEEE 802.1x. Hactporikun VLAN nopta -
durKkcupoBaHHble, 6e3 Teros. MNpu 3TOM Takxe Ha3HavaeTca naeHtTudukaTop VID nopta. 3HadeHus,
KOTOpble TpebyeTca HacTpouTb, NpMBeaeHbl B cneaytowen tabnmue. 3HadeHns, BblAeNeHHble B
Tabnuue NonyXxupHoiM WpUHTOM, ABAAOTCA HUKCUMPOBaHHbIMKU B cooTBeTCTBUKM ¢ RFC 3580.

Ta6nuua 86 [Mogaep>xmBaemble aTpuMbyThbl MPOTOKOA TYHHENMPOBAHUSA

®YHKLUA ATPUBYT
HasHaueHune cetn Tunnel-Type = VLAN(13)
VLAN Tunnel-Medium-Type = 802 (6)

Tunnel-Private-Group-ID = VLANID

Mpumeyarne: Ha kommyTaTope Heobxoanmo co3natb ceTb VLAN ¢ ykasaHHbIM
noeHtudumkaropom VID.

24.6.2 MNMoppepxuBaemble atpnbyTbl RADIUS

ATpubyTbl RADIUS npeactaBnsitoT coboi AaHHbIe, UCMOJIb3YEMbIE A1 ONpeaesIEHNSA KOHKPETHbIX
3/IEMEHTOB ayTeHTUdMKaUNM NoNb30BaTENLCKOro Npodunsa, coxpaHsemble Ha cepBepe RADIUS. B
OAHHOM NpuUoXeHUn nepeuncneHbl atpubyTel RADIUS, nogaep>XnBaeMbie KOMMYTaTOPOM.
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Bonee noapobHyto nHpopmaumio 06 atpnbyTtax RADIUS, ncnonb3yembix ona ayTeHTudukaumm,
MOXHO HanTn B RFC 2865.

B naHHOM pasaene nepeyncineHbl aTpubyTbl, UCNONb3YEMbIE KOMMYTAaTOPOM ANS YHKLUMIA
ayTeHTMdUKaLummK. B Tex cnyyaax, Koraa c aTpubyToM cBsizaH 0cobblit hopMaT, NpuBOAUTCA
onuncaHue gopmara.

24.6.3 ATpuOyTbIl, UCNONb3yeMble AnA ayTeHTUudunkaumm

B npvBeAeHHbIX HUXe pasgenax nepeduncneHbl atpmbyTel, NepegaBaeMble KOMMYTAaTOPOM Ha cepBep
RADIUS npwu ncnonb3osaHum dyHKUNN y4yeTa.

24.6.3.1 ATpmOyTbI, UCNONb3yeMble NpU ayTeHTUdPUKaLmm npmMBunermnpoBaHHoOro
aocTtyna

User-Name

E d)Op;’laT aTpmbyta User-Name: $enab#$, roe # npeacrasnsier coboit ypoBeHb NpuBunerni
1-14).

User-Password
NAS-Identifier
NAS-IP-Address

24.6.3.2 ATpubyThbIl, UCNONb3yeMble ANA BXoAa Nonb3oBaTernien
User-Name
User-Password
NAS-Identifier
NAS-IP-Address

24.6.3.3 ATpubyThbI, UCNOnNb3yeMble AnA ayTeHTUdhmnKkaumm Ha ocHoBe IEEE 802.1x
User-Name
NAS-Identifier
NAS-IP-Address
NAS-Port
NAS-Port-Type

- JaHHoe 3HayeHne Ha KoOMMyTaTope ycTaHasnmBaeTcsa pasHbiM Ethernet(15).
Calling-Station-Id

Frame-MTU
EAP-Message

State
Message-Authenticator
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3awunTta ot nogmeHbl IP-agpecoB

25.1 O630p

OYHKUMS 3aWnTbl OT noagMeHbl IP-agpecos no3sonsieT oThuUAbLTPOBbIBaTb HECAHKUNMOHUPOBAHHbIE
naketbl DHCP n ARP B ceTu.

Ons 3awmnThl OT NogMeHbl IP-aapecos npuMeHseTcs Tabnuua NpuBA30K, NO3BONSAOWANA pasnnyaTtb
CaHKUMOHMPOBAHHbIE N HecaHKUMOHUpoBaHHble DHCP- n ARP-nakeTbl. [pu npussske
MCNONb3YyIOTCA cneayrowme atpubyThl:

MAC-agpec
NaoeHTndunkatop cetn VLAN
IP-agpec

Homep nopTta

Mpn nony4yeHnn kommytaTopom naketa DHCP nnn ARP npon3BoAUTCS MOUCK COOTBETCTBYOLLMX
MAC-agpeca, naeHtudumkartopa VLAN ID, IP-agpeca u HomMepa nopTa B Tabnuue npuBsa3ok. Mpu
HasIMuMM NPUBA3KM KOMMYTATOp nepecbinaeTt nakeT. ECam npuBaA3kM He HaAeHo, nakeT
KOMMyTaTopoM oTbpacbiBaeTcs.

25.1.1 O yeMm paccka3biBaeTCA B 3TOMU rnaee

C nomouwbto 3kpaHa IP Source Guard (pa3a. 25.2 Ha cTp. 223) MOXHO NMOCMOTPETb Ha TeKyline
npueasku ansa dyHkumm otcnexmsaHna DHCP n nicnekumn ARP-nakeTos.

C nomouwbto skpaHa IP Source Guard Static Binding (pa3a. 25.3 Ha cTp. 224) MOXHO
ynpaBnsTb CTaTUYECKUMM NpUBSA3KaMN Ansa dyHKUMN oTcnexuBanmsa DHCP v nHcnekunmn ARP-
nakeToB.

C nomouwbto skpaHa DHCP Snooping (pa3a. 25.4 Ha cTp. 226) MOXXHO 0O3HAaKOMUTbLCS C
pPasnMYHbIMU CTAaTUCTUUYECKUMN AAaHHbIMU N3 6a3bl AaHHbIX oTcnexuBaHmusa DHCP.

C nomouwbto skpaHa DHCP Snooping Configure (pa3a. 25.5 Ha cTp. 229) MOXHO BKIOUYUTb
otcnexmnsaHne DHCP Ha koMMyTaTope (HO He Ans KOHKpeTHbIX ceTelt VLAN), ykasaTtb ceTb VLAN,
B KOoTOpoW pacnonaraetcad DHCP-cepBep no yMoa4aHuUio, a TakXke HacTpouTb 6a3y AaHHbIX
OTCNEeXNBaHUS.

C nomowbto skpaHa DHCP Snooping Port Configure (pa3a. 25.5.1 Ha cTp. 231) MOXHO
yKasaTb, Kakve NopTbl ABASIOTCA JOBEPEHHbIMU, @ Kakne — HeT ans otcnexusaHus DHCP.

C nomouwbto skpaHa DHCP VLAN Configure (pa3a. 25.5.2 Ha cTp. 233) MOXHO BKJHOYUTb
otcnexunsaHme DHCP ansa kaxgon cetn VLAN 1 ykasaTb, AO/TKEH /I KOMMyTaTop A06aBnsaTb
MHdopMaumto onuum 82 areHta petpaHcnaunm DHCP B 3anpockbl DHCP, koTOpble KOMMyTaTOp
peTpaHcnupyeT Ha cepeep DHCP B kaxaon cetn VLAN.

C nomouwbto skpaHa DHCP Snooping VLAN Port Configure (pa3za. 25.5.3 Ha cTp. 234) MOXHO
NMPUMEHUTb pasnmyHble Nnpodunun onummn 82 DHCP k onpeaeneHHbiM noptam B cetn VLAN.
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¢ C nomowbto akpaHa ARP Inspection Status (pasa. 25.6 Ha cTp. 235) MOXHO 03HAaKOMUTLCS C
TeKyLlWMM cnnmckoMm punbTpoB Nno MAC-agpecaMm, Co34aHHbIX B CBSA3U C 0OBHapyXeHnem
KOMMYTaTOpPOM HeCaHKUMOHMpOBaHHOIro naketa ARP.

e C nomowbio s3kpaHa ARP Inspection VLAN Status (pa3a. 25.7 Ha cTp. 236) MOXHO
03HAKOMUTbLCSA C Pa3IMYHbIMK CTAaTUCTUUYECKMMWN AaHHbIMM 0 nakeTax ARP B kaxaon cetn VLAN.

e C nomowbto akpaHa ARP Inspection Log Status (pa3a. 25.8 Ha cTp. 237) MOXHO NPOCMOTpPETh
coobLeHns XypHana, KoTopble 6blin creHepmpoBaHbl nakeTamm ARP un ewe He 6b11n oTnpasieHsbl
Ha cepsep syslog.

¢ C nomowsbio s3kpaHa ARP Inspection Configure (pa3a. 25.9 Ha cTp. 239) MOXHO BKIHOUYNTb
MHcnekuunto naketos ARP Ha KoMMyTaTope. KpoMe TOro, MOXXHO HacTpoOuUTb Nepuos BpeMEHU, B
TeyeHne KOTOPOro KOMMyTaTOp XpaHUT 3anucn o6 oTbpoleHHbIX NnakeTax ARP, a Takxe
onpeaenuTb rnobanbHble NapaMeTpbl KOHTPOSIbHOMO XYypHana PyHKUMM nHcnekuum ARP-nakeTos.

e C nomowebto s3kpaHa ARP Inspection Port Configure (pa3a. 25.9.1 Ha cTp. 240) MOXHO
yKasaTb, Kakue rnopTbl ABAAOTCA AOBEPEHHbIMU, @ KaKMe — HeT ANnsa nHcnekumn naketos ARP.

e C nomowbto akpaHa ARP Inspection VLAN Configure (pa3a. 25.9.2 Ha cTp. 242) MOXHO
BK/IOUMTb MHcnekuuto ARP ansa kaxaon cetn VLAN 1 ykasaTb, B KaKne MOMEHT KOMMYTaTop
OO0/KEH reHepupoBaTb COOBLLEHNS XXYPHAIOB Npu noayyeHnn naketos ARP n3 kaxaon cetu
VLAN.

25.1.2 Y10 HeOOXOOAUMO 3HaATb

Tabnuua NpMBSA30K CTPOMTCS KOMMYTaTOPOM MOCPEACTBOM OTCAeXMBaHMA naketos DHCP
(AMHaMmyeckasn npuBsA3Ka) U Ha OCHoBe MHMOpMaUUK, NPefoCTaBNEHHON aAMUHUCTPATOPOM
BpY4YHyto (CTaTuueckas npuesaska).

DYHKUMSA 3aWnUTbl OT NoAMeHbI IP-agpecoB BK/oUaeT B cebs cneayowme dyHKUUK:

e CraTtuyeckas npuBsA3sKa. |/|CI'IOJ'Ib3yeTC9| ANS CO3[4aHMA CTaTMYeCcKMX ceasen B Tabnuue NMPpUBA30K.

o OTtcnexuBaHue DHCP. Ncnonb3yetca ana oTunbTpOBbIBaHUA HECAHKLMOHNUPOBAHHbLIX NakeToB
DHCP B ceTn n ans AMHaMM4ecKkoro nocTtpoeHus Tabnuubl NpMBSA30K.

e UHcnekumsa ARP-nakeToB. Ucnonb3yeTtcs ans oTduabTPOBbIBaHUS HECAHKLIMOHUPOBAHHbIX
naketos ARP.

YT106bI NCNONB30BaTb ANHAMUYECKYIO NPUBA3KY A8 OTPUIbTPOBbIBAHUSA HECAHKLIMOHNPOBAHHbIX
ARP-nakeToB (TMNN4YHasa cUTyaums), nepes BKIOHEHMEM UHcnekumn ARP-nakeToB Heob6xoanmo
BKIOUNTL oTCnexunsaHne DHCP.

25.2 3awuTa ot noamMeHsbl IP-agpecosB

Ha naHHOM 3KkpaHe MOXHO MPOCMOTPETh CYLLECTBYOLWME NPUBA3KM ANS PYHKUMIA OTCNeXMBaHNUS
DHCP n nHcnekumn ARP-naketoB. Ha ocHOBe npmBSA30K MyHKLUMK oTcnexusaHus DHCP n
nHcnekunn ARP-nakeToB passiMyaloT CaHKLUMOHUPOBAHHbIE U HECAHKLMOHUPOBAHHbIE NaKeThl.
Tabnunua NpuBA30K CTPOUTCSH KOMMYTaTOpPOM MOCPEACTBOM OTCNexXunBaHusa naketos DHCP
(aMHamMnyeckas npuBsa3ka) M Ha OCHOBe MHdOPMaLUuK, NpeaoCcTaBNeHHOW aAMUHNCTPATOPOM
BPYYHYtO (CTaTmnuyeckas npussska). Ytobbl oTo6pasnTb NokasaHHbIN HWXe 3KpaH, Bbibepute
Advanced Application > IP Source Guard.

PykoBogcTso none3osatens Ansa cepun GS3700 n XGS3700

223



[naBa 25 3awuTa ot nogmeHsl IP-agpecos

PucyHok 148 3SkpaH Advanced Application > IP Source Guard
[ @) |F Source Guard ] Static Binding DHCP Snooping  ARP Inspection

Index MAC Adidress IP Address Lease Tyne viD Port

Mons akpaHa onucaHbl B crieayrollen Tabnuue.

Ta6nuua 87 SDkpaH Advanced Application > IP Source Guard

MOnE OMNMUCAHUE

Index B s3TOM none otobpaxaeTcs NopsaAaKOBbIA HOMEP KaXA0W NPUBSA3KW.

MAC Address B sToM none otobpaxaetcs MAC-agpec UCTOYHUKA ANS NPUBS3KW.

IP Address B 3ToM none otobpaxaetcsa IP-agpec, HasHauyeHHbI ana MAC-agpeca B npmBsi3ke.
Lease B 3TOM none otobpaxkaeTcs KOAMYECTBO AHEN, YaCOB, MUHYT U CEKYHA, B Te4eHune

KOTOpOro AencreyeT npmeaska; Hanpumep, 2d3h4m5s o3HavaeT, 4YTO NpuBA3Ka
OeNCTBYeT B TeueHue 2 AHen, 3 4yacoB, 4 MUHYT 1 5 cekyHa. [ns npuBsasKku,
OENCTBUTENbHOM B TEYEHNE HEOrPaHNYEHHOIO BpeMeHN (HanpuMep, ctaTuyeckomn
npuBa3KK), B 3TOM nosie oTobpaxaetcs infinity.

Type B 3TOM none otobpaxaeTtcsa cnocob nonyyeHns KOMMyTaToOpoM MHMOPMaunmn o0 NpuBsa3Ke.

static: npuBsizka cosgaHa c UCNoNb30BaHUEM MHGpOPMaLMKN, NpeaoCTaB/IEHHOM
aAMWHUCTPATOPOM BPYYHYHO.

dhcp-snooping: npvBs3ka co3gaHa B pesysibTaTe oTCnexunsaHus naketos DHCP.

VID B s3TOM none otobpaxaetcsa naeHtudukatop VLAN ans npuesasku.

Port B 3ToM nosie oTo6pa)aeTcs HoMep nopTa Ans NpuBA3KKW. Eciv AaHHOe nosie nycroe,
npuBsA3Ka AENCTBYET A1 BCEX MOPTOB.

25.3 CrtaTtnyeckasa npuBA3Ka Ans 3awuTbl OT nogmMeHsbl IP-
aapecosB

Ha fnaHHOM 3KpaHe MOXHO ynpaB/isTb CTaTUYECKUMU NpUBA3KaMu Ana OYHKLUUIA OTCNeXMBaHUs
DHCP u nHcnekummn ARP-naketoB. CTaTnudeckune npuBSasku naeHtTudunumpytotca no MAC-agpecy m
naeHtudumkatopy VLAN ID. na kaxaon kombuHaumn MAC-agpeca u naeHtudgukatopa VLAN ID
MOXHO C034aTb TO/IbKO OAHY CTaTUYECKYIO NPUBA3KY. [Tpn nonbITKe co3aaTb CTAaTUYECKYIO NMPUBA3KY
¢ Temun xe MAC-agpecoM u naeHtudumkatopom VLAN ID, 4To 1 y CyLlecTByOLWEeN CTaTUYECKON
NpuBA3KM, HOBas MHMOPMaLMa 3aMeHSeT npeablayyto. Ytobbl 0To6pasnTb NOKa3aHHbIN HUXe
akpaH, Bbibepute Advanced Application > IP Source Guard > Static Binding.
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PucyHok 149 3SkpaH Advanced Application > IP Source Guard > Static Binding

[ ¢ P Source Guard Static Binding
ARP Freeze :
All
Condition Port List
VLAN List
Static Binding :
MAC Address
IP Address
VLAN
Port
@ Any
Add || Cancel || Clear
Index MAC Address IP Address Lease Type
Delete Cancel

IP5G

ARP Freeze

VLAN Port  Delete

Mons akpaHa onucaHbl B creayrowen Tabnuue.

Ta6bnuua 88 DkpaH Advanced Application > IP Source Guard > Static Binding

MONE OMNMUCAHME

ARP Freeze OyHKkumsa ARP Freeze no3sonsieT aBToMaTU4YeCKM CO34aBaTh CTaTUHECKUE NPUBHA3KN

Ha ocHoBe TeKyLlnx 3anucern ARP (IM60 NonyyYeHHbIX AnHaMmMyecku, nméo
CTaTMYecKuMx) Ao Tex nop, noka Tabnvua NpmMBS30K KOMMyTaTopa He 3amnosiHUTCS.

Mpumeyanne: Ona ncnonb3oBaHusa dyHkumm ARP Freeze Heobxoanmo BbiOGpaTh B
kayecTtBe pexuma 3anommHaHua ARP onumio ARP-Request Ha akpaHe IP
Application > ARP Setup > ARP Learning.

Condition All - Ecnun BbIbpaTtb 3Ty onumio 1 HaxaTb kHonky ARP Freeze, kommyTaTop byaer

NpUBA30K.

aBToMaTun4yeckn 0obaBnsTb Bce Tekywme 3anncm ARP B Tabnnuy cTaTUyeckmnx

Port List - NMpwn BbIGope 3TOM onumn noTpebyeTcs BBECTM CIMCOK NOPTOB,
MCNonb3ys B KayecTBe pasaenurtens 3anatyto. [locne HaxaTtua kHonkun ARP Freeze
KoMMyTaTop 6yaeT nobasnaTe 3anucy ARP, nonyyYyeHHble Ha onpeaesieHHOM NopTy
(nnn noptax) B Tabnuuy cratMyeckmx NpuBSA30K.

VLAN List - Mpwu Bbibope 370N onumn notpebyeTcs ykasaTb CINCOK
naeHTugukaTopos ceteit VLAN, ncnonb3ys B KayecTBe pasgenntens 3ansaTyto.
Mocne HaxaTus kHonkn ARP Freeze koMmyTaTop 6yaet aobasnaTtb 3anmcu ARP
ANns ykasaHHbix ceten VLAN B Tabnuuy craTMyeckmx npuBs3ok.

Static Binding

MAC Address Beegute MAC-agpec UCTOYHMKA AN NPUBA3KK.
IP Address Beeaute IP-aapec, HasHayeHHbI ans MAC-agpeca B NpuBsa3Ke.
VLAN Beeaute naeHtudukatop VLAN ID ana npusBsAsku.
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Ta6nuua 88 SDkpaH Advanced Application > IP Source Guard > Static Binding (npogonxeHue)

MOnE ONMUCAHUE

Port Ykaxute nopTbl ANs NpuBa3ku. Ecnn npmesizka 0THOCUTCS K OAHOMY MOPTY,
BblbepuTe NepBbilii NepekoYvaTenb U BBEAUTE HOMeEp NopTa B COOTBETCTBYOLLEe
none cnpasa. Ecnun gaHHas npuBa3Ka OTHOCMTCS KO BCEM nopTaM, Bblbepute
nepeknoyaTtens Any.

Add Ha)XMnTe Ha AaHHYI KHOMKY, YTobbl 406aBUTb YKa3aHHYIO CTaTUYECKYIO NPUBS3KY
NN 06HOBUTL CYLLECTBYIOLLYIO.

Cancel HaxmuTe Ha AaHHYI0 KHOMKY, 4Tobbl COpOCUTL 3HaYEHNSA U3 nocneaHen BbiIbpaHHON
CTaTUYeCKoM NpUBSA3KE WU, C/IN HUYEro He 6biNo BbiIbpaHo, 0YUCTUTb
nepeyuncneHHble Bbille Nons.

Clear HaxxmMuTe Ha AaHHY KHOMKY, YTO6bl O4YMCTUTL NEpeYncsieHHble Bbille NoNS.

Index B 3TOM none otobpaxaeTcs NopsAKOBbIA HOMEP KaXA0W MPUBSA3KW.

MAC Address B 3ToM nose otobpaxaetcs MAC-agpec UCTOUYHMKA ANS MPUBA3KY.

IP Address B 3Tom none otobpaxaetcsa IP-agpec, HasHauyeHHbI ansa MAC-agpeca B npmuBs3Ke.

Lease B sTOM none otobpaxaeTcs nepuos AeNCTBUS NMPUBS3KU.

Type B 3TOM none otobpaxaetcsa cnocob nonyyeHns KOMMyTaTopoM nHdopMaunm o
npussiske.
static: npuBsiska cosgaHa c UCNonb3oBaHWEM MHGOPMaLMN, NpeaoCTaB/IeEHHOMN
aAMWUHNCTPATOPOM BPYUHYIO.

VLAN B sTOM none otobpaxaetcsa naeHtudukatop VLAN ans npuesasku.

Port B 3ToM none otobpaxkaeTcs HoMep nopTa Ans Nnpussa3ku. Ecnu gaHHoe none nycroe,
npuBsiaka AeNCTBYET ANs BCeX NMOPTOB.

Delete YcTtaHoBUTE NepekntoyaTtenb U HaxmuTe Ha Delete, uTo6bl yaanuTb BblIbpaHHYO
3anuce.

Cancel HaxmuTe Ha AaHHY KHOMKY, 4Tobbl CHATL BblAeneHue ¢ nepekntoyaTtenen Delete.

25.4 OTtcnexuBaHue DHCP

Ha AaHHOM 3KpaHe MOXXHO MPOCMOTPETb pPa3/iNyHble CTaTUCTUYECKME AaHHble No 6a3e AaHHbIX
otcnexunsaHmsa DHCP. YTobbl 0To6pa3nTb NokasaHHbIA HUXe 3KpaH, Bbibepute Advanced
Application > IP Source Guard > DHCP Snooping.
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PucyHok 150 DkpaH Advanced Application > IP Source Guard > DHCP Snooping

@) DHCE Snooping ) Configure IPSG
Database Status
Description Status

Agent URL

“Wirite d'é'l'aytimer 300 seconds

Agent running Mane

"I'Z)'élaytirnerexpiry Mot Running

T R s

Last succeeded time Mone

Last failed time Mane

e S T TS 7
Times

Total atternpts a

Failed transfers 0

Successiul reads ]

s v

Successful writes 0

Failedwiites 0

Database detail

Description
First successful access

Status
Mone

Last ignored bindings counters

"é'i'h'ding collisions

Invalid interfaces

Parse failures

e
Unsupported vians

‘Lastighared time

Total ignored bindings counters
Binding collisions

Invalid interfaces

Parse failures

cioioioia

Mons akpaHa onucaHbl B crieayrollen Tabnuue.

Ta6nuua 89 3SDkpaH Advanced Application > IP Source Guard > DHCP Snooping

NMONE

OMNMUCAHME

Database Status

B naHHOM pa3gene oTobpa)katoTcs TeKylime HacTporkn 6asbl AaHHbIX
otcnexusaHus DHCP. Ux MOXHO n3MeHnTb Ha skpaHe DHCP Snooping
Configure.CMm. pa3g. 25.5 Ha cTp. 229.

Agent URL

B naHHOM nosie oTobpaxaetcs MecTopacrnonoxeHue 6asbl AaHHbIX OTCIEXMUBAHUA
DHCP.

Write delay timer

B naHHOM none oTobpaxaeTcs, Kak fonro (B cekyHaax) KOMMyTaTop NbiTaeTcs
BbINOJIHUTb KOHKpeTHOoe obHoBneHne 6a3bl AaHHbIX oTcnexuBaHmns DHCP nepen
OTKA30M OT AasibHEeNLNX NOMbITOK.

Abort timer

B naHHOM none otobpaxaeTcs, Kak Ao/ro (B CEKYHAAX) KOMMYTaTop BbiXuaaeT
nepes obHoBneHMeM 6asbl AaHHbIX oTcnexunBaHns DHCP nocne nameHeHus
TEKYLUMX NPUBA3OK.

B 3TOM pa3gene otobpaxkaeTca nHdOpMaLums O TekyLem o6HOBEHUN 1 Ceayowwem
obHoBNEHNM 6a3bl AaHHbIX oTcnexnsaHus DHCP.

PykoBogcTso none3osatens Ansa cepun GS3700 n XGS3700

227




[naBa 25 3awuTa ot nogmeHsl IP-agpecos

Ta6nuua 89 SDkpaH Advanced Application > IP Source Guard > DHCP Snooping (npoaosixeHue)

MNOJE

OMNCAHME

Agent running

B 3TOoM none otobpaxaeTtcsa cTaTyc Tekywero o6HOBNEHNa Unu focTyna K 6ase
OaHHbIX oTcnexunsaHusa DHCP.

none: KOMMyTaTop He obpallaeTcs K 6a3e gaHHbIX oTcnexunsaHns DHCP.

read: KOMMyTaTOp OCYLLECTBASIET 3arpy3Ky AMHAMUUYECKUX NPUBA30K U3 6a3bl
AaHHbIX oTcnexusaHus DHCP.

write: KOMMyTaTop ocyLlecTBNsieT 06HOBNeHMe 6a3bl AaHHbIX OTcexuBaHus DHCP.

Delay timer expiry

B naHHOM nosie oTobpaxaeTcs, CKoNbKo eue (B cekyHaax) KoMmyTaTop byaer
NbITaTbCA BbINOMHUTL TEKylee 06HOBMNEHME Nepes 0TKasoM OT AasibHeNLWmnX
nonbITok. ECNn KOMMyTaTop B AaHHbIN MOMEHT He BbINOJHSET 06HOBNEHUS 6a3bl
AaHHbIX oTcnexunsaHnsa DHCP, B aToM none otobpaxaetcsa Not Running.

Abort timer expiry

B naHHOM none oTobpaxaeTcs, Yepe3 Kakon NpoOMeXyToK BpeMeHU (B ceKyHaax)
KOMMYTaTOp BbINOSIHUT o4YepeaHoe 06HOBeHMe 6a3bl AaHHbIX OTCrexnBaHus DHCP.
Ecnu Tekylwue npmBs3KM C MOMEHTa nocneaHero o6HOBNEHUS HE U3MEHSNCH, B
3ToM none otobpaxaercsa Not Running.

B naHHOM pa3gene otobpa)kaeTcs MHGopMaums o nocneaHeM 06HOBEHUM
KOMMyTaToOpoM 6a3bl AaHHbIX oTcnexunsaHns DHCP.

Last succeeded time

B sTOM none otobpaxaeTcs BpeMsi NOCNeAHEero ycnewHoro o6HoBneHns
KOMMYTaTopoM 6asbl AaHHbIX oTcnexuBaHus DHCP.

Last failed time

B 3Tom none otobpaxaetcsa BpeMs nocnegHero Heyaaswerocss o6HOBMEHNS
KOMMYTaTopoM 6asbl AaHHbIX oTcnexuBaHus DHCP.

Last failed reason

B 3TOoM none otobpaxaetca npuumnHa nocieaHero Heyaaswerocss o6HoBneHUs
KOMMYyTaTopoM 6asbl AaHHbIX oTcnexuBaHus DHCP.

B naHHOM pa3gene otobpa)kaeTcsi uctopmyeckas MHGopMaums 0 KonmyecTee
YCMNELWHbIX N HeYAABLUNXCS NMOMbITOK CYUTbIBAHUS UM OBHOBNEHNS KOMMYTaTOpOM
6a3bl gaHHbIX oTcnexunsaHns DHCP.

Total attempts

B s3TOM none otobpaxaeTtcs obliee KONMYECTBO NOMNbITOK obpaleHns
KOMMYTaTopoM K 6a3e aaHHbix oTcnexmneaHms DHCP no nobbiM npuynHam.

Startup failures

B naHHOM none otobpa)aeTcs KONMYECTBO C/lyyaeB, Korga KOMMyTaTopy He
YAANoCb €O3A4aTb AWM cumTaTb 6a3y AaHHbIX oTcnexusaHmsa DHCP npu 3anycke
KOMMYyTaTopa unu HacTpoirikn HoBoro URL ans 6asbl gaHHbIX oTcnexuBaHns DHCP.

Successful transfers

B naHHOM nosie oTobpaxaeTcs KOIMYECTBO C/IyHaeB YCMELWHOro CYNTbIBAHNA
NPUBA30K UM 06HOBNEHMA NPUBA30K KOMMYTAaTOPOM B 6a3€ AaHHbIX OTC/IEXNBAHNA
DHCP.

Failed transfers

B paHHOM rone 0To6pa>KaeTcs:| KONMN4YeCTBO Cny4daeB HeyadaBLIEroca CUMNTbIBaHUA
NPUBA30K 1IN obHoBNEHUS NPNBA30OK KOMMYTaTOpPOM B 6a3e AaHHbIX OTC/eXMBaHUS
DHCP.

Successful reads

B 3ToM none otobpaxkaetcs KONMMYECTBO YCMeLLHbIX CYUTbIBAHUMA NMPUBA30K
KOMMYTaTopoM M3 6asbl AaHHbIX oTciexuBaHus DHCP.

Failed reads

B 3ToM none otobpaxkaetca KOMMYECTBO HEYAABLUMXCSH CYHUTbIBAHUN NPUBA30K
KOMMYTaTopoM n3 6asbl AaHHbIX oTciexunBaHus DHCP.

Successful writes

B 3TOoM none otobpaxaetcs KOMMYECTBO yCreLwHbIX 06HOBIEHUA NPUBA30K
KOMMyTaTopoM B 6a3e aaHHbIx oTcnexunsaHmsa DHCP.

Failed writes

B s3TOM none otobpaxaeTcs KONMYecTBO HeyAaBLUNMXCS OO6HOBNEHMI NMPUBSA30K
KOMMyTaTopoM B 6a3e aaHHbIx oTcnexunsaHmsa DHCP.

Database detail

First successful
access

B sTOM none otobpaxaetcsa BpemMs nepeoro obpalieHns Kommytatopa K 6ase
AaHHbIX oTcnexunsaHms DHCP no ntoboi npuunHe.
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Tabnuua 89 SkpaH Advanced Application > IP Source Guard > DHCP Snooping (npoaonxeHue)

NMOonEe OMUCAHUE
Last ignored bindings B 3TOoM paspene otobpaxaeTcs KONM4YeCcTBO C/lydaeB M MPUYMHDI, MO KOTOPbIM
counters KOMMYTaTtopoM 6bin NPOMrHOPMPOBaHbI MPUBS3KN NPU NMOocnefHen NonbiTke

CUMTbIBAHMS NPUBA30K M3 6a3bl AaHHbIX oTcnexusaHns DHCP. Ty cHeTYMKN MOXKHO
cbpocuTb NOCPeACTBOM Mepesanycka KOMMyTaTopa W/v Mpy NOMOLLM KOMaHA
nHTepderca KoMmaHaHOW cTpokn. CM. CnpaBoYHOE PYKOBOACTBO MO UHTepdency
KOMaHAHOW CTPOKMU.

Binding collisions B 3TOM none otobpaxaetcsa KONMYecTBO NpPUBA30K, KOTOpble 6blnun
NPOVrHOPUPOBaHbI KOMMYTaTOPOM MO MPUYMHE HANMYNS B KOMMYyTaTope NPUBSA3KM C
TeM xe cambiM MAC-agpecoM u naeHtudmnkatopom VLAN ID.

Invalid interfaces B s5TOM none otobpaxaeTcs KoMYecTBO NpUBA30K, KOTOpble 6blnn
NPOVrHOPUPOBaHblI KOMMYTaTOPOM MO MPUYMHE TOro, YTO HOMep nopTa
COOTBETCTBYET AOBEPEHHOMY UHTepdency nnm 6onblue He cyllecTByeT.

Parse failures B s3TOM none otobpaxaeTcs KOMYecTBO NpUBA30K, KOTOpble Oblnun
NMPOUrHOPMPOBaHbl KOMMYTAaTOPOM MO MPUYMHE HEBO3MOXHOCTU A1 KOMMyTaTopa
BblAENUTb AaHHble A/ MPUBSA3KU U3 6a3bl AaHHbIX NpuBa3ok DHCP.

Expired leases B sTOM none otobpaxaeTcs KOMYeCcTBO NPUBA30K, KOTOpble Oblin
NPOUFHOPUPOBaHblI KOMMYTaTOPOM MO MPUYMHE OKOHYAHUSA CPOKa apeHabl.

Unsupported vlans B sTOM none otobpaxaeTcs KOMYeCcTBO NPUBA30K, KOTOpble Oblnun
NPOVIFHOPUPOBaHblI KOMMYTaTOPOM MO MPUYMHE MPeKpaLLeHns CyLLeCTBOBaHMSA CeTU
C yka3aHHbIM VLAN ID.

Last ignored time B sTOM none otobpaxaeTcs BpeMsi NOCIeAHEro MrHOPMPOBAHMUS KOMMYTaTOpPOM
npmBsi3ok M3 6asbl AaHHbIX oTcnexuBaHms DHCP no nobon npuymHe.
Total ignored bindings B sTOM pa3sgene otobpaxaeTcsi KOMYECTBO Cy4aeB U MPUYNHBI, NO KOTOPbIM
counters KOMMYyTaTopoM 6b1/1M MPOUFHOPUPOBaHbLI NPUBSA3KWU MPU CYUTbIBAHUW NPUBSA30K U3

6a3bl gaHHbIX oTcnexuBaHms DHCP 3a Bce BpeMs. DTW CYHETUYMKN MOXHO cOpocuTb
NoCpeACTBOM Mnepesanycka KoMMyTaTopa Wav npy NoMoLM KoMaHa nHtepderica
KOMaHAHOM cTpokun. CM. CnpaBo4yHOe pyKOBOACTBO MO UHTepdency KoMaHAHOM
CTPOKM.

Binding collisions B sTOM none otobpaxaeTcs KOMYeCTBO NPUBA30K, KOTOpble Oblin
NPOVFHOPUPOBaHbI KOMMYTaTOPOM MO MPUYMHE HANNYNS B KOMMYyTaToOpe NPUBSA3KMK C
TeM xe cambiM MAC-agpecoM un naeHtudukatopom VLAN ID.

Invalid interfaces B 3ToM none oTtobpaxkaeTcs KOMMYECTBO NPUBSI30K, KOTOpble Hbiin
NPOUFHOPUPOBaHbl KOMMYTaTOPOM MO MPUYMHE TOr0, YTO HOMep nopTa
COOTBETCTBYET AOBEPEHHOMY UHTepdency nnm 6onblue He cylecTByeT.

Parse failures B s3TOM none otobpaxaeTcs KONMYecTBO NPUBA30K, KOTOpble Bblnun
NMPOUrHOPMPOBAHbI KOMMYTAaTOPOM MO MPUYMHE HEBO3MOXHOCTU AJ19 KOMMYyTaTopa
BblAENUTb AaHHble A1 NMPUBS3KM M3 6a3bl AaHHbIX npuBa3ok DHCP.

Expired leases B 3TOM none otobpaxkaetcsa KONMYECTBO NPUBSA30K, KOTOpbie Hbiin
NMPOUrHOPMPOBAHbI KOMMYTaTOPOM MO MPUYMHE OKOHYAHUSA CpOKa apeHabl.

Unsupported vlans B sTOM none otobpaxaeTcs KoNM4YecTso NpPUBA30K, KOTOpble Bblnun
MPOUrHOPMPOBAHbl KOMMYTAaTOPOM MO NMPUUYMHE NMpeKpaLleHns CyLecTBOBaHUSA CeTn
C ykasaHHbIM VLAN ID.

25.5 Hactpowuka orcnexunaHmna DHCP

C noMoLWbo AaHHOM0 3KPpaHa MOXHO BKIOUYUTL oTcnexunsaHne DHCP Ha koMMyTaTtope (HO He Ha
KoHkpeTHbIX VLAN), ykasaTb ceTb VLAN, B KOoTOpol pacnonaraetcs DHCP-cepsep no ymonyaHuio, a
TakXxe HacTpouTb 6a3y gaHHbIX oTcnexmnsaHmsa DHCP. basa faHHbIx oTcnexnsaHms DHCP nossonsieT
XpaHWTb TEKYLUME NPUBA3KM Ha 3alUULLEHHOM BHelHeM cepBepe TFTP, uTo6bl OHM 6bINW AOCTYMHbI
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nocne nepesanycka. Ytobbl 0TO6pa3nTb NoOKasaHHbIM HUXE 3KpaH, BbibepuTe Advanced
Application > IP Source Guard > DHCP Snooping > Configure.

PucyHok 151 DkpaH Advanced Application > IP Source Guard > DHCP Snooping > Configure

Database

L @) DHCP Snooping Configure Port VLAN DHCP Snooping
........................................... =
* Disahle

Timeout interval

Write delay intenval 500 secOnds

Renew DHCP Snooping URL | Renew

S

Apply | Cancel

Mons akpaHa onucaHbl B crieaytollen Tabnuue.

Ta6nuua 90 SkpaH Advanced Application > IP Source Guard > DHCP Snooping > Configure

NMONE

OMNMUCAHME

Active

YcTaHoBWTE 3TOT nepekntoyaTenb, YTobbl BKIOUYNTE HA KOMMyTaTope QyHKLUMIO
otcnexusaHus DHCP. MNocne 3T7oro He06X0AMMO BKIOUYUTL DYHKLNIO
otcnexuBaHus DHCP B koHkpeTHon ceTu VLAN 1 ykasaTb LOBEPEHHbIE NOPThI.

Mpumevanne: Ecnv npu BkntoveHHom DHCP oTcyTCTBYIOT AOBEPEHHbIE MOPTHI, TO
3anpocbl DHCP BbInonHATbLCS He ByayT.

DHCP Vian

Bbibepute ngeHtudgmkatop VLAN ID, ecnm koMmMmyTaTOp AOMXKEH NMepecbinaTb
naketbl DHCP k cepsepam DHCP B koHkpeTHOM VLAN.

Mpumeyanne: Ona ato VLAN HeobxogmMMo BydeT Takke BKITHOYUTb OTCIEXMBaHME
DHCP.

YT106bI NOMOYL cepBepaM DHCP pasnuyatb 3anpockl DHCP oT pa3nuuHbix ceTen
VLAN, Ha skpaHe DHCP Snooping VLAN Configure MOXHO BKIOYUTb
ncnonb3oBaHune nons Option82 (pasa. 25.5.2 Ha cTp. 233).

BbibepuTe Disable, ecnu ot koMMyTaTopa He TpebyeTcs nepecbinku naketos DHCP
B KOHKpeTHYto ceTb VLAN.

Database

Ecnu 3HadyeHne Timeout interval npesbiwaeT 3HayeHne Write delay interval, 1o
crnepytollee naaHoBoe 06HOBIEHWE MOXET MPOM30NTU A0 YCNELWHOro 3aBepLlleHnst
WM TaM-ayTa TeKyllero o6HoBneHus. B 3ToM cnyyae KOMMyTaTop BbDKMAAET C
HayanoMm cnenytollero o6HOBMEHNS A0 3aBEPLUEHUS] TEKYLLErO.
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Ta6nuua 90 SDkpaH Advanced Application > IP Source Guard > DHCP Snooping > Configure

MNOJE OMNCAHME

Agent URL BeBeauTte pacnonoxeHue 6a3bl gaHHbIX oTcnexusaHms DHCP. PacnonoxeHue
OOMKHO 6bITb yKasaHo B creayiouwem suae: tftp://{mma gpomena nnm IP-
aapec}/kaTtanor, ecnm Heo6xoaumo/ums cdaina; Hanpumep, tftp://
192.168.10.1/database.txt.

Timeout interval Beepute, kak gonro (ot 10 o 65535 cekyHa) kommyTaTop 6yaeT nbiTaTbCs
BbINO/HUTb KOHKPeTHoe 06HoBNeHNe 6a3bl AaHHbIX oTcnexunsaHus DHCP nepen
0TKa30M OT AaJibHENLINX MNOMbITOK.

Write delay interval Beenute, kak gonro (ot 10 go 65535 cekyHa) kommyTaTop 6yAeT BbXnaaTe nepes
o6HoBNeHMeM 6asbl fJaHHbIX oTcnexunBaHus DHCP nocne nepBoro M3MeHeHus
TeKyLUX NPUBSA30K C MOMeHTa 06HOBNeHUs. ocne onpeaeneHns BpeMeHu
cneayowero o6HOBNEHUS BCe AOMNOSIHUTESNbHbIE U3MEHEHUSI B TEKYLLMX MPUBS3KAx
BKJ/1I04AIOTCA B 3TO 06HOB/IEHME aBTOMATUYECKW.

Renew DHCP BeenuTte pacnonoxeHue 6asbl AaHHbIX oTcnexunsaHnsa DHCP 1 HaxMuTe Ha Renew,

Snooping URL yTO6bI KOMMYTaTOpP 3arpy3usn ee. TakMM 06pa3oM MOXHO 3arpy3uTb AMHaAMUUYECcKne
NpuBA3KW M3 Apyron 6a3sbl AaHHbIX oTcnexunsaHns DHCP, yem ykasaHHas B none
Agent URL.

Mpu 3arpy3ke AMHAMUYECKNX NPUBA30K M3 6a3bl AaHHbIX oTcnexuBaHus DHCP
KOMMyTaTop npeABapuTenbHO He OTOpachiBaeT CyLEeCTBYOLWME AMHAMMYECcKne
NpuBA3KW. B cnyyae KOH(IMKTa KOMMYTaToOp COXpaHSAEeT ANHAMUYECKne npuBsa3Ku
B SHEPro3aBUCMMOM NaMsATU U U3MeHsIeT nokasaHusa cyetymka Binding collisions
Ha skpaHe DHCP Snooping (pa3a. 25.4 Ha cTp. 226).

Apply Haxmunte Apply, 4uTOo6bl COXpaHUTb U3MEHEHUSA B ONepaTUBHON NamMaTu
KOMMyTaTopa. DTWU HacTponku 6yayT yTepsiHbl B C/lydae BbIK/IOYEHUS KOMMYyTaTopa
wnn nepebos B nogaye nuUTaHus, NO3TOMY MO 3aBEpLUEHNN HACTPONKK HEOBXO0ANMO
HaXkaTb Ha CCblIKe Save B BepXHel HaBUrauMOHHON NaHenun Ans COXpaHeHUs
W3MEHEHUW B SHEProHe3aBMCUMOW NaMsTw.

Cancel HaxaTtne Ha AaHHyt KHOMKy cbpacbiBaeT napaMeTpbl Ha JaHHOM 3KpaHe K
nocnefHMM COXpPaHEeHHbIM 3HAYEHUAM.

25.5.1 HacTtpowuka noprtoB otrcnexmBaHua DHCP

Ha naHHOM 3KpaHe MOXHO onpeaennTb NOPThl Kak AOBEPEHHbIE U He 3acC/ly>XUBatoLwme oBepuUs AN
dyHKUuMn otcnexmusaHna DHCP.

MpuMeyaHue: Ecnu Npu BKAKOYEHHON PyHKUMK oTcnexunsaHusa DHCP oTcyTcTBytOT
JoBepeHHble NopTbl, TO 3anpockl DHCP He MoryT nonactb Ha cepsep DHCP.

Kpome TOro, MOXHO onpeaenntb MakcuMmanbHoe Konmyectso naketos DHCP, koTopoe MOxeT
NPUHMMATLCA Yepes KaxAablii U3 NOpToB (AOBEPEHHbIX MW HEe 3aCNyXMBaLWNX A0BepUs) 3a
cekyHAy. YTobbl oTo6pa3nTb NoKasaHHbINM HMXe 3KpaH, Bbibepnte Advanced Application > IP
Source Guard > DHCP Snooping > Configure > Port.
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PucyHok 152 3SkpaH Advanced Application > IP Source Guard > DHCP Snooping > Configure > Port

[ @) DHCP Snooping Port Configure Configure
Port Server Trusted state Rate (pps)

* IUntrusted 'I I

IUntrusted 'i ID
|D

|Untrusted 'i

IUntrusted 'i |D

Untrusted =

H

Apply | Cancel I

Mong skpaHa onucaHbl B cnep,yrou.l,eﬁ Tabnuue.

Tabnuua 91 SkpaH Advanced Application > IP Source Guard > DHCP Snooping > Configure > Port
NONE OMUCAHME

Port B sToM none otobpaxaetcs HoMmep nopTa. [Mpun HacTporike nopTa * 3TN HaCTPOMKMK
NPUMEHSIOTCA KO BCEM MOpTaM.

Server Trusted state BbibepuTe, 6yaeT nn AaHHbIN NOpT cumTaTbcs AoBepeHHbIM (Trusted) nnu He
3acnyxuBatowmnm gosepus (Untrusted).

[oBepeHHble NopThl NogKAto4YaTcsa K cepeepam DHCP wnuv gpyrmum KoMmyTaTtopam,
nosToMy KoMMyTaTop oTbpackiBaeT nakeTbl DHCP oT fOBEpeHHbIX NOPTOB NULb B
TOM C/ly4ae, ec/im CKOPOCTb UX MOCTYMN/IEHUSA CAMLLKOM BbICOKA.

He 3acnyxwuBalowne foBepusi MOPTbl NOAKIIOYAIOTCA K abOHEHTaM, 1 KOMMyTaTop
oT6packiBaeT nakeTel DHCP OT He 3ac/yXMBalLWMX AOBEPUS MOPTOB B C/IeAYHLWMX
cnyvasx:

e [lakeT npeactasnsieT coboii naket cepeepa DHCP (Hanpumep, OFFER, ACK unun
NACK).

e MAC-agpec UctoyHuka u IP-agpec UCToyHMKa B NakeTe He COOTBETCTBYIOT HU
OZIHOM M3 CYLLECTBYIOLNX NMPUBSA3OK.

e [lakeT npeacrasnset cobor naket Tuna RELEASE nnu DECLINE, n MAC-aapec
WCTOYHMKA M MOPT UCTOYHUKA HE COOTBETCTBYIOT HM OAHOM U3 CYLLECTBYIOLWMX
NpuUBA30K.

e CKOpOCTb noctynneHmsa naketos DHCP cnuwkKom BbicOoKa.

Rate (pps) YKaxuTe MmakcumanbHoe yncno naketos DHCP (1-2048), koTopoe KOMMyTaTop
MOXET NPUHUMaTb Yepes Kaxablii U3 NopToB 3a cekyHAy. Bce naketbl DHCP cBepx
YKa3aHHOro MMMTa KOMMYyTaToOpoM oTbpacbiBatoTcs. 3HavyeHne 0 nos3sonsieT
OTK/IIOYUTb AAHHbIA IMMUT, YTO PEKOMEHAYETCA cAenaTtb AN AOBEPEHHbIX NMOPTOB.
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Tabnuua 91 SkpaH Advanced Application > IP Source Guard > DHCP Snooping > Configure > Port

MNOJE

OMNCAHME

Apply

Haxxmute Apply, 4TO6bI COXpaHUTb M3MEHEHUSI B ONepaTUBHOM NaMaTu
KOMMyTaTopa. 3TW HacTPoWKM ByayT yTepsiHbl B C/ly4ae BblK/IIOYEHUS KOMMyTaTopa
unn nepebos B nogaye nUTaHUs, NO3TOMY MO 3aBEPLUEHNM HACTPONKM HEOBXOANMO
Ha)xaTb Ha CCblsike Save B BEpXHeW HaBMrauMOHHOW NaHenu ANs COXpaHeHUs
U3MEHEeHWI B SHEProHe3aBUCUMOM NaMATH.

Cancel

HaxaTtune Ha AaHHYyl KHOMKy cbpacbiBaeT napaMeTpbl Ha AaHHOM 3KpaHe K
nocnegHnM CoOxXxpaHeHHbIM 3HA4YEeHUAM.

25.5.2 Hactpownka VLAN otcnexuBaHusa DHCP

Ha gaHHOM 3KpaHe MOXHO BKNOUUTb oTcnexuBaHne DHCP B kaxaon 3 VLAN n ykasaTb, A0IXKEH
N KoMMyTaTop Aob6aBnsaTb MHGOpPMaumMio areHTa petpaHcnaummn DHCP B none option 82 (rn. 35 Ha
cTp. 309) k 3anpocam DHCP, koTopble KOMMyTaTOp peTpaHcinpyet k cepeepy DHCP ans kaxaomn mns
VLAN. YT0o6bl 0TO6pa3nTb NoKkasaHHbIN HMXe 3KpaH, Bbibepute Advanced Application > IP
Source Guard > DHCP Snooping > Configure > VLAN.

PucyHok 153 DkpaH Advanced Application > IP Source Guard > DHCP Snooping > Configure >

VLAN

nooping VLAN Configure Port Configure

Show VLAN

ViD

Start VID End VID

Apply

Enabled Option 82 Profile
Mo - -

Apply || Cancel

Mons sKpaHa onucaHbl B crieayioLen Tabnuue.

Tabnuua 92 SkpaH Advanced Application > IP Source Guard > DHCP Snooping > Configure >

VLAN

MNOJNE

OMNCAHUE

Show VLAN

B AaHHOM pasaesnie onpeaensoTca BUpTyasibHble nokanbHble cetu VLAN, KoTopble 6yayT
HacTpanBaTbCs B pasfdese Huxe.

Start VID

BeeauTte naeHtTugmnkaTop Hayana agvanasoHa ans ceten VLAN, koTopble 6yayT
HacTpanBaTbCs B pasfene Huxe.

End VID

BBeauTte naeHTudmnkaTop KoHUa aManasoHa ans ceter VLAN, koTopbie 6yayT
HacTpauBaTbCsl B pasfesie HUxXe.

Apply

HaxxMuTe Ha AaHHYI0 KHOMKY, 4Tobbl 0TO6pa3nTb BBeAEHHbIN Anana3oH ceter VLAN B
pasaene Huxe.

VID

B naHHOM none otobpaxatotcsa naeHtudukatopsl VLAN ID kaxaon us cetenr VLAN um3
BblbpaHHOro Bbiwe AnanasoHa. Npu HacTpolike VLAN-ceTn ¥ 3T HacTponKu
npuMeHsTCsa Ko BceM ceTsiM VLAN.
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Tabnuua 92 SkpaH Advanced Application > IP Source Guard > DHCP Snooping > Configure > VLAN

(npoaomxkeHne)
NMOnE OMNMUCAHME
Enabled BbibepuTte Yes, utobbl BKAOUNTb oTcnexmsaHne DHCP B gaHHoM cetn VLAN. Takxe

Heob6xoaAnMo BKIOUNTL DYHKUMIO oTcnexnsaHna DHCP Ha komMyTaTope u ykasaTtb
NOBEPEHHbIE NOPTHI.

Mpumeyvanne: Ecnu npu BkntodeHHoM DHCP oTcyTCTBYOT JOBEPEHHbBIE NMOPThI, TO
3anpocbl DHCP BbINnonHATLCSA He OyayT.

Option 82 Profile

BbibepuTe 3apaHee co3gaHHbIM npodunb onummn 82 DHCP, KoTopblii KOMMYTaTop
NpUMEHSsIeT KO BCEM MOpTaM B yKasaHHoW ceTu (unm cetax) VLAN. KommyTtaTtop
nobasnsieT onpeneneHHyto MHbopMaunio (Takyto, Kak HOMep cfloTa, HoMep nopTa,
naeHTndukaTop cetn VLAN n/unmn nmsa cuctemsl), yKkasaHHyto B npoduse, B 3anpochl
DHCP, koTopble oH peTpaHcnupyeT B ceTb VLAN DHCP, ecnn TakoBas yKasaHa, uiu B
ceTb VLAN. BbibpaTtb ceTb VLAN DHCP MoxHO Ha akpaHe DHCP Snooping Configure
(cM. pasga. 25.5 Ha cTp. 229).

Apply

Haxmute Apply, 4TO6bl COXPaHUTL U3MEHEHMS B ONepaTUBHON NaMaTKU KOMMyTaTtopa.
DT HaCTPOVKKM ByAyT yTepsiHbl B C/lydae BbIK/IOYEHUS KOMMyTaTtopa uiun nepebos B
nogaye nUTaHuWs, NO3TOMY MO 3aBEPLUEHUN HACTPONKN HEOBXOAMMO HaXaTb Ha CCblIKe
Save B BepxHeil HaBMUrauMOHHOW NaHenun Ans COXpaHEeHUs U3MEHEHUN B
SHEeproHes3aBUCMMON NaMATU.

Cancel

HaxaTue Ha AAHHYKO KHOMKY C6paCbIBaeT napaMeTpbl Ha AaHHOM 3KpaHe K nocnegHnMm
COXPaHEHHbLIM 3HAYEHUNAM.

25.5.3 Hactpowka nopta cetu VLAN otcnexusaHma DHCP

C rMoMoLbio 3TOro 3KpaHa MOXHO MPUMEHUTb pasfinyHbie npodwunan onuum 82 DHCP k
onpeaeneHHbiM noptam B cetn VLAN. YTob6bl OTKPLITE 3TOT 3KpaH, nepenguTte no ccoisike Advanced
Application > IP Source Guard > DHCP Snooping > Configure > VLAN > Port.

PucyHok 154 SkpaH Advanced Application > IP Source Guard > DHCP Snooping > Configure >

VLAN > Port
& DHCP Snooping VLAN Configure
WID
Port
Option 82 Profile -
|Add | | Cancel | | Clear |
Index VID Port Profile Hame Delete
Delete Cancel
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Mong skpaHa onucaHbl B CJ'IED,y}OLI.I,Eﬁ Tabnuue.

Tabnuua 93 SkpaH Advanced Application > IP Source Guard > DHCP Snooping > Configure > VLAN

> Port

MOnE ONMUCAHUE

VID Ykaxute ngeHtndukatop cetn VLAN, napamMeTpbl KOTOpoOW TpebyeTcsl HaCTPOUTb.
Port BBeanTe CNMCOK MNOPTOB, K KOTOPbIM HEO6XOAMMO NPUMEHUTb YKa3aHHbI npodunb

onuun 82 DHCP.

B 3ToM nosie MOXHO yka3aTb ABa M 6onee NopToB, pa3aeneHHbix (6e3 npobenos)
cumBonamm 3anaton (,) wnm geduca (-). Hanpumep, 3anuncbk «3-5» 6yaeTt o3HavaTb
noptbl 3, 4 n 5. YT06bI YKazaTb NopThl 3, 5 1 7, BBEAUTE B 3TOM MoJie 3Ha4YeHne
«3,5,7».

Option 82 Profile

BbibepuTe 3apaHee co3aaHHbIn Npoduab onumm 82, KOTOPbI KOMMYTaTop NpUMeEHSseT K
yKasaHHbIM nopTaM B AaHHoM ceTn VLAN. koMMyTaTop A06aB/SIET onpeaesieHHyo
nHdpopmMaumio (Takyto, Kak HoMep CroTa, HoMep nopTa, naeHtudbukatop cetn VLAN wn/
WM UMSA CUCTEMBI), YKa3aHHYo B npodune, B 3anpockl DHCP, koTopbie OH
peTtpaHcnmpyeT B ceTb VLAN DHCP, ecnun TakoBasi ykasaHa, unu B ceTb VLAN. BbibpaTb
ceTb VLAN DHCP MoxHO Ha skpaHe DHCP Snooping Configure (cM. pa3a. 25.5 Ha
CcTp. 229).

Mpodwunb, BbIGPaHHbIN Ha 3TOM 3KpaHe, MMEET NPUOPUTET MO OTHOLLEHUIO K Npodunio,
BblbpaHHOMY Ha 3kpaHe DHCP Snooping > Configure > VLAN.

Add

HaxmMuTe 3Ty KHOMKy, 4To6bl CO34aTbh HOBYIO W/IM M3MEHUTb CYLLECTBYHOLLYIO 3anuchb.

3TO AelCTBME NO3BOSISET COXPAHUTL U3MEHEHUS HACTPOeK B ONepaTUBHON NamMaTn
KOMMyTaTopa. 3TN HacTPoMKK ByAyT yTepsaHbl B cilyyae BbIK/IIOYEHMA KOMMyTaTopa Uaun
nepebos B nogaye nNUTaHus, NO3TOMY MO 3aBEpLUEHNM HACTPONKN HEOBXOAMMO HaxaTb
Ha CCbl/IKe Save B BEPXHEN HaBUrauMOHHOM NaHenn AN COXPaHeHUs U3MEHEHUN B
3HeproHe3aBMCUMONM NaMATy.

Cancel

HaxMute Ha AaHHY KHOMKY, 4Tobbl COPOCUTL 3HaYeHUs U3 nocnegHen BolbpaHHOM
3anucu, WK, ecnn HMYero He 66110 BbI6PaHO, OYNCTUTL NEpeYnCsieHHble Bbille Nons.

Clear

HaxxmuTe Clear, 4To6bl BEPHYTbCA K 3aBOACKUM HacTpoliKkaM.

Index

B sTOM none otobpaxaeTcs NOpsAKOBbIA HOMEP KaXAoW 3anucu. HaxmuTte Ha 3ToT
HoMep, YTO6bl MU3MEHUTb HACTPOMKM.

VID

3T0 none nokasbiBaeT naeHTudukaTop cetn VLAN, KOTOPON NpuHaANeXuT AaHHbIA NopT
(nnu nopTsl).

Port

3To nosie nokasbliBaeT NopT (MM NOPTbl), K KOTOPbIM KOMMYTaTOp NMPUMEHSET AaHHble
HaCTpOWiKK.

Profile Name

3710 none otobpaxaeT npodunb onumm 82 DHCP, KOTOpbI KOMMYTaTOp NMPUMEHSET K
yKa3aHHOMY nopTy (unu noptam).

Delete BbibepuTe 3anncK, KOTOpble HYXHO yaanuTb, B ctonbue Delete n HaxxMuTe KHOMKY
Delete, uTo6bl yaanuTb BbibpaHHble 3anncu u3 tabnvubl.
Cancel HaxxmMuTe Ha AaHHYIO KHOMKY, 4Tobbl CHATL BblAeneHune ¢ nepeknaoyaTenein Delete.

25.6 CoctosiHne uHcnekumm ARP-naketoB

Ha faHHOM 3KpaHe MOXHO MOCMOTPETb TeKyLWMi cnncok punbTpoB MAC-aapecoB, CO34aHHbIX
KOMMYTaToOp B CBA3M C OBHapy>XXeHWeM HeCcaHKLMOHWPOBaHHbIX nakeTtoB ARP. MNpu obHapyxeHun
KOMMYTaTOpPOM HecaHKUMOHMpoBaHHOro ARP-nakeTa nM aBToMaTMyecku cosgaetcs unbtp MAC-
aapecos, 6nokupyowunii Tpaduk ot MAC-agpeca u cetn VLAN, OT KOTOPbIX MNOCTYNUA
HEeCaHKLUMOHUPOBaHHbIN ARP-nakeT. YTobbl 0TO6pasnTb NokasaHHbIN HUXe 3KpaH, Bblibepute
Advanced Application > IP Source Guard > ARP Inspection.
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PucyHok 155 SkpaH Advanced Application > IP Source Guard > ARP Inspection
@) ARF Inspection Status B BNGIE Log Status Configure IPSG

Total number of filters =0
Index MAC Address viD Port Expiry (Sec) Reason Delete

Change Pages Previous Page Mext Page | ‘

Mong skpaHa onucaHbl B CJ'IED,y}OLI.I,Eﬁ Tabnuue.

Tabnuua 94 SkpaH Advanced Application > IP Source Guard > ARP Inspection

NMOnE ONMUCAHME

Total number of B paHHOM none otobpaxaeTtcsa obuiee konnyecTso punbTpos MAC-aapecoB, Co34aHHbIX

filters KOMMYTaTOpOM B CBSI3N C 06Hapy>XeHNeM HeCaHKLMOHNPOBaHHbIX nakeToB ARP.

Index B 3ToM nosie otobpaxaetcs nopsaakoBbii HoMep dunbTpa MAC-agpecos.

MAC Address B 3Tom none otobpaxaetrca MAC-agpec ncroyHmka ans gunbtpa MAC-agpecos.

VID B 3Tom none otobpaxaetca nageHtudukatop VLAN ana dunbtpa MAC-aapecos.

Port B s3TOM none otobpaxaetcsa nopT UCTouYHUKa Ans otbpoweHHoro naketa ARP.

Expiry (sec) B 3TOM none otobpaxaeTcs nepuos BpeMeHn (B CeKyHAax), B TeUeHMe KOToporo dunbTp
MAC-aapecoB 6yaeTt gerncTtBoBaTb Ha KOMMyTaTope. 3anncb MOXHO yAasiUTb BPYYHYIO
(Delete).

Reason B 3ToM nosie otobpaxaetcs npuMymnHa, no Kotopoi 6bin oTbpolweH nakeT ARP.

MAC+VLAN: MAC-agpec u ngeHtudukatop VLAN ID He HangeHbl B Tabnmue NprMBsi30K.

IP: MAC-agpec v ngentudukatop VLAN ID HangeHbl B Tabnuue npmBsa3ok, HO IP-aapec
HeaencTBuTeNeH.

Port: MAC-agpec, naeHtugukatop VLAN ID v IP-aapec HaliaeHbl B Tabnuue npueasok,
HO HOMEp MopTa HeAeWCTBUTENEH.

Delete YcTaHoBuTe NepekntoyaTtens n Haxmute Ha Delete, uTobbl yaanuTb BbiI6paHHYO 3anuncs.
Cancel HaxxmMuTe Ha AaHHY0 KHOMKY, 4Tobbl CHATL BblAeneHune ¢ nepeknaoyaTenein Delete.
Change Pages Haxmute Previous nnn Next, utobbl 0To6pa3snTb npeabiayLwmin/cneayowmn sKkpaH,

ecnm nHdopMauust 0 COCTOSIHUM He NMOMELLaeTCsl Ha OAHOM 3KpaHe.

25.7 CocTtossHue cetu VLAN ans vHcnekuun ARP-naketoB

Ha naHHOM aKpaHe MOXHO MPOCMOTPETb pasfiMyHble CTaTUCTUYECKME AaHHble No nakeTam ARP B
kaxaon n3 ceter VLAN. YTo6bl 0TO6pa3nTb NoKasaHHbIA HUXe 3KpaH, Bbibepute Advanced
Application > IP Source Guard > ARP Inspection > VLAN Status.
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PucyHok 156 SkpaH Advanced Application > IP Source Guard > ARP Inspection > VLAN Status

Show VLAN range

VID

L@ ARP Inspection VLAN Status Status

@ Enabled VLAN

© Selected VLAN Start VD | | End VID |

Recened Request Rephy Forwarded Dropped

Mong skpaHa onucaHbl B cnep,yrou.l,eﬁ Tabnuue.

Tabnuua 95 SkpaH Advanced Application > IP Source Guard > ARP Inspection > VLAN Status

MNONE

OMUCAHUE

Show VLAN range

B naHHOM paszene onpenensatoTca BUpTyanbHble nokanbHble ceTn VLAN, koTopble 6yayT
oTobpaxaTbCs B pa3aenie HMXe.

Enabled VLAN

BbibepuTe 3T0T nepekntoyvaTtesnb, YTOObl 0TO6pa3nTb B pasaene HUXKe BCe BUPTyasibHble
nokanbHble ceTn VLAN, Ha KOTOpbIX BK/OYEeHa nHcnekunsa ARP-nakeTos.

Selected VLAN

BbibepuTe AaHHbIN nepekntoyaTens, 4Tobbl 0TOOpasnTb B paspene Huxe Bce
BUpTYyasnbHble fokanbHble ceTn VLAN 13 ykasaHHOro gnmanasoHa. locne 3toro seeaure
HanMeHblwnin naeHTugukatop VLAN ID (B none Start VID) v HanbonbLini
naentndukatop VLAN ID (B none End VID) ansa tpebyemoro gmnanasoHa.

Apply Ha)xMnTe Ha gaHHYH KHOMKY, 4Tobbl 0TO6pa3uTb BBeAEHHbI Anana3oH ceten VLAN B
pasgene Huxe.

VID B naHHOM none otobpaxatotca naeHtTndukaTopbl VLAN ID kaxaoiri n3 ceteir VLAN um3
Bbl6paHHOro Bbille AManasoHa.

Received B sTOM none otobpaxaetcs oblee konnyectso ARP-nakeTos, NOSyYEHHbIX U3 A4aHHOW
VLAN c MOMeHTa nocneaHero rnepesanycka KommyTtaTtopa.

Request B sTOM none otobpaxaetcs oblee konnyectso ARP-nakeToB Tuna Request,
nony4YeHHbIX n3 agaHHoi VLAN c MOMeHTa nociieaHero nepesanycka kommyTaTopa.

Reply B 3Tom none otobpaxaetcsa obuwee konmyectso ARP-nakeToB Tuna Reply, nonyyeHHbIX
13 gaHHoi VLAN c MOMeHTa nocnegHero nepesanycka KoMMyTaTopa.

Forwarded B 3TOoM none otobpaxaetcsa obuwee konmyectso ARP-nakeToB, HanpaB/iEHHbIX
KOMMYyTaTtopoM B AaHHyt VLAN c MOMeHTa nocrieaHero nepesarycka KommyTaTopa.

Dropped B 3TOoM none otobpaxaeTtcsa obwee konmyectso ARP-nakeTtoB ansa aaHHon VLAN,

OTGDOLIJeHHbIX KOMMYTaTOpOM C MOMEHTa NocneaHEro nepesanycka KoMmMyTaTopa.

25.8 CocTtosiHue xypHana nHcnekumm ARP-nakeTtoB

Ha fnaHHOM 3KpaHe MOXHO MPOCMOTPETb COOOLEHMST KOHTPOJIBHOMO XYpHana, CreHepupoBaHHble
naketamu ARP, KoTopble ewe He 6bin oTrnpaBsieHbl Ha cepBep syslog. YTobbl oTo6pasnTb
rnokasaHHbIN HMXe 3kpaH, Bbibepnte Advanced Application > IP Source Guard > ARP
Inspection > Log Status.
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PucyHok 157 SkpaH Advanced Application > IP Source Guard > ARP Inspection > Log Status

Index Port viD

L@ ARF Inspection Log Status ] Status

Clearing log status table Apply

Total number of logs =0

Sender MAC Sender IP Hum Pkts Reason Time

Mons aKpaHa onucaHbl B crieayoLen Tabnuue.

Tabnuua 96 SkpaH Advanced Application > IP Source Guard > ARP Inspection > Log Status

MNOJNE

OMNCAHME

Clearing log status
table

HaxaTtne Ha Apply no3sonsieT yaanutb BCe COOOLIEHNS KOHTPOIbHOMO XypHana,
creHepupoBaHHble naketamn ARP, koTopeble ele He 6bin OTrpaBieHbl Ha cepBep
syslog.

Total number of logs

B naHHOM nosnie oTob6pa)kaeTcs KOMMYeCTBO COOBLLEHMI KOHTPOJIBHOMO XypHana,
creHepupoBaHHbIX naketamu ARP, koTopble elle He bbbl OTApaBieHbl Ha cepBep
syslog. B cnyyae oTbpacbiBaHUs OA4HOMO MW HECKOSIbKUX COOBLLEHNII KOHTPOTbHOIO
XXYpHana us-3a HefoCTynHOCTN Bydepa COOTBETCTBYIOLLME 3aNnUCKh NOMEYarTCs Kak
overflow, c ykasaHvneM TeKkyLlero Koamyecrsa OTOPOLLIEHHbIX COOBLWEHUN.

Index

B 3TOM rosie oTo6pakaeTcst NMopsiAKOBbIA HOMEP COOBLLEHUSI KOHTPOSIbHOMO XYypHana.

Port

B s3TOM none otobpaxaetcsa nopT ncTodHnka naketa ARP.

VID

B 3ToM none otobpaxaetca naeHtndukatop VLAN nctoyHuka naketa ARP.

Sender MAC

B sTOM none otobpaxaetca MAC-agpec nctodyHuka naketa ARP.

Sender IP

B 3ToM none otobpaxaetca IP-aapec nctoyHuka naketa ARP.

Num Pkts

B 3TOM none otobpaxkaeTca konnmyectso naketoB ARP, KOHCONMANPOBAHHbLIX B AAHHOM
COO6LLEHNN KOHTPOSIBHOMO XYypHana. [JaHHbIA KOMMYTaToOp KOHCONMANPYET B OAHO
coobLeHne naeHTUYHbIE COO6LEHNA KOHTPOSIbHOIO XXYpHana, CreHepMpoBaHHbIe
naketamu ARP, 3a YCTaHOB/IEHHbIN Nepunoa KOHCONMAaunn. 3To nepuos
HacTpauBaeTcs Ha akpaHe ARP Inspection Configure.Cm. pasa. 25.9 Ha cTp. 239.

Reason

B 3TOM none otobpaxkaeTca npuymnHa, No KOTOpon 6bIN10 creHepnpoBaHo cooblueHne B
XypHane.

dhcp deny: ARP-nakeT 6bi/1 OTOPOLLEH M3-3a@ HapyLUEHUS AUMHAMUYECKOW NPUBA3KMU
MAC-agpeca n ngeHtugukatopa VLAN ID.

static deny: ARP-nakeT 6b11 0T6pOLIEH M3-3a HapyLUeHUsa CTaTUYECKON NPUBA3KHK
MAC-agpeca n ngeHtudgukatopa VLAN ID.

deny: ARP-nakeT 6b1n1 0T6poOLIEH M3-3a OTCYTCTBUS CTaTU4eckor npmesisku MAC-
aapeca u nageHtndukaTtopa VLAN ID.

dhcp permit: KommyTtaTtop nepecnan ARP-nakeT, Tak Kak 6bina HanaeHa
AWHaMmyeckas npuesska.

static permit: KommyTaTop nepecnan ARP-nakeT, Tak Kak 6bina HalgeHa
cTaTM4yeckas npussska.

Ha skpaHe ARP Inspection VLAN Configure MOXXHO HacTpOUTb KOMMYTaToOp Takum
o06pa3oM, UTobbl OH reHepMpoBan CoobLEHNS KOHTPOSIbHOMO XYypHarsa npu
oTbpacbiBaHUN MK Nepecblfike nakeTos ARP B 3aBMCMMOCTU OT naeHTUdmKaTopa
VLAN ID naketa ARP.CM. pa3a. 25.9.2 Ha cTp. 242.

Time

B 3ToM none oTobpakaeTcs BpeMs, B KOTOpoe 6bI/10 CreHepMpoBaHo cooblueHne
KOHTPOJIbHOMO XXYypHana.
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25.9 Hactpowuka nHcnekummn ARP-naketoB

Ha faHHOM 3KkpaHe Npon3BoAUTCA HacTponka PyHKUMKN nHCnekumMm ARP-nakeToB Ha KOMMyTaTope.
Kpome Toro, MOXXHO HaCTpOUTb NepUoA BPEMEHMW, B TEYEHNE KOTOPOro KOMMYTaTOp XpaHUT 3anmcu
06 oTbpoweHHbIX NakeTax ARP, a Takxxe onpeaennTb rnobasbHble NnapaMeTpbl KOHTPOJIbHOMO
XypHana dyHkumu nHcnekunm ARP-nakeToB. YTo6bl 0TO6pasnTb MokKasaHHbIA HUXE 3KpaH,
BblbepuTe Advanced Application > IP Source Guard > ARP Inspection > Configure.

PucyHok 158 SkpaH Advanced Application > IP Source Guard > ARP Inspection > Configure

L@ ARP Inspection Configure Port VLAN ARP Inspection
Active r

Filter Aging Time

Filter aging time |3EID seconds

Log Profile

Log buffer size |32 entries

Log interval 1 seconds

Apply | Cancel

Mons akpaHa onucaHbl B crieayrowlen Tabnuue.

Ta6nuua 97 DkpaH Advanced Application > IP Source Guard > ARP Inspection > Configure

NMONE OMNMUCAHUE

Active YcTaHoBWTe 3TOT nepekntoyaTenb, YTobbl BKAOUYNTE HA KOMMYyTaTope (PyHKLMIO
mHcnekunn ARP-nakeTos. MNocne 3Toro Heo6xoAMMO BKIOUUTb (DYHKLMIO MHCMEKLMN
ARP-nakeToB B kKOHKpeTHoM ceTn VLAN n ykasaTb AOBEpPEHHbIe MOpThI.

Filter Aging Time

Filter aging time [aHHas HacTpoyrka He BAusieT Ha cyuwecTBytowme dunbtpbl MAC-agpecos.

YkaxuTe nepuopg spemern (o1 1 o 2147483647 cekyHA), B TEYEHNE KOTOPOro punbTp
no MAC-agpecam 6yaeT AercTBOBaTb Ha KOMMyTaTope C MOMeHTa ObHapy»XeHus
KOMMYTaTopOM HecaHKUMOHMpoBaHHOro naketa ARP. o ncre4yeHnn aToro BpeMeHu
dunbTp MAC-aZpecoB aBTOMaTUYeCKU yaansaeTcss KOMMyTaTopoM. YTobbl dunbtp MAC-
ajpeca AencTeBoBan NocTossHHO, Heob6xoANMMO BBECTU B 3TO nose 3HadeHue 0.

Log Profile
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Tabnuua 97 SkpaH Advanced Application > IP Source Guard > ARP Inspection > Configure

MNOJE OMNCAHME

Log buffer size BBeauTe MakcMManbHOe KONMYeCTBO COOBLIEHNIT KOHTPOIbHOIO XypHana (ot 1 go
1024), koTopble MOryT 6bITb CreHepupoBaHbl naketamm ARP Ao OTnpaBku Ha cepsep
syslog. [laHHOe 3Ha4yeHne A0/KHO COOTBETCTBOBATb YKa3aHHbIM 3HaYeHUAM
napameTpoB Syslog rate v Log interval.

Ecnun konn4yecTBo CoO6LLEHMIA KOHTPOSIBHOIO XYypHana Ha KOMMyTaTope NpeBbICUT 3TO
3HavyeHne, KOMMYTaTOp OCTAHOBUT 3anuncb COOBLLEHMN KOHTPOIBLHOIO XypHana u byaet
TONbKO MOACUYUTLIBATb KOJIMYECTBO 3anucel, Kotopble 6bin oTpoLleHbl U3-3a
HexBaTKu MecTa B 6ydepe. [ns 04MCTKN KOHTPOSIBHOIO XypHana u cépoca AaHHOro
cueTymka HaxmuTe Ha Clearing log status table Ha skpaHe ARP Inspection Log
Status.Cwm. pasa. 25.8 Ha cTp. 237.

Syslog rate BBeauTe MakcMManbHOE KOMYecTBo cooblueHnin syslog, KoTopble KOMMYTaTtop MOXeT
nepegaTb Ha cepsep syslog B 04HOW napTuu. [JaHHOe KOMYECTBO BblpaXkaeTcs B BuAe
CKOpOCTH, TaK KaK NepnoaAnNYHOCTb OTNPaBKWM NapTui yCTaHaBNMBAETCS NapamMeTpoM
Log Interval. lns ncnonb3oBaHnsa 3Ton PyHKUMN HEOOXOAMMO HAaCTpPOUTbL CepBep
syslog (rn. 40 Ha cTp. 366). YTO6bI KOMMYTATOP HE OTNPaB/SA COObLEHNS
KOHTPOJSIbHOrO XYpHana, reHepupyemble naketamm ARP, Ha cepBep syslog, BBeauTe B
AaHHoe none 3HadeHue 0.

B3anmocBs3b Mexay napametpamu Syslog rate u Log interval nnntoctpupytot
cneapytowme npumepsi:

e 4 HepelicTBMTENbHbIX NakeTa ARP B cekyHay, Syslog rate paseH 5, Log interval
paBeH 1: koMMyTaTOp 6yaeT oTnpaBnaTb 4 coobleHuns syslog Kaxayto CeKyHAy.

e 6 HepencTBUTENBLHBLIX NakeToB ARP B cekyHay, Syslog rate paseH 5, Log interval
paBeH 2: koMMyTaTop 6yAeT oTnpaenAaTb 5 coobleHnii syslog Kaxable 2 CEKYHAbI.

Log interval Beeaute nepnoamyHocTtb (1-86400 cekyHA), C KOTOpPOW KOMMyTaTop 6yAeT oTNpaBnaTb
naptuu cooblieHnin syslog Ha cepsep syslog. YTobbl coobLieHns oTnpaBAsanCh
KOMMYTaTOpOM Ha cepBep syslog HeMeanleHHO, BBeAUTe B 3TO noJie 3HayeHume 0.
MpumMep B3anMocsBsA3n Mexay napametpamu Syslog rate v Log interval npusoautca B
onuncaHuu napameTtpa Syslog rate.

Apply HaxxmuTe Apply, 4To6bl COXpPaHUTL U3MEHEHUSI B ONEpaTUBHOW NaMsATM KOMMyTaTopa.
DTW HACTPOMKM BYAyT yTePsiHbI B C/lydae BbIK/IOUYEHWUSI KOMMyTaTopa uian nepebos B
nojave NUTaHWs, NO3TOMY MO 3aBEPLUEHUN HACTPOMKM HEOBXOAMMO HaxaTb Ha CCblIKe
Save B BepxHeli HaBUrauMoOHHOW NaHenu Ans COXpaHeHUsi U3MeHeHU B
SHEpProHe3aBUCMMON NaMaTu.

Cancel Ha)xaTne Ha LaHHY KHOMKY cbpacbiBaeT napaMeTpbl Ha AaHHOM 3KpaHe K NociefHUM
COXPaHEHHbIM 3HAYEHUAM.

25.9.1 Hactpowka noptoB ana micnekumm ARP-nakeTtoB

Ha naHHOM 3KpaHe MOXHO onpeaennTb NOpPThl KaK AOBEPEHHbIE U He 3acy>XMBatoLLme A0Bepus ANns
dyHKUMKN nHcnekummn ARP-nakeToB. [JJOMNOMHUTENBHO MOXHO yKa3aTb MakCMMasbHYH CKOPOCTb, C
KOTOpOM KOMMyTaTop 6yaeT npuHUMaTh ARP-NakeTbl Yepe3 KaXAbl U3 He 3acCny>XMBatoLLmX
nosepus noptoB. YTobbl 0TO6pasnTb NokasaHHbIN HMXe 3kpaH, Bbibepute Advanced Application
> IP Source Guard > ARP Inspection > Configure > Port.
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PucyHok 159 3SkpaH Advanced Application > IP Source Guard > ARP Inspection > Configure > Port

[ @) ARF Inspection Port Configure Configure
Limit
Port Trusted State i
Rate {pps) Burst interval (seconds)

¥ IUntrusted 'I | |

Applyl Cancel |

Mons akpaHa onucaHbl B crieayrollen Tabnuue.

Ta6nuua 98 SkpaH Advanced Application > IP Source Guard > ARP Inspection > Configure > Port

NMONE OMNMUCAHME

Port B 3Tom none otobpaxaetca HoMmep nopTa. lNpu HacTpolike nopTta * 3T HaCTPOWKMK
NMPUMEHSIOTCSA KO BCEM MOPTaM.

Trusted State Bbibepute, 6yaeT nn AaHHbIA NOpPT cunTaTbes AoBepeHHbIM (Trusted) nnu He
3acnyxusatowmnm gosepus (Untrusted).

MakeTbl ARP, npuxoasiimne yepes fOBEPEHHbIE NMOPTbl, KOMMYTAaTOPOM He
0THpachbIBAlOTCA HM MO KaKoWn npuyunHe.

OT He 3acnyXuBalLmnx 40BEPUSI MOPTOB KOMMYyTaTop oT6packiBaeT ARP-nakeTbl B
cneayrowmx cnydaax:

¢  UHdopmauma o6 otnpasutene B ARP-nakeTe He coBnagaeT C OAHOWN U3
CYLLECTBYOLWMX NPUBA3OK.

e CKopoCTb nocTynneHns naketoe ARP cnuwkom Bbicoka. MOXHO yKa3aTb
MaKCUMarsbHY CKOPOCTb, C KOTOpOi 6yayT npuHuMaTtbcs ARP-nakeTbl Yepes He
3acnyxusatoLwme 4oBepus NopThl.

Limit [na noBepeHHbIX NOPTOB AaHHble HAaCTPOnkn 6e3pasnnyHebl

Rate (pps) YKaxuTte MakcuMarsnbHyt ckopocTb (1-2048 nakeToB B CEKYHAY), C KOTOpPOW
KoMMyTaTop 6yaeT npuHuMaTh ARP-nakeTbl yepes Kaxabli U3 nopToB. Bce nakeTsbl
ARP cBepx yka3aHHOro iMMmMTa KOMMyTaTopoM oTbpackiBatoTcs. 3HaveHune 0
NO3BONSET OTKIOUUTL AAHHbIA INMUT.
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Tabnuua 98 SkpaH Advanced Application > IP Source Guard > ARP Inspection > Configure > Port

MNOJE

OMNCAHME

Burst interval
(seconds)

Mo 3TUM 3Ha4YeHWeM MOHMMAETCH Nepnuos BpeEMEHU, B TeYeHne KOTOporo
KOHTPOJINPYETCS CKOPOCTb NOCTyrnneHna ARP-nakeToB yepes Kaxabl NopT.
Hanpumep, ecnm ckopocTb yCTaHOB/IEHa paBHOM 15 nakeTam B CeKyHAy, a AaHHbIN
wHTepBan - 1 cekyHae, To KOMMyTaTop byaeT npuHuMaTh He 6onee 15 naketoB ARP
B TeYEeHMEe KaXKaoro u3 MHTEpBasIOB NPOAO/IKUTENIbHOCTLIO B O4HY cekyHAay. Ecnu
WHTEpBan yCTaHOBUTb paBHbIM 5 cekyHaaM, TO KOMMyTaTop 6yaeT NpMHUMaTh
MakcuMyM 75 ARP-nakeToB B TeUeHMe Kaxaoro NATUCEKYHOHOro nHTepeana.

BBeauTe NpoAo/HKUTENbHOCTb MHTEpBana oueHkn (1-15 cekyHa).

Apply

Haxmnte Apply, 4UTO6bl COXpaHUTb U3MEHEHUS B ONepaTUBHON NamMaTu
KOMMyTaTopa. 3TW HacTpoWku ByayT yTepsiHbl B C/ly4ae BbIK/HOYEHUSI KOMMyTaTopa
unu nepebos B nogaye NMTaHus, NO3TOMY MO 3aBepLUIEHMU HAaCTPOMKN HeobXx0aMMO
Ha)kaTb Ha CCblfike Save B BEPXHeW HaBUIraLUMOHHOW NaHenu AN COXpaHeHUs
WU3MEHEHUIN B DHEProHE3aBUCMMOW NaMaTH.

Cancel

HaxaTue Ha faHHYylo KHOMKy cbpacbiBaeT napaMeTpbl Ha JaHHOM 3KpaHe K
nocnefHUM COXpPaHEHHbIM 3HAaYEHUAM.

25.9.2 Hactpowmka cetu VLAN ana uHcnekuun ARP-nakeTtoB

Ha AaHHOM 3KpaHe MOXHO BK/IHOUUTb MHCNeKkumio ARP-nakeTos ANsa Ka)kaon BUPTyasbHOM
NIOKaNbHOM CETU U yKa3aTb, AO/KEH JIN KOMMYTaTOp reHepMpoBaTb COObLEHNS KOHTPObHOMO
XXypHana npu noaydeHmn naketos ARP oT kaxgon u3s cetert VLAN. YTo6bl oTo6pa3nTb nokasaHHbIM
HWXe 3KpaH, Bbibepnte Advanced Application > IP Source Guard > ARP Inspection >
Configure > VLAN.

PucyHok 160 SkpaH Advanced Application > IP Source Guard > ARP Inspection > Configure > VLAN

[ @) ARF Inspection YLAN Configure Configure

VLAN Start VID | End VD |

Apply i

Enabled Log

Apphy i Cance| I

Mons sKpaHa onucaHbl B crieaytoLen Tabnuue.

Tabnuua 99 SkpaH Advanced Application > IP Source Guard > ARP Inspection > Configure >

VLAN
NMOnE ONMUCAHME
VLAN B naHHOM pasgene onpeaensoTcs BUpPTyanbHble okanbHble cetn VLAN, koTopble 6yayT
HacTpauBaTbCs B pasfene Huxe.
Start VID BBeaute ngeHtndumkatop Hadana ananasoHa ansa cetent VLAN, koTopble 6yayT
HacTpauBaTbCs B pasfene Huxe.
End VID Beeaute ngeHtndmkatop KoHua avanasoHa ans ceteit VLAN, koTopble 6yayT
HacTpamBaTbCs B pa3gene Huxe.
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Tabnuua 99 SkpaH Advanced Application > IP Source Guard > ARP Inspection > Configure > VLAN
(npogomxkeHne) (Npoao/HKEHNE)

NMONE

OMNMUCAHUE

Apply

Ha>xMuTe Ha AaHHYI KHOMKY, 4Tobbl 0TO6pasuTb BBeAeHHbI anana3oH ceten VLAN B
pasgene Huxe.

VID

B naHHOM none otobpaxatotca naeHTndmkaTopol VLAN ID kaxaon n3 ceten VLAN un3
BblI6paHHOro Bbilwe AunanasoHa. Npu HacTpoike VLAN-ceTn * 3Tn HacTpomkm
npuMeHsTca Ko BceM ceTsaMm VLAN.

Enabled

BbibepuTe Yes, uTobbl BKIOUMTE MHCNekumio ARP-nakeToB B AaHHOM ceTn VLAN.
BbibepnTe NO, 4TO6bI OTKNOUYNTL MHCNEeKUMo ARP-nakeToB B aaHHOM ceTu VLAN.

Log

YKaxuTe, [O/HKEH M KOMMYTaTOp reHepMpoBaTb COOOLLEHNS KOHTPOSIBHOMO XypHana npu
nony4veHun naketos ARP ot gaHHol VLAN.

None: KOMMyTaTOp HE reHepupyeT HMKaKuUx COOBLEHMI KOHTPOIbHOMO XypHasna npu
nony4yenun naketoB ARP ot gaHHoli VLAN.

Deny: KOMMyTaTOp reHepupyeT COO6LEHNST KOHTPOJIBHOIO XYypHana npu oTbpacbiBaHUmM
nakeTta ARP ot gaHHon VLAN.

Permit: koMMyTaTOp reHepupyeT coobLEHNS KOHTPOIbHOMO XXypHasa npu nepecblike
naketoB ARP oT aaHHou VLAN.

All: KOMMyTaTOp reHepupyeT COO6LLEHNSI KOHTPOJIbLHOIO XXYpPHasia Npu KaXKAoM rnosiyyeHum
nakeTtoB ARP oT gaHHon VLAN.

Apply

Haxxmute Apply, 4TO6bl COXpPaHUTb N3MEHEHWNS B ONEepaTUBHON NaMATU KOMMyTaTopa. 3Tu
HacTporikm 6yayT yTepsHbl B Cllyvae BblK/IOYEHMS KOMMyTaTopa unun nepebos B nogadve
nUTaHns, NO3TOMY MO 3aBepLUEHUN HACTPOMKM HEO6XOANMMO HaxaTb Ha CCblsike Save B
BEpPXHEeWN HaBWraLMOHHOWN NaHenn Ans COXpaHeHUs U3MEHEHUI B SHEProHe3aBUCMMOW
namsaTu.

Cancel

HaxaTue Ha faHHYlo KHOMKy cbpacbiBaeT napaMeTpbl Ha AaHHOM 3KpaHe K NocieaHUM
COXpPaHEHHbIM 3HAYEHUSIM.

25.10 CnpaBo4Has TexHn4Yeckas uHdopmaumsa

DTO pasfen CoAep>XMUT AOMOMHUTENbHYI0 TEXHUUYECKYO MHbOopMaLMIo No BONpocaM, 06CyxaaeMbiM B

TEKYLEN rnaBse.

25.10.1 OG3op orcnexuBaHnsa DHCP

OyHKumnsa otcnexusaHna DHCP no3sonseT oTuabTpOBbIBaTb HECAHKUMOHMPOBaHHble DHCP-nakeTbl
B CETU N AUHAMUYECKN CTponTb Tabnuuy npussa3ok. bnarogaps 3TOMy MOXHO 3aWNTUTb KIIMEHTOB OT
nony4vyeHus IP-agpecos 0T HeECaHKUMOHMPOBaHHbIX cepBepoB DHCP.

25.10.1.1 [loBepeHHble U He 3acnyXuBaroLime AOBepUs NopThbl

GJYHKLI,MFI otcnexusaHua DHCP penut Bce NOopTbl HA AOBEPEHHbIE U HE 3aCNy>XXUBatoLWmMe 4OBEPUA.
JaHHagq HaCTpOVIKa HE 3aBUCUT OT aHaNIOrMYHOM HaCTpOVIKM ,CI,OBEDEHHbIX/He 3acnyxumearoumx
AOBEPUA NOPTOB ANA (bYHKLI,MM uHcnekunn ARP-nakeToB. KpoMme TOro, MoXHo onpeaenuTtb
MaKcuManbHoe konunyecTtso naketos DHCP, KOTOPOE MOXET NPUHNMATbCA 4Yepe3 KaxAabli n3 nopToB
(,EI,OBepeHHbIX UNn He 3acnyxuneakowmnx ,u,osepvm) 3a CEKyHAY.

JosepeHHble NopTbl Nogknto4vaTcs K ceppepam DHCP nnun gpyrum kommyTtatopam. Naketsl DHCP,
nocTynatLiue Yyepes AOBEPEHHbIE NOPThbl, KOMMyTaTOp OT6pachiBaeT N1Lb B TOM C/lyyae, ecnu
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25.10.1.2

CKOPOCTb UX MNOCTYMNEHUNS C/IULWKOM BbicOoKa. 1o MHCbOpMaLI,MM OT AOBEPEHHbIX MOPTOB KOMMYTATOpP
CTpOUT ANHAMUNYECKYIO TaGJ'IMLI,y NMPpUBA30K.

MpuMeuaHune: Ecnu npu BkatodeHHoM DHCP oTCcyTCTBYIOT AOBEpPEHHbIE NOPTbI, TO 3aNpocChl
DHCP BbInonHATBCA He 6yayT.

He 3acnyxuBatolme 4oBepus NopTbl NoakAovatoTca K aboHeHTaM. MakeTbl DHCP oT He
3aCNyXMBaLWNX AOBEPUSA NMOPTOB OTOPACHIBAOTCS KOMMYTaTOPOM B CleAyLWNX cny4vaax:

e [lakeT npeactaenset coboi naket cepeepa DHCP (Hanpumep, OFFER, ACK nnn NACK).

e MAC-agpec ncTtodHuka u IP-agpec UCTOYHMKA B NMakeTe He COOTBETCTBYHOT HM OAHOWN U3
CYLLEeCTBYOLWMX NPUBSA30K.

¢ [akeT npeacrasnset cobon naket Tmna RELEASE nnu DECLINE, n MAC-agpec UCTOYHUKA M NOpT
WUCTOYHMKA He COOTBETCTBYIOT HWM OAHON M3 CyLLEeCTBYIOLWMX NPUBA3OK.

e CKOpOCTb nocTtynneHus naketos DHCP cnmnwkoM BbiCOKa.

Basa gaHHbIX oTcnexmnBaHusa DHCP

Tabnuua NpMBA30K XPaHUTCSA KOMMYTaTOpOM B 3Hepro3asucnumon namaTtu. B cnydae nepesanycka
KOMMYTaTopa OH 3arpyXaeT cTaTuyeckune nNpuBsa3KM U3 NOCTOSHHOW NaMaTH, OAHAKO AWHaMUYecKue
NpUBSA3KK NPU 3TOM TEPSAIOTCA, T.€. YCTPOMCTBA B CETU AO/KHbI MOBTOPHO HanpaenaTe DHCP-
3anpockl. B cBS3KM € 3TUM pekoMeHAYyeTCs HacTpouTb 6a3y AaHHbIX oTcnexusaHus DHCP.

Basza gaHHbIx oTcnexunsaHns DHCP no3BONSeT XpaHUTb ANHAMUYECKUE NPUBA3KK AN DYHKUUI
oTcnexusaHusa DHCP n nHcnekummn ARP-nakeToB B dalne Ha BHewHeM cepBepe TFTP. Ecnu 6a3a
OaHHbIX oTcnexuBaHmsa DHCP 6bina HacTpoeHa, KOMMYTaToOp 3arpy>xaeT AMHaMU4YeCKMe NpUBSA3KY U3
6a3bl gaHHbIX oTcnexumBaHna DHCP nocne nepesanycka koMMyTaTopa.

MO>HO HacTpoOuTb UMs U pacrnofioXeHune daiisa Ha BHewHeM cepBepe TFTP. ®ann nmeet
cneaywowmii popmart:

PucyHok 161 ®opmaT daiina 6a3sbl gaHHbIX oTcnexusaHns DHCP

<HauyaJIbHafg-KOHTPOJIbHasg—-CyMMa>

TYPE DHCP-SNOOPING

VERSION 1

BEGIN

<npmBas3kKa—-1> <KOHTPOJIbHasA-cyMMa-1>
<npuBsaska-2> <KOHTPOJIbHas-cyMMa-l1-2>

<npmBssKa-n> <KOHTPOJIbHas-CyMMa-l-2-..-n>
END

3HauyeHne <Ha4daslbHas-KOHTPOJSIbHasi-CyMMa> MO3BOJISIET pa3/inyaTb NPUBA3KMN, COXPAHEHHbIE B
nocnegHeM 06HOBNEHMM, OT NPUBSA30K U3 NpeablayLmx 06HoBneHn. Kaxaas npuBsa3ska BK/IOYAET B
cebs 72 6anTa, npoben n ewe ogHY KOHTPOJSIbHYI CYMMY, KOTOpas UCMOAb3yeTcs AN NMPOBEPKU
NpUBA3KM B NpoLlecce CYMTbIBaHUA. ECIM BbluMCNEHHAs KOHTPOJIbHAasa CyMMa He COBMNajaeT C
KOHTPOJIbHOM CYMMOW B (haine, gaHHas 1 BCe nocneayrwme NnpmuBa3Kn UrHOPMPYHOTCS.
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25.10.1.3 Undopmauusa B none Option 82 npu perpaHcnauum DHCP

JaHHbIin KoMMyTaTop cnocobeH nobasnsaTb MHOpMaumio kK TeM 3anpocam DHCP, koTopble UM He
oTbpacbiBatoTca. bnarogaps aTtomy cepsep DHCP mMoxeT nonyumtb 6onbue nHbopmaumnm ob
MCTOYHMKeE 3anpoca. [aHHbIi KoMMyTaTop crnocobeH AobaBnsaTb cneaytowyo MHpopMaumio:

e NpeHtudukatop cnota (1 6anT), naeHtndmkartop nopta (1 6anT), n naeHtngukatop VLAN (2
b6anTa)

e VMg cucTembl (4o 32 6anT)

JaHHasa nHdopmaumsa noMmellaeTcs B none nHdbopmaumm areHta nons Option 82 3aronoska DHCP B

KaZpax KJMeHTckux 3anpocos DHCP. JononHuTenbHyo nHdopMaumio o rnosae Option 82 npu
petpaHcnsummn DHCP MoxHO HanTu B rn. 35 Ha cTp. 3009.

Mpwu oTBeTe cepsepa DHCP koMMyTaTop yaansieT nHbopMaumio U3 nons MHbopMaLmm areHTa nepej
nepechbINiKoi oTBETa K MepBoHaYanbHOMY UCTOUYHUKY 3anpoca.

[aHHble napaMeTpbl MOTryT 6bITb HAaCTPOEHbI ANnsa Kaxaon ncxogHo VLAN. OHM He 3aBUCAT OT
HacTpoek peTpaHcnsaumm DHCP (rn. 35 Ha cTp. 309).

25.10.1.4 Hactpowka orcnexuBaHusa DHCP

25.10.2

YT06bI HACTpOUTL Ha KoMMyTaTope dyHKUMIo oTcnexusaHus DHCP, BoinonHuTe cneayrowme
OencTBums.

Bkntounte dyHkuuto otcnexmnsaHnsa DHCP Ha komMMmyTaTope.

Bkntounte dyHkumio otcnexunsaHna DHCP ans kaxaorn VLAN, n HacTpoinTe 3HavyeHune ansa nons
Option 82 npwu petpaHcnaumn DHCP.

HacTpoliTe JOoBEepeHHbIE U He 3acyXUBatollMe A0BEPUS MOPThl, @ TaKXKe YKaKUTe MaKCcMMasnbHoe
Konuyectso naketos DHCP B cekyHay, MpMHMMaeMOe Yepes Kax/ablit U3 NopToB.

HacTpoiiTe cTaTuueckne NpuBA3KM.

0630p hyHKUMM nHcnekumn ARP-nakeToB

WHcnekunst ARP-NakeToB UCMONb3yeTcs ANS 0TOWUIbTPOBbIBAHUS HECAHKLMOHMPOBaHHbIX MaKeToOB
ARP. 9T0 No3BONSET NpefoTBPaTUTbL MHOMME BUAbI aTak kiacca «man-in-the-middle», Takux kak
onucaHHasl B C/leaytoLeM npuMepe.

PucyHok 162 [pumep: aTaka «Man-in-the-middle»
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[naBa 25 3awuTa ot nogmeHsl IP-agpecos

25.10.2.1

25.10.2.2

25.10.2.3

B naHHOM npumepe kKoMmnbioTep B nbiTaeTcsd yCTaHOBUTL coeAMHeHMe ¢ KoMmnbioTepoM A. KoMnbioTep
X HaxoauTcHa B TOM Xe LWMpoKOoBeLlaTelbHOM IOMEHEe, YTO U KOMNbloTep A, 1 nepexsaTbiBaeT ARP-
3anpoc Ang paspelweHusa agpeca koMmnbototepa A. locne sTtoro kKoMmnbioTep X:

e BblaaeT ceba KoMnbloTepoM A 1 OoTBeUaeT KoMnbioTepy B.

e BbigaeT cebs koMmnbioTepoM B n oTnpaBnseTt coobuweHne KoMmnbloTepy A.

B pe3ynbTaTe CBA3b MeXAY KOMMNbIOTEPOM A U KOMMNbIOTEPOM B MOSTHOCTBLIO OCYLLECTBISETCA Yepes
koMmnbtoTep X. KomnbioTep X MOXeET CYUTbIBATb U U3MEHATb MHPOPMaLUIo, NnepefaBaemMyto Mexay
YKa3aHHbIMW ABYMSA KOMMbOTEPAMMU.

MHcnekuna ARP-naketoB n dunsrpbl MAC-agpecoB

Mpu obHapy>XxeHNnn KOMMYTaTOpPOM HeCaHKLMOHMpOoBaHHOro ARP-nakeTa UM aBTOMaTU4eCKn
coznaetca dunbTp MAC-agpecos, 6nokupytowmin Tpadpumk ot MAC-agpeca n cetn VLAN, OT KOTOPbIX
NOCTYNW/ HECAHKLUMOHNPOBaHHbINM ARP-nakeT. MNepuoa aktnBHocTn dpunbtpa MAC-aapecoB Ha
KOMMYyTaTtope MOXHO HacTpausaTb.

Takne dunbTpbl MAC-aapecoB oTnM4yarTcs oT 06bluHbIX dunbTpoB MAC-aapecoB (cM. . 12 Ha
cTp. 121).

e OHM COXpaHATCSA TONbKO B SHEPro3aBMCMMON NaMsaTU.
e B naMsaTK OHW HaxoAATCAa B Apyron obnactm, He BMecTe € 06bl4HbIMKU dunbTpamn MAC-agpecos.

e OTW PUAbTPbI BUAHBI TOJIbKO Ha 3KpaHaX M B pe3ynbTatax komaHa ARP Inspection v He BUAHbI
Ha 3KpaHax u B pe3dynbTtaTtax koMmaHa MAC Address Filter.

[loBepeHHbIe 1 He 3acnyXuBaloline AoBepusi NOPThI

OyHKUMA nHcnekumn ARP-nakeToB AenUT BCE NMOPThbl HA AOBEPEHHbIE U He 3ac/yXuBatwme
posepus. [laHHas HacTpoliKa He 3aBUCUT OT aHaNIOTMYHOM HaCTPOMKM AOBEPEHHbIX/HE
3acnyXxuBawLWmMx 4OBEpUs NMopToB Ansa dyHKumn otcnexmeaHma DHCP. JononHUTeNnbHO MOXHO
yKasaTb MakcuMasibHyl CKOPOCTb, C KOTOpPOM kKoMMmyTaTop 6yaeT npuHumaTbe ARP-nakeTbl Yepes He
3acnyxuBaroLwme 4oBepus NopThbl.

MakeTbl ARP, npuxoaslme yepes AOBEPEHHbIE MOPTbl, KOMMYTaTOPOM He O0T6pacbiBalOTCS HM MO
Kakon npuynHe.

OT He 3acnyXuBatLmMx 4OBepUst MOPTOB KOMMyTaTop oT6pacbiBaeT ARP-nakeTbl B Cleayowmx
cnyyasx:

. VlH(bOpMaLl,Mﬂ 06 oTtrnpaButene B ARP-nakeTe He coBnagaeT C OfHOW n3 CYLWECTBYOLWNX NMPUBA3OK.

e CKOpOCTb NoCcTynneHus naketos ARP CIMLWLKOM BbiCOKa.

CuctemHbIn XypHan Syslog

Mpwu nepecbinke nnu otbpacbiBaHMn naketos ARP KOMMyTaTOp MOXeT OTnpaBiATb coobLeHus
CUCTEMHOrO XypHana syslog Ha ykasaHHbI cepBep syslog (rn. 40 Ha cTp. 366). B uenax 6onbluen
3P PEKTUBHOCTM KOMMYTATOP MOXET KOHCOMANPOBaTb COOBLLEHNS KOHTPONLHOMO XypHana u
OTNpasiATb UX MNapTUAMMN.

25.10.2.4 Hactpownka nHcnekuum ARP-nakeToB

YT106bI HACTPOUTL Ha KoOMMyTaTope MYHKUMIO nHcnekunn ARP-nakeToB, BbiNonHUTE cnegyowme
OencTBus.
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[maBa 25 3awumTa oT nogmeHsl IP-agpecos

HacTtpoiTe otcnexuBaHne DHCP. CM. pa3a. 25.10.1.4 Ha cTp. 245.

NMpuMeuaHne: PekoMeHAyeTCHa BKAKOUMNTb oTcnexusaHme DHCP kak MMHMMYM 3a OAMH
A€Hb A0 BK/OYEeHUS nHcnekunm ARP-nakeToB, 4Tobbl y KoMMyTaTopa 6b110
[OCTaTOYHO BPEMEHW A/ NOCTpoeHns Tabnnubl NPpMBSA30K.

BkntounTte pyHKUMIO MHcnekunmn ARP-nakeToB B Kaxgon cetn VLAN.

HacTpoiiTe AoBepeHHbIe U He 3acyXXUBatlollmMe A0BEPUS MOPThl, @ TaKXKe YKaKMTe MakCcMMasbHoe
KoNM4yecTso naketos ARP B cekyHay, NMpUHMMAEMOE Yepes Kaxablih U3 NopToB.

PykoBogcTso none3osatens Ansa cepun GS3700 n XGS3700

247



3awmTta oT obpasoBaHuA neTesnb

26.1 O630p dyHKUUM 3aNTbLI OT OOpa3oBaHMA NneTenb

B naHHOM rnaBe onMcaHa HacTpoka Ha KOMMyTaTope MexaHu3Ma 3aluTbl OT 06pa3oBaHus neTesb
Ha rpaHuLUe ceTu.

OYHKUMS 3aWnTbl OT 06pa3oBaHMs neTesib NO3BOSISET HAaCTPOUTb HA KOMMYyTaTOpe OTKJIloYeHne
onpeaeneHHoro nopTta npu obHapyXeHun CuTyaumm, Koraa oTnpassieMblie Yepes 3TOT NOPT NaKeThbI
BO3BpaLlaloTCsa Ha KOMMyTaTop. [Ansa 3awmTbl oT 06pa3oBaHUs neTenb B ONOPHOM CETU MOXHO
MCMob30BaTh NPOTOKO NOKpbiBatowero aepesa (STP), oaHako STP He obecneumBaeT 3awWwmTbl OT
netenb, KOTOPbIE MOrYT BO3HUKHYTb Ha rpaHuLe ceTu.

PucyHok 163 3awwuTa oT 0bpasoBaHus netenb n STP
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JononHUTEeNbHYIO MHGOPMALMIO MOXHO HaWTh B pasa. 26.1.2 Ha cTp. 248.

26.1.1 O yem pacckasbiBaeTcsl B 3TOU rnaBe

C nomouwbto 3kpaHa Loop Guard (pa3a. 26.2 Ha cTp. 250) MOXHO BKIOUYUTb (PYHKLUWMIO 3alWMThl OT
06pa3oBaHMA neTesb Ha KOMMyTaToOpe U onpeAenieHHbIX nopTax.

26.1.2 Y710 HeoOXO0aAMMO 3HATb

®DyHKUMSA 3aWmnThl OT 06pa3oBaHMs NeTesb NpeaHasHadyeHa cneuunanbHo Ana ycTpaHeHus npobnem
Ha rpaHuue cetu. MpobaeMa MOXET BO3HUKHYTb NMpuW NOAKIOUYEHUN MOpPTa K KOMMYTaTopy, Ha
KOTOpoM o6pa3oBanach netns. MNetns o6pasyeTca B pe3yfnbTaTe yesoBeyeckol ownbkm. OHa
BO3HMKAET, KOoraa ABa nopTa KOMMyTaTopa OKasblBaloTCSA COeAMHEHHbIMU OAHUM Kabenem. Mpu
pacchbl/ike KOMMYTAaTOPOM C MNeT/ei WNPOKOBELLATENbHbIX COO6LLEHMIA OHN BO3BpaLlLaloTca Ha
KOMMYTaTOp U MOBTOPHO PETPAHC/ANPYIOTCA CHOBA M CHOBA, Bbi3biBas LMPOKOBELLATENbHbIN LUTOPM.
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maBa 26 3awwmTa oT o6pasoBaHus nNeTernb

Mpy NoaknoYeHnn KoMMmyTaTopa (6€3 NeTnn) K KOMMyTaTopy C NeTnel NpobaeMbl NocnesHero
0TpaXxkaloTcsl Ha NepPBOM CNeAyoLMM 06pa3om:

e OH 6YE,ET NMPpUHUMaTL WNPOKOBeELWaTENIbHbIE COO6LU,EHVIF|, paccblslaeMbleé KOMMYTAaTOpOM C neTnen.

e OH 6ygeT nonyyaTb CO6CTBEHHbIE WIMPOKOBELLATENbHbIE COOOLLEHMS, TaK KaK OHM 6yayT
BO3BpallaTbCa No neTtne K Hemy. ocne 3Ttoro 3Tn coobuweHus 6yayT peTpaHCInMpoBaTbCs
KOMMYTaTopoM MOBTOPHO.

Ha pucyHke HMxe nsobpaxeH nopt N koMMyTaTopa A, NOAK/OUYEHHbIN K KOMMyTaTopy B.
KoMMyTaTop B HaxoaMTcst B COCTOSIHMM NeTnu. Mpu Bbixo[e WMPOKOBELATENbHbIX UK
MHOr0aApecHbIX coobLLeHN 13 nopTa N M UX NOCTYNAeHUN Ha KOMMyTaTop B 3TU cooblUeHUs BHOBb
HanpasnawTca Ha nopT N KoMMyTaTopa A, NMoc/ie UX peTpaHciaLMM KOMMyTaTopoM B.

PucyHok 164 KomMyTaTop C netnemn

®yHKUMS 3aWnTbl OT 06pasoBaHMs NeTeslb NPOBEPSIET, HE MOAK/IIOUEH JIX NOPT C aKTUBUPOBAHHOM
(byHKLMEN K KOMMYTATOPY C NeTnen. [ina 3Toro oHa NepUoAnYEcKM pacchbilaeT NpobHble nakeTbl 1
NpoBepsieT, He BO3BPALLAOTCS I 3TWU NaKeTbl Yepe3 TOT Xe caMblit NopT. Mpu 06HaPYXEHUU TaKoro
CcO6bITUS KOMMYTATOP OTKJ/IIOYAET MOPT, KOTOPLIA MOAK/IOUYEH K KOMMYTaTopy C NeTeN.

Ha pucyHke Huxe nsobpaxeH nopt N koMMyTaTopa A C BKJIIOYEHHON QYHKLMEN 3alnTbl OT
06pa3oBaHUs NeTesb, KOTOPLIM MOCblIaeT NpobHbI NakeT P Ha koMMyTaTop B. Mockosnbky
KoMMyTaTop B HaxoAWTCs B COCTOSIHUM NETNN, NPo6HbIA NakeT P Bo3BpaliaeTcs Ha nopT N
KoMMyTaTopa A. 3aTeM KOMMyTaTop 3akpbiBaeT nopT N, UTo6bl OrpaanTb OCTaNbHY YacTb CETU OT
BJIUSAHWS KOMMYTATOpa, HaXoAsILErocsi B COCTOSAHUWN NEeTN.

PucyHok 165 3awwuTa oT obpasoBaHus netenb — NpobHbIN nakeT

A B

[aHHbIi KOMMyTaTOp Takxe oTktuMT nopT N, ecnm NpobHbIV NakeT BepHeTCs Ha KoMmyTaTop A
yepes ntobon apyron nopt. Apyrumun cnoBamm, pyHKUMS 3aWwmnTbl OT 06pa3oBaHus netenb
3almaeT Takxke oT 06blYHbIX NeTesb B ceTU. Ha NnpuBeAeHHOM HMXKE PUCYHKE MOKasaH npumep C
TpeMsa KoMMyTaTopamu, obpasyrowmnmMmn neTan. Ha pucyHke Takxke nokasaH nyTb Npo6HOro naketa,
oTnpaBaseMoro yHKunen 3awmTbl oT 06pa3oBaHusa netenb. B gaHHOM npuMepe NpobHbIN NakeT
otnpasnsetcsa u3 N v Bo3spallaeTcs Ha apyron nopt. Ecnv Ha nopty N BKAoveHa dyHKUMUS 3almThl
oT obpa3zoBaHusa neTenb, KoMmyTaTop 6yaeTt 3akpbiBaTh MopT N BCSKuii pas, koraa npobHbIn nakeT
BO3BpalLaeTcs Ha KOMMyTaTop.
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maBa 26 3awwuTa oT o6pa3oBaHusi NeTenb

PucyHok 166 3awwuTa oT 06pa3oBaHus neTenb — NeTas B CETH

MpumedaHme: MNocne yctpaHeHus Npobsiembl C NeT/en B CETU OTK/TIOYEHHbIA MOPT MOXHO
CHOBa aKTMBUpPOBaTb Yepe3 web-koHdurypaTtop (cM. pa3a. 8.7 Ha cTp. 72) uauv npu
nomowm koMaHa (cMm. CnpaBo4yHOE pyKOBOACTBO MO nHTepdency KoMaHaHOM
CTPOKM).

26.2 HacTtpowuka 3awmnTbl OT 0Opa3oBaHUA neTesb

YT0o6bl 0TO6pa3nTb NOKa3aHHbIN HMXE 3KpaH, Bbibepute B HaBMraumoHHon naHenn Advanced
Application > Loop Guard.

MpumMeyaHue: OyHKUMA 3aWwmTbl OT 06pa3oBaHmNA NeTenb He MoXeT BbITb BKAKOYEHA Ha
nopTax, ANs KOTOPbIX BK/IKOYEH MPOTOKOA NoKpbiBatowero gepesa (RSTP, MRSTP

nnn MSTP).
PucyHok 167 SkpaH Advanced Application > Loop Guard
[ @) Loop Guard
Active i
Port Active
- O
1 [l
2 [l
3 [l
4 [l
5 [l
fi O
7 O
a O
] [l
10 [l
11 I_ ............
\/ .....
Apply | Cancel |
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naBa 26 3awwmTa oT 06pa3oBaHus NeTernb

Mong skpaHa onucaHbl B CJ'IED,y}OLI.I,Eﬁ Tabnuue.

Ta6bnuua 100 SkpaH Advanced Application > Loop Guard

MNONE

OMNCAHME

Active

YcTaHOBWTE 3TOT NepeksitoyaTesnb, YTo6bl BKIIOUNTL 3alUMTY OT 06pa3oBaHus NeTesb Ha
KOMMyTaTope.

Mpy OTKAOYEHUM NOPTa B pe3ynbTaTe AeUCTBUS DYHKUMM 3alunTbl OT 06pa3oBaHus netenb
KOMMYTaTOp reHepupyeT coobuieHuns syslog, coobeHnsi BHYTPEHHEro KOHTPOSIbHOIO
XXypHana, a Takxe «iosywkmn» SNMP.

Port

B 3TOM nosie oTo6pa)kaeTcss HoMep noprTa.

C noMoLLbo 3TOM CTPOKM MOXHO HacTpOUTb OAHOBPEMEHHO Bce NopTbl. C MOMOLLbIO 3TOM
CTPOKM MOXHO Ha3HauyuTb obLime Ana BCEX MOPTOB HACTPOMKKU, @ 3aTEM BHECTMU
Heob6xoANMble U3MEHEHUSA Ha YPOBHE OTAENILHOrO MopTa.

MpumeyaHne: N3ameHeHnsa B AaHHON CTPOKe cpasy e KOMUPYTCS Ha BCE MOpThI.

Active

YCTaHOBUTE 3TOT NepekstoyaTesb, YTo6bl BKIHOUYNUTb 3alMTy OT 06pa3oBaHus neTesb Ans
AaHHoro nopta. JaHHbli koMMyTaTop 6yfeT oTnpaBnsTe NpobHble NakeTbl Yepes 3TOT NopT
ANS NPOBEpPKU, He MOAK/IOYEH NIN OH K KOMMYyTaTopy C netneil. B cnyyae ob6HapyxeHus
NMOAKIIOYEHUS AAHHOIO NMOPTa K KOMMYTaTopy C NeT/ei AaHHbIA KOMMYTaTOp OTK/IHOYUT STOT
nopT.

CHMMUTE BblaeneHune C nepekntoyaTens, ecim HeobxoauMo OTKIUYUTbL 3TY PYHKUMIO
3alWnTbl OT 06bpasoBaHus NeTesb.

Apply

Haxmunte Apply, 4TO6bl COXpPaHUTb U3MEHEHUS B ONEepaTMBHON NaMaTK KOMMyTaTopa. OTu
HacTporku 6yayT yTepsHbl B Cllyvae BblK/IOYEHMS KOMMyTaTopa uin nepebos B nogave
NUTaHMs, NO3TOMY MO 3aBepLUEHUN HACTPOMKM HEOH6XOAMMO HaXaTb Ha CCblsike Save B
BEPXHEWN HaBUTraLUMOHHOW NaHenu AN COXpPaHEHUS USMEHEHUI B SHEProHE3aBUCUMOW
namsiTu.

Cancel

HaxmMunte Cancel, yTo6bl HayaTb HAaCTPOMKY Ha 3TOM 3KpaHe 3aHOBO.
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27

TyHHenupoBaHMe NPOTOKOSIOB YPOBHSA 2

27.1 O630p TYHHENNPOBAHUSA MPOTOKONOB YPOBHSA 2

B aTol rnaBe onucaH NpoLecc HacTPONKN TYHHENMPOBAHMUSA MPOTOKOJIOB YPOBHS 2 HA KOMMYyTaTope.

TyHHenupoBaHne NpoToOKO0B YpoBHSA 2 (L2PT) ncnonb3yetcs Ha rpaHUYHbIX YCTPOMCTBAX
npoBanaepos yCcnyr.

27.1.1 O yeMm pacckasbiBaeTcsl B 3TOU rnaBe

C nomouwbto akpaHa Layer 2 Protocol Tunnel (pa3a. 27.2 Ha cTp. 253) MOXHO BKJ/IIOUYUTb Ha
KOMMyTaTope TyYHHeNnMpoBaHMe NpPOTOKOJI0B YPOBHS 2 1 ykasaTb MAC-agpec, KOTOpbIi KOMMyTaTop
6ynet ncnonb3oBaTtb A8 UHKAMNCYASUWMM NAKeTOB NPOTOKOJIOB YPOBHSA 2 MOCPeACTBOM 3aMeHbl B HUX
MAC-agpeca Ha3HauyeHwus.

27.1.2 Y10 HeOOXOoAMMO 3HATb

TyHHenupoBaHue NpoToKO0B YpoBHSA 2 (L2PT) ncnonb3yetcs Ha rpaHUYHbIX YCTPOMCTBAX
npoBanaepos yCcnyr.

®dyHKkumMa L2PT no3sonseT rpaHnyHbIM KOMMyTaTopaMm (1 1 2 Ha pUCYHKe HUXe) TYHHeNnpoBaTh
nakeTbl NPOTOKOSI0B YpoBHS 2 STP (Spanning Tree Protocol), CDP (Cisco Discovery Protocol) n VTP
(VLAN Trunking Protocol), umpkynupytowue mexay Kommytatopamm knmenta (A, B 1 C Ha pucyHke
HUXe), NOAK/IIOYEHHbIMW Yepes3 CeTb npoBalaepa ycnyr. [paHUYHbI KOMMYTaTop UHKaNCynmMpyeT
nakeTbl MPOTOKOM0B YPOBHS 2 C NOMOLUbIO onpeaeneHHoro MAC-agpeca nepej TeM, Kak oTnpaBnsaTb
UX yepes ceTb NpoBaraepa ycnyr Ha Apyrue rpaHu4YHbie KOMMYTaTopbl.

PucyHok 168 CeTeBOW cueHapwuii TYHHeIMpOBaHUA NPOTOKOJIOB YPOBHS 2
C:><: (&==3

Cc
CeTb npoaau.qepa ycnyr

STP -/’V
= | CDP e

L\_J

Ecnn B npuBeaeHHOM HuMXe npuMepe BKAUUTb GyHKumMo L2PT anga npotokona STP, KOMMyTaTopsbl
A, B, C n D 6yayT HaxoaAnTbCSA B O4HOM M TOM Xe€ MOKPbIBAKOLWEM AepeBe, HECMOTPS Ha TO, 4YTO
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naBa 27 TyHHenupoBaHWe NPOTOKONOB YPOBHS 2

KOMMyTaTop A He MOAKJIIOYEH HanpsMyto K komMyTaTopam B, C n D. UHdopmMauus 06 n3MeHeHUu
TOMOJIOrMW MOXET PacnpOCTPaHsITLCS Yepe3 CeTb NpoBaiaepa ycayr.

YT06bl 3MYNMpPOBaTbL TOMOMOIMIO TUMA «TOYKa-TOUKa» Mexay ABYMS KOMMyTaTopaMun K/NEHTa,
HaxoASWMMNCS Ha Pa3/INYHbIX naowaakax, Hanpumep, A 1 B, MOXHO BKIIOUYUTb DYHKLNUIO
TYHHEIMPOBaHUS NPOTOKOMIOB Ha rPaHn4YHbIX KoMMyTaTopax 1 1 2 ana npotokosnos PAgP (Port
Aggregation Protocol), LACP nnn UDLD (UniDirectional Link Detection).

PucyHok 169 [lpumep ceTn ¢ ucnonb3osaHuem L2PT

N

STP

o7 —

1 - 2
Cetb npoBawi:li)laf::.):-J

27.1.2.1 Pexxum TYHHenMpoBaHUS NPOTOKOSIOB YPOBHSA 2

Kaxabli MOpT MOXET UCMO/Ib30BaTh ABa pPeXunMa TYHHEeNMpPOBaHMS NPOTOKOIOB YPOBHS 2, Access
(Qoctyn) u Tunnel (TyHHenNb).

e [lopT goctyna Access — 3TO BXOASLNIA NOPT Ha rPaHNYHOM YCTPOMCTBEe nNpoBanaepa ycnyr (1 nam
2 Ha puc. 169 Ha cTp. 253), KOTOpbIN NOAKIIIOYEH K KOMMYTaTOpy knuveHTa (A unu B).
KoMMyTaTOp MHKanCyMpyeT NakeTbl NPOTOKO/Ia YPOBHA 2, MPMHMMaeMble Yepes nNopT A40CTyna, U
rnepecblfiaeT UX Ha TYHHEesIbHble MOPTbI.

e TyHHenbHbIM NopT Tunnel — 3To ncxoAsWMA NOPT HA FPaHMYHOM YCTPOCTBE CETM NpoBanaepa
YyCNyr, KOTOpbI/ NOAKIOYEH K APYrOMY KOMMYyTaTopy npoBsaliaepa ycnyr. Bxoaswume
WMHKanNCy/iMpoBaHHbIe NaKeTbl MPOTOKOMA YPOBHS 2, NMPUHUMaeMble Yepes TYHHEesIbHbIN NopT,
AEeKancynnpytoTcs U NepecbiiatoTcs Ha NopT AoCTyna.

27.2 HacTpouka TYHHenMpoBaHUS NMPOTOKOSIOB YPOBHSA 2

Bbibepute B HaBuraunoHHol naHenn Advanced Application > Layer 2 Protocol Tunneling,
4YTO6bl OTKPbITb 3KpaH, N306paxeHHbIN Ha PUCYHKE HUXE.
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naBa 27 TyHHenMpoBaHWe NPOTOKONOB YPOBHS 2

PucyHok 170 SkpaH Advanced Application > Layer 2 Protocol Tunneling

[ @) | ayer? Protocol Tunne

Active ||
Destination MAC Address oo foo joo oo foo joo
Port CDP 5TP VTP ROl Batn Mode
PAGP LACP UDLD

1

IAccess 'I
IAccess vI
IAccess 'I
IAccess 'i
Access 'I
Access 'I
IAccess vl
IAccess 'I
IAccess 'I
Access 'I
Access 'I
IAccess vi
IAccess 'I

Applyl Cancel |

Mong skpaHa onucaHbl B cnep,yrou.l,eﬁ Tabnuue.

Ta6bnuua 101 DkpaH Advanced Application > Layer 2 Protocol Tunneling

MOnE OMNUCAHUE

Active BbibepuTte 3Ty onumio, ecnu TpebyeTcs BKAOUYNTL TYHHENMPOBaHWE NMPOTOKOI0B YPOBHA 2 Ha
KOMMYyTaTope.

Destination Ykaxute MAC-agpec, KoTopbli KOMMyTaTop 6yAeT Mcnosb3oBaTh A8 MHKaNCcynauum

MAC Address

NakeToB YPOBHS 2 NMyTeM 3aMeHbl B HUX MAC-agpeca HasHayeHus.

MpumeyvaHne: B 3Tom none MoXHO ykasaTb kak ogHoagpecHbln, Tak 1 MAC-agpec
MHoroagpecHow paccbinku. MNpu ncnons3osaHnn MAC-agpeca ogHoagpecHOM
paccChbInKkv yA0CTOBEPLTECH, YTO OH OTCYTCTBYET B Tabnuue agpecos kKOMMyTaTopa B
ceTun nposangepa ycnyr.

MpumeyaHve: Bce rpaHuyHbIe KOMMYTaTOPbI B CETY NpoBaiaepa ycrnyr JOMmkKHbI
UCMNoNb30BaTh ANs UHKAaNcynsuum oguH u 1ot xe MAC-agpec.

Port

B 3TOM nose oTtobpa)kaeTcs HoMep nopra.

C noMoLLbIO 3TOM CTPOKM MOXHO HacTpOUTb OAHOBPEMEHHO BCe NopTbl. C MOMOLLbIO 3TOM
CTPOKM MOXHO Ha3HauyuTb obLime Ansa BCeX MOPTOB HACTPOMKKM, @ 3aTEM BHECTMU
Heo6xoANMble U3MEHEHUSA Ha YPOBHE OTAENIbHOrO MopTa.

MpumeyaHve: ViameHeHVsi B JaHHON CTPOKe Cpasy e KONMPYITCS Ha BCe MopThbl.

CDhP

Mpwn BbIGOPE 3TOM OoNuMM KOMMyTaTop 6yaeT TyHHennposaTb nakeTbl CDP (Cisco Discovery
Protocol) c TeM, yT06bI 06€CneunTb 06HapyxeHne apyrux yctponcts Cisco B ceTu
nposangepa ycnyr.
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Tabnuua 101 SkpaH Advanced Application > Layer 2 Protocol Tunneling (npoaomxeHune)

MOnE OMUCAHUE

STP Mpwn BbIGOpE 3TON onuun KoMMmyTaTop 6yaeT TyHHennposaTtb nakeTbl STP (Spanning Tree
Protocol) c Tem, 4To6bl 06EecneunTbL HopManbHoe YHKLUNMOHMPOBaHME NpoTokona STP B ceTn
nposaraepa ycnyr u BO3MOXHOCTb CO3A4aHUSA NOKPbIBAKOLINX AepPEBbEB HA OCHOBE
MHMOPMaUMN 0 MOCTax U30 BCEX CETEN, IOKANbHbIX N YAANEHHbIX.

VTP Mpwu BbIGOPE OoNuMKM KOMMyTaTop 6yaeT TyHHenmposaTb nakeTbl VTP (VLAN Trunking

Protocol) c Tem, uTobbI BCE KMEHTCKME KOMMYTaTOPbl MOMIM UCMOJIb30BaTb OAMHAKOBYIO
KoHpurypauuto VLAN Bo Bceli ceTn nposaiigepa ycnyr.

Point to Point

KOMMYTaTOp NoAAepXuUBaeT TYHHennpoBaHue npotokonos PAgP (Port Aggregation Protocol),
LACP (Link Aggregation Control Protocol) n UDLD (UniDirectional Link Detection) ans
TOMOJSIOMMM TUMA «TOYKa-TOYKa».

N PAgP, n UDLD aBnsawTCa BHYTPUPUPMEHHbBIMM NPOTOKONaMK KaHanbHOro ypoBHsa Cisco.
PAgP aHanornyeH LACP 1 ucnonb3yeTcs Ass opraHmsaumm aBToOMaTMUYeCcKom JIorM4yeckonm
arperaumun noptoB Ethernet. UDLD cnyxut ans onpegeneHmst husnyeckoro cratyca
coeMHeHUs 1 0bHapy>XXeHWs1 o4HOHanpaB/IeHHbIX KaHasnoB.

PAGP

Mpwu BbIGOpE 3TONM oNumm KoMMyTaTop 6yaeT nepecbinate NnakeTbl PAGP napTHepckum
YCTPOMCTBaM AN aBTOMaTUYECKON yCTaHOBKN COEAMHEHUSA N CO34aHNSA IOrMYECKOomn
arperauuu nopTos.

LACP

Mpwn BbIGOpe 3TOM onuun KoMmyTaTop 6yaeT nepecbinatb nakeTol LACP napTHepckum
yCTPOWCTBaM A5 AMHAMUYECKOro CoO34aHuns rpynmn nopToB W ynpas/ieHUs UMK,

UDLD

Mpw BbIGOPE 3TOM OonuuM KoMMmyTaTop 6yaeT nepecbinatb naketel UDLD Ha nopT
MapTHEPCKOro yCTPOMCTBA, K KOTOPOMY OH MOAKJIIOYEH, AN OTCNEeXMBaHUA GU3NYecKoro
cTaTyca CoefuHeHuUs.

Mode

Mpwn BbIGOpe onumn Access KoMMyTaTop ByAeT MHKanCyMpoBaTh BXOASLLME NaKeTbl
NPOTOKOJIOB YPOBHS 2 N NMepecbiaTb UX Ha TYHHeENbHbIA NopT (unun noptel). Onuuio Access
cneayeT BbIbMpaTh A9 BXOAALWMX NOPTOB Ha rpaHuLe CeTW nposanaepa ycnyr.

MpumeyaHne: Bkniountb TyHHENMpoBaHWe Ansi npoTtokonos ypoBHsA 2 STP, LACP, VTP, CDP,
UDLD n PAGP MOXHO TonbKo Ha nopTax AocTyna.

Onuuto Tunnel cneayeT BbIGMpaTh TONLKO AMS FPAaHUUYHbIX YCTPONCTB CETM NpoBainzepa
ycnyr. B 3TM cnydyae koMMyTaTop ByAeT AeKancynmMpoBaTb MHKAMNCY/IMPOBaHHbIE MNaKeTbI
NMPOTOKOJIOB YPOBHS 2, MOJSIyYEHHbIE Yepe3 TYHHEsIbHbIN NOPT, NyTEM MNOAMEHbI TEKYLLErO
MAC-aapeca HasHauYeHUsl Ha UCXOAHbI U NocneayloLel NX NepecblikM Ha NopT AocTyna.
Ecnn paHHas dyHKUMA He BKIOYEHA Ha NOPTY AOCTyNa, TO NaKeTbl AN 3TUX NPOTOKOM0B
6yanyTt otbpaceiBaTbCS.

Apply

Haxxmute Apply, UTO6blI COXPaHUTb U3MEHEHUSI B OMepaTUBHOM NaMsaTM KOMMyTaTopa. 3Tu
HACTPOWKKN ByayT yTepsHbl B Clly4Yae BbIK/OUYEHMS KOMMyTaTopa unu nepebos B nogade
NUTaHUs, NO3TOMY MO 3aBEpPLIEHUN HACTPONKM HEO6X0AMMO HaxaTb Ha CCbike Save B
BEpXHEeN HaBMIrauMOHHOM NaHenn Ans COXpaHeHUs U3MEHEHWIA B SHEProHe3aBUCMMOM
namsTu.

Cancel

Haxmute Cancel, uTo6bl Ha4aTb HAacCTPOMKY Ha 3TOM 3KpaHe 3aHOBO.
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PPPOE

28.1 O630p npomexyTouHbix areHToB PPPOE

B oToM rnaeBe pacckasbiBaeTcs 0 TOM, KakuM ob6pa3oM KOMMYTaTop NpeaocTaBnsieT cepBepy
TepMnHaumun PPPOE aononHuTenbHyO MHGOPMaLmMio, KOTOPYO TOT MOXET UCNOAb30BaTh A4
naeHTudmnKaummn n ayteHtTudukaumm knnenta PPPoOE.

MpomexyTouHbin areHT PPPoE (PPPoE Intermediate Agent, PPPoE IA) ncnonb3yeTcs B npouecce
B3aMMOAENCTBMSA MexAay cepBepoM U knaneHtamm PPPOE. OH nomoraeT cepsepy PPPoE
MAeHTUONUNPOBaTb U ayTeHTUMOULMPOBaTb KIMEHTOB NyTeM gobasneHns nHgpopmaummn ob
aboHeHTCKOM NNMHUK B nakeTbl 06HapyxeHnsa PPPOE, nocTynawLwme oT KIMEHTOB, B pa3pese
OTAEesNbHbIX MOPTOB M coveTaHui «nopT-ceTb VLAN», nepej TeM, Kak nepecnaTb UX Ha cepsep

PPPoE.

Knuent PPPOE - CepBep PPPoE
MpomexyTouHbin areHT PPPoE ’Q

28.1.1 O yem pacckasbiBaeTcsl B 3TOU rnaBe

e JkpaH PPPOE (pa3a. 28.2 Ha cTp. 259) cnyXuT aAnsa HaCcTpOWMKKM OCHOBHbIX nMapameTtpos PPPoE.
e C nomouwbto 3kpaHa Intermediate Agent (pa3a. 28.3 Ha cTp. 259) MOXHO BK/IHOUYMTb Ha
KOMMYyTaTope NpoMeXyTo4dHbIn areHT PPPOE.

¢ C nomowbto akpaHa PPPoOE IA Per-Port (pa3a. 28.3.1 Ha cTp. 260) MOXHO 3aAaTb COCTOSIHME
OTAEesNbHbIX MOPTOB M HAaCTPOUTb AN HUX Cybonuum NpoMexyTouHbIX areHToB PPPOE.

e C nomouwbto sakpaHa PPPoOE IA Per-Port Per-VLAN (pa3a. 28.3.2 Ha cTp. 262) MOXHO
HacTpOUTb NapaMeTpbl MPOMEXYTOUYHbIX areHToB PPPOE, KOTOpble NPMMEHSIOTCS K onpeaeneHHon

cetn VLAN Ha onpeaeneHHOM nopry.

e C nomouwbto akpaHa PPPoOE IA for VLAN(pa3a. 28.3.3 Ha cTp. 263) MOXHO BK/IHOUYNTb
NMpoMeXyTo4dHbIn areHT PPPoE ans onpenenenHoi cetn VLAN.

28.1.2 Y710 HeoOXOaAMMO 3HATb

O3HakoMbTechb C MHGopMaumeit o npoTokone ARP, KoTopast MOMOXET Npu paboTe C aKpaHaMmu,
OMUCaHHbIMK B 3TOW rnaee.

28.1.2.1 ®opmart TeroB NpomMexyTouHbix areHToB PPPoE

MNpu BKIIOYEHHOM NMPOMEXYTOYHOM areHTe PPPOE komMMyTaTop AobaBnseT Ter ¢ nHdopmaumen ot
npoussoauTens B naketbl PADI (PPPoE Active Discovery Initialization) u PADR (PPPoE Active
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Discovery Request), npuxogsawme oT knaneHToB PPPOE. 3T1oT Ter onucan B RFC 2516 u gns gaHHoM
PYyHKUMN NMeET cneayowmn gopmar.

Ta6bnuua 102 ®opmaTt Tera ¢ nHbopmaumen oT NPon3BOANTENA ANS NPOMEXYTOYHOro areHTa PPPOE
Tag_Type Tag_Len Value il i2
(0x0105)

3HaueHune nong Tag_Type ans Teros ¢ MHGoOpMaumen oT nponssoauTens pasHo 0x0105, kak
ykasaHo B RFC 2516. 3HaueHue nonsa Tag_Len yka3biBaeT Ha AnnHy nonen Value, il ni2.
3HauveHunemM nong Value siBnserca 32-pa3spsgHoe uncno 0x00000DE9, koTopoe cooTBETCTBYET
3anucm IANA «ADSL Forum». Mons il n i2 npeactaBnstoT cobon cybonumnm npoMexyToyHOro areHTa
PPPoE, koTOpble coaepxaT AOMNONHUTENbHYIO MHpopMaunto o knneHte PPPoE.

28.1.2.2 ®opmart cybonuumn

CywectsyeT aBa TMna cybonuuiin: «Agent Circuit ID Sub-option» n «Agent Remote ID Sub-option».
OHun nmMetoT cnepytowme copmaTbl.

Ta6bnuua 103 ®opmat cybonumm PPPoE IA Circuit ID: Ctpoka, BBoAMMasi rnosib3oBaTtenem
Cy6onumns OnnHa 3HaueHune

0x01 N Ctpoka

(1 6anT) (1 6anT) | (63 6aniTa)

Ta6bnuua 104 ®opmat cybonummn PPPoE IA Remote ID
Cy6onumns OnnHa 3HaueHune

0x02 N MAC-agpec nnm ctpoka

(1 6anT) (1 6anT) | (63 6anTa)

3HayeHune 1 B nepsoM none naeHtnduumpyet cybonumio Agent Circuit ID, a 3HaueHne 2 -
cybonumio Agent Remote ID. Cneaytouwee none onpegenseT ANvHy nonsd. JaHHbIA KOMMYTaTop
BocrnipuHumaeT ctpoky Circuit ID, BBeAeHHY0 Bpy4Hyto ansa cetn VLAN Ha AaHHOM nopTy, Kak
3Ha4veHue nepsoro npuoputeTa, a cTpoky Circuit ID, ykasaHHY0 A1 nopTa — Kak 3Ha4YeHue BTOpPOro
npuopuTteTa. Ecnm He ykasaTb HW O4HOW CTPOKWU, OnpeaenseMon nosb3oBaresieM, TO KOMMyTaTop
6ynet nomewatb B cybonumto Agent Remote ID MAC-agpec knmneHta PPPOE.

M'mbkmn cuHtakcuc Circuit ID 3a cyeT ucnonb3oBaHUA CTPOK-MAEHTUPUKATOPOB
M NepeMeHHbIX

Ecnu He yka3saTb cTpoky Circuit ID ans onpeaeneHHon cetn VLAN Ha onpeneneHHoOM NopTy uauv ans
onpegeneHHoro nopta, kommytatop byaet nobaBnsaTe 3agaHHbIe NOfib30BaTENEM CTPOKY-
naeHTndukaTop n nepemMeHHole B cybonumto Agent Circuit ID. B kauecTBe nepeMeHHbIX MOXHO
MCMoNb30BaTh naeHTUGUKaATop croTa kaveHTa PPPoOE, Homep nopTa knmeHTa PPPOE n/vnu
naeHTngukatop cetn VLAN B nakete PPPoE.

B kauecTBe pasgenuntens Ansg CTpok-naeHTUMUKaTopos, MAEHTUPUNKATOPOB CNOTOB, HOMEPOB
nopToB 1 naeHtTugumnkaTopos cet VLAN ID MOXHO MCMOAb30BaTb CUMBON «peLlleTkn» (#),
aBoetouue (;), Touky (.), 3anatyto (,), npaMyto Kocyto vepty (/) n npoben. Cy6onumsa Agent Circuit
ID MoXxeT BbIrMS4eTb, HanpuMep, Tak «kommyTtaTtop/07/0123». DT0 03Ha4yaeT, 4To nakeTbl PPPOE
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npuxoaaT OT knneHTa PPPOE, KOTOpbIN NoakAoveH K NOpTy 7 KOMMyTaTopa un BXoauT B ceTb VLAN

123.

Ta6nuua 105 ®opmat cybonuum PPPOE IA Circuit ID: Nicnonb3oBaHue CTpOK-UAEHTUGHUKATOPOB U
nepeMeHHbIX

Cy6onuus OnvHa 3HayeHune

0x01 N Crtpoka- Paspenn- | Wpentn- | Paspenn- Homep Paspenn- VLAN ID
WAEHTU- Tenb dukartop | Tenb nopta Tenb
dukaTop cnota

(1 6anT) (1 6anTt) | (53 6banTta) | (1 6anT) (1 6ant) | (1 6anT) (2 6anTa) | (1 6anT) (4 6anTa)

CunTtakcuc Circuit ID no ymonyanuto (WT-101)

Ecnn He ykasaTtb cTpoky Circuit ID ans onpegeneHHon cetn VLAN Ha onpeaeneHHOM NOpTy wnuv Ans
onpeaeneHHoro noprta U OTKAKYUTL onuuto rmbkoro cnHtakcmca Circuit ID Ha skpaHe PPPOE >
Intermediate Agent, To koMMyTaTOp 6yAeT aBTOMaTnyecku reHepmposaTb CTpoky Circuit ID B
COOTBETCTBUM C npaBmnamu cuHtakcuca Circuit ID no ymon4aHuio, onmcaHHbIMM B 4OKyMeHTe DSL
Forum Working Text (WT)-101. WaeHTudwmnkaTopoM y3na A0CTyna no yMOSYaHUIO ABASETCS UMS
XOCTa NpoMexXyTo4Horo areHta PPPoOE, noactpoka «eth» o6o3HauvaeT «Ethernet».

Tabnuua 106 dopmaTt cybonuum PPPOE IA Circuit ID: OnucaH B gokymeHTe WT-101

Cy6onuus  [OnnHa 3HayeHune

0x01 N noeHtn- | Tun eth Tun napeHtu- |/ Homep VLAN ID
(dUKaATOP | @HTEHHbI aHTeHHb! | (hukaTop nopta
y3na cnoTta
AocTtyna

(1 6anT) (1 6anT) | (20 6anT) | (1 6anT) | (3 6anTa) | (1 6anT) | (1 6anT) | (1 6anT) | (2 banTa) | (1 6awnT) | (4 6anTa)

28.1.2.3 CocTosiHMe nopTa

MpomMexyTouHbln areHT PPPOE aenuTt BCe NOPThl HA AOBEPEHHbIE U HE 3acNyXMBalLwWme OBEPUS.
[JaHHasa HacTponKa He 3aBMCUT OT aHaJIorMYHOM HACTPOMKN AOBEPEHHbIX/HE 3aciy>XXMBaKLWMX
Aosepus noptoB Ansa pyHKumm otcnexusannsa DHCP nnn nHcnekumn ARP-naketos. CylwecTsyeT
BO3MOXHOCTb YKa3aTb cybonuumn arenta (circuit ID n remote ID), koTopble kOMMyTaTOp 6yaeT
pobaenate B naketbl PADI n PADR, npuxogsauwme ot knneHtos PPPoE.

JloBepeHHble MopTbl NoakntoYyatoTca K cepsepam PPPoE.

e Ecnun cepBep PPPoE nockinaet naket PADO (PPPoE Active Discovery Offer), PADS (PPPoE Active
Discovery Session-confirmation) nnn PADT (PPPoE Active Discovery Terminate), n oH npuxoaut
Ha AOBEPEHHbIN NOPT, TO KOMMYTATOP NepechbisiaeT ero Ha BCe OCTajibHble MOPThI.

e Ecnn naket PADI nnn PADR npuxoauTt oT knneHta PPPOE Ha noBepeHHbIn NOpT, TO KOMMyTaTop
NepechbIIaeT €ro Ha Apyrne AOBEPEHHbIE NOPThI.

MpuMmeyaHme: Ecnm BKIKOUYNTL MPOMEXYTOUYHbIN areHT PPPOE 1 He onpeaennTb HU O4HOTO
[OBepeHHOro noprta, kommyTtatop 6yaet orbpacbiBaTb BCe NakeTbl 06HApYyXeHus
PPPOE.

He 3acnyxuBatome aosBepus nopThl NoAKKOYaOTCS K aboHeHTaM.
e Ecnn naket PADI, PADR vnu PADT npuxoanT oT knaneHTa PPPoOE Ha He 3acnyxuBaloLwwnii 4oBepUs

nopT, TO KOMMyTaTop A06aBNAET K HeEMY Ter ¢ MHdopMaLnel OT NPON3BOANTENS, a 3aTeEM
nepecbinaeT NakeT Ha AOBEPEHHbIE MopThI.
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e koMmMmyTaTop otbpacbkiBaeT nakeTol PADO u PADS, npuwealne ot cepsepa PPPOE Ha He
3acnyxuBatowmii JoBepus nopr.

28.2 JkpaH PPPoE

C NoMolLLbiO 3TOr0 3KpaHa MOXHO HACTPOUTb NapaMeTpbl MPOMEXYTOUHOro areHTa PPPOE Ha
KOMMyTaTope.

Bbibepute B HaBuraunoHHol naHenn Advanced Application > PPPoOE, 4Tto6bl OTKpbITb 3KpaH,
M306paxeHHbI Ha pucyHke Huxe. MepenanTte no ccoinke Click Here, 4To6bl OTKPbLITL 3KpaH
Intermediate Agent.

PucyHok 171 SkpaH Advanced Application > PPPoE Intermediate Agent

Intermediate Agent Click here

28.3 JkpaH PPPoE Intermediate Agent

C NOMOLLbIO 3TOr0 3KpPaHa MOXHO HACTPOUTb MeXaHM3M NpefoCcTaBieHNss KOMMYTaTOpoM
ponosiHuTenbHon nHdopmaunm 06 aboHeHTax cepBepy TepMmnHaumm PPoOE, koTopyto nocneaHui
MOXXET MCMONIb30BaTb AN MAEHTUdMKaAUNM N ayTeHTUdUKauum knmeHTos PPPOE.

Bbibepute B HaBuraumoHHon naHenn Advanced Application > PPPoE > Intermediate Agent,
4YTO6bl OTKPbITb 3KpaH, N306paxeHHbIN Ha PUCYHKE HUXE.

PucyHok 172 SkpaH Advanced Application > PPPoE > Intermediate Agent

| @) Intermediate Agent Port VLAN PPPoE
Active ]
access-node-identifier GS2210
circuit-id
Active

identifier-string

option sval
delimiter ! E

| Apply | | Cancel |
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Mong skpaHa onucaHbl B CJ'IED,y}OLI.I,Eﬁ Tabnuue.

Ta6bnuua 107 >SkpaH Advanced Application > PPPoE > Intermediate Agent

MNONE

OMNCAHME

Active

BbibepuTte 3Ty onumio, YTobbl BKIOYMUTL NPOMEXYTOUYHbIM areHT PPPOE Ha koMMyTaTop B
LLesioM.

access-node-
identifier

BBeauTe cTpoky, coctosuyto He 6onee yem ns 20 ASCII-cMMBONOB, AN MAeHTUdUKaUUn
npoMeXyTo4Horo areHTa PPPoE. CTpoka Takxe MOXeT coaep)aTtb aeduckl (-) n npobensl.
Mo ymonuaHuio B KayecTBe naeHTudmrkaTopa Bbibnupaercsa MMsa xocta KOMMyTaTopa.

circuit-id

B aTOM pa3sgene MoXxHO ykasaTtb cogepxumoe nons Circuit ID B naketax PADI n PADR.

3HayeHwue Circuit ID, ykazaHHOe AJ/1s1 KOHKPETHOro nopta unam ans KoHkpeTHol cetn VLAN Ha
onpeneneHHoM NopTy, UMeeT NMpUOpUTET Nepes 3TUM 3HAYEHUEM.

3Hauenue Circuit ID, ykaszaHHoe Ana KOHKpeTHoro nopTa (Ha skpaHe Advanced
Application > PPPoE > Intermediate Agent > Port) nnu gna konkpetHon cetn VLAN Ha
onpeaeneHHoMm nopty (Ha akpaHe Advanced Application > PPPoE > Intermediate
Agent > Port > VLAN) vimMeeT npuopuTeT nepea 3TuM 3HavyeHmeM. Takum obpasom, ecnum
npeanonaraeTca HacTpouTb napameTpsbl PPPOE IA Per-Port unu Per-Port Per-VLAN, 3T nonsa
HY>XHO OCTaBMTb NYCTbIMW W 3a4aTb HAaCTPOWMKM circuit-id n remote-id Ha akpaHe Per-Port nnu
Per-Port Per-VLAN.

Active

Mpwu BbIGOPE 3TON OnuuM KoMmMmyTaTop 6yaeT Ao6aBNATb CTPOKY-UAEHTUdUKATOP,
3ajaBaeMylo Nonb3oBaTeneM, U NepemeHHble (yKkasaHHble B none option) B naketbl PADI
nnn PADR, npuxogsiwue oT KineHtos PPPOE.

Ecnu He BbIGUpaTb AaHHY ONUMIO U HE HacTpouTb Kakon-nnbo ctpoku Circuit ID (npwm
NMOMOLLM KOMaHA MHTepdelica KOMaHAHOM CTPOKKU) Ha KOMMyTaTope, TO KoMMyTaTop 6yaet
MCNonb30BaTb CTPOKY, YKa3aHHyto B nosne access-node-identifier.

identifier-
string

YKaxuTe CTpoKy, KoTopyt komMmyTaTop 6yaeT aobasnatb B cybonuuto Agent Circuit ID.
MpumeyaHne moxeT coaepxatb A0 53 ASCII-cumBonoB. B 3TOM Nosie MOXHO MCMO/b30BaTb
npobensl.

option

BbibepuTe nepemeHHble, KOTOpble KOMMyTaTop 6yAeT reHepupoBaTb U A06aBNATbL B
cyb6onuwnio Agent Circuit ID. insa Bbibopa AOCTYNHbI Cneayolme BapuaHTbl NEPEMEHHbIX: SP,
SV, PV 1 SPV, KOTOPbIE OMUCBLIBAKOT COYETaHUS «COT-nopT», «cnoT-ceTb VLAN>», «nopT-ceTb
VLAN» n «cnot-nopt-ceTb VLAN>» COOTBETCTBEHHO. B KauyecTBe 3HayeHus c/ioTa KOMMyTaTop
nobasnget Honb B nakeTbl PADI 1 PADR.

delimiter

BbibepuTe paszgenutenn, KOTOpbI 6yAeT OTAENATb CTPOKY-NAEHTUdUKATOP, naeHTuduKaTop
cnota, Homep nopTta u/mnn naeHtndukatop cetm VLAN apyr oT gpyra. B kauectse
pasgenuTens MOXXHO UCMOb30BaTb CUMBOJ «pelueTka» (#), TOUKy € 3anaTon (;), Touky (.),
3anatyto (,), npsMyto kocyto yepty (/) nnu npoben.

Apply

Haxmute Apply, 4TO6bl COXPaHUTL U3MEHEHMS B ONepaTUBHON NaMaTU KOMMyTaTopa. 3Tu
HaCTPOMKKN ByAyT yTepsiHbl B C/lydae BbIK/IOYEHUS KOMMyTaTopa unun nepebos B nogade
NUTaHWs, NO3TOMY MO 3aBepLUEHNN HAaCTPOMKM HEO6X0AMMO HaXaTb Ha CCbiiKke Save B
BEPXHEW HaBMrauMOHHOW NaHesnu Ans COXpaHEHUS U3MEHEHU B SHeProHe3aBMCUMONn
namaTu.

Cancel

Haxmnte Cancel, 4To6bl HaYaTb HAaCTPOMKY Ha 3TOM 3KPaHe 3aHOBO.

28.3.1 9OkpaH PPPoE IA Per-Port

C nomoLbio 3TOro aKpaHa MOXHO Bbl6paTb AOBEPEHHbIE N HE 3acNyXMBatowmne AoBePUsS NOPThbl U
yKasaTb, YTO KOMMYTaTop A0J/IXeH A06aBNATb AONOSHUTENbHYO MH(OPMaUUIo B NaKeTbl
obHapyxeHus PPPoE, noctynawwme oT kameHToB PPPOE Ha onpeaeneHHble NOpThl.

MpuMeuaHmne: koMmyTaTop 6yaeT oTbpackiBaTh BCce nakeTbl PPPOE, ecnn oTKNOUMTL
MPOMEXYTO4HbIM areHT PPPOE Ha KOMMyTaTOpe 1M He onpeaennTb HWU OAHOro
JOBepeHHoro rnopTa.
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MNepenaunte no ccoinke Port Ha akpaHe Intermediate Agent, uTo6bl OTKPBITL 3KpaH,
n306paxKeHHbIN Ha PUCYHKE HUXe.

PucyHok 173 DkpaH Advanced Application > PPPoE > Intermediate Agent > Port

[ @) Port ] VLAN Intermediate Agent
Port Server Trusted State Circuit-id Remote-id
* Untrusted -
1 Untrusted -
2 Untrusted -

W

47 Untrusted -
43 Untrusted -
49 Untrusted -
50 Untrusted -

Apply || Cancel

Mons akpaHa onucaHbl B creayrowen Tabnuue.

Ta6bnuua 108 >SkpaH Advanced Application > PPPoE > Intermediate Agent > Port

MONE OMNMUCAHUE

Port B aToM none otobpaxaeTca HoMep nopra.

* C NOMOLLbIO 3TOM CTPOKU MOXHO HaCTPOUTb OAHOBPEMEHHO BCe NopTbl. C MOMOLLbIO 3TON

CTPOKM MOXHO Ha3HauyuTb obLime Ana BCEX MOPTOB HACTPOMKKU, @ 3aTEM BHECTMU
Heo6xoANMble U3MEHEHMSA Ha YPOBHE OTAENILHOrO MopTa.

MN3MeHeHMa B aHHOW CTPOKE cpasy Xe KOMUPYHTCS Ha BCe MOpThbI.

Server Trusted | BeibepuTte, 6yaeT nu AaHHbIM NOPT cumTaTbCcs AoBepeHHbIM (Trusted) vnu He
State 3acnyxuBatowmm gosepus (Untrusted).

KOMMYTAToOp nepecbinaeT ero Ha gpyrme 4oBepPeHHbIE NOPThI.

3aTeEM nepecbllaeT NakeT Ha AOBEPEHHbIE MOPThI.

3acnyXuBaKLWwnii JoBepusl NopT.

[loBepeHHbIMU ABNAIOTCS NOPTbl KacKaanmpoBaHUs, NOAKNKOYEHHbIe K cepBepaM PPPoE.

Ecnu cepsep PPPoE nockinaet naket PADO (PPPoE Active Discovery Offer), PADS (PPPoE
Active Discovery Session-confirmation) nnn PADT (PPPoE Active Discovery Terminate), 1 oH
NPUXOAUT Ha LOBEPEHHbIN NMOPT, TO KOMMYyTaTOp NepecbllaeT ero Ha BCe OCTasibHble NOPThI.

Ecnu naket PADI nnu PADR npuxoauT oT knneHTa PPPOE Ha noBepeHHbIN NopT, TO
He 3acnyxuBatowmmm 4OBEpUS SBNASIOTCS NCXOASLWME NOPThl, NOAKIOYEHHbIE K aboHeHTaM.
Ecnn naket PADI, PADR unu PADT npuxoauT oT knneHTa PPPOE Ha He 3acnyxuBamooLmin

AOBEPUsSi NOPT, TO KOMMyTaTop A06aBnseT K HEMY Ter ¢ MHdopMaumel oT NpoM3BOAUTENS, a

KoMMyTaTop oTbpackiBaeT nakeTtbl PADO n PADS, npuwepwmne ot cepsepa PPPOE Ha He

Circuit-id BBeauTe CTpoKy, cocToswyto He 6onee yeM u3 63 ASCII-cMMBOIOB, KOTOPbIE KOMMYTaTop

3TOM NopTy. B 3TOM nose MOXHO MCMO/Ib30BaTb Npobensbl.

HauBbICLLININ NPUOPUTET.

nobasnset B cybonuumio Agent Circuit ID ans naketos o6HapyxeHus PPPOE, nonyyeHHbIX Ha

Ctpoka Circuit, 3agaHHas ans onpeaeneHHon cetu VLAN Ha onpeaeneHHoM nopTy (Ha
skpaHe Advanced Application > PPPoE > Intermediate Agent > Port > VLAN), nmeet

PykosogcTso none3osatens Ansa cepun GS3700 n XGS3700

261



maBa 28 PPPoE

Ta6nuua 108 DkpaH Advanced Application > PPPoE > Intermediate Agent > Port (npogomxeHune)

MNOJE

OMNCAHUE

Remote-id

BBeauTe CcTpoKy, cocToswyto He 6onee yeM u3 63 ASCII-cMMBOI0B, KOTOPbIE KOMMYyTaTop
nobasnset B cybonumio Agent Remote ID ana naketoB o6HapyxeHus PPPOE, nony4eHHbIX
Ha 3TOM NopTy. B 3TOM none MOXHO McnonbL3oBaTb Npobensbl.

Ecnu He ykasaTb CTpOKy 3aeck unn B nosnie Remote-id ana onpeaenenHon cetn VLAN Ha
onpeneneHHoM NopTy, To KOMMyTaTop byaeT aBToMaTuyeckn ncrnonb3losatb MAC-agpec
knneHTa PPPoE.

Crtpoka Remote ID, 3agaHHas ans onpeneneHHol cetn VLAN Ha onpeneneHHoOM nopTy (Ha
skpaHe Advanced Application > PPPoE > Intermediate Agent > Port > VLAN), nmeet
HauBbICLLNIN NpUopuTeT.

Apply

Haxmute Apply, uTo6bl COXpaHUTb U3MEHEHUSI B OMEPaTUBHOM NaMsTK KOMMyTaTopa. ITu
HaCTpOWKKN ByayT yTepsiHbl B CllyYae BbIK/IlOYEHMS KOMMyTaTopa unu nepe6os B nogade
NUTaHWs, NO3TOMY MO 3aBEPLUEHUM HACTPOMKM HEO6XOAMMO HaxaTb Ha CCblike Save B
BEPXHEN HaBUraLMOHHOW MaHenu Ansi COXpaHeHWUsl U3MEHEHUIT B SHEProHe3aBUCUMON
namsaTu.

Cancel

Haxmunte Cancel, 4To6bl HaYaTb HAaCTPOMKY Ha 3TOM 3KpaHe 3aHOBO.

28.3.2 JkpaH PPPoOE IA Per-Port Per-VLAN

C noMOLLbIO 3TOro 3KpaHa MOXHO 3a4aTb HACTPOMKM NpoMexXyTo4vHoro areHta PPPOE, koTopbie
6yayT npuMeHATbCA K onpegeneHHon cetu VLAN Ha onpeaeneHHOM nopTy.

Mepenante no ccoinke VLAN Ha skpaHe Intermediate Agent > Port, 4to6bl OTKPbITL 3KpaH,
M306paxeHHbI Ha PUCYHKE HUXKe.

PucyHok 174 DkpaH Advanced Application > PPPoE > Intermediate Agent > Port > VLAN

Port: 0

VID

L @ VLAN Port
Show Port Port
Show VLAN Start VID End VID

Apply

Circuit-id Remote-id

Apply || Cancel

Mons akpaHa onucaHbl B creayrowen Tabnuue.

Ta6bnuua 109 SkpaH Advanced Application > PPPoE > Intermediate Agent > Port > VLAN

MOnE OMNUCAHUE

Show Port BBeante Homep nopTa, YTobbl BbIBECTU Ha 3KPaH HAaCTPOMKN MPOMEXYTOYHOro areHTta PPPoE
05 ykasaHHbIx ceTert VLAN Ha AaHHOM MmopTy.

Show VLAN B paHHOM pasgene MOXHO BblbpaTb cetn VLAN, AN HacTpoOMKM napaMeTpoB KOTOPbIX
CNYXWT pasgen Huxe.
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Ta6nuua 109 DkpaH Advanced Application > PPPoE > Intermediate Agent > Port > VLAN

MNOJE

OMNCAHUE

Start VID

YKaxuTe HauMeHblnn N3 gnanasoHa naeHtudunkatopos cetelr VLAN, HacTporiKy KOTOpbIX
Heo6XxoANMO NPOU3BECTU B pa3sfene Huxe.

End VID

YkaxuTte Hanbonblmini n3 agnanasoHa naeHTugunkaTopos ceteit VLAN, HaCTponKy KOTOpbIX
Heo6XxoANMO NPOM3BECTM B pa3aene Huxe.

Apply

Haxmute Apply, 4tobbl 0To6pasnTb cetn VLAN 13 ykasaHHOro guManasoHa B pa3saene Huxe.

Port

370 none otobpaxaeT HOMep NopTa, YKa3aHHbIN Bblle.

VID

B naHHOM none oTobpaxatotcs naeHtTudmkatopbl VLAN ID kaxaoi us ceteit VLAN um3
Bbl6paHHOro Bbiwe AnanasoHa. Mpu HacTpovike VLAN-ceTu * 3Tn HaCTpOMKM NPUMEHSAIOTCA
Ko BceM ceTam VLAN.

C NOMOLLbIO 3TOM CTPOKM MOXHO NMPUMEHNTb HAaCTPOMKN OAHOBPEMEHHO KO BCceM ceTsiM VLAN.
MpumeHnTe 0bwme ans Bcex cetert VLAN HacTpoKM C MOMOLLbIO 3TOW CTPOKU, @ 3aTeM
BHECUTE Heo6X0aMMble KOPPEKTUPOBKN Ha YPOBHE oTAeNbHbIX ceTeint VLAN.

MN3mMeHeHus B 4aHHOM CTpoKe cpa3y e konupytotcs Bo Bce cetu VLAN.

Circuit-id

BBeauTe CcTpoKy, coctoswyto He 6onee yeM u3 63 ASCII-cMMBOI0B, KOTOPbIE KOMMYTaTop
nobasnsiet B cybonumio Agent Circuit ID ana naHHow cetn VLAN Ha yka3aHHOM nopTy. B
3TOM MoJle MOXHO MCMNob30BaTb Npobensbl.

3Hauenue Circuit ID, ykaszaHHOe B 9TOM MoJfie, MMEET HauBbICLUUI NPUOPUTET.

Remote-id

BBeauTe cTpoky, coctosuyto He 6onee yem ns 63 ASCII-cMMBONIOB, KOTOpble KOMMYTaTOpP
pnobasnset B cybonunto Agent Remote ID gns gaHHol cetn VLAN Ha yka3aHHOM nopTy. B
3TOM MoJie MOXHO MCMonb30oBaTb npobensl.

Ecnn He ykasaTb CTpoOKy 34ecb unu B none Remote-id ana onpeseneHHoro noprta, To
KoMMyTaTop 6yaeT aBToMaTM4eckn ucnonb3oBatb MAC-agpec knmeHTa PPPOE.

3HayeHne Remote ID, ykasaHHOE B 3TOM MoOJSie, UMEET HaMBbICLIWIA MPUOPUTET.

Apply

Haxmute Apply, 4TO6bl COXPaHUTL U3MEHEHMS B ONepaTUBHON NaMaTKU KOMMyTaTopa. 3Tu
HaCTPOMKKN ByAyT yTepsiHbl B C/ly4ae BbIK/IOYEHUS KOMMyTaTopa unun nepebos B nogade
NUTaHWs, NO3TOMY MO 3aBepLUEHNN HAaCTPOMKM HEO6XOAMMO HaXaTb Ha CCbiiKke Save B
BEPXHEW HaBMrauMOHHOW NaHesnu Ans COXpaHeHUS U3MEHEHU B SHeproHe3aBMCMOomn
namaTu.

Cancel

Haxxmnte Cancel, 4Tobbl Ha4yaTb HAaCTPOMKY Ha 3TOM 3KpaHe 3aHOBO.

28.3.3 MpomexyTouHbin areHT PPPoE ana cetu VLAN

C NoMOLLbI0 3TOr0 3KpPaHa MOXHO BKJIIOYMTb NPOMEXYTO4YHOro areHta PPPOE ans onpeaeneHHon
cetn VLAN, a Takxe yKasaTb, A0JIXXEH 1M KOMMyTaTop npucoeanHatb ctpoky Circuit ID n/nnm
cTpoky Remote ID k nakeTaM o6Hapy»xeHus PPPoE, npuxoaswmnm us onpeaeneHHon cetn VLAN.

Nepengute no ccoiike VLAN Ha akpaHe Intermediate Agent, utobbl OTKPbITL 3KpaH,
M306paXxXeHHbI Ha pPUCYHKE HUXe.
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PucyHok 175 DkpaH Advanced Application > PPPoE > Intermediate Agent > VLAN

L @) VLAN Intermediate Agent
Show VLAN Start VID End VID
Apply
VID Enabled Circuit-id Remote-id
Mo - ] [
Apply | [ Cancel |

Mong skpaHa onucaHbl B CJ'IED,y}OLI.I,Eﬁ Tabnuue.

Tabnuua 110 SkpaH Advanced Application > PPPoE > Intermediate Agent > VLAN

MNONE

OMNCAHME

Show VLAN

B naHHOM pa3zene MoXHo BbibpaTb ceTn VLAN, Ans HacTpoOMKK napaMeTpoB KOTOPbIX
CNYXXWUT pasges HUxe.

Start VID

YKaxuTe HauMeHblNn N3 ananasoHa naeHtudukatopos cetelr VLAN, HacTpoliky KOTOpbIX
Heo6X0ANMO NPOM3BECTU B pasfesne HUXe.

End VID

YkaxuTte Hanbonbwnin n3 gnanasoHa naeHtudunkatopos cetelrn VLAN, HacTponKy KOTOpbIX
Heob6x0ANMO MPOM3BECTM B pasfene HUxXe.

Apply

Haxxmnte Apply, 4To6bl 0TO6pasnTb ceTn VLAN 13 ykasaHHOro gMana3soHa B pa3jesie HUXe.

VID

B naHHOM none otobpaxatotcs naeHtudmkatopbl VLAN ID kaxaoi us ceteit VLAN um3
Bbl6paHHOro Bbiwe AnanasoHa. Mpu HacTpovike VLAN-ceTu * 3Tn HaCcTpOMKM NPUMEHSAIOTCA
Ko BceM cetam VLAN.

C NOMOLLbIO 3TOM CTPOKM MOXHO NPUMEHUTb HAaCTPOMKM OAHOBPEMEHHO KO BceM ceTsM VLAN.
MpumeHnTe 0bwme ans Bcex cetert VLAN HacTpoKM C MOMOLLbIO 3TOW CTPOKU, @ 3aTeM
BHECMTe HeobxoaMMble KOPPEKTUPOBKM Ha YPOBHE OTAeNbHbIX ceTen VLAN.

M3MeHeHMs1 B AaHHOW CTpOKe cpa3y Xe Konupytotcs Bo Bce cetu VLAN.

Enabled

BbibepuTte 3Ty onuuto, 4Tobbl BKIOUYNTL NPOMEXYTOYHOro areHta PPPOE B onpeneneHHon
ceTtu VLAN.

Circuit-id

BbibepuTte 3Ty onumio, 4To NpuMeHuTb HacTponku Circuit ID k onpeneneHHon cetn VLAN.

Remote-id

BbibepuTe 3Ty onuuto, YTo NPUMEHUTb HacTpolikn Remote ID k onpeaeneHHon cetn VLAN.

Apply

Haxxmute Apply, UTO6bI COXpaHUTbL U3MEHEHUSI B ONEepaTUBHON NaMsaTM KOMMyTaTopa. 3Tu
HaCTpoWKu 6yayT yTepsiHbl B C/llydae BblKJIlOUEHMS KOMMyTaTopa unu nepe6osi B nogave
NUTaHWsi, NO3TOMY MO 3aBepLUEHUN HACTPONKM Heo6X0AMMO HaxaTb Ha ccbiike Save B
BEpXHEeN HaBUTrauMOHHOM NaHenn Ans COXpaHeHUs U3MEHEHWI B SHEPrOHE3aBUCUMMOM
namsitu.

Cancel

Haxmute Cancel, uTo6bl Ha4aTb HAaCTPOIMKY Ha 3TOM 3KpaHe 3aHOBO.
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OTKN4YeHue oWnboK

29.1 O630p PYHKLUUN OTKNHOYEHNA OLLNOOK

B oToM rnaBe pacckasblBaeTCcs O TOM, KaK HAaCTpOUTb OrpaHMYeHne CKOPOCTU ANs ynpaBneHus
rnakeTamu Ha ornpeaesieHHOM MopTy U ONpeAenuTb AeNCTBUSA, KOTOPble KOMMYTaTOp AOJ/IKEH
BbINOJIHATL Ha onpeaesieHHOM NMopTy Npu obHapyXeHUW 3apaHee onncaHHoM ownbku (Hanpumep,
OTKJ/IOUYUTL MOPT UM OCTAHOBUTbL OTNpPaBKy nakeTos). KpoMe Toro, 3a4ecb NokasaHo, Kak HaCTpouTb
aBTOMaTMUYeCKUI OTKAT AENCTBMSA Ha KOMMYTaTope Noc/e NCHE3HOBEHUS OWNOKN.

29.1.1 O yem paccka3blBaeTcs B 3TOM rnaBe

e C nomouwbto akpaHa Errdisable Status (pasa. 29.2 Ha cTp. 265) MOXHO yBMaeTb, 6b11m nn
obHapy>XeHbl KOMMYTaTOPOM KOHTPOJIbHblE NaKeTbl, MPEBbICUBLUME OrpaHNYEHNEe CKOPOCTH,
YCTaHOBMEHHOE ANl AaHHOMO NOpTa, @ TakXe 03HaKOMUTbLCS C CONYTCTBYHOLWEN MHGOopMaLmen.

e C nomouwbto akpaHa CPU Protection (pa3a. 29.3 Ha cTp. 267) MOXHO YCTaHOBUTb MakCMMasbHO
A0MyCTUMOE YMCNO KOHTPONbHbIX naketos (ARP, BPDU n/unu IGMP), KOTOpble KOMMYTaTOp MOXeT
NMPUHATbL UK NepeaaTb Yepe3 onpeaeneHHbI nopr.

e C nomouwbto akpaHa Errdisable Detect (pa3a. 29.4 Ha cTp. 268) MOXHO BK/THOUYUTb PEXUM
0bHapy>XeHnss KOMMYTaTOPOM KOHTPO/bHbIX naketoB (Errdisable Detect), npeBbiwatowmx
OrpaHWYeHne CKOpPOCTHN, YCTaHOBIEHHOE A1 AaHHOro NnopTa, U BbibpaTb AeNCTBUE, KOTOpOe
Heobx0AMMO BbINOMHUTL B C/llydae NpeBbIWEHUS AOMYCTUMOM CKOPOCTH.

¢ C nomouwbtlo akpaHa Errdisable Recovery (pasa. 29.5 Ha cTp. 269) MOXHO YCTaHOBUTb Ha
KOMMYTaTOpe peXuM aBTOMaTUUYECKOro oTkaTa AENCTBUSA Npu ncdyeaHoBeHun ownbkun (Errdisable
Recovery).

C NOMOLLbIO 3TOr0 3KpaHa MOXHO U3MEHUTb HAaCTPOMKMU, CBA3A@HHbIE C OTK/II0OYEeHMEM oWKnbOoK.
Bbibepute B HaBuraumoHHon naHenn Advanced Application > Errdisable, 4tTo6bl OTKpbITL 3KpaH,
M306paxeHHbI HUXe.

PucyHok 176 SkpaH Advanced Application > Errdisable
@) Errdisable J

Errdisable Status Click here
CPU protection Click here
Errdisable Detect Click here
Errdisable Recovery Click here

29.2 3kpaH Error-Disable Status

C noMoLLbio 3TOro 3KpaHa MOXHO onpeaenuTb, 6bi1n n 06HapyXeHbl KOMMYTAaTOPOM KOHTPOJIbHbIE
nakeTbl, MPEeBbICUBLUNE OrPaHUYEHMNE CKOPOCTHN, YCTAHOB/IEHHOE A/ AAaHHOro NopTa, a Takxe
03HaKOMUTbLCH C ConyTCTBYIoWeN nHpopmaumen. Nepenagmte no ccoinke Click here psagom ¢
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Haanucelo Errdisable Status Ha skpaHe Advanced Application > Errdisable, 4to6bl 0TKpbITE
3KpaH, N306paxeHHbIN Ha PUCYHKE HUXe.

PucyHok 177 DkpaH Advanced Application > Errdisable > Errdisable Status

@) Errdisable Status ] Errdisable
Inactive-reason mode reset :
Port List Cause ARP [¥]
Errdisable Status :
) Recove
Port Cause Active Mode Rate Status Time Left ::ecs] Total Dropped
ARP MO inactive-port 0 Forwarding - -
BFDL MO inactive-port ] Forwarding - -
IGMP MO inactive-port 0 Forwarding - -
Loop Guard MO inactive-port - Forwarding - -
ARP MO inactive-port ] Forwarding - -
BFDU MO inactive-port 0 Forwarding - -
IGMP MO inactive-port ] Forwarding - -
Loop Guard MO inactive-port - Forwarding - -
ARP MO inactive-port 0 Forwarding - -
BFDL MO inactive-port ] Forwarding - -
IGMP MO inactive-port 0 Forwarding - -
Loop Guard MO inactive-port - Forwarding - -
ARP MO inactive-port ] Forwarding - -
BFDU MO inactive-port 0 Forwarding - -
IGMP MO inactive-port ] Forwarding - -
Loop Guard MO inactive-port - Forwarding - -
\/\/\/\/\/\/\/\/\/
\/\/\/\/\/\/\/\/\/

Mons akpaHa onucaHbl B crieayrowlen Tabnuue.

Ta6bnuua 111 3DkpaH Advanced Application > Errdisable > Errdisable Status

NMOnE OMNMUCAHUE
Inactive-reason
mode reset
Port List YKkaxuTe nopTbl (pa3aeneHHble 3anaToi), AN KOTopbiX HeobxoamMmo cbpocuTb cTaTyc
Inactive Reason.
Cause BbibepuTte npuumnHy pexmma Inactive Reason, KOTopbli HE06Xx0AMMO COPOCUTD.
Reset HaxmMunte kHonky Reset, uTob6bl BKAOUNTL pexnm obpaboTkm naketos ARP, BPDU nnn IGMP
BMECTO UX UIrHOPMPOBaHMUS, ecniv NopT (MM NopTbl) HaxoauTcs B pexunme Inactive Reason.
Errdisable
Status
Port 34ecb yKkasbiBaeTcs HOMep nopTa, ANs KOToporo HeobxoamMmo 3aaaTh ctaTyc Errdisable.
Cause 34ecb yKkasbiBaeTcs npuynHa pexuma Errdisable Detect nnm Errdisable Recovery Ha
KOMMyTaTope.
Active 370 none ykasblBaeT Ha To, 0bHapyxusaeT in koMMyTaTop naketsl ARP, BPDU, IGMP 1 LOOP
GUARD B AaHHbI1 MOMEHT Ha yKa3aHHOM MopTy.
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Ta6nuua 111 SkpaH Advanced Application > Errdisable > Errdisable Status (npogonxeHue)

MNOJE OMNCAHUE

Mode 3TO noJsie yKasbiBaeT PEXNM MPUYNHbI.

e inactive-port - KOMMyTaTOp OTK/IIOY@ET MOPT, Yepe3 KOTOPbI NPUXOAAT KOHTPOJIbHbIE
nakeTbl.

e inactive-reason - KoMMyTaTOp OT6packiBaeT BCe YKa3aHHbIE KOHTPO/IbHbIE MaKeTbl
(Takue, kak BPDU), npuxoasime yepes 3ToT NopT.

e rate-limitation - koMmmyTaTop oT6bpacbiBaeT AONO/IHUTESIbHbIE KOHTPOJIbHbIE MaKeThI,
KOTOpbl€ yKa3aHHbIli NopT (Man NopTbl) AosKeH 06paboTaTh 3a 04HY CEKYHAY.

Rate OTOT NOPT NoKa3blBaeT, CKOIbKO KOHTPOJIbHbIX NAaKeTOB MOXEeT NPUHATb UK NepeaaTb
YKa3aHHbI NOPT 3@ OAHY CEKYHAY. DTO 3HAYEHNE MOXHO U3MEHUTb C nomoLbio nons CPU
Protection. 0 o3Ha4aeT OTCYTCTBME OrpaHMYEHMI MO CKOPOCTH.

Status 370 none nokasbiBaeT ctaTyc Errdisable

e Forwarding: [laHHbIli KOMMYTaTOp OCYLLECTBIIAET NEPECHIIIKY NAaKeToB. Pexunmy
OrpaHuyeHuns CKOpoCTH Bceraa coortseTcTByeT ctaTyc Forwarding.

e Err-disable: koMmmyTaTOp OTK/IOYAET MOPT, YEPE3 KOTOPbIV MPUXOAAT KOHTPOJIbHbIE
nakeTsl (inactive-port) nnu otébpaceiBaeT ykasaHHble KOHTPOSibHble NakeThl (inactive-

reason)
Recovery 370 nosne nokasblBaeT MHTEpPBan BpeMeHN (B CeKyHAax), N0 UCTEYEHMN KOTOPOro nopt (Mnm
Time NnopTbl) CHOBa CTaHET aKTUBHbIM NO 3aBepleHnn pexuma Errdisable Recovery.
Total 370 nosie NokasbiBaeT obLuee KONYECTBO NaKeToB, OT6POLLEHHbIX MOPTOM, HA KOTOPOM
Dropped CKOpOCTb MakeToB NpeBbIllaeT YCTaHOBMEHHbIE ANS AaHHOM0 pexyMa OrpaHuyeHuns
CKOpOCTMU.

29.3 OkpaH CPU Protection Configuration

C NOMOLLbIO 3TOr0 3KpaHa MOXHO OFPaHUYNTb MaKCUMasibHOE KOIMYECTBO KOHTPOJIbHbIX MaKeToB
(ARP, BPDU n/unu IGMP), KoTOpble KOMMYTaTOp MOXEeT MPUHATb UK nepefaTb yepes
onpegeneHHbln nopT. MNepenante no ccoinke Click Here psgom ¢ Hagnuceto CPU protection Ha
skpaHe Advanced Application > Errdisable, uTo6bl 0TKpbITb 3KpaH, N306pa>KeHHbIN Ha PUCYHKe
HUXeE.

MpuMedaHme: Mo 3aBepLIEHUN HACTPOEK HA 3TOM 3KpaHe He 3abyabTe BKIOUUTbL PEXUM
06Hapy>XeHus oWKNBOK A/t MHTEPECYIOWMX KOHTPOJIbHBIX NAaKeTOB Ha 3KpaHe
Advanced Application > Errdisable > Errdisable Detect.
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Mmasa 29 OTKMo4YeHne oLmnbok

PucyHok 178 3SkpaH Advanced Application > Errdisable > CPU protection

@) CPU protection Errdisable
Reason: ARF =

Port Rate Limit (pkt/s)
1 0
2 0

48 0
49 0
50 0

Apply || Cancel

Mong skpaHa onucaHbl B CJ'IED,y}OLI.I,Eﬁ Tabnuue.

Tabnuua 112 SkpaH Advanced Application > Errdisable > CPU protection

MOnE OMUCAHUE

Reason BbibepuTe TMN KOHTPOSILHOIO NakeTa, AN KOToporo 6yAyT BbINOSIHEHbI HACTPONKW.

Port B aTOM none otobpaxaeTca HoMep nopTa.

* C NOMOLLbIO 3TOM CTPOKU MOXHO HaCTPOUTb OAHOBPEMEHHO BCe MopTbl. C MOMOLLbIO 3TOW

CTPOKM MOXHO Ha3sHauyuTb oblne Ans BCeEX MOPTOB HACTPOIKK, a 3aTeM, ecnun noTpebyeTcs,
BHECTM HEO6XOAMMbIE N3MEHEHUS HA YPOBHE OTAENbHOIrO nopTa.

MN3MeHeHMs B AaHHOW CTPOKe Cpasy Xe KOMWUPYITCS Ha BCE NOpThI.

Rate Limit (pkt/ | YkaxuTe uncno ns guanasoHa ot 0 o 256, koTopoe onpeaensieT, CKO/IbKO KOHTPOJIbHbIX
s) MakeToOB MOXET MPUHATb UMK NepeaaTb YKa3aHHbIN NOPT 3a OAHY CEKYHAY.

0 03HAuaeT OTCYTCTBME OrpaHUYEHUit MO CKOPOCTM.

Heobxoanmo ykasaTb AelcTBue, KOTopoe KOMMyTaTop 6yAeT BbINOMAHATb NPU NPeBbIWEHUN
OrpaHnyeHuns CKoOpocTu. JONONHUTENbHYIO MH(OPMALMIO MOXHO HANTK B pa3a. 29.4 Ha
CcTp. 268.

Apply Haxmute Apply, uTo6bl COXpaHUTb U3MEHEHUSI B ONEPaTUBHOM NaMsTK KOMMyTaTopa. ITu
HaCTpOWKKN 6yayT yTepsiHbl B C/llyYae BbIKJIlOYEHMS KOMMyTaTopa unu nepe6os B nogade
NUTaHUs, NO3TOMY MO 3aBEPLUEHUM HACTPOMKM HEO6XOAMMO HaxaTb Ha CCblike Save B
BEPXHEN HaBUraLMOHHOW NaHenu Ansi COXpaHeHWUs U3MEHEHUIH B SHEProHe3aBUCUMON
namsaTu.

Cancel Haxmute Cancel, 4To6bl Ha4aTb HAaCTPOMKY Ha 3TOM 3KpaHe 3aHOBO.

29.4 Hactpowuku pexunma Error-Disable Detect

C NoMOLLb 3TOro 3KpaHa MOXHO BKJIIOUYNTb HA KOMMYyTaTope pexXxuM obHapyXeHUs NpeBbleHmns
OrpaHUYEHMs CKOPOCTU, YCTAHOBIEHHOIO AN KOHTPOJIbHbIX NaKeTOB Ha AaHHOM MOPTY, U yKasaTb
AencTBue, KoTopoe Heo6X0AMMO BbIMOMHUTL B C/ly4Yae NpeBblleHns 40MNyCTUMOM CKOPOCTHU.
MNepenaunte no ccoinke Click Here psagom co ccoinkoin Errdisable Detect Ha skpaHe Advanced
Application > Errdisable, uTo6bl OTKpbITb 3KpaH, M306paXeHHbIN Ha PUCYHKE HUXeE.
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Mmasa 29 OTkno4YeHne ownbok

PucyHok 179 3SkpaH Advanced Application > Errdisable > Errdisable Detect

Cause
*
ARP
BFDLU
IGMP

« Errdisable

Active Mode
inactive-port -
inactive-port -
inactive-part -

inactive-port -

|AppW|| Cancel

Mons akpaHa onucaHbl B crieaylollen Tabnuue.

Ta6bnuua 113 DkpaH Advanced Application > Errdisable > Errdisable Detect

NMONE

OMNMUCAHUE

Cause

DTO Mosie NOKa3bIBAET TUMbl KOHTPO/IbHbIX MAaKeTOB, KOTOPbIE MOrYT Bbl3BaTb Meperpysky
npoueccopa.

C NoMoLbto 3TOM CTPOKN MOXHO MPUMEHUTb HAaCTPOIKM OAHOBPEMEHHO KO BCEM TUMaM
KOHTPOJIbHbIX NakeToB. C NOMOLLbIO 3TON CTPOKM MOXHO Ha3HauYUTb oblme Ana BCex TUMOB
KOHTPOJIbHbIX MAaKeToB HacTPOlKK, a 3aTeM, ecnm noTpebyeTcs, BHECTU HEObXoANMble
M3MEHEHMs Ha YPOBHE OTAENbHOro TUNa.

M3MeHeHns B AaHHOWN CTPOKE Cpa3y Xe KONMUpYyrTCa Ansd BCeEX TUMOB KOHTPOJIbHbIX NMAaKETOB.

Active

Mpwu BbIGOpE 3TOM oNUUKM KOMMyTaTop 6yAeT OTCAeXMBaTb NPEBbILLEHNE OrPaHUYEHNUSI
CKOPOCTM, YCTAHOBJIEHHOMO A1l KOHTPOJIbHLIX MAaKETOB OMNPeAENEHHOro TUNa, U BbIMOHATbL
yKa3saHHOe HWxe AelCTBMEe, ecin Takoe NpeBbilleHne 06Hapy>XeHO.

Mode

Bbibepute aelicTBMe, KOTOPOE KOMMYTaTOp AOJKEH BbINOMHUTL, €C/IN KOMYECTBO
KOHTPOJIbHbIX NAKETOB MpeBbIAeT OrpaHMYeHne CKOPOCTU, YCTAHOBIEHHOE ANl AaHHOro
nopta Ha skpaHe Advanced Application > Errdisable > CPU protection.

e inactive-port - koMMyTaTOp OTK/IIOUYAET NOPT, Yepe3 KOTOPbIA NPUXOAAT KOHTPOJIbHbIE
nakeTbl.

e inactive-reason - KoMMyTaTOp OT6pacbiBaeT BCE yYKasaHHble KOHTPOJIbHbIE NaKeTbl
(Takme, kak BPDU), npuxogsauime yepes 3TOT NopT.

¢ rate-limitation - koMmmMyTaTOp OT6packLIBaeT AONONHUTENbHbIE KOHTPOJIbHbIE MAKETHI,
KOTOpbl€ yKa3aHHbI NopT (MAn NopTbl) A0oNXKeH 06paboTaTh 3a OAHY CEKYHAY.

Apply

HaxmuTte Apply, UTO6bl COXpPaHUTb U3MEHEHUS B ONEPaTMBHON NaMsTU KOMMyTaTopa. OTu
HaCTPOMKK ByayT yTepsiHbl B C/lydae BbIK/IOYEHUS KOMMYyTaTopa unu nepebos B nogade
NMUTaHMS, NO3TOMY MO 3aBepLUEHUN HACTPOMKM HEOBX0ANMMO HaXaTb Ha CCbiike Save B
BEPXHEWN HaBUTraLMOHHOW NaHenu AN COXpaHEHUS UISMEHEHUI B SHEProHE3aBUCUMOW
namsTu.

Cancel

Haxmunte Cancel, 4To6bl HayaTb HAaCTPOMKY Ha 3TOM 3KpaHe 3aHOBO.

29.5 HacTtpouku pexmma BOCCTaHOBIIEHUS Nnocre owunbokK
Error-Disable Recovery

C NoMOLLb 3TOro 3KpaHa MOXHO YCTAaHOBUTb HA KOMMyTaToOpe peXuM aBTOMaTUYeCcKoro oTkaTta
OencTBus npu ncdyesHoseHnun ownbku. Mepengute no ceoinke Click Here pagom co ccbinkom
Errdisable Recovery Ha skpaHe Advanced Application > Errdisable, uto6bl OTKpbITb 3KpaH,
n306paxKeHHbIN Ha PUCYHKE HUXe.
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Mmasa 29 OTKMo4YeHne oLmnbok

PucyHok 180 SkpaH Advanced Application > Errdisable > Errdisable Recovery

L Errdisable
Active

Reason Timer Status Interval
loopguard 300
ARF 300
BFDU 300
IGMP 300

Apply | | Cancel

Mons akpaHa onucaHbl B crieayrowen Tabnuue.

Ta6bnuua 114 Skpan Advanced Application > Errdisable > Errdisable Recovery

MOnE OMNUCAHUE

Active BbibepuTte 3Ty onumio, 4Tobbl BKAOUUTL (DYHKLMIO BOCCTAHOB/IEHUS Nocie ownbok Ha
KOMMyTaTope.

Reason 370 none otobpaxaeT CNUCOK NOAAEPXKNBAEMbIX DYHKLMOHATbHbIX BO3MOXHOCTEN, KOTOpPbIe

MO3BONSAIT KOMMYTATOpy OTK/IOYaTb ONpeAeNieHHbIn NopT UNu oTépackiBaTb NpuxoasiimMe Ha
Hero nakeTbl B COOTBETCTBUMU C DYHKLNOHANbHBLIMKU TPeboBaHUSAMU U HAacTpPoKaMm
L0ENCTBUN.

C noMoLLbIo 3TOM CTPOKW MOXHO NMPUMEHUTb HACTPOMKN OAHOBPEMEHHO KO BCEM TUMaM
KOHTPOJIbHbIX NakeToB. C NOMOLLbIO 3TON CTPOKM MOXHO Ha3HauuTb oblime Ana BCex TUMOB
KOHTPOJIbHbIX MAaKETOB HaCTPONMKMK, a 3aTteM, ecnu noTpebyeTcs, BHECTM HeobxoanMble
M3MEeHEeHMs Ha ypOBHE OTAENbHOro Tuna.

MN3MeHeHns B 4aHHOM CTpOKe Cpa3y Xe KOMUPYIOTCS AN BCEX TUMOB KOHTPOJIbHbIX MaKeToB.

Timer Status

Mpwu BbIGOpe 3TOW onuMu KOMMyTaTop 6yAeT oXuaaTh 3alaHHOE KOJIMYECTBO BPEMEHW Mepef,
TeM, Kak akTMBMPOBaTb MOPT WU PaspeLllnTb NPOXOXAEHNE Yepes3 Hero onpeaesieHHbIX
NMakeToB MOC/e BO3HUKHOBEHMS OWMGKM. CHMUMUTE BblAENEHWE C NepeksodaTens, 4tobbl
OTKJ/IIOYUTb 3TO MPaBUo.

Interval

YKaxuTe ANMTENbHOCTb BPEMEHHOIO MHTEpBana B ceKyHaax (13 avanasoHa ot 30 o
2592000).

Apply

Haxmute Apply, 4TOo6bl COXPaHUTb U3MEHEHUS B ONEPaTUBHON NaMaTK KOMMyTaTopa. OTu
HaCTPOMKKN ByAyT yTepsiHbl B C/lydae BbIK/IOYEHUS KOMMyTaTopa unu nepebos B nogade
NUTaHWs, NO3TOMY MO 3aBepLUEHUN HACTPOMKM HEOH6XOANMMO HaXaTb Ha CCbisike Save B
BEPXHEWN HaBUraUMOHHOW NaHenu AN COXpaHEHUS UBMEHEHUI B SHEProHE3aBUCUMOW
namsaTu.

Cancel

Haxxmnte Cancel, 4Tobbl HayaTb HAaCTPONKY Ha 3TOM 3KpaHE 3aHOBO.
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YactHble cetu VLAN

B 3710l rnaBe pacckasbiBaeTCs O HAaCTpolMKax KOMMyTaTopa, NO3BONASOWNX 3aNpeTmTb
CBA3b Mexay nopTamu B onpeaeneHHon cetn VLAN.

30.1 O630p 4yacTHbIX ceten VLAN

@OyHKUMS YacTHbIX ceTert VLAN npeanaraet NpocTon BapuMaHT M30a5UumK NOPTOB B npeaenax
onpeaeneHHon cetn VLAN. MopTbl, KOTOpblE HE HYXXHO M30/1IMpOBaTb B AaHHOM ceTu VLAN,
Heobxoanmo fo6aBUTb B CMMCOK CBOBOAHbBIX NOpTOB. OcTanbHble NOpThl B AaHHOM ceTn VLAN
KOMMYTaToOp aBTOMaTu4yeckn Ao6aBnsieT B CNMCOK M30/MPOBaHHbIX NOPTOB M 6nokMpyeT Tpaduk
Mexay M30/MpoBaHHbIMKU NopTamu. CBO6OAHbLIN MOPT MOXET NOAAEPXMNBATb CBA3b C JII06bIM NOPTOM
B ToM xe ceTn VLAN. N30anpoBaHHbI NOPT MOXET NOAAEPXKMBATbL CBA3b TOIbKO CO CBO6OAHBIMU
noptamu.

MpumevaHmne: B kaxgon cetn VLAN gonyckaeTcs Hann4umne ToNbKO O4HOM YacTHOW CeTw
VLAN.

PucyHok 181 [Mpumep yvacTtHol cetn VLAN

!
\

VLAN 123 | \.J

<= P N3onup. nopTbl: 2 ~ 6

e ————— CBobogHbin nopt: 10 _

MpumeyaHme: B cetn VLAN, BHYTpM KOTOpON co3gaHa 4acTtHas ceTb VLAN, Heob6xoamMmo
Kak MMHUMYM OAMH MOPT BKAOUUTbL B CMMCOK CBOBOAHBLIX MOPTOB. B NnpoTMBHOM
cny4yae pgaHHasa cetb VLAN 6yaeTt oTpesaHa OT OCTasibHOM CETW.

30.2 Co3paHue n HacTpouka 4yactHou cetn VLAN

Bbibepute B HaBuraunoHHol naHenn Advanced Application > Private VLAN, uTto6bl OTKpbITb
3KpaH, N306paxeHHbI Ha PUCYHKE HUXKeE.
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nmaea 30 YacTtHble cetn VLAN

PucyHok 182 3SkpaH Advanced Application > Private VLAN

L@ Frivaie VAT

Index Active

Hame VLAN Promiscuous Ports Delete

Mons aKpaHa onucaHbl B crieayoLen Tabnuue.

Ta6bnuua 115

OkpaH Advanced Application > Private VLAN

MNONE

OMNCAHME

Active YcTaHoBUTE 3TOT NepektoyaTtenb, YTobbl akTMBMPOBaTb YacTHyw ceTb VLAN
BHYTpu ceTn VLAN.

Name BBeaute umsa-onucanume (ao 32 otobpaxaeMbix ASCII-cMMBO/IOB), MO KOTOPOMY
MOXHO MAEHTUhUUMPOBATb 3TOT MapLIpyT.

VLAN ID Ykaxute naeHtudukatop cetn VLAN u3 ananasoHa ot 1 go 4094. HactpamnBaemoe

npasuno 6yaet npuMeHeHo k ceTn VLAN c yka3aHHbIM MAEHTU(HUKATOPOM.

Promiscuous
Ports

YKaxuTe HoMepa NopToB, KOTOPble MOTyT NOAAEPXKMBATb CBSA3b C JIIOObIMU
noptamu B To xe cetn VLAN. Bce octanbHble nopTel B 3ToM ceTn VLAN 6yayT
[o6aBneHbl B CMMCOK U30/IMPOBaHHbIX MOPTOB U CMOryT 06MeHMBaTbCs TpadUKoM
TOMbKO C NOPTaMu, yKasaHHbIMW B 3TOM roJie.

Add Haxmunte Add, 4yTO6bI 406ABUTL 3aNMUCb B UTOrOBYIO Tabnuuy HUXE N COXPaHUTb
M3MEHEHMUS B OMepaTMBHON NaMsATM KOMMyTaTopa. STU HacTpoku 6yayT yTepsiHbl
B C/lyyae BbIK/IIOYEHWNSI KOMMYTaTopa Uaun nepebos B nogave NUTaHUs, NO3TOMY Mo
3aBepLleHnn HAaCTPOMKK HEOH6XO0AMMO HaXkaTb Ha CCblsike Save B BepXHeW
HaBWrAUWMOHHOW NaHenn Ans COXpaHeHUs M3MEeHEeHUI B SHEeProHe3aBUCMMOW
namsiTu.

Cancel Haxxmute Cancel, 4tobbl cOpoCcUTb NONSA K NPeablAYLWMM 3HAYEHNSM.

Clear Haxmute Clear, 4Tobbl BEpPHYTLCA K 3aBOACKMM HaCTpPOMKaM.

Index 3T0 NOPSIAKOBbLIN HOMep Npasuna.

Active 370 noJe ykasbliBaeT Ha TO, aKTUBMPOBAHO I J@aHHOe NpaBuo.

Name 3T0 noJsie COAEPXUT UMS-ONMCaHNe AaHHOro npasunna.

VLAN 370 none ykasbiBaeT Ha ceTb VLAN, K KOTOPO NPUMEHSETCS AaHHOe NnpaBuo.

Promiscuous
Ports

370 nose oTobpaxkaeT CINCOK MOPTOB, KOTOPblE MOTYyT MNOAAEPXKMBATb CBA3b C
nobeiMm noptammn B nNpegenax ogHon cetn VLAN.

Delete B cTton6ue Delete ycTtaHOBUTE NepektoyaTenm Npasusl, KOTOpPbIE HYXXHO yaanuTb,
3aTeM HaxMmuTe kHonky Delete.
Cancel Haxxmunte Cancel, 4Tobbl CHATb BblAaeneHne ¢ nepekntoyaTteneli Delete.
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Green Ethernet («3eneHbin» Ethernet)

B oTOM rnaee pacckasbiBaeTcs O TOM, C MOMOLLbIO KaKMX HaCTpoeK KOMMyTaTopa MOXHO YMEHbLUUTb
3HepronoTpebneHne ero NopTos.

31.1 0630p byHkuum Green Ethernet («3eneHbin»
Ethernet)

®dyHkumMs Green Ethernet cokpalaeT sHepronoTpebseHMe NOPTOB C MOMOLbIO CeAYyLWMX OnLUMiA.
IEEE 802.3az Energy Efficient Ethernet (EEE)

Ecnu Ha koMMyTaTope BKAtoYeHa onumsa EEE, o6a KoHua kKaHana nogaepxusatoT EEE, u B kaHane
OTCYTCTBYeET Tpaduk, nopT nepexoaut B pexunm Low Power Idle (LPI). B pexume LPI oTkntouatoTcs
HeKoTopble PYHKUMM PU3NYeCcKoro ypoBHS (B KaHasle HacTynaeT «TUWMHa») A1 3KOHOMUK
3Heprun. MNMepuogunyeckn noptT TpaHcnmpyeT curHan REFRESH c TeM, 4To6bl 06ecneunTb coxpaHeHme
CBSI3X C NApTHEPOM Mo KaHany. Npu nossaeHnn Tpaduka NOpT NOCbINAET NapTHeEPY NO KaHany
curdHan WAKE, 4ytobbl BEpHYTb KaHasl B aKTUBHbIA PEXUM.

Auto Power Down (ABTOMaTU4yeCcKmne CHUXEHNE MOLLHOCTU)

Onuua Auto Power Down oOTK/OHaeT NpakTUyeckn Bce PyHKUNUM PU3MYEeCcKoro ypoBHs nopra,
€C/IN Ha NOopTY OTCYTCTBYET COeAUHEHME, MO3TOMY NOPT NOTPebnseT sHepruo UCKIIYUTENBHO AN
nepnmoamMyecKkon NpoBepKu cTatyca coeguHeHus. MNpu obHapyXeHUn NoAKAYEHUS K NOPTY NopT
BbIXOAMT U3 pexuma Auto Power Down 1 nepexoauT B 06blYHbIN peXuM.

Short Reach (KopoTkune coeanHeHuns)

B TpaanumoHHon cetn Ethernet npun nepepnaye AaHHbIX 3aaeNCcTBYETCA 06bEM MOLLIHOCTMH,
[OCTaTOYHbIM ANS NoAAEPXKN Kabenel MakCMManbHOW ANUHLI. B kabensax MeHblUen ANNHbI
paccenBaeTCsl MeHblle MOLWHOCTK, NoaToMy dyHKUMS Short Reach no3BonseT CHU3NTL
3HepronoTpebneHne 3a CYET perysiMpoBKN MOLLHOCTU, BblAENSIEMON Ha Ka)ablil NOPT, B
3aBUCUMOCTM OT ANUHbI Kabens, NoAKIOUYEHHOrO K 3TOMY MOpTY.

31.2 Hactpouka ¢pyHkuum Green Ethernet

BbibepuTe B HaBuraumoHHor naHenn Advanced Application > Green Ethernet, 4To6bl OTKpPbITH
3KpaH, N306paxeHHbIN Ha PUCYHKE HUXe.

MpumeyaHune: Onumun EEE, Auto Power Down mn Short Reach He nogaepxusatTcs Ans
NOPTOB KacKkagmpoBaHUA.
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naBa 31 Green Ethernet («3eneHbinn» Ethernet)

PucyHok 183 3SkpaH Advanced Application > Green Ethernet

Auto Power Down
Short Reach

46
47
43
49
50

EEE

O

O

O
EEE Auto Power Down Short Reach
O O O
O O O
O O O
O O O
O O O
O O O
O O O

Mons sKpaHa onucaHbl B crieayoLen Tabnuue.

dkpaH Advanced Application > Green Ethernet

NMOonEe OMNMUCAHME

EEE YcTaHOBUTE 3TOT NepekstoyaTesnb, YTobbl BKAOUNTL onuuto Energy Efficient Ethernet Ha
YPOBHE BCero KoMMyTaTopa.

Auto Power YcTaHoBMTe 3TOT nepektyaTenb, 4Tobbl BKAOUYNTE onuunto Auto Power Down Ha ypoBHe

Down BCEro KommyTtaropa.

Short Reach

YcTaHOBUTE 3TOT NepeksitoyaTesb, YTobbl BKAOUYUTL onuuto Short Reach Ha ypoBHe Bcero
KOMMyTaTopa.

Port

B 3ToM nosnie oto6paxkaeTcss HoMep nopra.

X

C noMoLLbo 3TOM CTPOKM MOXHO HacTpOUTb OAHOBPEMEHHO Bce NopTbl. C MOMOLLbIO 3TOWM
CTPOKM MOXHO Ha3HauyuTb obLlime Ans BCeX MOPTOB HACTPOMKK, a 3aTeM, ecnun noTpebyeTcs,
BHECTM HEO6X0AMMbIE N3MEHEHWNS HA YPOBHE OTAENbHOIO nopTa.

MN3MeHeHMa B aHHOI CTPOKE Cpa3y Xe KOMUPYHTCS Ha BCe MOpPThbI.

EEE

YcTaHoBMTE 3TOT NepekstoyaTesnb, YTobbl BktounTb onuuio Energy Efficient Ethernet ans
LaHHOro nopra.

Auto Power
Down

YCTaHOBWTE 3TOT NepeksyaTesb, YTobbl BKAYMTL onumio Auto Power Down Anst AaHHOMO
nopra.

Short Reach

YcTtaHoBuMTe 3TOT nepekstoyaTtesnb, YTobbl BKAOUMTb onunto Short Reach ans aaHHoro nopra.

Apply

Haxmute Apply, 4TO6bl COXPaHUTL U3MEHEHMS B ONepaTUBHON NaMAaTKU KOMMyTaTopa. 3Tu
HaCTPOMKKN ByAyT yTepsiHbl B C/ly4ae BbIK/OYEHUS KOMMyTaTopa unun nepebos B nogade
NUTaHWS, NO3TOMY MO 3aBepLUEHUN HAaCTPOMKM HeobX0ANMMO HaxaTb Ha CCbisike Save B
BEPXHEW HaBMUrauMOHHOW NaHesnu Ans COXpaHeHUS U3MEHEHU B SHeproHe3aBMCUMOomn
namaTu.

Cancel

Haxmnte Cancel, 4To6bl HaYaTb HAaCTPOMKY Ha 3TOM 3KPaHe 3aHOBO.
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MpoTtokon Link Layer Discovery Protocol
(LLDP)

32.1 O630p npoTtokona LLDP

MpoTokon obHapyxeHus KaHanbHoro yposHs LLDP (Link Layer Discovery Protocol) — 310 npoTtokon
ypoBHS 2. OH N03BONISET CETEBLIM YCTPONCTBAM coobLiaTb 0 CBOEM MPUCYTCTBMN U BO3MOXHOCTSX
APYrUM yCTPOMCTBAM B JIOKaNbHOM ceTn. KpoMe Toro, OH NO3BONSET COXPaHATb U O6HOBNATb
MHdopMauuto 06 ycTporcTeax, HeNoCcpeACTBEHHO MOAKIIOYEHHbIX K AAHHOMY YCTPOMUCTBY. 3TO
rnoMoraeT aAMUHUCTPaTOpPYy CNeAnTb 38 U3SMEHEHUSIMU B CETU U CBOEBPEMEHHO BbIMOHATb
COOTBETCTBYOLME NpoLeaypbl N0 N3MEHEHUIO KOHMUIYpaUMn 1 ynpaBneHunio ceTbio. MHpopmaums
06 ycTponcTee nHkancynupyetcs B 6n1oku gaHHbix LLDP (LLDPDU) B dopmaTe nonen TLV (Type,
Length, Value - Tun, anvHa, 3HayeHne). MHdpopmaumsa o6 yCTponcTeax, coaepxallascsa B NPUHSATLIX
6nokax gaHHbIX LLDP, coxpaHsaeTcsa B cTaHAapTHOM 6a3se ynpasnswowein nHdopmaunn MIB.

JaHHbIN KOMMYTaToOp noaaepXuBaeT cneaytouimne 6asoBble ynpasnswowme nong TLV.

e KoHel 6noka LLDPDU (o6s3aTenbHoe)
e peHTudurkatop waccu (obasatensHoe)
e NaeHTudunkaTtop nopta (obsasatenbHoe)
e Cpok xK3Hu (0bs3aTenbHoOE)

e OnwucaHue nopTta (onumMoHanbHoe)

e HasBaHue cucTtembl (ONUMOHaNbHoOE)

e OnucaHue cucteMbl (OnuuoHanbHoe)

e BO3MOXHOCTU cUCTEMbI (ONMUMOHANIbHOE)
e Apapec ynpasneHus (OnuMoOHanbHOE)

[aHHbI KOMMYyTaTOp TakxXe noaaepxusaet nons TLV ctranaapTta IEEE 802.1 n IEEE 802.3 ¢
OpraHmM3aunoHHON cneunduKkon.

Cneundunyeckue nons TLV ctrangapta IEEE 802.1:

e [lone TLV ans naentudmkaTtopa cet VLAN Ha ocHOoBe nopToB (OMnuMoHasabHOE)

e [lone TLV ana naeHtndgukatopa cetn VLAN Ha ocHOBe NOpPTOB M NMPOTOKO/0B (ONUMOHanbHoe)

Cneundunyeckue nons TLV ctangapta IEEE 802.3:

Mone TLV ans koHdurypaumnn/ctatyca MAC/PHY

Mone TLV ans nutaHus yepe3s MDI (onuuoHanbHOE, TONLKO A1 MoAenen ¢ noaaepxxkon PoE)

Mone TLV ans arperaummn kaHanos (onuuoHanbHoe)

Mone TLV ans MakcuMasabHOro pasMmepa kaapa (onunmoHanbHoe)
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OnumoHanbHble nons TLV BcTasnsawTca mexay TLV Time To Live («Cpok »u3Hu») n TLV End of
LLDPDU («KoHew 6noka LLDPDU»).

Ha cnegytoweM pvcyHke nokasaHo, Kak CeTeBble YCTPOMCTBa, KOMMYTaToOpbl M MapLipyTmu3aTopbl (S
1 R), obMeHunBatoTca nHpopmaumen o cebe nocpeacrtsom 6nokos LLDPDU, a agMnHucTpaTop cetu
MOXeT 3anpawunBaTb 3Ty MH@opMaumo no npotokony SNMP (Simple Network Management
Protocol).

PucyHok 184 0O630p npotokona LLDP

3

]
[

SNMP R

LLDPDU
LLDPDU

o

-~

\e= S5 S
R

32.2 O630p LLDP-MED

MpoTokon o6Hapy>XeHUs KaHaAbHOro YPOBHS ANSt My/IbTUMEAUNHbIX KOHEYHbIX YCcTpoicTB LLDP-MED
(Link Layer Discovery Protocol for Media Endpoint Devices) — 370 paclwimpeHue ctaHAapTHOro
npoTtokona LLDP, paspaboTtaHHoe noakommteToM TR-41.4 Accouvaumm TeNEKOMMYHUKALNOHHOWN
otpacnu (Telecommunications Industry Association, TIA). 3To pacwmpeHne onucbiBaeT
AOMONHUTEsbHble BO3MOXHOCTU 0bHapy>XeHus, HanpuMep, 415 npunoxeHuin VolIP, pacnonaras
KOTOPbIMM aAMUHUCTPATOPbI ceTen MOryT 6onee apdhekTUBHO ynpaBnasaTb Tonosorven cetn. B
OT/InYMe OT TpaAMLMOHHOIO NpoTokona LLDP, KOTopbI nMeeT HeKOTOpble orpaHndeHus npun paboTte
C HEeCKOJIbKMMN NpuKnaaHbiMn yctporcteamm, LLDP-MED no3BonsieT nony4ymTb TOYHOE
npeacrasneHne o ceteBor Tononornu. LLDP-MED noaaepxuBaeT KOHEYHbIe YCTPOMCTBA TpeX
KN1acCoB:

Knacc I: KoHTponnepb! IP-KOMMyHUKaLUMIA UK ApyrMe cepBepsbl, CBA3aHHblE C KOMMYHUKaLMAMM
Knacc II: FonocoBble Wo3bl, MOCTbl A1 KOHMEPEHU-CBA3N MU MYNIbTUMEAUIHbIE CEPBEPSI

Knacc III: IP-TenedoHbl, nporpaMMHble TenedoHbl 414 MK, KOMMyHUKaLUMOHHbIE YCTPOMUCTBaA AN
KOHEUYHbIX Mofb30BaTenen, nogaepxusarowmne MynbTMMeaniiHble BO3MOXHOCTH IP

Ha cnepytowem pucyHke nokasaHo, Kak, ncnonb3ys npotokon LLDP-MED, ycTtpoiicTBa obecneveHums
ceTeBoro B3anmogerictena (network connectivity devices, NCD), KOMMyTaTopbl U MapLipyTnsaTopbl,
nepepatoT TLV LLDP koHeuHbIM ycTporcTBaM (endpoint device, ED), TakuM, kak nepsbin IP-TenedoH
(1), uTobbl NONYYNTb MHMOPMALIMIO O TUME YCTPOMUCTBA M €ro BO3MOXHOCTSX, 3aTeM Moay4atoT 3Ty
nHdopmauuto B dopmaTe TLV LLDP-MED OT KOHEYHbIX YCTPOMUCTB (2), nocne vero nepegatT TLV
LLDP-MED (3) ans KOHGUrypupoBaHUs KOHEYHOro YCTPOMUCTBA, B YaCTHOCTH, AN 06HOBNEHUS
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CeTeBbIX NONUTUK N MHDOPMaLUM O MECTOHaxoxaeHUn. Takne 6510km LLDPDU nepuoanydeckm
06HOBNAIOT CBeAEHUA 0 CTaTyce 1 KOHdUrypaumm, No3ToMy € nomoubio LLDP-MED agMuHMCTpaTopbl
CETM MOryT NMPOBEPUTb pe3ynbTaTbl KOHOUIYPUPOBAHMUSA C MOMOLLBIO ANCTAHLIMOHHOIO cTaTyca.
AKTyanusauunsa ANCTaHLUMOHHOrO ctaTyca nNpoucxoanT npu nonyyeHun TLV LLDP-MED oT KOHeYHbIX
YyCTpPOWCTB.

PucyHok 185 0O630p LLDP-MED

<=

i

N

SNMP

LLDP- MED (3)
LLDP—MED (2)

LLDPDU

LDP-MED (2)

32.3 3kpaHbl gna HacTtpouku LLDP

Bbibepute B HaBuraunoHHor naHenn Advanced Application > LLDP, 4yTo6bl OTKpbITb 3KpaH,
n306paxeHHbIn Ha PUCYHKE HUXe.

PucyHok 186 SkpaH Advanced Application > LLDP

[ @O LLDP ]
LLDP Local Status Click here
LLDP LLDP Remote Status Click here
LLDP Configuration Click here
LLDP-MED Configuration Click here
LLDP-MED LLDP-MED Network Policy Click here
LLDP-MED Location Click here

Mong skpaHa onucaHbl B cnep,yrou.l,eﬁ Tabnuue.

Ta6bnuua 116 SkpaH Advanced Application > LLDP

MOJIE OMNMUCAHUE

LLDP
LLDP Local C NoMOLLbIO 3TOM CCbIIKM MOXHO OTKPbITb 3KpaH, coaepxalinii nHpopMauuio o
Status HacTpolikax LLDP ans komMmyTaTopa.

LLDP Remote C noMoLLbio 3TOM CCbIIKM MOXHO OTKPbITb 3KpaH, coaepxalnii nHpopmauuto LLDP,
Status MOJIyYEHHYI OT COCeAHUX YCTPOWCTB.

PykosogcTso none3osatens Ansa cepun GS3700 n XGS3700
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Tabnuua 116 SkpaH Advanced Application > LLDP (npoaonxeHue)

MOnE ONMUCAHUE
LLDP C NOMOLLbIO 3TOM CCbIIIKM MOXHO OTKPbITb 3KPaH ANS HAacTPOMKK napamMeTpos LLDP.
Configuration

LLDP-MED
LLDP-MED C NOMOLLbIO 3TOM CCbUIKM MOXHO OTKPbITh 3KPaH ANst HAacTpolku napameTtpos LLDP-MED
Configuration | (Link Layer Discovery Protocol for Media Endpoint Devices).
LLDP-MED C NOMOLLbIO 3TOM CCbIIKM MOXHO OTKPbITb 3KpaH AN HACTPOMKMN NapaMeTpoB CETEBbIX
Network Policy | noauTuk LLDP-MED (Link Layer Discovery Protocol for Media Endpoint Devices).
LLDP-MED C NOMOLLbIO 3TOM CCbIKM MOXHO OTKPbITb 3KPaH AN HAacTPOMNKK NapaMeTpoB
Location MecToHaxoxaeHua LLDP-MED (Link Layer Discovery Protocol for Media Endpoint

Devices).

32.4 JkpaH LLDP Local Status

ITOT 3KpaH oTobpaxaeT cBoAHY MHdopMauuto o ctatyce LLDP Ha AaHHOM KOMMyTaTope.
Mepenante no ccoiike Advanced Application > LLDP > LLDP Local Status (Click Here), uto6ubl
OTKPbITb 3KpaH, N306pa>eHHbI Ha PUCYHKE HUXKE.
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PucyHok 187 3SkpaH Advanced Application > LLDP > LLDP Local Status

LLDP System Information

Basic TLV

Chassis ID TLV

System Name TLV

System Capabilities TLV

(@ LLDP Local Status ____J LLDP

System Description TLV

sis 1D Subtype mac-address

Chassis 1D 00:19:cb:00:00:01

System Name G51920
System Description V4 10(AACA.D) | 11415/2013

System Capabilities Supported Bridge

System Capabilities Enabled Bridge

ipvd [ all-802
Interface Number Subty unknown
Management Address TLV B O O O S O et
Interface Number 0
Object Identifier 0
LLDP Port Information
Local Port Port ID Subtype Port ID Port Description

1 local-assigned 1 portt
'g' local-assigned 2 )
[ 3 Iocai'—éss'i'gnéd '?;

4 “local-assigned 4

5 “local-assigned

E Ib'cél—assigne'd' 'B

T: local-assigned 7

i ﬁ Iocal—a's;sigﬁé'd 8

g' 'I'ocal—assigned '9

ﬁ local-assigned 10

‘f_1 Iocai'—éss'i'gnéd 11'

A Clocal-assigned 12

13 local-assigned 13

ﬁ Ib'cél—assigne'd' '1';'1' 3

15 local-assigned 15

ﬁ Iocal—a's;sigﬁé'd 16

_7 'I'ocal—assigned 17 ]

Mons akpaHa onucaHbl B crieayrollen Tabnuue.

Ta6bnuua 117 SkpaH Advanced Application > LLDP > LLDP Local Status

NMONE

OMNMUCAHUE

Basic TLV

ChassisIDTLV

D70 nosie NokasblBaeT MAEHTUHOUKATOP LACCK IOKANbHOro KOMMyTaTopa, TO eCTb
KOMMYyTaTopa, napamMeTpbl KOTOPOro HacTpaueatloTcs. MaeHTudUKaTop waccu
onpeaensaeTcs CBOMM MoATUMOM.

Chassis ID Subtype - 3T0 none yka3sblBaeT Ha TO, KaknM o6pa3oM oCyLLecTBAseTCs
naeHTUdMKaumns Wwaccu yaganeHHoro KommyrtaTopa.

Chassis ID - 3To nosne oTobpaxaeT naeHTudmnKaTop Waccu NoKaabHOro KOMMyTaTopa.
NaeHTudunkaTop waccm onpeaensercs CBOMM NOATUIOM.

System Name
TLV

DTO nose rnokasbiBaeT UM XoCTa KOMMyTaTopa.

System
Description TLV

3T0 noJie Noka3blBaeT ONMcaHWe CUCTEMbI, TO €CTb BEPCUIO BCTPOEHHOIO MPOrpaMMHOro
obecneuyeHns KoMMmyTaTopa.
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Tabnuua 117 SkpaH Advanced Application > LLDP > LLDP Local Status

MOnE ONMUCAHUE
System 3T0 none otobpaxaeT CUCTEMHbIE BO3MOXHOCTW, KOTOPbI€ NOAAEPXKMBAET IOKabHbIN
_(I;E\I?ab'“t'es KOMMYTaToOp W KOTOPbIE Ha HEM aKTMBMPOBaHHI.
e System Capabilities Supported - Bridge (MNoaaepxnBaeMble CUCTEMHbIE BO3MOXHOCTU
- MocrT)
e System Capabilities Enabled - Bridge (AKTUBMPOBaHHbIE CUCTEMHbIE BO3MOXHOCTU —
MocT)
Management Mone Management Address TLV yka3blBaeT Ha aapec, aCCOLUMUPOBAHHbIN C JIOKaNbHbIM
Address TLV areHToM LLDP, KOTOpbIi MOXHO MCNONb30BaTh A CBSA3M C CYLLHOCTAMU 6onee BbICOKNX

ypoBHeli Npu 0b6HapyXeHUW YCTPOMUCTB C UCMOSIb30BaHNEM CPEACTB YrNpaBieHUsl CceTbio.
[daHHoe none TLV MOXET Takxe BKIo4aTb B cebst HOMep CUCTEMHOro nHTepderica u
naeHTndmrkatop obbekta (OID), KOTOpble acCOLUNPOBaHbI C AAHHbIM aZpPeCcoM
ynpasneHus

[aHHoe none otobpaxaeT HaCTPOMKM agpeca ynpasneHus AN yKasaHHoro nopta (mam

nopToB).

. Plllfnag(iment Address Subtype - ipv4 / all-802 [Moatnn aapeca ynpasneHus — ipv4 /
all-802

e Interface Number Subtype - unknown [[MoaTun HoMepa MHTepdenca — HeM3BECTEH]

e Interface Number - 0 (not supported) [Homep nHtepderica - 0 (He
noaaepxueaercs)]

e Object Number - 0 (not supported) [Homep o6bekta — 0 (He nogaepxusaeTtcs)]

LLDP Port STOT pa3aen coaepXuT MHOOPMaLMIO 0 NIOKasbHbIX NOpTax.
Information

Local Port DTO nosie nokasbiBaeT HOMEp JSIOKasibHOro NMopTa, KoTopblil nony4yaet 6nokm LLDPDU ot
yAaneHHOoro ycrpomncrea. LLlenkHnTe no HoMepy nopTa, 4Tobbl NMPOCMOTPETL NOAPOOHYIO
nHdopMauuto o ctatyce LLDP gaHHoro nopta Ha skpaHe LLDP Local Port Status

Detail.
Port ID 3T0 none ykasblBaeT Ha cnocob naeHTndukaumm nonsa Port ID.
Subtype
Port ID 3T0 nose coaepXuT cneunduyeckmin naeHTMduKkaTop ana noprta, C KOTOporo 6bin
nepeaaH AaHHbi 6nok LLDPDU, B dhopMaTe CTpoku M3 andaBUTHO-LUNPPOBbLIX CUMBOJIOB.
Port D710 none otobpaxaeTt onncaHne NopTa, KOTOpoe KoMMyTaTop 6yaeT aHOHCMPOBaTb C
Description JlaHHOro rnopTa.

32.4.1 MNMoppo6bHasa uHcopmaumsa o cratyce LLDP ana nokanbHbIX NOPTOB

Ha 3Tom akpaHe oTobpaxaeTtca noapobHas nHdopmaumsa o ctatyce LLDP gnsa kaxaoro nopTta
KoMmmMmyTaTtopa. lNMepengute no ccoiike Advanced Application > LLDP > LLDP Local Status, a
3aTeM LenKHUTE No HoMepy nopTta, Hanpumep, 1 (Port) B ctonbue Local port, 4To6bl OTKPbLITL 3KpaH,
n306paxeHHbIn Ha PUCYHKE HUXe.
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PucyHok 188 3SkpaH Advanced Application > LLDP > LLDP Local Status > LLDP Local Port Status

Detail (Basic TLV)

[ @) LLDP Local Port Status Detai

LLDP Local Status

Local Port: 1
Basic TLV
Port ID Subtype local-assigned
Port ID TLV
Port ID 1
123456789012345673901234567300123456
Port Description TLV Port Description 789012345673901234567890abcd
Dot1 TLV
Port VLAN ID TLV Port VLAN ID 100
Port-Protocol VLAN ID TLV Port-Protocol VLAN 1D 10
Dot3 TLV
AN Supported Yes
AN Enabled Yes

MAC PHY Configuration & Status TLV
AN Advertised Capability

10baseT 10baseTFD 100baseTX
100baseTXFD 1000baseTFD

Oper MAU Type 30
Aggregation Capability Yes
Link Aggregation TLV Aggregation Status No
Aggregated Port ID 0
Max Frame Size TLV Max Frame Size 1518

PykoBoacTteo nonb3osatens anga cepum GS3700 n XGS3700
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PucyHok 189 3SkpaH Advanced Application > LLDP > LLDP Local Status > LLDP Local Port Status

Detail (MED TLV)
IMED TLV

Network Policy Yes

Location Yes

Extend Power via MDI PSE  No
Capabilities TLV

Extend Power via MDI PD MNo

Inventory Management No

Device Type TLV Device Type Metwork Connectivity
Voice VLAN 1D 10, tagged, L2-priority 7, DSCP 63
Voice-Signaling VLAN 1D 100, tagged, L2-priority 2, DSCP 10
Guest-Voice VLAN 1D 20, tagged, L2-priority 3, DSCP 12

Guest-Voice-Signaling VLAN 1D 0, untagged, L2-priority 0, DSCF 0

Network Policy TLV

Softphone-Voice VLAN 1D 200, tagged, L2-priority 1, DSCP 1
Video-Conferencing VLAN 1D 0, untagged, L2-priority 0, DSCF 0

Streaming-Video VLAN 1D 300, tagged, L2-priority 4, DSCP 20

Video-Signaling VLAN 1D 400, tagged, L2-priority 6, DSCP 55

latitute north 24.0 longitute east 120.0 altitute

Coordinate-base LCI meter 13.0 datum WGS24

Location ldentification TLV

Civic LCI country TW city HSINCHU building ZYXEL

ELIN 1234567390

PykoBoacTtBo nonb3oBatens ans cepun GS3700 n XGS3700
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Mong skpaHa onucaHbl B CJ'IED,y}OLI.I,Eﬁ Tabnuue.

Ta6bnuua 118 3SkpaH Advanced Application > LLDP > LLDP Local Status > LLDP Local Port Status
Detail

MOnE ONMUCAHUE
Basic TLV 370 none coaepxut dnarm Basic TLV
Port ID TLV 3T0 nose yKasblBaeT Ha KOHKPETHbIN NOPT, KOTOPbIN Nepefan AaHHbIN Kaap LLDP.
e Port ID Subtype: 3To none ykasblBaeT Ha TO, KakuMm 06pa3oM ocyLlecTBNseTCs
naeHTUdmKaunsa nopra.
e Port ID: 3T0 none coaepxuTt naeHtTudukaTop nopra.
Port 370 none oTobpaxaeT onncaHne soKanabHOro nopTa.
Description TLV
Dotl TLV
Port VLAN ID 370 none noka3sbiBaeT naeHtndukatop cetn VLAN, otnpasnsiembin B TLV IEEE 802.1 Port
T VLAN ID.
Port-Protocol 3710 none otobpaxaet TLV IEEE 802.1 Port Protocol VLAN ID, KoTOpble yKa3biBalOT Ha
VLAN ID TLV cTaTyc (aKTMBHA, HeaKTMBHA) U NoaaepxKy ceTv VLAN,
Dot3 TLV
MAC PHY TLV MAC/PHY Configuration/Status aHOHCKMpyeT noaAep>XMBAEMYO CKOPOCTb B 6MUTax u
gonf'gu_l'_'ﬁ\tl'on & | BO3MOXHOCTb MOAAEPXKKM AYNNEKCHOTO peXxuMa oTrpaBasiowmnm y3nom 802.3. Kpome
tatus TOro, AaHHoe nose TLV aHOHCMPYET TeKYLUME pexunM AynaeKca U CKopocTb B butax
oTnpasnsatowero ysna. HakoHel, gaHHoe none TLV yka3sbiBaeT, SBNSeTCs M Bbl6paHHbI
napameTp pe3y/ibTaTOM aBTOCOr/1acoOBaHMUSA MPW YCTAaHOBIEHUUN COEAMHEHNS WU PYUYHOWN
HaCTpOMKMU.
e AN Supported - lNoka3sbiBaeT, NOAAEPXKNBAET SIN AaHHBIA NOPT MYHKLUMIO
aBTOCOrnacoBaHus.
e AN Enabled - Tekywwunin ctaTyc aBToCOrnacosaHus nopra.
e AN Advertised Capability — Yka3biBaeT Ha BO3MOXXHOCTWU MopTa B 4YacTu
aBTOCOrnacoBaHus.
e Oper MAU Type - Tekywuin Tun MAU (Medium Attachment Unit) nopta
Link ) Mone Link Aggregation TLV noka3sbiBaeT, NOAAEPXUBAET N AaHHbIA KaHas BO3MOXHOCTb
?E\gregatlon arperaumu, y4acTByeT /M KaHas B arperaumn B AaHHbIN MOMEHT, W, eCnu Aa, yKa3bliBaeT
arperaumoHHbIN naeHTudrKaTop nopra.
e Aggregation Capability — Tekyline BO3MOXHOCTX NopTa Mo y4yacTUIO B arperauuu.
e Aggregation Status - Tekywuii cTaTycC arperauum nopTa.
e Aggregation Port ID — ArperauuoHHbIi MAEHTUhUKATOP AAHHOrO nopTa.
Max Frame 3T0 nosie nokasbiBaeT MakKCUMasbHbIA NOAAEPXKUBAEMbIN pa3Mep Kaapa B OKTeTax.
Size TLV
MED TLV LLDP Media Endpoint Discovery (MED) - 3To pacwupeHune npoTtokona LLDP, koTtopoe
noaaepxusBaeT AOMNOHUTENbHbIE BO3MOXXHOCTM MO B3aUMOAENCTBUIO C
MY/IbTUMEANINHbBIMUN KOHEYHbIMW yCcTporcTBamu. MED noaaep>xvBaeT aHOHC/0bHapyxeHune
CeTeBbIX NOUTUK N OBHapy>XXeHne MeCTOHaXO0XAEHNS YCTPOMCTB, NO3BOISA CO3A4aBaTb
6a3bl AaHHbIX, coAepiKallune CBEAEHNS O MEeCTOHAaX0XAEHUW YCTPOMCTB, 1 NpeaocTaBnas
nHdopmMaumo, HeobXoANMYIO AN NMOMCKa U yCTpaHeHns npobnem.
Capabilities OTo nose nokasbiBaeT, Kakue ns nonen TLV, oTHocsWwmxcs K pacwmpeHnio LLDP-MED,
MOXEeT nepefaBaTb KOMMyTaTop.
e Network Policy (CeTteBas nonutuka)
e Location (MecTtononoxeHnue)
Device Type 3710 none otobpaxaeT knacc ycrtporicrea LLDP-MED. Tun yctpoictBa «KoMmyTaTop
T Zyxel»:
¢ Network Connectivity (YcTpoicTteo obecneveHns ceTeBoro B3aMMoAencTeuns)
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Tabnuua 118 SkpaH Advanced Application > LLDP > LLDP Local Status > LLDP Local Port Status
Detail

NMONE OMNMUCAHUE

Network Policy | 3To nose nokasbiBaeT CETEBYIO MONUTUKY As1 YKa3aHHOIO MPUTOXEHUS.
Lv

e Voice (CeTb ronocoBon cBs3m)

e Voice-Signaling (CurHanmsaumsi CETM rosioCoBOl CBSA3N)

e Guest-Voice (locTeBas ceTb rO0COBON CBS3N)

e Guest-Voice-Signaling (CurHanusauus B rocTEBOM CETU FOJI0OCOBOV CBA3MU)
e Softphone-Voice (F'onocosas cBA3b AN NporpaMMHOro tenedoHa)

e Video-Conferencing (BuaeokoHdepeHLCBA3b)

e Streaming-Video ([MoTokoBas nepepada BUAEO)

e Video-Signaling (CurHanusauusa npu nepenaye B1Maeo)

Location 3T0 noJsie coAepXuT UHGoOpMaLMI0 0O MECTOHaxXOXAeHMM aboHeHTa, coBepLuatoLero
Identification | gpi3oB, KoTOpoe onpeaensieTcs no Takum napameTtpaM, kak ELIN (Emergency Location
T Identifier Number) nnu IETF Geopriv Civic Address based Location Configuration
Information (Civic Address LCI).

e Civic LCI - IETF Geopriv Civic Address based Location Configuration Information
(MHdopMaums 0 KOHpUrypaLumm MeECTOMOJIOXEHUS Ha OCHOBE ropoackoro agpeca IETF
Geopriv Civic Address)

e ELIN - (Emergency Location Identifier Number, naeHTudnkaTop MecTtononoxeHus
ONS 9KCTPEHHbIX CNyx6)

e Coordinate-based LCI - koopAnHaTbl WNPOTbI, A0ArOTbl U BbICOTbI, COAepXXallmecs B
nHdopmaummn o KoHburypaumnm mecrtononoxenms (LCI)

32.5 YpaneHHbIn cTtaTtyc LLDP

DTOT 3KpaH COAEPXMUT CBOAHY MHpopMaumio o ctatyce LLDP ansa kaxaoro coeanHenms LLDP ¢
coceaHMMU kKoMMyTaTtopamu. MNMepengute no cceinke Advanced Application > LLDP > LLDP
Remote Status (Click Here), uto6bl OTKPbITb 3KpaH, N306pa)KeHHbIN Ha PUCYHKE HUXE.

PucyHok 190 SkpaH Advanced Application > LLDP > LLDP Remote Status

[ @ LLDP Remote Status ______________J LLDP

Index Local Port Chassis ID Port ID Port Description System Name Management Address

10 00:19:cb:00:00:ab 7 port? GS2210 192.168.1.5
00:19:¢b:00:00:01 1 office_user 551920 192.168.1.251
14 00:19:cb:00:00:02 23 LAB_23 GS2210 192.168.1.1

oo (R =
]

Mons akpaHa onucaHbl B crieayrowlen Tabnuue.

Tabnuua 119 SkpaH Advanced Application > LLDP > LLDP Remote Status

MNOJE OMNCAHME

Index 3T0 none NokasbiBaeT KOMIMYECTBO YAANeHHbIX YCTPONCTB, NOAKIIOYEHHBIX K
KoMMmyTaTopy. LLlenkHuTe Ha NopsaAKOBOM HOMepe, YTO6bl MPOCMOTPETL NOAPO6HbIN
ctatyc LLDP agns gaHHOro yaaneHHoro ycrpolictea Ha skpaHe LLDP Remote Port
Status Detail.

Local Port 3TO noJsie coaepXUT HOMEp NopTa SIoKaslbHOro KOMMYyTaTopa, KOTOpbI noay4dun 610k
LLDPDU oT yaaneHHoro ycTponcraa.
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Tabnuua 119 SkpaH Advanced Application > LLDP > LLDP Remote Status

MOnE ONMUCAHUE

Chassis ID 3T0 none nokasbiBaeT MAEHTUDUKATOP LWacCu yaaneHHoro yCTponcTBa,
accounmMpoBaHHOIoO € nepepatownm areHTom LLDP. aeHTudukaTop waccu onpeaensercs
CBOMM NoATUNOM. HanpuMep, B 3TOW ponn MOXeT BbicTynaTe MAC-aapec yaaneHHoro
yCTpOICTBa.

Port ID 3T0 nose coaepXuT cneunduyeckmin naeHTMduKkaTop ana noprta, C KOTOporo 6bin

nepeaaH gaHHbii 6ok LLDPDU, B hopmaTe CTpoku u3 andaBUTHO-LMGDPOBbLIX CUMBOJIOB.
NaeHTudmkaTop nopTa onpeaensieTcss CBOUM NOATUMOM.

Port Description

OT0 Nosie COAEPXUT OnMcaHne nopTta, C KOToporo 6bi1 NnepedaH AaHHbIM 6nok LLDPDU.

System Name

3TO Nose NoKasblBaeT UMS CUCTEMbI yYAaneHHoro ychOVICTBa.

Management
Address

3T0 noJsie NokasblBaeT agpec ynpasieHUs yAaneHHOro ycTpoincraa. B aTom kavectse
MoxeT BblcTynaTb MAC-aapec wnn IP-agpec. lNMonb3oBaTesib MOXET HENOCPEACTBEHHO
nepenTtn no runepccoinke IP-agpeca.

32.5.1 MNMoapo6bHas uHcpopmaLums o crtatyce yaaneHHbIx noptos LLDP

OTOT akpaH oTobpaxkaeT NoapobHyto MHdopmMaumio o ctatyce LLDP, nonydeHHyo OT yaaneHHoro
ycTporictea. MNepengute no ccoiike Advanced Application > LLDP > LLDP Remote Status
(Click Here), a 3aTteM WenkKHUTE No NopsaKkoBoMy HOMepy, Hanpumep, 1, B ctonbue Index Ha
skpaHe LLDP Remote Status, uto6bl OTKpbITb 3KpaH, N306pa)Ke€HHbIN Ha PUCYHKE HUXE.
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PucyHok 191 3kpaH Advanced Application > LLDP > LLDP Remote Status > LLDP Remote Port
Status Detail (Basic TLV)

[ @LLDP Hemote Port Status Detai LLDP Remote Status
Local Port: 1
Basic TLV
Chassis 1D Subtype mac-address
Chassis ID TLV T T i T i T R b A s D TR
Chassis ID 00:19:cb:00:00:02
Port ID Subtype local-assigned
Port ID 1
Time To Live TLV Time To Live 120

1234567880123456789012345678901234567

P scriptio ] scripfion
'ort Description TLV ort Descripfior 30012345678901234567300ahcd
System Name TLV System Name G53700
System Description TLV System Description V4. 10(AAFZ. 2) | 05/16/2013

System Capabilities ;
bridge
Supported 4
System Capabilities TLV (ORI

System Capabilities Enabled bridge

Management Address ALL_802
Subtype
Management Address 00:19:cb:00:00:02

Management Address TLV
Interface Number Subtype  unknown

Interface Number ]

Object Identifier 0

B Tabnuue, npnBeaeHHOM HMXeE, onNMcaHbl Nons n3 pasaena Basic TLV ans gaHHOro akpaHa.

Ta6nuua 120 SkpaH Advanced Application > LLDP > LLDP Remote Status > LLDP Remote Port
Status Detail (Basic TLV)

NMONE OMNMUCAHUE

Basic TLV

Chassis ID TLV | ¢ Chassis ID Subtype - 370 none ykasbiBaeT Ha MeTOA naeHTUdMKaLMKN waccu
YAANEeHHOro yCTpomncTBa.

e Chassis ID - 370 nofne nokasbiBaeT NAeHTUMOMKATOP LWACCU yaaSIleHHOro YCTPOMUCTBa.
NpaeHTudmKaTop Wwaccm onpeaensieTcs CBOMM NOATUMNOM

Port ID TLV e Port ID Subtype - 370 none ykasbiBaeT Ha MeToA UAEHTUdMKALMN NopTa yaaslEHHOro
yCTpOWCTBa.

e Port ID - 3T0 nosie NokasbIiBaeT MAEHTUGUKATOP NopTa yAaNeHHOro yCTpOnCTBa.
NaeHTudukaTop nopta onpeaensercss CBOMM MOATUIOM.

Time To Live 3T0 nosie nokasbiBaeT MHOXUTENb BpeMeHn Xu3nuu (TTL) kagpos LLDP. Mpu ncreveHmn
T COOTBETCTBYIOLWEro BpeMeHn TTL nHgopmMaums o cocefHnX yCTPOMNCTBaX Ha AaHHOM
YyCTpOWCTBe ycTapeBaeT u otbpacbiBaetcs. [Ana pacyeTa 3HavyeHms TTL Heobxoammo
YMHOXWUTb MHOXWUTeNb TTL Ha nHTepBan nepegayun Kkagpos LLDP.

Port 3T0 none coaepXuT onvcaHne yaaneHHoro nopra.
Description TLV
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Ta6nuua 120 SkpaH Advanced Application > LLDP > LLDP Remote Status > LLDP Remote Port
Status Detail (Basic TLV)

NMONE

OMNMUCAHUE

System Name
TLV

3TO Nose NoKasblBaeT UMSA CUCTEMbI yYAaneHHoro ychOVICTBa.

System
Description TLV

3T0 Mosie COAEPXKUT OMUCAHWE CUCTEMBI NSl YAANIEHHOMO YCTPOMCTBA.

System
Capabilities
TLV

370 none oTobpaxaeT CUCTEMHbIE BO3MOXHOCTM, KOTOpble NOAAEPXMBAET yaaNeHHoe
YCTPOWMCTBO U KOTOpble Ha HEM aKTUBUPOBaHbI.

e System Capabilities Supported ([MoaaepxvBaeMbie CUCTEMHbIE BO3MOXHOCTH)
e System Capabilities Enabled (AKTMBMpPOBaHHbIE CUCTEMHbIE BO3MOXHOCTMU)

Management
Address TLV

370 nosie NokasbiBaeT NapamMeTpbl afpeca ynpaBlieHUsl yaaneHHOro YCTpPonCcTBa.

e Management Address Subtype (MoaTun agpeca ynpasneHus)
e Management Address (Aapec ynpasneHus)

e Interface Number Subtype (MoaTun Homepa nHTepdeinca)

e Interface Number (Homep nHTepderica)

e Object Identifier (MaeHTUdMKaTOp 06bEKTA)

PucyHok 192 SkpaH Advanced Application > LLDP > LLDP Remote Status > LLDP Remote Port
Status Detail> (Dot 1 n Dot3 TLV)

Dot1 TLV
Port VLAN ID TLV Port VLAN ID 100
Port-Protocol VLAN ID 200
Port-Protocol VLAN ID Yes
Port-Protocol VLAN ID TLV Supported

Port-Protocol VLAN ID

Enabled
VLAN ID 1
Vian Name TLV
VLAN Name client 1
Protocol Identity TLV Protocol ID 1
Dot3 TLV
AN Supported Yes
AN Enabled Yes

MAC PHY Configuration & Status TLV

10baseT 10baseTFD 100baseTX

AN Advertised Capability o0, - eTXFD 1000baseTFD

Oper MAU type 30

Aggregation Capability Yes

Link Aggregation TLV Aggregation Status Yes
Aggregated Port ID 1
Port Class PSE
MDI Supported Yes
MDI Enabled Yes
Power Via MDI TLV
Pair Controlable MNo
PSE Power Pairs 1
Power Class 1
Max Frame Size TLV Max Frame Size 1518
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B Tabnuue, npuBeaeHHOM HMXE, onuncaHbl Noas ns pasgenos Dotl n Dot3 ang AaHHOro akpaHa.

Ta6nuua 121 SkpaH Advanced Application > LLDP > LLDP Remote Status > LLDP Remote Port
Status Detail (Dotl and Dot3 TLV)

NMOonEe OMUCAHUE
Dotl TLV
Port VLAN ID 3T0 none nokasbiBaeT naeHTudukatop cetn VLAN AgaHHOro noprta Ha yAasieHHOM
v ycTpolicTee.
Port-Protocol 3710 none coaepxut TLV IEEE 802.1 Port Protocol VLAN ID, koTOpbIV yKa3biBaeT, MMeeTCs
VLAN ID TLV NV ANS J@HHOTO NMopTa WaeHTUdMKaTop ceT VLAN, akTUBMpOBaHa n OHa, U1

noAAep>XWBAETCS N OHa ANS NMopTa yAalleHHOro KOMMyTaTopa, KOTopblid OTrpaBui
naHHbIn 6ok LLDPDU.

e Port-Protocol VLAN ID
e Port-Protocol VLAN ID Supported
e Port-Protocol VLAN ID Enabled

Vlan Name TLV | 310 none otobpaxaeT naeHtndukatop cetm VLAN n nmsa nopta yaaneHHOro yCTpomcTaa.

e VLANID
e VLAN Name

Protocol Hanunuune nons Protocol Identity TLV no3sonseT KOMMyTaTopy aHOHCMpOBaTb
Identity TLV onpefeneHHble NPOTOKOJIbI, AOCTYMHbIE Yepe3 AaHHbIA MopT.

Dot3 TLV

MAC PHY TLV MAC/PHY Configuration/Status aHoHcupyeT noaaepXuBaemMyto CKOPOCTb B 6uTax u
Configuration & | Bo3mMoKHOCTb MOAAEPIKKM AYMIEKCHOrO PEXMUMA OTNPaBASIOWMM y3r10oM 802.3. Kpome
Status TLV TOro, AaHHoe nose TLV aHOHCUPYET TeKyluMe pexnM Aynnekca n CKopocTb B butax
oTnpasnsiowero ysna. HakoHeu, gaHHoe none TLV ykasbiBaeT, ABASETCA /i1 BblOpaHHbIN
napameTp pe3y/ibTaTOM aBTOCOr/1acoBaHMUS NpW YCTAaHOB/IEHUUN COEAMHEHMNS WU PYYHOMN
HaCTpPOWKM.

e AN Supported - lNoka3biBaeT, NoAAEPXNBAET NN AAHHBIA NOPT MYHKLUMIO
aBTOCOrlacoBaHus.

e AN Enabled - Tekywuii ctaTyc aBTOCOr/1acoBaHums nopTa.

e AN Advertised Capability — Yka3biBaeT Ha BO3MOXHOCTK NopTa B 4YacTu
aBTOCOrlacoBaHus.

e Oper MAU Type - Tekywuin Tun MAU (Medium Attachment Unit) nopTta

Link ] Mone Link Aggregation TLV nokasbiBaeT, NOAAEPXKMBAET M AaHHbIN KaHan BO3MOXHOCTb
éﬁ\g/;regatlon arperaumu, yyacTByeT Siv KaHan B arperaunm B AaHHbIX MOMEHT, W, €CIN Aa, YKa3blBaeT
arperaumoHHbIN naeHTUdMKaTop nopra.

e Aggregation Capability — Tekylune BO3MOXHOCTX NOpTa Mo y4yacTUIO B arperauuu.
e Aggregation Status - Tekywuii cTaTyc arperayum nopTa.

e Aggregation Port ID — ArperaunoHHbIA MAeHTUdUKATOp AaHHOro nopTa.

Power Via MDI | NMone Power Via MDI TLV no3BonseT aHOHCUpOBaTb M 06HapyXunBaTb NOAAEPKKY
v nuTaHus MDI cO CTOPOHLI NOpTa yAaneHHoro yCTpoiicTBa, OTNPaBMUBLLIEro AaHHoe
cooblLieHne, C NOMOLLbIO CPEACTB YNpPaBieHNs CeTbO.

e Port Class (Knacc nopta)

e MDI Supported (®yHkums MDI nogaepxusaeTtcs)
e MDI Enabled (®yHkumsa MDI akTueBmpoBaHa)

e Pair Controlable (MapHbIh KOHTPOSb)

e PSE Power Pairs (Mapbl nuTtaHus PSE)

e Power Class (Knacc nutanus)

Max Frame 3T0 nose nokasbiBaeT MakKCUMasbHbIA NOAAEPXKUBAEMbIN pa3Mep Kaapa B OKTeTax.
Size TLV
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PucyHok 193 3kpaH Advanced Application > LLDP > LLDP Remote Status > LLDP Remote Port

Status Detail (MED TLV)

MED TLV

Capabilities TLV

Network Policy Yes
Location Yes

Extend Power via MDI PSE  No
Extend Power via MDIPD  No
Inventory Management No

Device Type TLV Device Type

Metworlk Connectivity

Voice

VLAN ID 10, tagged, known, L2-priority 7,
DSCP 63

Voice-Signaling

VLAN ID 100, tagged, known, L2-priority 2,
DSCP 10

Guest-Voice

VLAN ID 20, tagged, known, L2-priority 3,
DSCP 12

Guest-Voice-Signaling

VLAN 1D 0, untagged, known, L2-priority 0,
DSCF 0

Network Policy TLV

Softphone-Voice

VLAN ID 200, tagged, known, L2-priority 1,
DSCFP 1

Video-Conferencing

VLAN 1D 0, untagged, known, L2-priority 0,
DSCF O

Streaming-Video

VLAN ID 200, tagged, known, L2-priority 4,
DSCP 20

Video-Signaling

VLAN |D 400, tagged, known, L2-priority &,
DSCP 55

Coordinate-base LCI

latitude north 0.0 longitude east 0.9995 altitude
meters 0.0 datum NADS3-MLLW

Location Identification TLV
Civic LCI

country TW city HSINCHU building ZYXEL

ELIN

12345678390

Hardware Revision

V20131114 | 11/14/2013

Software Revision

VAAMAACAD) | 11/15/2013

Firmware Revision

VAAMAACAD) | 111152013

Inventory TLV Model Name

GS3700-HP

Manufacturer

123456789
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B Tabnuue, NnpuBeaeHHONM HMXe, ONUCaHbl Noss U3 pasgena MED TLV ana aaHHOro skpaHa.

Ta6nuua 122 SkpaH Advanced Application > LLDP > LLDP Remote Status > LLDP Remote Port
Status Detail (MED TLV)

MNOJE OMNCAHME

MED TLV LLDP Media Endpoint Discovery (MED) - aTo pacwupeHne npoTtokona LLDP, koTopoe
noaaepXunBaeT AOMNOMHUTENbHbIE BO3MOXHOCTM MO B3aMMOAENCTBUIO C
MYNbTUMEAUNHBIMU KOHEYHbIMU YCTponcTBaMu. MED noaaepxuBaeT aHOHC/06HapyXeHune
CETEBbIX MOMUTUK U O6HapYy>XXeHMe MeCTOHAXOXAEHWUS YCTPOMCTB, NO3BOJISIA CO3a4aBaThb
6a3bl JaHHbIX, coAepXKallune CBeAeHUS 0 MEeCTOHaxX0XAeHMM YCTPONCTB, U NpeaoCcTaBnss
MHdOpMaUnto, HE06X0ANMYIO ANS NOMCKA U YCTPaHeHUs npobnem.

Capabilities 3T0 none onucbiBaeT BO3MOXHOCTU MED, KoTOpble noaaepXuBaeT yAaneHHbI NopT.
TLV

e Network Policy (CeTteBas nonutuka)
e Location (MecTtononoxeHue)

e Extend Power via MDI PSE (PaclwmpeHHble BO3MOXHOCTM NoAaym NnUTaHus C
ncnonb3oBaHnem MDI PSE)

e Extend Power via MDI PSE (PaclumnpeHHble BO3MOXHOCTU NoAayn nutaHus
ncnonb3oBaHmem MDI PD)

e Inventory Management (YnpaBneHne nHBEHTapHOM nHGoOpMaLmen)

Device Type Knaccbl KOHeYHbIX ycTpoincts LLDP-MED:

e Endpoint Class I (Knacc koHeuyHoro yctpouncrsea I)

e Endpoint Class II (Knacc koHe4yHoro yctpowncTtea II)

e Endpoint Class III (Knacc koHeuyHoro ycrtponcTtea III)

e Network Connectivity (YcTpoiicTtBo obecneveHns ceTeBoro B3aMMoAencTeuns)

Network Policy | DTo mosie nokasbiBaeT CETEBYIO MOJUTUKY ASIA YKA3aHHOMO MPUIOXEHMUS.
TLV

e Voice (CeTb ronocoBoi cBs3n)

e Voice-Signaling (CvrHanmsaumsa CeTu rosioCcoBol CBSA3N)

e Guest-Voice (FocTeBas ceTb rON0COBON CBA3WN)

e Guest-Voice-Signaling (CurHanunsaumnsa B rocTEBON CETU roI0COBOM CBA3M)
e Softphone-Voice (FlonocoBas cBsi3b A/ NporpaMMHoOro tenedoHa)

e Video-Conferencing (BuaeokoHdepeHLCBSA3b)

e Streaming-Video (MoTokoBasi nepeaaya BMAe0)

e Video-Signaling (CurHanusauusa npu nepenaye BMaeo)

Location 3T0 nose nokasbiBaeT MHMOPMaLMI0 O MECTOHAXOXAEHUN abOHEHTa, COBEPLUIAOLLEro
_Il_(ljf/ntlflcatlon Bbl30B, Ha OCHOBaHWW CreayloWmnX NapaMeTpos:

e Coordinate-based LCI - koopanHaThl WNPOTbI, A0JrOThl U BbICOTbI, CoAepXallmecs B
MHdopMaunm o KoHpurypaumm mectonosnoxeHus (LCI)

e Civic LCI - IETF Geopriv Civic Address based Location Configuration Information
(MHdopMauma 0 KOHbUrypaunm MecTonosioXXeHMs Ha OCHOBE FrOpPOACKOro agpeca
IETF Geopriv Civic Address)

e ELIN - (Emergency Location Identifier Number, naeHTudunkaTop MeCTOnonoxXeHns
ONS OKCTPEHHbIX CNyX6)
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Ta6nuua 122 DkpaH Advanced Application > LLDP > LLDP Remote Status > LLDP Remote Port
Status Detail (MED TLV)

NMONE OMNMUCAHUE

Inventory TLV BonbwnHcTBO MoAenen IP-TenedOHOB He NOAAEPXKMBAIOT MPOTOKObI YNpaBiaeHus,
Takue, kak SNMP, nosToMy Ana npefoCTaB/eHUs UHBEHTAPHOW MHGOopMaumm
ycTpovcTBaM obecrneyeHns CeTeBOro B3amMMoAeNCTBUS, Harnpumep, KOMMyTaTopy,
MCNoNb3yoTCcA UHBEHTapHble TLV LLDP-MED. Mone Inventory TLV MOXeT coaepxaTtb
cnepywowyo nHdopmauutio.

e Hardware Revision (Homep peBu3nun yctpoiicTtsa)

e Software Revision (Homep peBu3um nporpaMmMHoro obecrneyeHus)

e Firmware Revision (Homep peBu3nn BCTPOEHHOro nporpaMMHoro obecneveHms)
e Model Name (HanmeHoBaHue mogenu)

e Manufacturer (Mponssoantens)

e Serial Number (CepuintHblii HoMep)

e Asset ID (MpeHTudukaTop pecypca)

Extended Mone Extended Power Via MDI Discovery no3BOnsieT MyNbTUMEANAHBIM KOHEYHbIM
Power via MDI | toykam, Hanpumep, IP-TenedoHaM, v yCTpoicTBaM o6ecrneyeHns CeTEBOro

T B3aMMOAENCTBUS, TaKNM, KaKk KOMMyTaTop, aHOHCMpPOBaTb NoAPO6HYI0 MHbOpMaunio o
noaaepxke A0MNOMHUTENbHbIX METOAOB NOAAYM NUTaHUS.

e Power Type — UCMNoMb3yeT /I YCTPONCTBO B AAHHbIN MOMEHT OCHOBHOW U/n
pe3epBHbIi UCTOYHMK MUTaHUSA (MCNOSIb30BaHME pPe3epBHOIr0 MCTOYHMKA MOXET
COO06LWMNTb KOHEYHOMY YCTPOMCTBY O HEOBXOAMMOCTM Nepexona B PEXMM 3KOHOMUMU
nuTaHus).

e Power Source - paboTaeT In KOHEYHOE YCTPOMUCTBO B AAHHbIA MOMEHT OT BHELLHErO
WCTOYHMKA NUTaHUSA.

e Power Priority — npuopuTeTbl KOHEYHOrO YCTPOMCTBA B MONYYEHUN NUTAHUS OT
pasfINYHbIX UCTOYHMKOB (YCTPONCTBO obecrneyeHns CeTeBoro B3anMoAeNCTBUA MOXKET
NCMosb30BaTh 3Ty ONUMIO MPU BbICTPAUBAHUN NPUOPUTETOB, ONpeaensaoWwmx, Kakme
YCTPOMCTBa A0KHbI NpoAonXaTe paboTaTe Nnpu npobnemMax ¢ 3NeKTpuHeCcTBOM)

e Power Value - TpeboBaHMA K NUTaHUIO B €AMHULAX BaTT B TeKyLen KoHbuUrypaumm

32.6 HacTtpouku npotokona LLDP

C MOMOLLbIO 3TOro 3KpaHa MOXHO HacTpouTb rnobanbHble napameTpbl LLDP Ha komMMyTaTOpe.
MNepengute no ccolike Advanced Application > LLDP > LLDP Configuration (Click Here),
4YTO6bI OTKPbITb 3KpaH, N306paxeHHbIN Ha PUCYHKE HUXeE.
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PucyHok 194 SkpaH Advanced Application > LLDP > LLDP Configuration

[ @ LLDP Configuration ] Basic TLV Setting Org-specific TLV Setting LLDP
Active bd
Transmit Interval 30 seconds
Transmit Hold 4 times
Transmit Delay 2 seconds
Reinitialize Delay 2 seconds

Apply | | Cancel

Port Admin Status Notification
: Disable [ ]
Tx-Rx
Tx-Rx
Tx-Rx
Tx-Rx
Tx-Rx
Tx-Rx

—

[ B F A

[= RS [ S U 1

Apply || Cancel

Mons akpaHa onucaHbl B creayrowen Tabnuue.

Ta6bnuua 123 SkpaH Advanced Application > LLDP > LLDP Configuration

MONE OMNMUCAHUE

Active BbibepuTe 3Ty onumto, 4Tobbl akTMBMPOBaTb NOAAEPXKKY NpoTokona LLDP Ha
KoMMyTaTope. 10 yMOon4yaHuio 3TOT nepeksovaTesb YCTaHOBIEH.

Transmit Interval YKaxuTe NnepnoanyHOCTb OTNpaBkn nakeTos LLDP komMyTaTOpoM (B ceKyHAax).

Transmit Hold YKaxuTe MHOXUTENb cpoka xu3Hu (TTL) ana kagpos LLDP. Mpu ncteuyeHum
COOTBETCTBYHOLWEro BpeMeHu TTL nHdbopmMmaumnsa o cocegHnx yCTporucTBax Ha AaHHOM
YCTPOWCTBE yCTapeBaeT 1 oTbpacbkiBaeTcs. s pacyeTa 3HadyeHus TTL Heobxoanmo
YMHOXWTb MHOXWUTeNb TTL Ha nHTepBan nepegayun naketos LLDP.

Transmit Delay YKaxuTe 3a8epxKy (B ceKyHAax) Mexay nocnegosartesbHbiMu coobweHnamu LLDPDU,
WHULMMPOBAHHbBIMW B pe3ysibTaTe M3MeHEHUI 3Ha4YeHns 1 ctaTyca B 6ase gaHHbIX MIB
KOMMyTaTopa.

Reinitialize Delay YKaxuTte nepuoa oXxXunaaHus B CeKyHAax, no ncreyeHnmn kotoporo LLDP BbinonHsaeT
MHULUMaNM3aumio Ha onpeaesieHHoM rnopTy.

Apply Haxmunte Apply, 4TO6bl COXPaHUTL U3MEHEHWS B ONEPaATUBHOM NaMATN KOMMyTaTopa. 3Tu
HaCTpoMrKun 6yayT yTepsiHbl B C/ly4ae BbIK/IOYeHUS KOMMyTaTopa unu nepebos B nogadve
nUTaHWs, NO3TOMY MO 3aBepLUEeHNN HAaCTPOMKK HEOHBXOAMMO HaXxxaTb Ha CCblike Save B
BEpPXHEN HaBUraLMOHHOW NaHenu Ans COXpaHEHUS U3MEHEHUI B SHEProHe3aBUCMMON

namaTw.
Cancel Haxmunte Cancel, 4To6bl Ha4YaTb HAaCTPONKY Ha 3TOM 3KPaHe 3aHOBO.
Port 3T0 nosie NokasbiBaeT HOMep nopTa, Al KOTOPOro AeNCcTBYeT AaHHas KOHdUrypaums

LLDP. * o3HauaeT «BCe NOpThbi».

PykosogcTso none3osatens Ansa cepun GS3700 n XGS3700

292



masa 32 MNMpoTtokon Link Layer Discovery Protocol (LLDP)

Tabnuua 123 SDkpaH Advanced Application > LLDP > LLDP Configuration

MNOJE

OMNCAHME

Admin Status

YKaxuTe, pa3spelueHa nu nepegaya n/vnm npmem coobueHmnin LLDP yepes gaHHbIN NopT.

e Disable - 3anpeleHa

e Tx-Only - pa3pelieHa To/bKO nepepadya

e Rx-Only - paspelleH ToNbKO Npuem

e Tx-Rx - paspelieHbl U nepegada, n npuem

Notification YKaxuTe, BKOYEHa N1 ANA AaHHOro NopTa noaaepxka ysegomneHuii LLDP.
Apply Haxmnte Apply, 4TO6bl COXPaHUTb M3MEHEHWS B ONMEPaATUBHOM NaMsATN KOMMyTaTopa. 3Tu
HacTpoWku 6yayT yTepsiHbl B C/ly4ae BbIK/IIOYEHUS KOMMyTaTopa uau nepebos B nogave
NUTaHWs, NO3TOMY MO 3aBepPLUEHUN HAaCTPOMKM HE0H6X0ANMMO HaxaTb Ha CCbisike Save B
BepXHeW HaBUrauMoOHHOW NaHenu Ansl COXpaHeHUS U3MEHEHU B SHEproHe3aBUCUMOM
namaTu.
Cancel Haxmunte Cancel, 4To6bl Ha4YaTb HAaCTPOMKY Ha 3TOM 3KpaHe 3aHOBO.

32.6.1 HacTtpowmku Basic TLV gnsa koHcdurypauun LLDP

C noMoLbio 3TOro 3KpaHa MOXHO HAaCcTpouTb NapaMeTpbl Basic TLV. Nepengnte no ccoiike
Advanced Application > LLDP > LLDP Configuration (Click Here) > Basic TLV Setting,
yTO6bl OTKPbITL 3KPaH, N306paXKeHHbI Ha PUCYHKE HUXE.

PucyHok 195 SkpaH Advanced Application > LLDP > LLDP Configuration> Basic TLV Setting

[ @) Basic ILV Setting LLDP Configuration

Port Management Address Port Description System Capabilities System Description System Name
1 L L L L L
2 L L L L L
3 L L L L L
4 L L L L L
5 L L L L L
i} L L L

L L

25 L L L L L

26 L L L L L

27 L L L L L

28 L L L L L
Apply | | Cancel

Mons akpaHa onucaHbl B crieayrowen Tabnuue.

Tabnuua 124 >SkpaH Advanced Application > LLDP > LLDP Configuration > Basic TLV Setting

MOnE OMNUCAHUE

Port 370 none otobpaxaeT HOMep rnopTa, A1 KOTOPOro BbIMNOHAETCS HaCTponKa napamMmeTpos
LLDP. YT06bl NPpUMEHUTb M3MEHsAEMble NapaMeTpbl 451t BCEX NOPTOB OAHOBPEMEHHO,
yCTaHOBUTE nepektoyaTenn B CTpoke *. Mo yMonyaHuio BCe nepeksovaTenm B cTpoke *
YyCTaHOBJIEHBbI.

Management YcTaHOBWTE AaHHbIV NepekyaTenb Uan CHUMUTE C Hero BblaeneHne, 4tobbl paspewwnTb

Address WNu 3anpeTuTb oTnpasky TLV-coobuweHunii Management Address 4yepes AaHHbI NOpT

(vnun nopThl).

Port Description

YcTaHOBWUTE AaHHbIN NepekaoYaTesib UM CHUMUTE C Hero BblaeneHune, 4tobbl paspewnTb
UNun 3anpeTuTb oTnpasky TLV-coobuweHnunit Port Description yepe3 gaHHbIW NOpT (UK
nopThbl).
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Ta6nuua 124 SkpaH Advanced Application > LLDP > LLDP Configuration > Basic TLV Setting

MOnE ONMUCAHUE

System YcTaHOBWTE AaHHbIV NepeksoyaTesnb UIn CHUMUTE C HEro BblaeneHue, YtTobbl paspewnTb

Capabilities WNn 3anpeTuTb oTrnpasBky TLV-coobweHunii System Capabilities yepes aaHHbIn nopT (Mam
nopTbl).

System YcTaHOBWTE AaHHbIV NepeksoyaTesb UM CHUMUTE C Hero BblaeneHue, YtTobbl paspewnTb

Description WNn 3anpeTuTb oTnpasBky TLV-coobuweHnii System Description yepe3 gaHHbIW NopT (Man

nopThbl).

System Name

YCcTaHOBWTE AaHHbIV NepeksyaTesb Uin CHUMUTE C HEro BblaeneHne, 4tobbl paspewnTb
WNn 3anpeTuTb oTnpasBky TLV-coobueHunii System Name yepes aaHHbIN nopT (Mnu
nopTbl).

Apply

Haxmnte Apply, 4uTOb6bl COXpaHUTb U3MEHEHUS B ONepaTUBHOW NaMaTu KOMMyTaTopa.
3Tn HacTpolikn 6yayT yTepsiHbl B C/lydae BbIK/IOUYEHUS KOMMyTaTopa uau nepe6os B
nogaye NUTaHWsi, NO3TOMY MO 3aBEPLUEHUN HACTPONKM HEOBXOAMMO HaxaTb Ha CCblIKe
Save B BepXHel HaBMraUuMOHHOW NaHenn Ans coXpaHeHUs N3MEHEHUI B
SHeproHe3aBUCUMMOl NaMaTw.

Cancel

Haxmute Cancel, 4To6bl HaYaTb HAaCTPONKY Ha 3TOM 3KPaHe 3aHOBO.

32.6.2 HacTtpowuka cneuncpunyHbIX ana opraHusauum nonen TLV B

koHdurypauuu LLDP

C MoMoLLbio 3TOro 3KpaHa MOXHO HAaCcTpouUTb NapameTpsbl nonen TLV, cneumndunydHbix ans
opraHmsauwnii. Neperaute no ccoiike Advanced Application > LLDP > LLDP Configuration
(Click Here) > Org-specific TLV Setting, 4To6blI OTKpbITb 3KpaH, N306paXK€HHbIN Ha PUCYHKE

HWXeE.

PucyHok 196 SkpaH Advanced Application > LLDP > LLDP Configuration> Org-specific TLV Setting

25
26
27
23

[ @) Org-specific TLV Setting ] LLDP Configuration

Port Dot1 TLV Dot3 TLV
Port-Protocol VLAN ID Port VLAN ID Link Aggregation MACI/PHY Max Frame Size
1 L L
2 L L
3 L L
4 L L
5 L L
g i

LYHCYHLYHCY
LYHLYHLYHCY

Apply | | Cancel
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Mong skpaHa onucaHbl B CJ'IED,y}OLI.I,Eﬁ Tabnuue.

Ta6nuua 125 SkpaH Advanced Application > LLDP > LLDP Configuration > Org-specific TLV Setting

MOnE ONMUCAHUE

Port 370 none otobpaxaeT HoMep NopTa, A1 KOTOPOro BbINO/IHAETCS HacTpoika napaMeTpos
LLDP. YT06bl NpUMEHUTbL M3MEHsAEeMble NapaMeTpbl 4515 BCEX NOPTOB OAHOBPEMEHHO,
yCTaHOBUTE Nepek/toyaTenn B CTpoke *,

Dotl TLV

Port-Protocol

YcTaHOBUTE AaHHbIN nepexknw4yartenb Nin CHUMUTE C HEro BblaeneHune, 4TO6bI pa3pewnTb

VLAN ID WAW 3anpeTuTb oTnpaBky TLV-coobiwenunit IEEE 802.1 Port and Protocol VLAN ID uepes
OaHHbIN NopT (MK NoOpThl).
Port VLAN ID YCTaHOBWUTE AaHHbIN NepekntoyaTeslb NN CHUMUTE C Hero BblaeNeHne, YTobbl pa3pewnTb
WNn 3anpeTuTb oTnpaBky TLV-coobuweHuniin IEEE 802.1 Port VLAN ID yepes3 aaHHbIN NopT
(v nopThl). Mo yMonyaHuio BCe nepekavaTenm B 3TOM CTPOKe YCTaHOB/EHbI.
Dot3 TLV

Power Via MDI
TLV

MpuMmeuaHue: TonNbKo AN MoAeNen C NOAAEPXKKOM NMUTaHUS YCTPOMCTB MO BUTON nape
(PoE). Mone Power Via MDI TLV no3BossieT aHOHCMPOBaTb M 06Hapy>XuBaTb NOAAEPKKY
nuTaHns MDI co CTOpPOHbI NOpTa yAasieHHOro yCTpoCcTBa, OTNpaBUBLLErO AaHHOEe
coobleHne, C NOMOLLbIO CPeACTB YrNpaBieHNs CeTbIo.

e Port Class (Knacc nopra)

e MDI Supported (®dyHkumna MDI nogaep>xxnsaetcs)
e MDI Enabled (®yHkunsa MDI akTMBMpoBaHa)

e Pair Controlable (MapHbIt KOHTPOSb)

e PSE Power Pairs (Mapbl nuTtaHus PSE)

e Power Class (Knacc nutaHus)

Link
Aggregation

YCTaHOBWUTE AaHHbIN NepekntoyaTeslb NN CHUMUTE C Hero BblaeneHne, YTobbl pa3pewnTb
Wnn 3anpeTtuTb oTnpaBky TLV-coobuweHunii IEEE 802.3 Link Aggregation yepe3 aaHHbIN
nopT (Wnn NopThl).

MAC/PHY

YcTaHOBWTE AaHHbIA NepekiovaTeslb UM CHUMUTE C HEro BblAeneHne, 4Tobbl paspewwnTb
WUNu 3anpeTuTb oTnpasky TLV-coobwenunii IEEE 802.3 MAC/PHY Configuration/Status
yepes JaHHbIW NopT (MM NopThl). 10 yMONYaHMio BCE NepekoyaTenn B 3TON CTpoKe
YyCTaHOB/EHbI.

Max Frame
Size

YcTaHOBWUTE AaHHbIN NepekntoyaTeslb UK CHUMUTE C Hero BblaeNeHne, YTobbl pa3pewnTb
WNn 3anpeTuTb oTnpaBky TLV-coobuweHunii IEEE 802.3 Max Frame Size yepes aaHHbIN
nopt (unu nopTol).

Apply

Haxmunte Apply, 4TObbl COXpaHUTb U3MEHEHMS B ONepaTMBHON NaMsATN KOMMyTatopa. OTu
HaCTporKkn 6yayT yTepsHbl B Clyvae BbIKOYEHUS KOMMyTaTopa unun nepebos B nogadve
NUTaHWs, NO3TOMY MO 3aBepLUEHMN HAaCTPOMKM Heob6XoANMMO HaxaTb Ha CCbiike Save B
BEpXHEN HaBUraLuMOHHOW NaHenu Ans COXpaHEHUS U3MEHEHUI B SHEPrOHEe3aBUCMMON
namaTw.

Cancel

Haxmunte Cancel, 4To6bl Ha4YaTb HAaCTPONKY Ha 3TOM 3KPaHe 3aHOBO.

32.7 Hactpouku LLDP-MED

MNepengute no ccoiike Advanced Application > LLDP > LLDP-MED Configuration (Click
Here), 4To6bl OTKPbLITb 3KpaH, M306paxXeHHbIN Ha PUCYHKE HUXE.
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PucyHok 197 DkpaH Advanced Application > LLDP > LLDP-MED Configuration

=R I L R SN VI (- ey

[ @ LLDP-MED Configuration ___J LLDP
Notification MED TLV Setting
Port
Topology Change Location Network Policy

\/\/\/\/\A/\/\A/
.~ T~

Apply | | Cancel

Mons akpaHa onucaHbl B crieaytollen Tabnuue.

Ta6nuua 126 SkpaH Advanced Application > LLDP > LLDP-MED Configuration

NMOnE ONMUCAHUE
Port 370 none otobpaxaeT HOMep nopTa, AN KOTOPOro BbIMOMHAETCS HacCTpoMKa napamMeTpoB
LLDP-MED. YcTaHOBUTE nepekntoyaTenn B CTpoke *, yTobbl MPUMEHUTb UX KO BCEM
noptamM oAHOBPEMEHHO.
Notification
Topology BbibepuTe 3Ty onumio, YTo6bl BKIOUNTL NOAAEPXKKY SIOBYLLIEK W3MEHEHWSA TONOIOMUN
Change LLDP-MED gns gaHHoro nopta.

MED TLV Setting

Location

BbibepuTe 3Ty onumio, 4Tobbl paspewnTb nepepadvy TLV-coobuweHnin Location LLDP-MED
yepes faHHbIA NopT.

Network Policy

BbibepuTte 3Ty onumto, 4Tobbl paspewnTb nepegady TLV-coobuweHunin Network Policy
LLDP-MED 4epes aaHHbIN NopT.

Apply

Haxxmmute Apply, 4TO6bI COXpPaHWUTbL N3MEHEHUS B OMEPaTMBHON NaMATU KOMMyTaTopa. 3Tu
HacTpoWku 6yayT yTepsiHbl B C/ly4ae BbIK/IIOYEHUS KOMMyTaTopa uau nepebos B nogave
NUTaHWs, NO3TOMY MO 3aBepLUEHUN HAaCTPOMKM HEOH6XOANMO HaxaTb Ha CCblsike Save B
BEPXHeW HaBUIaLMOHHOW NaHenu A1 COXpaHEeHWS U3MEHEHUI B SHEProHe3aBUCUMOM
namsTw.

Cancel

Haxxmunte Cancel, 4Tobbl Ha4yaTb HAaCTPONKY Ha 3TOM 3KpaHe 3aHOBO.

32.8 Hactpouku ceteBbix nonutuk LLDP-MED

MNepenaunte no ccoinke Advanced Application > LLDP > LLDP-MED Network Policy (Click
Here), uTobbl OTKPbITb 3KpaH, N306paxeHHbIN Ha PUCYHKE HUXeE.
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PucyHok 198 DkpaH Advanced Application > LLDP > LLDP-MED Network Policy

@ LLDP-MED Network Policy LLDP
Port 2
Application Type voice -
Tag tagged
VLAN 144
DSCP 56
Priority 4 -
Add| | Cancel
Index Port Application Type Tag VLAN Priority DSCP Delete
1 2 voice tagged 144 4 56 [}

Delete || Cancel

Mong skpaHa onucaHsbl B CJ'IED,y}OLI.I,Eﬁ Tabnuue.

Ta6bnuua 127 SkpaH Advanced Application > LLDP > LLDP-MED Network Policy

MNONE

OMUCAHUE

Port

YKaxxute HoMep nopTa, AN KOTOPOro BbIMOSHAETCA HacTpovka ceTeBbiX NonmTuk LLDP-
MED.

Application Type

BbibepuTe TMN NpUNOXKEHNS, NCMONb3YEMOro A9 AaHHON CETEBON MOSINTUKM.

e voice (CeTb ronocoBoli cBsi3un)

e voice-signaling (CurHanmsaums ceTu roJiocCoBoi CBS3K)

e guest-voice (locTeBas ceTb FOJI0COBOV CBA3MU)

e guest-voice-signaling (CurHanusaumsi B rocTeBON CETU rOJIOCOBOM CBS3U)
¢ softphone-voice (Fonocosas cBsA3b ANA NporpaMMHoOro tenedoHa)

e video-conferencing (BuaeokoHdepeHLCBA3b)

e streaming-video (MoTokoBas nepenava BUAEO)

e video-signaling (CurHanusaumnsa npu nepegaye BUAE0)

Tag YKaxuTe, HYXHO v Ao6aBnATb nan ybupaTtb Tern B pamkax AaHHOW CETEBOW NONUTUKMU.
e c Teramu (Tagged)
e 6e3 Teros (Untagged)
VLAN YkaxuTte naeHtudunkaunoHHbii Homep cetu VLAN. OH BbibupaeTtcs n3 guanasoHa ot 1 4o
4094. 1ns KaapoB C TEroM NpUOpPUTETA HYXXHO BBECTM 3HayeHue «0».
DSCP YkaxuTe 3HaueHne DSCP ana naHHow ceteBoi nonntukm. OHO BbibMpaeTcs M3 gnanasoH
ot 0 go 63, npu aToM 0 o3Ha4aeT Mcnosb3oBaHue 3HayeHnss DSCP no ymon4yaHuio.
Priority YKaxuTe 3HayeHne NpuopuTeTa Ans AaHHOW CETEBOW MOSIUTUKMU.
Add Mocne 3aBeplueHns BBOAa MHGOPMALMK O CeTeBbIX NonMTUKax HaxmuTe Add. B ceoaHom
Tabnuue nosBATCA BCe CcO34aHHble A1 KOMMyTaTopa CeTeBble MOSIUTUKM.
Cancel Haxmute Cancel, ecnu TpebyeTcs n3MeHUTb TOIbKO YTO BBEAEHHYI0 MHpOpMaumio.
Index 3710 none otobpa)kaeT NOPSIAKOBLIN HOMEpP CEeTEBOW MONTUKKN. HaXMuTe Ha 3TOT HOMep,
4YTObbI OTPEAaKTMpOBaTL NPaBUIO.
Port 3T0 none otobpa)kaeT HOMep nopTa AN CETEBON MOANTUKW.

Application Type

3710 none otobpa)kaeT TUM NPUIOXKEHUS AN CETEBOW MOSUTUKMW.

Tag 370 none otobpaxaeT crtaTyc fAobasneHus/yaaneHns Teros 415 CeTeBOM NOAUTUKM.
VLAN 3710 none otobpaxaeT naeHTudbukaTop cetm VLAN ansi ceTeBon NOSUTUKMN.
Priority 370 none otobpaxkaeT 3HavYeHne NpMopuTeTa AN CETEBOM NONNTUKMU.
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Ta6nuua 127 SkpaH Advanced Application > LLDP > LLDP-MED Network Policy

MOnE ONMUCAHUE
DSCP 3710 none otobpaxaet 3HadyeHne DSCP ans ceTeBol MNOANTUKMN.
Delete BbibepuTe npaBuna, KOTopble HY)XHO yaanuTb, B cTonbue Delete n HaxMuTe KHOMKY
Delete.
Cancel Haxmute Cancel, uTobbl CHATL BblAeneHne C nepeknoyvartenen s ctonbue Delete.

32.9 UHdopmaumsa o mectononoxeHuu LLDP-MED

Mepenante no ccoinke Advanced Application > LLDP > LLDP-MED Location (Click Here),
4YTO6bl OTKPbITb 3KpaH, N306paxeHHbIN Ha PUCYHKE HUXE.

PucyHok 199 SkpaH Advanced Application > LLDP > LLDP-MED Location

(@ LLDP-MED Location ] LLDP
Port 20
Latitude 24.7500 [ north []
Location Longitude 121.0 east El
Coordinates e 12.5000| | meters El
Datum WGES34 El
Country TW State
County City
Division i Neighbor
Leading-Strest.
Street taadm.g e
Direction
Street-Suffix i Trailing-Street-Suffix
House-Number House-Number-Suffix
Civic Address D TS T e
Landmark Additional-Location
Hame Zip-Code
Building ZYXEL Unit
Floor 4F Room-Number 421
Postal-Community-
Place-Type :
P Name
Posi-Office-Box Additional-Code
ELIN Number [1234567891111111
[Add | [cancel
Index Port Location Coordinates Civic Address ELIN Number Delete
X 20 latitude north 24.7500 longi... country TW building ZYXEL ... 1234567891111111 L}
| Delete | | Cancel
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Mong skpaHa onucaHbl B CJ'IED,y}OLI.I,Eﬁ Tabnuue.

Ta6bnuua 128 SkpaH Advanced Application > LLDP > LLDP-MED Location

MOnE ONMUCAHUE

Port YKaxuTe HoMep nopTa, 4151 KOTOpPOoro TpebyeTcs HaCTPOUTbL NapaMeTpbl MECTOMOJIOXKEHUS
B ceTn LLDP-MED.

Location MpoTtokon LLDP-MED ucnonb3yeT reorpaduyeckme KOOpAMHaTbI U FOPOACKON aapec

Coordinates (Civic Address) ans onpeneneHns MecTornosIOXeHUs yAaNeHHOro yCTpoicTea.

leorpacduyeckme KoopaAMHaTLI BKIHOYAOT B Ce6S WNPOTY, AONTOTY, BbICOTY U TOUKY
oTcuyeTa. FopoAcKol aapec BKOYaeT B cebs CTpaHy, WTaT, OKPYr, ropoa, ynuuy u
APYryo COMyTCTBYIOLWYO MHbOPMaLMio.

Latitude Bseaute nHdopmaumio o wnpoTe. 3HavyeHne BbibupaeTcs B AnanasoHe ot 0° go 90°.
OTpuuaTenbHoe 3Ha4YeHMe COOTBETCTBYET tory.

e north (ceBepHoit)
e south (toxHoWn)

Longitude BBeauTte nHdopmMauuto o gonrote. 3HayeHue BblbupaeTcs B AnanasoHe ot 0° go 180°.
OTpuuaTeNnbHOe 3HaYeHMe COOTBETCTBYET 3anaay.

e west (3anagHon)
e east (BocTOouHOWM)

Altitude BBeauTte nHdopMauuto o BbicoTe. 3HayeHUe BbibupaeTcs B AnanasoHe ot -2097151 ao
2097151 yka3blBaeTcsl B METpax UM B Taxax.

e meters (MeTpsbl)
o floor (aTaxwu)

Datum YKaknte COOTBETCTBYIOLLYIO reofe3nyecKyto TOUKy oTcyeTa, ncnosabsyemyto GPS.

e WGS84
e NAD83-NAVDS88
e NAD83-MLLW
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Tabnuua 128 SDkpaH Advanced Application > LLDP > LLDP-MED Location

MNOJE OMNCAHME

Civic Address YkaxuTe ropoackoi aapec (Civic Address), Bkaovalowmnin B ceba Takme ceeaeHus, Kak
CcTpaHa, wTaT, OKpyr, ropoA, ynuua, HoMep AoMa, NOYTOBbIN MHAEKC, N APYTYIO
AOMNONHUTENbHY MHGOpMaumio. FOpoaCKOoN aapec AO/KEH BKIOYaTh B cebs Kak
MWHUMYM ABa MOJsi, OAHUM U3 KOTOPbIX A0/KHA OblTb CTpaHa. [lonycTMMasa AnvHa nons
«Country» (CtpaHa) coctaBnsieT 2 CMMBO/a, AJIMHA BCEX OCTasIbHbIX MOIeN He AOJIKHA
npesbiwaTb 32 CMMBONA.

e Country (CtpaHa)

e State (LUTaT, obnactb)

e County (Okpyr)

e City (Fopogn)

e Division (PanoH)

¢ Neighbor (MukpopaioH)

e Street (Ynuua)

e |Leading-Street-Direction (HanpaBneHue rnaBHom ynumubl)

e Street-Suffix (Cyddukc ynuusbl)

e Trailing-Street-Suffix (BTopon cyddunkc ynumubl)

e House-Number (Homep goma)

¢ House-Number-Suffix (Cydpdukc Homepa aoma)

e Landmark (O6wen3BecTHOE Ha3BaHME)

e Additional-Location (JononHUTeNnbHbIe CBEAEHNS O MECTOMOI0XEHNN)

e Name (HasBaHue)

e Zip-Code (MouTOBbIN KOA)

e Building (3aaHwne)

e Unit (Kopnyc)

e Floor (3T1ax)

e Room-Number (Homep koMHaThl)

e Place-Type (Tun kKBapTUpbl)

e Postal-Community-Name (Ha3BaHne no4toBoro coobuiecrtsa)

e Post-Office-Box (MouToBbIN ALWMKK)

e Additional-Code (JononHUTENbHbLIN KOA)

ELIN Number BBeauTe cTpoky U3 umdp, cooTBETCTBYHOWYO naeHTudukatopy ELIN, koTopble
nepefaeTcs BO BPEMS 3KCTPEHHbIX BbI30BOB B TPaAnLMOHHbIe cucteMbl CAMA unu PSAP
ISDN Ha ocHoBe NopToB. [ANMHa 3HAYEeHUS B 3TOM NoOJsie A0J/KHA NexaTb B guanasoHe oT
10 ao 25 cMMBONOB.

Add MNMocne 3aBepweHnsa seoga MHMDOPMaLNKM O MECTOMOSIOXKEHNN HaxMuTe Add.
Cancel Haxxmmute Cancel, ecnu TpebyeTcs N3MEHUTb TONLKO YTO BBEAEHHYIO MHDOPMaLNIO O
MeCTOMOJIOXKEHUN.
Index 370 nose otobpaxkaeT NOpPAAKOBbLIA HOMEP KOH(MUIrypaumm Mmectononoxenus. LenkHure
Nno NOpsiAKOBOMY HOMepy, YTO6bl MPOCMOTPETL MW U3MEHUTb MHMOPMaLUIO O
MeCTOMOJIOXKEHUN.
Port B 3TOoM none oTobpaxaeTcs HoMep nopTa AN AaHHOM KOHPUIrypaLmum MECTOMOOXEHNS.
Location 3T0 none nokasbiBaeT MHMOPMALMIO O KOHPUrypaLmm MeCTOMNOSIOXKEHNS, B OCHOBE
Coordinates KOTOPOW nexat reorpaduyeckme KoopauMHaThl, BKAoYaowme B ceba 40NroTy, WNPOTY,

BbICOTY U TOYKY OTCHETaA.

Civic Address 3710 none otobpaxaet ropoackon agpec (Civic Address), Bkntovatowmnii B ceba Takne
CBeAEeHWs, Kak CTpaHa, WwTaT, OKpyr, ropoa, yavua, HoMep AoMa, NOYTOBbIN MHAEKC, U
APYrYH0 AOMONIHUTENbHY0 MHDOPMaLNIO.

ELIN Number 3710 none otobpaxaeT naeHtndukatop ELIN (Emergency Location Identification
Number), koTopbI# MCNONBb3yeTCa AN MAEHTUPUKALNN KOHEYHbIX YCTPOICTB,
y4acTBYIOLWMX B COBEPLUEHUWN SKCTPEHHbIX BbI30BOB. [/IMHA 3HAYEHMS B 3TOM none
AOJDKHa nexaTtb B Anana3soHe oT 10 o 25 cMMBOSIOB.
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Tabnuua 128 SDkpaH Advanced Application > LLDP > LLDP-MED Location

MNOJE OMNCAHME

Delete Bbi6ep1Te MeCcTononoXeHns, KOTopble HY>HO yaAanuTb, B ctonbue Delete n HaxmMuTe
KHonky Delete.
Cancel Haxmute Cancel, yTobbl CHATL BblaesieHne ¢ nepekntoyatenen B ctonbue Delete.
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33

CtaTnyeckmne mapLipyTbl

33.1 O630p cTaTU4YECKUX MapLUPYTOB

B naHHOM rnaee onncaHa HacTpoMKa CTaTUYeCKUX MapLUpyTOB.

B3anmogencTeme JaHHOro KoMMyTaTopa C ynpasnsiowmMMmn KOMAbOTEPAMUM OCYLLECTBISETCS Yyepes
IP-noakntoyeHne (Hanpumep, ¢ ncnono3osaHneMm HTTP, Telnet, SSH nnn SNMP). C nomowbto
cTatnyeckmx IP-mMaplpyToB KOMMYTATOP MOXET OTBeYaTb YAasIeHHbIM CTaHUMAM yrnpaBneHus,
HEeAOCTYMHbIM Yepe3 W3 No YMOoA4aHuio. Kpome Toro, ctaTuyeckne MapLlipyTbl MOTYT
MCNO/Mb30BaTbCA KOMMYTaTOPOM AN OTMNPaBKN AAHHbIX HA CEpPBEpP WWN YCTPONCTBO, HEAOCTYMHbIE
yepes W3 Mo YMONYaHWIo, HanpuMep, 4na nepegaydm «nosyuwek» SNMP unm ncnonb3oBaHus
KOMaHAbl ping npu nposepke IP-nogknoyeHuns.

Ha npvBefeHHOM HMXe puUcyHKe nokasaHa ceccus Telnet us cetn N1. OTBeTHbIN Tpadumk
KOMMYTaTOp OTNpas/sieT Ha W3 No yMonYaHuto R1, KOTOpbI MapLlpyTU3NpyeT ero K KOMnboTepy
ynpasneHus. Ytobbl KOMMyTaTOp MOr OTNPaBNATb TpaduK Ha cepBep «oBywek» SNMP,
Haxoaswmncs B cet N2, Ha KoMMyTaTope nNoTpebyeTcss HaCTPOUTb CTaTUYECKME MapLUpPYThl.

PucyHok 200 O630p CcTaTM4YeCKUX MapLUpyToOB

mal

\ e

33.1.1 O yem pacckasbiBaeTCsl B 3TOU rnaBe
e C nomouwbto akpaHa Static Routing (pa3a. 33.2 Ha cTp. 303) MOXHO MpPOBEPUTb, aKTUBMPOBAH
NV onpeaeneHHbI cTaTtnyeckuin MapwpyT IPv4.

¢ C nomoubto akpaHa IPv4 Static Route (pa3a. 33.3 Ha cTp. 303) MOXHO aKTMBUPOBaTb UK
[leaKkTUBMPOBaTb ONpeAesieHHbIN CTaTUYEeCKUIn MapLLpyT.
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33.2 Ctatnyeckme MmapLpyTbl

YT06bI aKTUBMPOBATb CTaTMYECKUI MapwpyT IPv4, Heob6x0aMMO 3a4aTh ero napaMeTpbl Ha 3KpaHe
IP Application > Static Routing > IPv4 Static Route.

Bbibepute B HaBuraunoHHoi naHenu IP Application > Static Routing, 4To6bl OTKpPbLITE 3KpaH,
n306paxKeHHbIn Ha PUCYHKE HUXe.

PucyHok 201 SkpaH IP Application > Static Routing

IPv4 Static Route Click Here

33.3 HacTtpouka cTaTu4yeCKux MapLipyToB

BbibepuTe B HaBuraumoHHor naHenn IP Application > Static Routing > IPv4 Static Route,
4YTO6bl OTKPbITb 3KpaH, N306paKeHHbIN Ha PUCYHKE HUXKE.

PucyHok 202 SkpaH IP Application > Static Routing > IPv4 Static Route

Index Active

[ @) |IPvd Static Route ] Static Routing
Active
Name
Destination IP Address 0.0.0.0
IP Subnet Mask 0.0.0.0
Gateway IP Address 0.0.00

Metric

|E| | Cancel | | Clear |

Name Destination Address Subnet Mask Gateway Address Metric Delete

Delete Cancel

Monsa aKpaHa, UCMosb3yeMble AN CO34aHUS CTaTUUYECKOro MapLlpyTa, ONUCaHbl B creayoLlei

Tabnuue.

Ta6nuua 129 SDkpaH IP Application > Static Routing > IPv4 Static Route

MOJIE ONMUCAHUE
Active B 3TOM none MOXHO aKTMBMPOBaTb/AeaKTUBMPOBATb AAHHbIA CTaTUYECKUIN MapLupyT.
Name BeeauTte umsa-onucanme (Ao 10 otobpaxkaembix ASCII-cMMBOMIOB), MO KOTOPOMY MOXHO

MAEHTUDOULUMPOBATb STOT MapLUpyT.

Destination IP
Address

CeteBoli IP-agpec KOHEYHOro NMyHKTa HasHa4YeHus.
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Ta6bnuua 129

OkpaH IP Application > Static Routing > IPv4 Static Route (npogonxeHue)

NMOonEe OMNMUCAHME

IP Subnet BBeauTe Macky noaceTy A1 4aHHOro HanpasneHus. MaplwpyTulaumnsa Bcerga OCHOBbIBaeTCs

Mask Ha HoMepe ceTu. Ecnun Hy>XHO yKasaTb MaplpyT K KOHKPETHOMY XOCTY, B MoJsie BBOAA MacCKu
noaceTn Heobxoammo BBeCcTU Macky 255.255.255.255, n Torga B KayectBe HoMepa CceTu
MOXHO MCMNOMb30BaTb naeHTndmkaTop TpebyeMoro xocra.

Gateway IP BeeauTte IP-agpec wnw3a. Wnto3 - 3To 6amxanwunii cocea KOMMyTaTopa, KOTopbli

Address HanpasnseT NakeT K MYHKTY ero HasHayeHus. LLnto3 gonxeH 6biTb MapwpyTn3aTtopoM B TOM
)K€ CEerMeHTe, YTo U KOMMYyTaTop.

Metric MeTpuka oTpaxaeT «CTOMMOCTb» Nepeaayun Ans uenen mapwpytmsaunm. B IP-
MapLIpyTU3aLmMn B KayecTBe Mepbl CTOMMOCTU UCMOb3YETCS CYETYUK NMPOMAEHHbIX Y3/10B, C
MWUHUMaNbHbLIM 3Ha4YeHneM 1 Ans ceTel, COeANHEHHbIX HanpsiMyto. BBeanTe 4mMcno, NnpMMepHo
oTpaxatoliee CTOMMOCTb AAHHOI0 KaHasna. T0 YMCNo He 0653aTeNlbHO A0/IKHO 6bITb TOUYHBIM,
HO OHO AOJ/HKHO HaXxoAUTbCS B AnanasoHe oT 1 ao 15. Ha npakTuke 06bI4HO MoaAXoauT 2 unm
3.

Add Haxxmnte Add, 4TO6bI COXpaHUTb HOBbIN CTaTUYECKNI MapLIPyT B ONEpaTMBHOM NaMsaTn
KOMMyTaTOopa. 3TW HACTPONKKN ByayT yTepsiHbl B C/lyYae BbIK/IIOYEHNS KOMMYyTaTopa Uamn
nepebosi B nogaye nuTaHusi, NOSTOMY MO 3aBEPLUEHUN HACTPONKN HEOBXOAMMO HaxaTb Ha
CCbl/iKe Save B BepxXHel HaBUrauMOHHOW NaHenn Ansi COXpaHeHUs U3MeHeEHWN B
3HEeproHesaBMCUMON NaMATH.

Cancel Haxxmunte Cancel, 4tobbl c6pocuTb NOMS K NpeablayLwmM 3Ha4YeHUsM,

Clear Haxmute Clear, ytTobbl BEpHYTbCS K 3aBOACKMM HaCTpPONKaM.

Index B 3ToM none otobpaxaeTcs NopsiAKOBbIA HOMEpP MaplpyTa. HaXxMuTe Ha Hero, YTobbl
peaakTMpoBaTb 3anucb CTaTUYECKOro MapLipyTa.

Active B 3TOM none crout Yes, ecnu ctaTtM4yeckmini MapLupyT akTusmposaH, n NO, eciiv OH OTK/IOYEH.

Name B aTOM none otobpaxaeTcs nma-onncaHme mapwpyta. OHo 6yaeT Ncnonb30BaTbCA TONLKO
Ans naeHTndukaumm.

Destination B 3TOM none otobpaxaeTcsa ceTeBol IP-aapec KOHEYHOro MyHKTa Ha3HayeHusl.

Address

Subnet Mask

B aTom none OTO6pa)KEIETCFI MacCKa noAcCeTn And AaHHOro HanpaBneHus.

Gateway B aTom none otobpaxaeTtcsa IP-agpec wnto3a. LWnw3 - 310 6amxanunic cocegq KoMMyTaTopa,
Address KOTOpbI/ HanpaenseT nakeT K MyHKTY ero Ha3HayeHus.

Metric B aTOM none otobpaxaeTcs «CTOMMOCTb>» nepefayn Ansa uenen maplpyTmsaunu.

Delete Haxmunte Delete, uTo6bl yaanuTb BbIOpaHHYO 3anncb U3 NTOroson Tabnuupl.

Cancel Haxxmnte Cancel, 4Tobbl CHATL BblaeNneHne ¢ nepekntoyatenen Delete.
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OudhepeHunpoBaHHOEe 0OCnyXMBaHue

34.1 O630p anddepeHUnpoBaHHOro o6CNyXMBaHUA

B naHHOM rnaBe onucaHa HacTpoliKa Ha KoOMMyTaTope MexaHu3MoB aAnddepeHUMpoBaHHOro
obcnyxusaHus (DiffServ).

MexaHu3Mbl yrpaBneHus KayecTtBoM obcnyxnsaHms (QoS) No3BONSAIOT YCTAHOBUTbL NPUOPUTETDLI AN
NMOTOKOB Tpadurka 13 UCTOYHMKA B NMYHKT Ha3HayeHuns. Bce nakeTbl B NOTOKE NONyYaloT OAWHAKOBbIN
npuopuTeT. YTobbl YCTaHOBUTb pasnnMyHble NPUOpUTETHI AN PasfInyHbIX TUMOB MakeToB, MOXHO
Mncnonb3oBaTth kniaccel 06cnyxunsanums (CoS).

DiffServ npeacrasnsiet cobon moaens Ha 6ase knaccos 06cnyxmBaHma (CoS), B KOTOPOW NaKeThbI
MapKMpyoTCa TaknMm o6pa3oM, 4Tobbl Ha NyTU CNnefoBaHUSA MapLupyTa Ha CETeBbIX YCTPOMCTBAX C
noanepxkoin DiffServ oHn noagBeprannce ocobon obpaboTke Ha KaXao0M KOHKPETHOM nepexoae B
3aBMCUMOCTW OT TUMNA NPUNOXEHNS U NNOTHOCTU Tpaduka. MNakeTbl MapKUPYOTCS KOAOBbLIMU
mapkepamu DiffServ (DiffServ Code Points, DSCP), KOTOpble yKa3blBalOT Ha XeNaeMblil YPOBEHb
06CcnyXunBaHuMsa. 3TO NO3BOJISIET NPOMEXYTOUYHbBIM CETEBbLIM YCTPOMCTBAM C noaaepxkoin DiffServ
obpabaTbiBaTb NakeTbl pa3nnyHbIM 06pa3oM B 3aBUCMMOCTM OT Mapkepa, 6e3 HeobxoanmMocTum
COrnacoBaHusa NyTen UNM 3aNOMUHAHMUSA MHGMOPMaLMK O COCTOSIHMM ANa Kaxaoro notoka. Kpome
TOro, NpUAOXKEHMSAM He TpebyeTcs 3anpawmBaTb KOHKpETHOE 06CyXMBaHMe Unu BbladaBaTb
npeaBapuTenbHoe yBeAOMIEHME O TOM, KyZa HanpasnsieTcs Tpaduk.

34.1.1 O yeMm pacckasbiBaeTcsl B 3TOU rnaBe

e C nomouwbto akpaHa DiffServ (pa3a. 34.2 Ha cTp. 306) MOXHO aKTUBMPOBaTb (PYHKLNIO
anddepeHumnpoBaHHoro obcnyxmeanus (DiffServ) ansg npMmeHeHUs npaBun MapKUMpOBaHMS Uun
oTtobpaxeHnus npnoputetoB IEEE 802.1p Ha koMMyTaTOpe.

e C nomoubto skpaHa DSCP (pa3a. 34.3.1 Ha cTp. 308) MOXHO U3MEHUTb NpaBuiia COOTBETCTBUS
DSCP-IEEE 802.1p.

34.1.2 Y10 HeOOXOAMMO 3HATH

O3HaKkoMbTeCb C NpUBEAEHHON HUXe nHbopMaumen o aguddepeHUnpoBaHHOM 06CNyXMBaHUK,
KOTOpas NOMOXeT B paboTe € aKpaHaMu, ONMUCAHHbIMX B 3TOW rnaBe.

Mapkep DSCP n o6paboTka Ha KaXkAioM KOHKPEeTHOM nepexoae

Mpu ncnonb3osaHum DiffServ B 3aronosok IP-naketos gobasnsetcsa HoBoe none DS (Differentiated
Services), kOoTopoe 3aMeHseT none tuna obcnyxumsanums ToS (Type of Service). None DS coaepxut
6-6utHoe none mapkepa DSCP, koTopoe no3sonseT onpeaennTtb A0 64 ypoBHen ob6cnyxumBaHus, a
ocTaBwmecs 2 6uta Ha AaHHbI MOMEHT He ncnonb3ytTcs (currently unused, CU). None DS
n3o6paxeHo Ha cneayloleM pUCyHKe.
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maea 34 OudpdepeHumpoBaHHoe obcnyxmBaHne

PucyHok 203 DiffServ: none Differentiated Service

DSCP (6 6uT) CU (2 buta)

Mapkep DSCP o6paTHO coBMeCcTuM C TpeMsi butamm npmoputeTa B okteTe ToS, bnarogaps yemy
ceTeBO€ YCTPOMCTBO C noaaepxkomn ToS, Ho 6e3 noaaepxku DiffServ He 6yaeT KOHPAMKTOBATbL C
oTtobpaxxeHnem mapkepa DSCP.

3HauveHne DSCP onpeaenseT Tak Ha3biBaeMyto 06paboTKy Ha KaXaAoM KOHKpeTHOM nepexoae (PHB,
Per-Hop Behavior), koTopas ocywecTBASETCA Had KaXAblM NAaKEeTOM Npu Nepecblike rno ceTu C
noaaepxkon DiffServ. B 3aBMCMMOCTM OT npaBuia MapknpoBaHUs pasiMyHble TUMNbl Tpaduka MOryT
nony4yaTtb pas/iMyHble NPUOPUTETLI Nepechbisikn. Pecypcbl MoryT 6biTb pacnpeneneHsi
COOTBETCTBEHHO 3HaYeHnssM DSCP 1 HaCTpOEHHbIM NOSINTMKAM.

Mpumep cetn ¢ nopgaepxkon DiffServ

Mpumep npocTon ceTu ¢ noagaepxxkon DiffServ, cocTosiwen M3 HECKONbKMX NOAKIHOYEHHbIX
HanpsIMylo ceTeBbIX YCTPONCTB € noaaepxkon DiffServ, nokasaH Ha cneaytoweM pucyHkKe.
FpaHnuHbIn y3en (A Ha puc. 204) B cetun DiffServ knaccuduuympyet (nomevaet mapkepom DSCP)
BXOASILLME MakeTbl, pa3aensas ux Ha pasnmyHole notokn Tpaduka (Platinum, Gold, Silver,
Bronze) Ha oCHOBe HacCTpPOEHHbIX NMpaBui MapkuposBaHus. locne 3Toro ceTeBon agMUHUCTPAToOpP
MOXEeT NPUMEHATb K NOTOKaM Tpaduka pasnnyHble NoNMTnkn. OauMH U3 NpMMepoB TakoW NOUTUKY —
Ha3Ha4yeHue 6osiee BbICOKOro npuoputeTa otbpacbiBaHNA OAHOMY M3 NOTOKOB Tpaduka no
CpaBHEHMIO C ApyrnuMun. B HalweM npuMepe y NakeToB NMoToka Tpaduka Bronze BeposTHOCTb
oTbpacbiBaHMS NMpu Neperpyskax B npouecce asmxeHus no cetun DiffServ 6onblwe, yem y naketos
notoka Tpaduka Platinum.

PucyHok 204 CeTb c nopgaepxkomn DiffServ

00000 ,\ GRS s o
: /m >

P — Platinum
G - Gold B]

S — Silver B]
B — Bronze

34.2 AktnBaumsa mexaHusma DiffServ

AKkTUBMpYIHTEe MyHKUMIO anddepeHunpoBaHHoro obcnyxmsaHusa (DiffServ), utobbl o6ecneunTb
NMPpUMEHEHNE NpaBuU MapKnpoBaHuUsa nnm otobpaxerHuns npuoputetos IEEE 802.1p Ha koMMyTaTope.
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masa 34 OuddepeHumnpoBaHHoe obcnyxuBaHue

YT106bI 0TO6pasnTb NoKasaHHbIN HUXe 3KpaH, BbibepuTte B HaBuraumoHHon naHenn IP Application
> DiffServ.

PucyHok 205 DkpaH IP Application > DiffServ

@ Diffserv ] DSCP Setting
Active
Port Active

Apply | | Cancel

Mons akpaHa onucaHbl B creayrowen Tabnuue.

Ta6bnuua 130 DkpaH IP Application > DiffServ

MOnE ONMUCAHUE

Active YcTaHoBUTE 3TOT NepekntoyaTenb, 4Tobbl BKAOUNTL noaaepxky DiffServ Ha kommyTaTope.
Port B 3TOM none oTobpaxaeTcs NOPsSAKOBbLIN HOMeEp NopTa KOMMyTaTopa.

* HacTpoliku B 3TOl CTPOKe NPUMEHAIOTCS KO BCEM NOPTaM.

DTy CTPOKYy HE06X0AMMO MUCMOSMb30BaTh Wb B TOM C/ly4Yae, eC/iM HacTPOMKM BCeEX NOPTOB
[OMKHBI 6bITb 0ANMHAKOBbIMU. C MOMOLLbIO 3TOW CTPOKM MOXHO CHavasna HasHauuTb obLmne ans
BCEX MOPTOB HACTPOWKM, a 3aTEM BHECTU HEO6XOAMMbIE U3MEHEHMS HA YPOBHE OTAENbHOro
nopTa.

M3MeHeHWs1 B A@HHOW CTPOKE Cpasy e KOMUPYITCS Ha BCE MOpThl.

Active Bbibepute onuuio Active, utobbl BkntounTe GyHkumio Diffserv ans gaHHoro noprta.

Apply Haxxmute Apply, 4TO6bI COXpaHUTb N3MEHEHNS B ONEPaTMBHOW NaMAaTU KOMMyTaTopa. 3Tu
HacTporiku 6yayT yTepsHbl B Cllydae BbIK/IIOYEHMS KOMMyTaTopa nan nepebos B nogadve
NUTaHWs, NO3TOMY MO 3aBepLUEHUN HAaCTPOMKM HEOH6XOANMMO HaXaTb Ha CCbiike Save B
BEPXHEW HaBWIraLMOHHOW NaHenn ANS COXpaHeHUs U3MEHEHUI B SHEProHe3aBUCMMOW NaMaTw.

Cancel HaxmMunte Cancel, 4To6bl HayaTb HAaCTPOMKY Ha 3TOM 3KpaHe 3aHOBO.

34.3 HacTtpouka otobpaxeHusa mapkepoB DSCP Ha
npuoputetobl IEEE 802.1p

HacTpoiika oTobpaxeHus mapkepos DSCP Ha npuoputeTsl IEEE 802.1p no3BonseT KoMMmyTaTtopy
onpeaenaTb NPUOPUTETLI BCEro Tpadurka no 3HavyeHmo Bxoaswmx mapkepos DSCP, cornacHo
Tabnuue otobpaxeHus mapkepos DiffServ Ha npuopuTeTsl IEEE 802.1p.
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OTob6paxkeHne mapkepos DSCP Ha npuopuTteTbl IEEE802.1P no yMonyaHUio NoKasaHo B cneaytoLlemn
Tabnuue.

Ta6nuua 131 Otob6paxeHne mapkepos DSCP Ha npuopuTteThl IEEE 802.1p no ymonyaHuio
3HAYEHUWE DSCP 0-7 8-15 16 -23 |24-31 (32-39 (40-47 |48 -55 |56 -63

IEEE 802.1p 0 1 2 3 4 5 6 7

34.3.1 Hactpowuka DSCP

YT06bl N3MeHUTb O0TO6pakeHne MapkepoB DSCP Ha npuopuTteTbl IEEE 802.1p, BbibepuTe DSCP
Setting Ha akpaHe DiffServ. MosBuUTCA aKpaH, NOKa3aHHbIN HUXeE.

PucyHok 206 >DkpaH IP Application > DiffServ > DSCP Setting

L@ D5CP setting Diffserv
DSCP to 802.1p Mapping

0 0~ 1 0 - 2 0 - 30~ 4 0 - 5 0 - 6§ 0 - T 0 -
g8 1~ 9 1 - 0 1 - M1 1 - 12 1 - 13 1 - 4 1 - 15 1 -
16 2 - 17 2 - 18 2 - 19 2 - 20 2 - 21 2 - 22 2 - 23 2 ~
24 3 - 25 3 - 26 3 - 2T 3 - 28 3 - 29 3 - 0 3 - 3 -
32 4 - 33 4 - M 4~ B 4~ 36 4 - 7 4 - 38 4 - I/ 4~
40 5 - 41 5 = 42 5 - 43 5 4 5 = 45 5 = 46 5 = 47 5 -
48 6 - 439 6 - 50 6 - 51 6 - 52 6 = 53 6 - 54 6 - 55 6 ~
56 7 - 57 7 = 58 7 - 59 7 - 60 7 - B1 7 - 62 7 - 63 7 -

Apply | | Cancel

Mons akpaHa onucaHbl B creayrowen Tabnuue.

Ta6bnuua 132 DkpaH IP Application > DiffServ > DSCP Setting

MONE OMNMUCAHME

0..63 NaeHTndunkaumoHHble HoMepa knaccndukaumm DSCP.

YT106bI ONpeaenuTb oTobpaxkeHne Ha npuoputeT IEEE 802.1p, BbibepuTe ypoBeHb NpuopuTeTa B
HUCNajatoLWweM Crncke.

Apply Haxmute Apply, 4TO6bl COXPaHUTL U3MEHEHMS B ONepaTUBHON NaMATKU KOMMyTaTopa. 3Tu
HaCTPOMKK ByAyT yTepsiHbl B C/ly4ae BbIK/IOYEHUS KOMMyTaTopa uian nepebos B nogade nutaHus,
NO3TOMY MO 3aBepLUIeHNM HACTPOMKM Heo6X0AMMO HaxaTb Ha CCblsIke Save B BEPXHEWN
HaBUrauMOHHOW NaHenu AN COXpaHEHUS U3MEHEHUI B SHEProOHEe3aBUCMMOM NaMATw.

Cancel Haxmute Cancel, uto6bl Ha4aTb HAaCTPOMKY Ha 3TOM 3KpPaHE 3aHOBO.
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DHCP

35.1 O630p DHCP

B paHHoOM rnaee onucaHa HacTponka dyHkummn DHCP.

MpoTokon anHamuyeckon koHburypaumm xocta DHCP (Dynamic Host Configuration Protocol,
pokyMeHTbl RFC 2131 n RFC 2132) no3BoAsET OTAE/bHLIM KOMMbOTEPAM NoAy4vaTb HAacTponku TCP/
IP c cepBepa npu 3arpyske. ECnm HacTpouMTb KOMMYTaTOp B KayecTBe areHTa petpaHcnauum DHCP,
OH 6ypneT nepecbinaTtb 3anpocbl DHCP Ha cepsep DHCP, Haxoaawmincsa B gaHHom ceTn. Ecnn He
HacTpamBaTb KOMMYTaToOp B KayecTBe areHta peTpaHcnsumm DHCP, noTtpebyetca cepsep DHCP B
LIMpoKoBeLaTeNbHOM A0OMEHE KTMEHTCKMX KOMMbIOTEPOB, B MPOTUBHOM Clly4ae KJIMeHTCKue
KOMMbIOTEPLI NPUAETCSA HAaCTpamBaTb BPYYHYIO.

35.1.1 O yem paccka3sbiBaeTCA B 3TOU rnase

¢ C nomouwbto skpaHa DHCPv4 Status (pa3sa. 35.3 Ha cTp. 311) MOXHO 0TO6pa3uTb MHbOpMaLMIO
0 pexunMe peTpaHcnsauuu.

e C nomouwbto skpaHa DHCPv4 Relay (pa3a. 35.4 Ha cTp. 311) MOXHO BK/THOUYUTb PEXUM
petpaHcnaunm DHCP n HacTpouTb ero rnobasnbHble napaMeTpbl.

¢ C nomouwbto akpaHa VLAN Setting (pa3a. 35.5 Ha cTp. 317) MOXHO HacTpouTb napameTpbl DHCP
ncxoas n3s gomeHa VLAN, B KOTOpPOM HaxoaaTcs kaneHTol DHCP.

e C nomouwbto skpaHa DHCPv6 Relay (pa3a. 35.6 Ha cTp. 321) MOXHO BK/THOUYUTb PEXUM
petpaHcnaunm DHCPv6 1 HacTpouTb ero napameTpbl.

35.1.2 Y10 HeOOXoaOAMMO 3HATb

O3HaKoMbTeCb C NpuBeAEHHOM HMXe nHdopmaumnen o DHCP, koTopas NOMOXeT B paboTe ¢
3KpaHaMMn, ONMUCaHHbIMW B OTOW rNaBe.

Pexumbl DHCP

Ecnu B cetn yxe nmeetcsa cepsep DHCP, To KOMMyTaTtop MOXHO HacTpouTb Ans paboTbl B KayecTse
areHTa petpaHcnaumun DHCP. MNpu nonyyeHuMn 3anpoca oT KOMMbloTepa B CeTU KOMMYyTaTop
cBsi3biBaeTcs ¢ ceppepoM DHCP ans nonyyeHus HeobxoanMMon nHgopMaumnm o0 HacTporkax
npotokona IP, a 3aTeM nepegaeT NofyyYeHHble HAaCTPOMKM 06paTHO Ha KOMMbIOTEP.

BapuaHTtbl HacTpowkn DHCP
HacTtpoinkn DHCP Ha KOMMyTaTope OCyLecTBAsSOTCS Ha akpaHax Global n VLAN. Bbibop skpaHa
ANl HaCTPOWMKKM 3aBUCKT OT TeX cnyx6 DHCP, koTopble AOMXHbI OblTb NPeAoCTaB/EHbl KNMEHTaM

DHCP B ceTtwn. lNpun BbiI6Ope pyKOBOACTBYMTECH CMEeAYHOLWLNMU KPUTEPUSMA

e Global - kommyTaTop nepecbinaet Bce 3anpocbl DHCP Ha oauH n TOT Xe cepsep DHCP.
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¢ VLAN - HacTpovka KOMMyTaTopa OCYLLeCTBASeTCs Ha ypoBHe oTaenbHon cetn VLAN. Ha
KOMMYTaToOpe MOXHO HaCTpoUTb peTpaHcasauuto 3anpocos DHCP Ha pa3nnyHble cepsepbl DHCP B
3aBUCUMOCTU OT Toro, kK kakon cetu VLAN OTHOCATCSA K/IMEHTbI.

PetpaHcnauua DHCP

Ecnn knnenTtbl DHCP 1 cepeep DHCP HaxoasTcs B pa3/iMyHbIX WMPOKOBELLaTeNIbHbIX JOMEHaX, Ha
KOMMyTaTope Heob6xoaMMo HacTpouTb peTpaHcnsaumio DHCP. MNpu nepBoHavanbHOM BblaeneHun IP-
aZjpeca KOMMyTaTOp NMoMoraeT nepegasaTb MHPOpPMaLMo 0 ceTu (Takyto, kak IP-agpec n macka
noacetn) ot knneHta DHCP k cepsepy DHCP. MNocne nonydeHunsa knmentom DHCP IP-agpeca v ero
NOAKIIOYEHUSA K ceT obMeH akTyanusmpyrowen nHpopmauunen mexay kaneHtom DHCP n cepsepom
DHCP npounssoantcs 6e3 yyactus KommyTtatopa.

KoMMyTaTop MOXHO HacTpouTb A1 paboTbl B KayecTBe rnobanbHOro areHta petpaHcnsaumm DHCP.
OTO O3Ha4aeT, 4To KoMMyTaTop byaeT nepeaasaTtb Bce 3anpocbl DHCP, noctynatowme n3o Bcex
AOMEHO0B, Ha o0anH u ToT Xe cepsep DHCP. Kpome Toro, Ha peTpaHcisaTope MOXHO HacTpouTb
peTpaHcnsumio nHpopmaumm DHCP B 3aBucmmoctn oT cetn VLAN, K KOTOPON OTHOCUTCS KJTUEHT.

UHdopmauumsa areHta petpaHcnsauum DHCP

KomMyTaTop nossonseT gobasnatb MHdpopMaumo 06 nctouHmke knmeHtckoro DHCP-3anpoca,
KOTOPpbIA peTpaHcampyeTca uM Ha cepeep DHCP, nocpeactsom nobasneHnss MHpopMaumm areHta
peTpaHcasyMm. 3T0 NoMoraeT ayTeHTMhUUMPOBATb UCTOYHMK 3anpoca. Mocne atoro cepsep DHCP
MOXeT BblaennTb IP-agpec ¢ ucnonb3oBaHneM 370l MHbopMaunun. JononaHUTENbHY MHpOPMaLMIo
MOXHO HanTu B RFC 3046.

OyHKUMS nHpopMauum areHTa perpaHcnauumn DHCP go6asnseT none nHpopMaummn areHTa K
nonto Option 82. MNone Option 82 pacnonaraetcs B 3arosioBke kaneHTcknx DHCP-3anpocos,
peTpaHCAnpyeMbiX KOMMyTaTOpoM Ha cepsep DHCP.

UHdopmMauua areHTa peTpaHCAAILMM MOXET BK/1I0YaTb B cebs1 UMA CUCTEMbI, eCciiv BbibpaTb A4S
KOMMyTaTopa ZlaHHbll pexunm. MMma cuctembl System Name MOXHO M3MeHUTb Ha akpaHe Basic
Settings > General Setup.

NHdopMauusa areHTa petpaHcnsaumm DHCP, nepegaBaeMas KommyTaTtopoM Ha cepsep DHCP, onmcaHa

HUXe:
Ta6nuua 133 Relay Agent Information
NMOnE OMNMUCAHUE
Slot ID (1 6anT) daHHoe 3Ha4vyeHue Bceraa pasHo 0 AN @aBTOHOMHbIX KOMMYTaTOpPOB.
Port ID (1 6anT) HoMep nopTa, kK KOTOPOMY noAaktoYeH knmeHT DHCP.
VLAN ID (2 6anTa) NoeHTndukaTtop VLAN, KOTOPOI NMpuHaAnexuT nopT.
Information (no 64 6anT) OnuMoHanbHoe nose ToNbKO AN YTEHUS, KOTOpOe yCTaHaBIMBaeTcs B
COOTBETCTBMM C UMEHEM CUCTEMbI, HACTPOEHHbIM Ha 3KpaHe Basic Settings >
General Setup.

35.2 Hactpouka DHCP

Bbibepute B HaBuraunoHHor naHenu IP Application > DHCP, 4To6bl OTKPbITb 3KpaH,
M306paxeHHbI Ha pUCyHKe Huxe. MepenanTte no ccoiike psaom ¢ Hagnucbto DHCPv4, yTo6bl
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OTKPbITb 3KpaHbl, NO3BONSIOLME HACTpamBaTb onumm peTpaHcnaumum DHCPv4 M co3gaBaTtb npodunu
onuuun 82. MNepenanTte No ccblke psaoM ¢ Haanucbio DHCPV6, 4uTo6bl OTKPLITh 3KpaH HaCTPOMKK
napameTpos peTpaHcisauum DHCPv6.

PucyHok 207 DkpaH IP Application > DHCP
[ @& DHCP ]

DHCPv4 Click Here
DHCPvG Click Here

35.3 Ctatyc DHCPv4

Bbibepute B HaBuraumoHHon naHenun IP Application > DHCP > DHCPv4. OTtkpoeTtcs skpaH DHCP
Status.
PucyHok 208 SkpaH IP Application > DHCP > DHCPv4

[ @) DHCP Status ] DHCP Option 82 Profile Global VLAN
Relay Status

Relay Mode Global

Mons akpaHa onucaHbl B crieayrowen Tabnuue.

Tabnuua 134 SkpaH IP Application > DHCP > DHCPv4

MONE OMNMUCAHME

Relay B naHHOM pasgene otobpaxatoTcs HaCTPOMKKM, OTHOCSLLMECS K peXxuMy peTpaHcnaumm DHCP
Status KOMMYTaTOpPOM.

Relay B aTOM none otobpaxaeTcs 04HO U3 CReayLWwmX COCTOAHUNA!

Mode

None - ecnn KOMMyTaToOp HE HAacTPOeH B KayecTBe areHTa petpaHcnsaunn DHCP.
Global - ecnn KoMMyTaTOp HacTpoeH TOMbKO Kak areHT petpaHcnsuum DHCP.

VLAN - 3a KOTOpPbIM CNeayT OANH UM HECKONbKO naeHTudmkatopos ceten VLAN, ecnm oH
HacTpOEeH B KayeCcTBe areHTa peTpaHCcasumMmn ans KOHKpeTHbIx ceTer VLAN.

35.4 PetpaHcnartop DHCPv4

Ecnn knnenTtol DHCP n cepsep DHCP HaxoasTcsa B pas3fiMyHbIX LUMPOKOBELWATEbHbIX JOMEHaxX, Ha
KOMMyTaTtope HeobxoanMo HacTpouTb peTpaHcnsumto DHCP. MNpu nepBoHavyanbHOM BbliaeneHun IP-
aZpeca KOMMyTaTOp NMoMoOraeT nepegasaTb MHpOpMaumMo 0 cetu (Takyto Kak IP-agpec n macky
noacetn) ot knneHta DHCP k cepsepy DHCP. MNocne nonydyeHunsa knmentom DHCP IP-agpeca v ero
NoAK/IOYEHUNS K ceTn 06HOoBNEeHne uHgopmauum Mmexay knmeHtom DHCP u cepsepom DHCP
npomnssoanTcsa 6e3 yyactna KoMmmyTtaTtopa.

JaHHbI KOMMYTaTOp MOXHO HAaCcTPOUTb B KayecTBe rnobanbHoro areHta perpaHcnsaumm DHCP. B
3TOM Ccry4ae KoMMyTaTop byaeT nepeaasaTh Bce 3anpockl DHCP oT Bcex 4OMEHOB Ha OAMH U TOT Xe
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cepsep DHCP. Kpome Toro, Ha KOMMyTaTope MOXHO HacTpouUTb peTpaHcasaunto nHdopmauum DHCP B
3aBMcuMocTu ot cet VLAN, K KOTOPOI OTHOCUTCS K/TMEHT.

35.4.1 NHdopmaumna areHTa petpaHcnsaumm DHCPv4

JaHHbIn KOMMYyTaToOp No3BosisSeT A06aBnATb MHPopMaumo 06 NCTOYHMKE KaneHTckoro DHCP-
3arnpoca, KoTopbIn peTpaHcinpyeTtca nm Ha cepsep DHCP, nocpeactsoM agob6aBneHnss uHgpopMmaumm
areHTa peTpaHCAALUMMU. DTO NOMoraeTt ayTeHTMdUUMpoBaTb NCTOYHUK 3anpoca. Mocne aToro
cepsep DHCP moxeT Bbliaenutb IP-agpec ¢ ncnonb3oBaHmeM 3Ton nHbopMaumm. JONoNAHUTENBHYO
MH@OpMaLuo MOXHO HaliTn B RFC 3046.

OyHKuMsa nHdopmaumm areHta perpaHcnaumm DHCP pobaenset none nHdopmaumm areHta
(Agent Information), nssectHoe Takxe, kak Option 82, B 3anpocel DHCP. NMone Option 82
pacrnonaraeTcs B 3arosoBke knmeHTckux DHCP-3anpocoBs, peTpaHCciMpyeMbiX KOMMYTaTOPOM Ha
cepsep DHCP.

35.4.1.1 ®opmaT nHdopmauumm areHta petpaHcnaummn DHCPv4
Onuua nHdopmMaunmn areHTa petpaHcnsaumm DHCP nmeeT cnegyowmii popmar.

Ta6bnuua 135 ®opmart onumm MHpopMaummn areHTa petpaHcnsumn DHCP
Kog OnnHa il i2 iN

(82) (N)

i1, i2 niN - ato cybonumn areHta petpaHcnaumn DHCP, koTopble coaepxaT AOMNONHUTENbHYIO
MH@opMauuto o knneHTe DHCP. HeobxoamMo ykasaTb Kak MUHMMYM OAHY cybonuuto.

35.4.1.2 ®opmart cybonuumn

CywecTByeT aBa TMna cybonuuii: «Agent Circuit ID Sub-option» n «Agent Remote ID Sub-option».
OHM umetoT cregytowme bopMaThl.

Ta6nuua 136 dopmat cybonumm DHCP Relay Agent Circuit ID
Kopg cybonuum OnnHa 3HauyeHune

1 N NaeHTudukaTtop cnota, MAEHTUMOUKATOP NopTa, MAEHTMDUKATOP ceTn
. . VLAN, nMs cMCTeMbI N CTPOKa
(1 6anT) (1 6anT)

Ta6nuua 137 ®opmat cybonuum DHCP Relay Agent Remote ID
Kog cybonuum OnuHa 3HaueHune

2 N MAC-agpec wnm cTpoka
(1 6anT) (1 6anT)

3HayeHune 1 B nepBoM none uaeHtnduumnpyet cybonumto Agent Circuit ID, a 3HaueHue 2 -
cybonumio Agent Remote ID. Cnegytowee none onpeaensieT 4MHy noss.

35.4.2 Mpodunb onuun 82 DHCPv4

C NnoMoLLbIO 3TOro akpaHa MOXHO co3aaTtb Nnpoduan onumm 82 DHCPv4. BbibepuTe B HaBUrauMOHHOM
naHenu IP Application > DHCP > DHCPv4 u nepeliante no ccoinike Option 82 Profile, utobbl
OTKPbITb 3KPaH, N306paxeHHbIN Ha PUCYHKE HUXeE.
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PucyHok 209 DkpaH IP Application > DHCP > DHCPv4 > Option 82 Profile

[ @ DHCE Option 82 Profile DHCP Setting
Profile Setup
Name
[] Enable
Circuit-ID slot-port vlan hostname
string
[] Enable
Remote-1D mac
string
Circuit-1D Remote-1D
Profile Hame ) ) Delete
Enable Field Enable Field
defaulti Yes slot-port, vian Mo - |
- slot-port, vian,
default? Yes hostname Mo - |

Mons akpaHa onucaHbl B crieayrowlen Tabnuue.

Ta6bnuua 138 SkpaH IP Application > DHCP > DHCPv4 > Option 82 Profile

NMOnE OMNMUCAHUE
Name BeBeauTte nMsa-onucaHme npodunas, C NOMOLLbI KOTOPOro ero MOXHO MaeHTMduUUMpoBaThb.
JaHHoe none mMoxeT cogepxaTtb A0 32 ASCII-cumBOIOB. B 3TOM nose MOXHO UCNONb30BaTb
npobensl.
Circuit-ID B 3TOM pasgene MoxHO HacTpouTb cybonuuio Circuit ID, BkAOUMB B HEe MHGOpMaLMIO O
KOHKPETHOM areHTe peTpaHcisaummn (AaHHOM KOMMyTaTope).
Enable Mpu BbI6Ope 3TON onuumn KommyTaTop 6yaet pobasnatb cybonumio Circuit ID B KnMeHTCKMe
3anpocbl DHCP, koTopble OH nepecbinaeTt Ha cepsep DHCP.
slot-port Mpu BbI6Ope 3TOM onuun KommyTaTop 6yaeTt nobasnaTb HOMeEp NopTa, K KOTOPOMY
noakntoyeH knmeHt DHCP.
vlan Mpwn BbIGOpE 3TON onunu KoMMyTaTop byaet nobasnsATb naeHTudukaTop cetn VLAN,
KOTOPOW NPUHAANEXUT AAHHbIA NOPT.
hostname 3T0 MMs CUCTEMbI, KOTOpoe 3ajaeTcs Ha akpaHe Basic Setting > General Setup.
Mpu BbIGOpE 3TOM OoNuMM KoMMyTaTop 6yaeT 406aBNATE MMSA CUCTEMbI B KIIMEHTCKME 3anpochl
DHCP, koTopble OH nepenaet Ha cepsep DHCP.
string BBeauTe cTpoKy, coaepxallyto He 6onee 64 ASCII-cuMBONIOB, KOTOPYIO KOMMYyTaTop byaeT
[ob6aBnaTb B kKnMeHTckMe 3anpockl DHCP. B 3TOM nosie MOXHO UCNonb30BaTb Npobesb.
Remote-ID B 3ToM pasaene MOXHO HacTpouTb cybonumio Remote ID, BkOUMB B Hee MHDOpPMaLUUto,
KOTOopas naeHTUdOUUNPYET AaHHbIN areHT peTpaHcasummn (KoMmyTaTop).
Enable Mpu BbIGOpe 3TON onuun KomMmyTatop 6yaeT npucoeamHATb cybonunio Remote ID k nonto
Option 82 B 3anpocax DHCP.
mac Mpu BbI6Ope 3TOM onuun KommyTaTop 6yaet AobasnaTb cobcTBEeHHbIN MAC-aapec B
KnuneHTckme 3anpocbl DHCP, koTopble oH nepegaeT Ha cepsep DHCP.

PykosogcTso none3osatens Ansa cepun GS3700 n XGS3700

313




masa 35 DHCP

Ta6nuua 138 DkpaH IP Application > DHCP > DHCPv4 > Option 82 Profile (npogosnxeHune)

MNOJE

OMNCAHME

string

BBeauTe CTpoKy, coaepxallyto He 6onee 64 ASCII-cumBonos, koTopas 6yaet
Mcrnonb30oBaTbCs B kavecTtse cybonuum Remote ID. B 3TOM nosie MOXHO UCMNO/b30BaTb
npo6enbl.

Add

Haxmute 3TY KHOMKY, yTObbI CO3aaTh HOBYIO UIN U3MEHUTb CYLLECTBYHOLWYH 3anuchb.

3TO AeNCTBME NO3BOMISET COXPAHUTL U3MEHEHUS HAacTpPOeK B ONEpPaTUBHON NamMsaTu
KOMMyTaTopa. OTW HacTpoWku 6yayT yTepsiHbl B C/lydae BbIK/IKOYEHUSA KOMMyTaTopa uim
nepeb6os B nogaye nuTaHUs, NO3TOMY MO 3aBepLUIEHMU HAaCTPOMKM HEO6X0AMMO HaxaTb Ha
CCbl/IKE Save B BEpXHEN HAaBUrauMOHHOM NaHenn Ans COXPaHeHUs U3MEHEHUN B
SHeproHe3aBMCMMOW NaMsTy.

Cancel

Haxmute Cancel, 4TO6bI BEPHYTbCA K COXPAaHEHHbIM 3HAYEHUAM nosnewn.

Profile Name

B 3ToM none otobpaxaetca numsa-onmcaHme npoduns. LLlenkHuTe no uMeHn, YTobbl USMEHUTL
HaCTpOMKMU.

Circuit-ID
Enable 3T0 none ykasbiBaeT Ha To, Aobasnsetcs nu cybonumsa Circuit ID B kKnMeHTCKME 3anpochl
DHCP.
Field 3710 none otobpaxaeT MHpopMauuto, KoTopas nonagaet B cybonuuto Circuit ID.
Remote-ID
Enable 370 none ykasbiBaeT Ha To, AobasnseTcs nu cybonuua Remote ID B KNMeHTCKMeE 3anpochl
DHCP.
Field 3710 none otobpaxaeT nHdbopMauuio, koTopas nonagaet B cybonunio Remote ID.
Delete B cton6ue Delete BbibepuTe 3anncm, KOTOpbIE HYXXHO yAanUTb, 3aTEM HAaXMUTE KHOMKY
Delete.
Cancel Haxxmute Cancel, yTobbl CHATL BblAeNeHMe C nepekntoyaTenei B ctonbue Delete.

35.4.3 Hactpowka rnobanbHbIX napamMeTpoB peTpaHcnsaumm DHCPv4

C noMoLLbio 3TOro 3KpaHa MOXHO HacTpouTb rnobanbHble NapameTpbl peTpaHcnsumMm DHCPv4.
BbibepuTe B HaBuraumoHHor naHenu IP Application > DHCP > DHCPv4 » nepengute no ccbiike
Global, 4Tobbl OTKpbITb 3KpaH, N306paKEHHbIA Ha PUCYHKE HUXKE.

PucyHok 210 DkpaH IP Application > DHCP > DHCPv4 > Global

[ @ DHCP Relay ] Port Status
Active
Remote DHCP Server 1 192.168.2.2
Remote DHCP Server 2 0.0.0.0
Remote DHCP Server 3 0.0.0.0
Option 82 Profile default? |»
[Apply“ Cancel I
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Mong skpaHa onucaHbl B CJ'IED,y}OLI.I,Eﬁ Tabnuue.

Ta6nuua 139 SkpaH IP Application > DHCP > DHCPv4 > Global

NMOnE OMNMUCAHME

Active YcTaHoBWUTe 3TOT nepektoyaTenb, YTobbl BKAOUNTL peTpaHcnsumio DHCPv4.

Remote DHCP Beeaunte IP-agpec cepsepa DHCPv4 B Buae AeCATUYHbIX YNCen, pa3fdeNeHHbIX TOUKaMU.

Server1l..3

Option 82 BbibepuTe 3apaHee co3aaHHbIn npodunb onunn 82 DHCPv4, KOTOpPbI KOMMYyTaTop

Profile NpMMEHSEeT KO BCeM nopTtaM. [laHHbIi koMMyTaTop Aobasnset cybonuuio Circuit ID n/vnn
Remote ID, yka3aHHble B faHHOM npodwuse, B 3anpocbl DHCP, koTopble OH nepeaaeT Ha
cepsep DHCP.

Apply Haxmunte Apply, 4TObbl COXpaHUTb U3MEHEHUSA B ONepaTMBHOW NaMsaTU KOMMyTaTopa. OTu
HacTporiku 6yayT yTepsiHbl B Clly4ae BblK/IOYEHUS KOMMyTaTopa unu nepebos B nogadye
nUTaHWs, NO3TOMY MO 3aBepLUEHUN HAaCTPOMKM HeO6X0AMMO HaxaTb Ha CCblsike Save B
BEPXHEN HaBUraLUMOHHOW NaHeNn AN COXPaHEHUSI USMEHEHUI B SHEProHe3aBUCUMOW
namsaTu.

Cancel Haxmunte Cancel, 4Tob6bl Ha4yaTb HAaCTPONKY Ha 3TOM 3KPaHe 3aHOBO.

35.4.4 TnobanbHble HACTPOMKKU NopToB peTpaHcnaumn DHCPv4

C noMoLbio 3TOro 3KpaHa MOXHO NMPUMEHUTb pasfinyHbie npodunan onuumn 82 DHCP k
onpegeneHHbIM nopTaMm KOMMyTaTopa. YTobbl OTKPbITL 3TOT 3KpaH, NepenanTe No ccoinke IP
Application > DHCP > DHCPv4 > Global > Port.

PucyHok 211 2SkpaH IP Application > DHCP > DHCPv4 > Global > Port

L @ Port DHCP rela
Port
Option 82 Profile v
Index Port Profile Name Delete
1 358 default O
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Mong skpaHa onucaHbl B CJ'IED,y}OLI.I,Eﬁ Tabnuue.

Ta6nuua 140 SkpaH IP Application > DHCP > DHCPv4 > Global > Port

MNONE

OMUCAHME

Port

BBeauTe CNm1Ccok NopToB, K KOTOPbIM HEO6XOAMMO MPUMEHUTL YKasaHHbIN Npodunb onuumn 82
DHCP.

B aTOM none MoXHo ykasaTtb ABa U 6onee NopToB, pasaeneHHblx (6e3 npobenos) cumBonamm
3anaTok (,) nan geduca (-). Hanpumep, 3anucek «3-5» 6yaet o3HadaTb nopthl 3, 4 n 5.
YT106bI YKasaTb nopTbl 3, 5 n 7, BBeaMTe B 3TOM NnoJie 3HayeHne «3,5,7».

Option 82
Profile

BbibepuTe 3apaHee co3aaHHbIN npodunib onunn 82 DHCP, KOTOPbIN KOMMYyTaTOp NPUMEHSseT
K YKa3aHHoOMY nopTy (unn noptam). JaHHbI koMMyTaTop AobasnsieT cybonumto Circuit ID n/
nnn Remote ID, ykasaHHble B gaHHOM npodwune, B 3anpocbl DHCP, koTOpble OH NepeaaeT Ha
cepsep DHCP.

Mpocdurnb, BbiIGpaHHbIN Ha 3TOM 3KpaHe, UMEEeT NPUOPUTET MO OTHOLLEHUIO K Npoduto,
BblbpaHHOMY Ha 3kpaHe DHCP > DHCPv4 > Global.

Add

HaxkMuTe 3Ty KHOMKY, YTO6bl CO34aTb HOBYIO WM M3MEHUTb CYLLECTBYHOLLYIO 3anuchb.

DT0 AeWCTBME NO3BOJIIET COXPAHUTb M3MEHEHUSI HACTPOEK B ONepaTUBHOM NaMaTu
KOMMyTaTopa. 3TW HacTpoWkuM 6yayT yTepsiHbl B C/lydae BbIK/IKOUYEHUS KOMMyTaTopa Uau
nepebosi B nogaye nuMTaHUs, NO3TOMY MO 3aBepLIEHMM HACTPOMKM HEOH6XOAMMO HaxaTb Ha
CCblfIke Save B BEpXHEN HaBUIraUMOHHOW NaHenu Ans COXpaHeHUs U3MEHEHUN B
SHeproHe3aBMCUMON NaMsTy.

Cancel

HaxMuTe Ha AaHHYI0 KHOMKY, 4To6bl COPOCUTL 3HAUYEHUSA M3 NocnefHen BbIbpaHHOM 3anucuy,
WKW, €CNN HMYero He 6b110 BbI6paHo, OYNCTUTL NepPeYnC/IEHHbIE BbllLE MONS.

Clear

Haxxmute Clear, 4To6bl BEPHYTbCSA K 3aBOACKUM HAcTpoiikaM.

Index

B 3ToM nosie oTobpaxaetcs NopsAKOBbIA HOMEp KaXaon 3anucu. HaxmmuTte Ha 3TOT HoMep,
4TO6bl U3MEHUTb HAaCTPOMKMU.

Port

3To none nokasbliBaeT NopT (MM NOPTbl), K KOTOPbIM KOMMYTaTOp NMPUMEHSIET AaHHbIe
HacCTpOWKN.

Profile Name

3710 none otobpaxaeT npodunb onumm 82 DHCP, KOTOpbIi KOMMYTaTOp NPUMEHSET K
yKasaHHOMY nopTy (Man noptam).

Delete

Bbi6epuTe 3anmcuK, KOTopble HYXXHO yaanuTb, B ctonbue Delete n HaxmuTe kHonky Delete,
uyTO6bI YAaNnuTb BbibpaHHble 3anucm ns tabnuupl.

Cancel

HaxXMuTe Ha AaHHYH KHOMKY, YTO6bl CHATL BblAENeHNEe C nepeksoyaTenein Delete.

35.4.5 MNMpumep HacTpounku rnodanbHon petpaHcnaumum DHCP

Ha npuBeaeHHOM HUXE pUCYHKE MoKasaH npuMmep CeTu, B KOTOPOIM KOMMYTaTop UCMNOAb3yeTcs ANS
peTpaHcnsummn 3anpocos DHCP B someHax VLAN1 n VLAN2. B ceTn MMEETCH TONbKO OAUH CepBep
DHCP, koTtopblihi o6cnyxunsaeT knmeHToB DHCP B 06oux foMeHax.
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PucyHok 212 [pumep ceTtu ¢ rnobancHoW peTpaHcnsumen DHCP

Ao
CepBep DHCP: jil
192.168.1.100 MMl

Internet

-/

..........................

VLAN1

\

[P
o

...................................................

Ha skpaHe DHCP Relay BbinonHAOTCA cneaytowme HacTporikm. Heobxoammo oba3aTtenbHo BbibpaTb
npodunb onuum 82 DHCP (B aaHHOM npumepe - defaultl), uto6bl KOMMyTaTOp Havan nepenasaTtb
OONONHUTENBHYI0 MHpOopMaumio (Hanpumep, naeHtudunkatop cetu VLAN) BMecTe ¢ 3anpocamm DHCP
Ha cepsep DHCP. B 3ToM cny4dae cepsep DHCP cMmoxeT HasHaudaTb HyXHble IP-agpeca B
3aBMCUMOCTU OT naeHTudukatopa VLAN ID.

PucyHok 213 [llpumep HacTpoliku rnobanbHol peTpaHcnaumm DHCP

L @) DHCP Relay ] Port Status
Active
Remote DHCP Server 1 192.168.1.100
Remote DHCP Server 2 0.0.0.0
Remote DHCP Server 3 0.0.0.0
Option 82 Profile default1 V

35.5 Hactpouka DHCPv4 onsa ceten VLAN

Ha AaHHOM aKpaHe MOXHO HacTpouTb napameTpbl DHCP Ana KOHKpPETHbIX BUPTYasbHbIX JTOKaNbHbIX
cetert VLAN, K KOTOpbIM OTHOCATCA knmneHTbl DHCP. BbibepuTte B HaBuraumoHHom naHenu IP
Application > DHCP > DHCPv4, 3atem nepenante no ccbisike VLAN Ha OTKpbIBLLEMCS 3KpaHe
DHCP Status.

MpumevaHue: Ona kaxaon cetn VLAN, ansa Kotopon TpebyeTtcsa BBecTn HacTporikn DHCP
Ha KoMMyTaTope, Heo6xoaMMO HacTpouTb cobcTBeHHbIN IP-agpec ynpasnernus. O
TOM, KaK 3TO cAenaTb, MOXHO Y3HaTb B pa3a. 5.2 Ha cTp. 44.
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PucyHok 214 SkpaH IP Application > DHCP > DHCPv4 > VLAN

VID

L@ VLAN Setting ___J Port Status
VD 1234
Remote DHCP Server 1 |192_1EB_1_E
Remote DHCP Server 2 |U_U_U_U
Remote DHCP Server 3 |U_U_U_U
Option 82 Profile default? |»

IAdd] I Cancel I I Clear]

Type DHCP Status Delete
Relay 182.168.1.6 O

I Delete I I Cancel I

Option 82 Profile default? |»

IAdd] I Cancel I I Clear]

Mons akpaHa onucaHbl B creayrowen Tabnuue.

Ta6bnuua 141 SkpaH IP Application > DHCP > DHCPv4 > VLAN

NMONE

OMNMUCAHME

VID

Beeaute naeHtndukaTop VLAN, K KOTOPO OTHOCATCS AaHHble HacTporiku DHCP.

Remote DHCP
Server1..3

Beeaute IP-agpec cepsepa DHCP B BUAe AeCATUYHbIX YncCes, pasaesieHHbIX TOYKaMu.

Option 82 BbibepuTe 3apaHee co3daHHbIN Npoduib onuMn 82, KOTOPbIN KOMMYTaTOp NMPUMEHSIET KO

Profile BCeM noptaM B AaHHon cetn VLAN. [aHHbI koMMyTaTOop AobasnsieT cyb6onumto Circuit ID n/
nnn Remote ID, ykasaHHble B AaHHOM npodune, B 3anpocbl DHCP, koTopbie OH NepefaeT Ha
cepsep DHCP.

Add HaxmMuTe 3Ty KHOMKY, 4Tobbl CO34aTb HOBYIO WU/ U3MEHUTb CYLLECTBYIOLYIO 3aMuchb.
3T0 AeNCTBME NO3BOMISET COXPAHUTL U3MEHEHUS HAacTpPOeK B ONEpPaTUBHON NamMsaTu
KOMMyTaTopa. JTW HacTpoWku 6yayT yTepsiHbl B C/lydae BbIK/IKOYEHUSA KOMMyTaTopa uim
nepebos B nogaye nNUTaHUs, NO3TOMY MO 3aBEPLUEHNM HACTPONKN HEOBXOANMMO HaxaTb Ha
CCbl/IKE Save B BEpXHEN HaBUrauMOHHOW NaHenn Ans COXPaHeHUs U3MEHEHUN B
3HEeproHe3aBUCUMON NaMATU.

Cancel Haxmunte Cancel, 4To6bl Ha4YaTb HAaCTPOMKY Ha 3TOM 3KPaHe 3aHOBO.

Clear HaxxmuTe Clear, yTo6bl BEpHYTbLCS K 3aBOACKUM HacTpoMKaM.

VID B naHHOM none otobpaxaetcsa naeHtndukatop VLAN, K KOTOPON OTHOCSATCS HAaCTPOMKM
DHCP.

Type B naHHOM none oTobpaxaetcs Relay B kauectBe pexuma DHCP.
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Tabnuua 141 3k

paH IP Application > DHCP > DHCPv4 > VLAN (npoaosxeHune)

MNOJE

OMNCAHME

DHCP Status

Onsa koHdurypaumm cepsepa DHCP B 3ToM none otobpaxkaeTca HavyanbHbIN IP-agpec n
pa3mep nyna IP-agpecos.

Mpu HacTpoiike B KayecTBe areHTa peTpaHcnsunn DHCP B gaHHOM none otobpaxaetcs IP-
aapec nepBoro ygasneHHoro cepsepa DHCP.

Delete BbibepunTe 3anncn HacTpPONKKU, KOTOpble HEOO6XO0AMMO YAANNTb, U HAXMUTE Ha KHOMKY
Delete ans ynanenus.
Cancel Haxmute Cancel, 4Tobbl CHATb BblAeneHne ¢ nepekntoyatenel Delete.

35.5.1 Hactpowmka napametrpos DHCPv4 ana noptoB cetu VLAN

C noMoLbto 3TOr

0 3KpaHa MOXHO MPUMEHUTb pa3sinyHble npodunm onunm 82 DHCP k

onpeaeneHHbiM noptaM B cetn VLAN. YTob6bl OTKPLITL 3TOT 3KpaH, Nnepenaute no ccoinke IP
Application > DHCP > DHCPv4 > VLAN > Port.

PucyHok 215 DkpaH IP Application > DHCP > DHCPv4 > VLAN > Port

[ @ Port ] VLAN Setting
VD
Fort
Option 82 Profile ks
Index VID Port Profile Name Delete

Mons akpaHa onucaHbl B creayrowen Tabnuue.

Tabnuua 142 SkpaH IP Application > DHCP > DHCPv4 > VLAN > Port

MONE

OMNMUCAHUE

VID

YkaxuTe naeHtndukatop cetn VLAN, napamMeTpbl KOTOpon TpebyeTcs HacTpouUTb.

Port

BBeauTe CNUCOK MOPTOB, K KOTOPbIM HEO6X0AMMO NPUMEHUTL YKa3aHHbIN Npoduib onumm
82 DHCP.

B 5TOM none MoXHO ykasaTb ABa 1 6onee nopTos, pa3aeneHHbix (6e3 npobenos) cmmsonamm
3anaTok (,) nan geduca (-). Hanpumep, 3anuce «3-5» 6yaet o3HadaTb nopthl 3, 4 n 5.
YT106bI YKa3aTb nopTbl 3, 5 n 7, BBeaMTe B 3TOM noJie 3HayeHne «3,5,7».

Option 82
Profile

BbibepuTe 3apaHee co34aHHbIi Npoduab onunmn 82, KOTOPbIA KOMMYTaTOp MPUMEHSIET K
yKasaHHbIM nopTaM B gaHHol cetn VLAN. [laHHbIli KOMMyTaTop Aobasnset cybonuumto Circuit
ID n/vnn Remote ID, ykasaHHble B AaHHOM npodwune, B 3anpockl DHCP, koTopble oH
nepenaet Ha cepsep DHCP.

Mpocdunnb, BbiIGpaHHbIN Ha 3TOM 3KpaHe, UMEET NPUOPUTET MO OTHOLLEHWUIO K Npoduto,
Bbl6bpaHHOMY Ha skpaHe DHCP > DHCPv4 > VLAN.
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Ta6nuua 142 SkpaH IP Application > DHCP > DHCPv4 > VLAN > Port (npogonxeHue)

MNOJE OMNCAHME

Add HaxMuTe 3Ty KHOMKY, YTO6bl CO34aTb HOBYIO W/IM U3MEHUTb CYLLECTBYHOLLYIO 3anuchb.

370 AeWcTBME NO3BONISIET COXPaHUTb M3MEHEHUS! HAaCTPOeK B ONepaTUBHOM NaMaTu
KOMMyTaTopa. 3TW HacTpoWKK 6yayT yTepsiHbl B CllyYae BbIK/IlOYEHUSI KOMMyTaTopa uim
nepebos B nogaye nuTaHus, NO3TOMY MO 3aBePLUEHUU HACTPOMKKN HEOBXOAMMO HaxaTb Ha
CCblnike Save B BepXHel HaBUrauMoOHHOW NaHenu ANs COXpaHeHWUs U3MEHEHWUI B
SHeproHe3aBMCMMOW NaMsTy.

Cancel Ha>XMuTe Ha AaHHY KHOMKY, 4TO6bl COPOCUTBL 3HAUYEHUS U3 NocneaHeln BbibpaHHOM 3anucu,
WIN, eCcin HM4Yero He 6b1110 BbIBpaHoO, OUYNCTUTL NEPEUNCTIEHHbIE BbilLE NOoS.

Clear HaxxmuTte Clear, 4To6bl BEpHYTbLCS K 3aBOACKMM HacTpoMKaM.

Index B 3TOM none otobpaxaeTcs NOpsAKOBbIA HOMEP KaxAon 3anucu. HaxmuTte Ha 3TOT HOMep,
4TO6bl U3MEHUTb HAaCTPOMKMU.

VID 370 none nokasbiBaeT naeHTudunkatop cetn VLAN, KOTOPOM NPUHAANEXUT AaHHbIA NOpT
(nnun nopTel).

Port 3T0 none nokasbiBaeT NopT (MW NOPTbl), K KOTOPbIM KOMMYTaTOp NPUMEHSET AaHHble
HaCTpOMKMU.

Profile Name 3710 none otobpaxaet npodunb onunm 82 DHCP, KoTopbIi KOMMYTaTOp NPUMEHSIET K

yKasaHHOMY nopTy (Mnu noptam) B aaHHou cetn VLAN.

Delete BbibepuTe 3anmcu, KOTopble HY>XXHO yaanuTb, B ctonbue Delete n HaxmuTe kHonky Delete,
yTO6bI YAANUTb BbibpaHHble 3anucn ns tabnuupl.

Cancel HaxMunTe Ha AaHHY KHOMKY, 4TObbl CHATb BblAeneHue ¢ nepekntoyatenen Delete.

35.5.2 Mpumep: PetpaHcnauua DHCP ana ayx VLAN

B cnepytowem npumepe nokasaHa CeTb Fpynnbl 34aHWUIN C ABYMS BUPTYasbHbIMU IOKANbHbIMU CETAMMU
VLAN (VID 1 u 2). Ans obcnyxuneaHus kaxaoh ns ceten VLAN ycTtaHoBneHo aBa cepsepa DHCP. B
CUCTeMe HacTpoeHa peTpaHcnaumns 3anpocos DHCP n3 komHat obwexutus (VLAN 1) Ha cepsep
DHCP c IP-agpecom 192.168.1.100. 3anpocbl u3 y4yebHbix 3aaHnii (VLAN 2) HanpaBnsoTCa Ha
apyron cepsep DHCP c IP-agpecom 172.16.10.100.

PucyHok 216 PeTtpaHcnsaumsa DHCP gnsa asyx VLAN
DHCP:192.168.1.100

-ﬂlﬁ

Il

...........

...........

= DHCP:172.16.10.100

M

—

Ons nokasaHHOro npmMMepa HacTpolikm Ha akpaHe VLAN Setting nomxHbl 6bITb Cnegyowmmun.
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PucyHok 217 [lpumep HacTpoliku peTpaHcnaumm DHCP gna ayx VLAN

[ @ VLAN Setting Port Status
VID 2
Remote DHCF Server 1 1172.16.10.100
Remote DHCP Server 2 |U_U_U_U
Remote DHCP Server 3 |U_U_U_U
Option 82 Profile w

IAdd] I Cancel I I Clear]

(222222 )

VID Type DHCP Status Delete
1 Relay 182.168.1.100 O

I Delete I I Cancel I

35.6 PerpaHcnartop DHCPv6

AreHT peTpaHcnaumn DHCPv6 HaxoamTcsa B ogHON ceTu ¢ knneHtamm DHCPv6 1 nomoraer
nepecoinaTb coobuieHna mexay ceppepoM DHCPv6 n knnentamm DHCPv6. ECin KNMEHT He MOXeT
ncnonb3oBaTb cob6cTBEeHHbIN agpec link-local n xopolwo M3BeCTHbIM agpec MHOroaapeCcHoOM pacchbisikm
Ansa noucka cepeepa DHCPv6 B cBoeli ceTu, TO eMy HyXeH areHT petpaHcnsaumum DHCPv6 ans
oTnpaskun coobueHnsa ceppepy DHCPV6, HaxoaswweMycs B ApYron ceTu.

AreHT peTpaHcnaumn DHCPv6 mMoxeT fo6aBnsaTb onumio yaaneHHon naeHtndukauum (remote-ID) m
onuuio naeHtTudurkaunm nHTepdelrica (interface-ID) B coobweHnsa Relay-Forward npoTtokona
DHCPv6. Onumsa remote-ID coaepXuT CTPOKY, 3aA4aHHY0 NoNb30BaTeieM, HaNpMMep, UMs CUCTEMBI.
Onuwms interface-ID nepepaet cepeepy DHCPv6 cBeaeHmnsa o HoMepe cnota, MHdopMaums o0 noptax 1
naeHtTuopunkaTop VLAN. Onuma remote-ID (ecnn oHa ecTb) yaanseTtcs us coobuweHnin Relay-Reply ao
MOMEHTa OTMNpaBKM MNaKeTOB areHToM peTpaHcnsauum knmentam. Cepsep DHCPv6 konupyeT onuuio
interface-ID n3 coobweHunsa Relay-Forward B coobweHune Relay-Reply n oTnpaBnseT ero areHTty
peTpaHcnaunun. 3HadeHue interface-ID He JO/MKHO MEHATLCS Aaxke Nocje rnepesanycka areHTa
peTpaHcnaunm.

C NoMOoLLbIO 3TOr0 3KpaHa MOXHO HAaCTPOUTb NapaMeTpbl peTpaHcnsaunmn DHCPv6 ansa onpeaeneHHom
cetn VLAN Ha kommyTaTope. Boibepute B naHenu Hasurauuun IP Application > DHCP > DHCPvV6,
4YTO6bl OTKPbITb 3KpaH, N306paKeHHbIA Ha PUCYHKE HUXKE.
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PucyHok 218 3SkpaH IP Application > DHCP > DHCPv6

@ DHCPvG Relay DHCP
VID
Helper Address
) Interface 1D
Options
Remaote 1D
|Add| | Cancel | | Clear |

VID Helper Address Interface ID Remote ID Delete

1 fed0:745a,1200.dbaz; 1401 dizable dizable
Delete Cancel

Mons akpaHa onucaHbl B crieaylowlen Tabnuue.

Ta6nuua 143 DkpaH IP Application > DHCP > DHCPv6

NMONE

OMNMUCAHME

VID

YkaxuTe naeHtndukatop cetn VLAN, napamMeTpbl KOTOpon TpebyeTcs HacTpouUTb.

Helper Address

YkaxuTe agpec yaaneHHoro cepsepa DHCPv6 ans ykasaHHoi cetn VLAN.

Options

Interface ID

Mpu BbIGOpE 3TON onuumn KoMmyTaTop 6yaet aobaensaTb onumio interface-ID B 3anpochl
DHCPv6, npuxoasiime OT KNIMEHTOB B ykaszaHHon ceTn VLAN, npexae 4yeM nepecnaTtb UX Ha
cepsep DHCPv6.

Remote ID

BeeanTte cTpoky, coaepxallyto He 6onee 64 neyaTHbIX CMMBOJIOB, KOTOopas 6yaeT
MCnonb30BaTbCs B kavecTtBe remote-ID. [laHHbIW kKOMMyTaTop AobaBnseT onuuto remote-ID
B 3anpocbl DHCPV6, npuxoasime oT KAMEHTOB B YKasaHHon cetn VLAN, npexae yem
nepecnaTtb ux Ha cepsep DHCPvV6.

Add

HaxMuTe 3Ty KHOMKY, YTO6bl CO34aTb HOBYIO WM U3MEHUTb CYLLECTBYHOLLYIO 3anuchb.

3T0 AeNCTBME NO3BOMISET COXPAHUTL U3MEHEHUS HAacTpPOeK B ONEpaTUBHON NamMsaTu
KOMMyTaTopa. 3TW HacTpoWku 6yayT yTepsiHbl B C/lydae BbIK/IOYEHUS KOMMyTaTopa uimn
nepeb6os B nogaye nuTaHUs, NO3TOMY MO 3aBepLUEHMU HACTPOMKM HEO6X0AMMO HaxaTb Ha
CCbl/IKe Save B BEpXHEeN HaBUrauMOHHOM NaHenn Ans COXPaHeHUs U3MEHeHUN B
3HeproHe3aBMCUMONM NaMATy.

Cancel

Haxmunte Cancel, 4To6bl BEpHYTbLCA K COXPaHEHHbIM 3HAYEHUAM MOoseN.

Clear

HaxmuTe Clear, yTo6bl BEpHYTbCS K 3aBOACKMM HACTPOKaM.

VID

370 none otobpaxaeT naeHtudunkatop cetn VLAN (VLAN ID). WenkHuTe no
naeHTudunkatopy cetm VLAN, 4yTo6bl MU3AMEHUTL HAaCTPOWKMW.

Helper Address

3710 none otobpaxaet aapec IPv6 yganeHHoro cepsepa DHCPv6 gns gaHHon cetn VLAN.

Interface ID

3To none ykasblBaeT Ha To, Aobasnsercs nu onuus interface-ID B 3anpockl DHCPvV6,
npuxoasilime oT KJIMEHTOB B AaHHoM ceTn VLAN.

Remote ID 3T0 none ykasblBaeT Ha To, AobasnseTtcs nun onuunsa remote-ID B 3anpockl DHCPV6,
npuxoasiwime oT KJIMEHTOB B AaHHoM ceTn VLAN.

Delete B cton6ue Delete Bbibepute 3anncn, KOTOpbIE HYXHO yAanUTb, 3aTEM HaXMUTE KHOMKY
Delete.

Cancel Haxmute Cancel, 4Tobbl CHATE BblAeNeHne ¢ nepeknoyaTtenei B ctonbue Delete.
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36.1 O630p npotokona ARP

MpoTokon pa3pelweHuns agpecos (ARP) — 3To NpoToOKoO, NpegHa3HavYeHHbI AN onpeaenenms
cooTBeTCcTBMSA Mexay IP-agpecoM u pusnyeckmMm agpecom MallmHbl, TaKXKe U3BECTHbIM KaK agpec
ynpasneHus gocTyrnom K cpeae, wnn MAC-agpec, B /IOKanbHOM ceTun.

OnvHa IP-agpeca (Bepcuun 4) coctasnset 32 6uta. B nokanbHon cetn Ethernet annHa MAC-agpeca
coctasnsetT 48 6ut. Tabnuua npotokona ARP onpeaensieT COOTBETCTBME MexAy KaxabiM MAC-
ajpecoMm n cooTBeTCTBYOWMM eMy IP-agpecoMm.

36.1.1 O yem paccka3sbiBaeTCA B 3TOU rnase

C nomouwbto akpaHa ARP Learning (pa3a. 36.2.1 Ha cTp. 325) MOXHO HacTpOUTb pPexXuM
3arnoMuHaHma ARP ansa kaxzaoro otaesibHOro nopra.

36.1.2 Y10 HeOOXOAMMO 3HATb

O3HakoMbTecb ¢ nHdopmaumern o npotokone ARP, koTopast noMoxeT nNpu paboTe C aKpaHaMmu,
OMNMCaHHbIMK B 3TOW rnase.

36.1.2.1 Kak pabortaet npotokon ARP

Koraa Bxoaswmii nakeT, NpeaHasHauYeHHbIW ANnS XOCT-YCTPOWCTBA B JIOKaNbHOM ceTU, NpUbbIBAET Ha
KOMMyTaTOp, KOMMyTaTop MLET ero B Tabnuue ARP, u, ecnu aapec yaaeTcs HailTu, oTnpasnseT
nakeT Ha yKkasaHHoe YCTPOMICTBO.

Ecnu ansa IP-agpeca He HanaeHo 3anucu, npotokost ARP HanpaBAseT WUPOKOBELWATEeNbHbIN 3anpoc
BCEM YCTPOMCTBaM B JIOKaNbHON ceTu. [laHHbIi KOMMYTaTOp 3ano/siHaeT noss ero cobcrBeHHbix MAC-
agpeca n IP-agpeca B agpece oTnpaBuTens, a 3aTeM BHOCUT U3BECTHbIN IP-agpec nonyyaTtens B
cooTBeTCTBYOLWEM nosie. Kpome Toro, KOMMyTaTop 3anosiHseT eamHuuamm none MAC-agpeca nyHkTa
Ha3HaudeHus (FF.FF.FF.FF.FF.FF — agpec ans wupokoBeLwaTenbHbiX coobueHnn B cetn Ethernet).
OTBeuvatoLlee ycTponcTeo (YCTPOMCTBO C MCKOMbIM IP-agpecom nnm mappyTtusaTtop, KOTOPOMY
M3BeCTEeH NyTb K HEMY) 3aMeHseT LWMpoKoBeLlaTebHbIN agpec Ha cBo MAC-agpec, MeHsieT
MecTaMu napbl OTNpaBuTeNb-nolydaTenb U OTNpaBnseT 0AHOAAPECHbI OTBET HENOCPeACTBEHHO
MalwunHe, npucnaswen 3anpoc. MNpotokon ARP obHoBnseT Tabnmuy ARP ans aanbHenwmx
obpalleHunii 1 3aTeM OoTNpaB/sieT NakeT Ha oTBeTMBLWMIN MAC-agpec.

36.1.2.2 Pexum zanomuHaHua ARP

KOMMYTaTop noaaepXuBaeT Tpu pexunma 3anommHaHus ARP: ARP-Reply, Gratuitous-ARP n ARP-
Request.
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ARP-Reply

Mo ymonuyaHutio KoMMyTaTop paboTaeT B pexunme 3anoMmHaHusa ARP-Reply n obHoBnsieT
nHdopmaumio B Tabnuue ARP Tonbko npu nonyveHun oteetoB ARP Ha 3anpockl ARP, oTnpaBneHHble
CaMMM KOMMYTaTOpOM. DTO NpeaoTBpaLLUaEeT BO3MOXHOCTb NOAMEHbI MHdopMaumm ARP.

B npvBeaeHHOM HUXe npuMMepe KOMMyTaTop He pacnonaraet uHdopmaumnen o cootseTcTemm IP-
aapeca n MAC-agpeca ans xoctos A u B B Tabnuue ARP, n xocT A xo4eT oTNpaBuTb ping-3anpochkl
Ha xocT B. XocT A oTtnpasngeT 3anpoc ARP Ha koMMyTaTop, a 3ateM, nocne nosydyeHumsa orseta ARP
OT KOMMyTaTopa, oTnpasnseT 3anpoc ICMP. koMmMyTaTop He HaxoauT B Tabnuue ARP 3anucm ans
xocTa B 1 HanpaBnseT wupokoBewaTenbHbl 3anpoc ARP BceM yCcTpoMCcTBaM B JIOKasSbHOW CETU.
MNpu nonydeHun oteeTta ARP oT xocta B koMMyTaTop 06HOBRsET nHdopMaumio B Tabnuue ARP n
nepecbinaet 3anpoc ICMP xocTta A xocty B. Nocne nonyyeHunsa oteeta ICMP ot xocta B koMMmyTaTop
nocblnaet 3anpoc ARP ansa nonydeHns MAC-agpeca xocTta A, a nocne nosaydeHus orseta ARP oT
X0CTa A BHOCUT COOTBETCTBYHOLLME n3MeHeHusa B Tabaunuy ARP. [ocne 3Toro KOMMyTaTop MOXeT

nepecnaTtb 3anpoc ICMP xocta B xocTy A.

=s \ = ==
A B
3anpoc ARP
!
_OrBer ARP
3anpoc ICMP -
3anpoc ARP
_ OrBer ARP
3anpoc ICMP .
_ OrBer ICMP
3anpoc ARP
OTBeT ARP -
__ OrtBer ICMP
Gratuitous-ARP

CamoobpaleHHbIli (gratuitous) 3anpoc ARP — 370 3anpoc, B KOTopoM u IP-agpec ncroyHuka, u IP-
aZpec HasHa4eHus paBHbl IP-agpecy ycTpoicTBa, KOTOpOe nockliaeT AgaHHbIN 3anpoc, a MAC-agpec
Ha3HayeHus paBeH WKMpOKoOBeLwaTelbHOMY agpecy. Ha camoobpalyeHHbin 3anpoc ARP He 6biBaeT
OTBETOB.

YCTpOMCTBO MOXET OTNpaBnaTb camoobpalueHHble nakeTbl ARP ans BbisBneHus IP-konnusuii. Mpu
nepesarpyske uam cmeHe MAC-agpeca yCTPOMCTBO TakXXe MOXeT noc/iiaTb caMoobpalleHHbIl 3anpoc
ARP, yT06bI COO6WNTL APYIMM YCTPOMCTBAM B TOM Xe CeTn 0 Heo6xoaMMoCcTn BHecTu B Tabnmuy ARP
MHMOpPMaLNIO O HOBOM COOTBETCTBUM.

B pexumMe 3anoMmmnHaHmsa Gratuitous-ARP koMmMyTaTop o6HoBnsieT Tabnnuy ARP nnbo B pesynbtaTe
nonyyeHus oreeta ARP, nnbo B pesynbTaTe camoobpalleHHoro 3anpoca ARP.
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ARP-Request

KoMMyTaTop, paboTatowmii B pexnme 3anommHanmsa ARP-Request, o6HoBnsieT Tabnnuy ARP B
pe3ynbTaTe oTBeToB ARP, camoobpalyeHHbix 3anpocoB ARP 1 06bi4HbIX 3anpocoB ARP.

CoOTBETCTBEHHO, B NpMMepe, KOTOPbI MOKa3aH HUXe, KOMMYTaTop MOXeT BbiacHUTb MAC-agpec
XxocTa A n3 3anpoca ARP, oTnpasnieHHOro xoctoMm A. 3ateM KoOMMyTaTop nepecbiiaet orseT ICMP
XxocTta B xocTty A - cpasy nocne nonydeHnsa MAC-agpeca xocta B u otseta ICMP oT Hero.

]

N = \ S =
A B
3anpoc ARP
|
OTtBeT ARP

A

3anpoc ICMP

v

3anpoc ARP
OTBeT ARP

A

3anpoc ICMP

v

OtBetr ICMP

A

OTBetr ICMP

A

36.2 Hactpouka npotokona ARP

BbibepuTte B HaBuraumoHHor naHenn IP Application > ARP Setup, 4uTo6bl OTKPbITH 3KpaH,
n3obpaxKeHHbI Ha pUCYHKe Huxe. leperanTe no ccolike psaom ¢ Haanucbio ARP Learning, 4tobbl
OTKPbITb 3KPaH, Ha KOTOPOM MOXHO yKa3aTb pexuM 3anoMnHaHus ARP ansa kaxaoro nopra.

PucyHok 219 3SkpaH IP Application > ARP Setup
L@ ARP Setup

ARP Learning Click Here

36.2.1 JkpaH ARP Learning

C NOMOLLbIO 3TOr0 3KpaHa MOXHO yKasaTb peXxuM 3anoMnHaHua ARP ans Kaxaoro nopra.
MepenanTe No ccoinke psaom ¢ Haanucbio ARP Learning Ha skpaHe IP Application > ARP Setup,
4YTO6bI OTKPbITb 3KpaH, N306paxeHHbI Ha PUCYHKE HUXeE.
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PucyHok 220 SkpaH IP Application > ARP Setup > ARP Learning

Port ARP Learning Mode
* ARP-Reply -
1 ARP-Reply -
2 ARP-Reply -

—_— G T BTN o
\/\/W/\/W

45 ARP-Reply -

45 ARP-Reply -

47 ARP-Reply -

43 ARP-Reply -

49 ARP-Reply -

50 ARP-Reply -
[Aepl ) (Cancel

Mons sKpaHa onucaHbl B crieayoLen Tabnuue.

Ta6bnuua 144 SkpaH IP Application > ARP Setup > ARP Learning

MNONE

OMUCAHME

Port

B 5ToM nose oTo6paxaeTcs HoMep nopTa.

*

HacTpoikun B 3TOM CTPOKE NPUMEHSAIOTCA KO BCEM MopTaM.

3Ty CTPOKy Heo6X0AMMO MCMOMb30BaTh SINLWb B TOM CllyYae, eC/iM HacTPOMKM BCEX MOPTOB
[OMKHBI 6bITb 0AMHaKOBbIMK. C NMOMOLLbIO 3TOW CTPOKM MOXHO CHavasa HasHauuTb oblime
AN BCEX NMOPTOB HACTPOMKM, a 3aTEM BHECTU HEO6XOAMMbIE U3MEHEHMUS HA YPOBHE
OTAEeNbHOro nopTa.

VI3aMeHeHUs1 B JaHHOW CTPOKe Cpasy e KOMUPYITCS Ha BCe MOpTbl.

ARP Learning
Mode

Bbi6epuTe pexunm 3anoMuHaHusa ARP, KOTOpbIi KOMMyTaTop 6yAeT UCNosb30BaTh AN
[laHHOro nopTa.

Mpwn Bbi6ope onumn ARP-Reply koMmMmyTaTop 6yaet o6HoBNATL Tabnnuy ARP Tonbko npu
nony4yeHmn otsetoB ARP Ha 3anpockl ARP, oTnpaBsieHHble CaMMM KOMMYTaTOpPOM.

Mpu Bbi6ope onuun Gratuitous-ARP kommyTaTop 6yaeT o6HoBNATL Tabnnuy ARP nnbo B
pesynbTaTe oTBeTa ARP, nnbo B pesynbtate camoobpalieHHoro 3anpoca ARP.

Mpu Bbi6ope onumn ARP-Request kommyTaTtop 6yaet o6HoBNATE Tabnmuy ARP B
pe3ynbTaTte oTBeToB ARP, caMmoobpalleHHbix 3anpocoB ARP 1 06bl4Hbix 3anpocos ARP.

Apply

Haxmunte Apply, 4TO6bl COXpaHUTb U3MEHEHUSA B ONepaTMBHOW NaMAaT KOMMyTaTopa. OTu
HaCcTPOMKK ByAyT yTepsiHbl B C/lydae BbIK/IOYEHUS KOMMyTaTopa unum nepebos B nogaye
nUTaHWs, NO3TOMY MO 3aBepLUEHUN HAaCTPOMKM HeO6X0AMMO HaxaTb Ha CCbisike Save B
BEPXHeW HaBMrauMOHHOW NaHenn Ans COXpaHEeHUs U3MEHEHUW B 3HEeproHe3aBMCUMONn
namsTu.

Cancel

Haxmunte Cancel, 4To6bl Ha4YaTb HAaCTPONKY Ha 3TOM 3KPaHe 3aHOBO.
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37

ObcnyxuBaHue

37.1 O630p

B paHHOWM rnaBe onucaHbl HACTPOWMKM Ha 3KpaHax, No3sonstowmx pabotaTts ¢ paniamMm BCTPOEHHOro
nporpamMMHoro obecneyeHns n KoHdbUrypaumm.

37.1.1 O yeMm paccka3sbiBaeTCA B 3TOU rnase

e C nomouwbio 3kpaHa Maintenance (pa3a. 37.2 Ha cTp. 327) MOXHO 3arpy3uTb CBEXYIO BEPCUIO
BCTPOEHHOro nNporpaMMHoro obecnevenus.

e C nomowbto akpaHa Firmware Upgrade (pa3a. 37.3 Ha ctp. 330) MOXHO 3arpy3uTb CBEXYIO
BEpPCUI0O BCTPOEHHOIO NporpamMMHoro obecneyeHums.

¢ C nomowbio s3kpaHa Restore Configuration (pa3a. 37.4 Ha cTp. 331) MOXHO 3arpy3uTb
COXpaHeHHbI daiin KoHdUrypauum ycTtponcrea.

e C nomowbto akpaHa Backup Configuration (pa3a. 37.5 Ha cTp. 332) MOXHO COXpaHUTb
KOHMUrypaumuo ans NCnonb3oBaHUsl B AasbHelLweM.

37.2 3kpaH Maintenance

Ha 3TOoM 3kpaHe ocCyLecTBASeTCs ynpasieHne BCTPOEHHbIM NporpaMMHbIM obecneyeHmnem 1
darinamm KoHdurypaummn. Ytobbl oTo6pasnTb NOKasaHHbIA HUXE 3KpaH, BbibepuTte B
HaBuraunoHHon naHenn Management > Maintenance.

PucyHok 221 >SkpaH Management > Maintenance
[ ¢

Current: Configuration 1

Firmware Upgrade Click Here
Restore Configuration Click Here
Backup Configuration Click Here
Load Factory Default Click Here
Save Configuration Config 1 Config 2
Reboot System Config 1 Config 2
Tech-Support Click here
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Mong skpaHa onucaHbl B CJ'IED,y}OLI.I,Eﬁ Tabnuue.

Ta6bnuua 145

JkpaH Management > Maintenance

MNONE

OMNCAHME

Configuration

Current B 3TOM none otobpaxkaeTcs, kKakas KOHPUrypaums UCNonb3yeTcs KOMMYTaTOPOM B AaHHbIN
momeHT (Configuration 1 nnn Configuration 2).

Firmware Haxmute Click Here ansa nepexona kK akpaHy 06HOBMIEHUS BCTPOEHHOIO MPOrpaMMHOro

Upgrade obecneyeHnst Firmware Upgrade.

Restore Haxmute Click Here ansa nepexoa K 3KpaHy BOCCTaHOBEHUS KOHPuUrypaumm Restore

Configuration.

Backup
Configuration

HaxmuTe Click Here ansa nepexoaa K skpaHy pe3epBHOro KONMpoBaHWs KOHGUrypaumm
Backup Configuration.

Load Factory
Default

Haxmnte Click Here ans c6poca KoHGUrypaumm K 3aBOACKMM HAaCTPOMKaM Mo yMOYAHMUIO.

Save
Configuration

Haxxmnte Config 1 ans coxpaHeHus Tekyllen KoHdurypauum B kayectse Configuration 1
KOMMyTaTopa.

Haxmnte Config 2 ansa coxpaHeHus Tekyluen koHdurypaumm B kavectse Configuration 2
KOMMyTaTopa.

Reboot System

HaxMute Config 1 ansi nepesarpysku CUCTEMbI C UCMOSIb30BAaHMEM Ha KOMMyTaTope
KoHdurypauum Configuration 1.

HaxmuTe Config 2 ana nepesarpysku CUCTEMbI C UCMOMb30BAaHWEM Ha KOMMyTaTope
kKoHpurypaummn Configuration 2.

MpumeyaHue: He 3abbliBaitTe HaXMMaTb Ha KHOMKY Save Ha aKpaHax HacTPOWKM Mpu
N3MeHeHUM TEKYLLEN KOH(UIypaLmum KoMmyTaTopa.

Tech-Support

Mepenaunte no ccoinike Click Here, yTo6bl OTKPbLITE 3KpaH Tech-Support. C noMowbio 3TOro
3KpaHa MOXHO YCTaHOBWUTb MOPOroBble 3HAaYEHUS YTUAIN3aLMK NnpoLeccopa 1M onepaTMBHON
namMsaTN AN1s XKyYpHasbHbIX OTYETOB U 3arpy3nTb COOTBETCTBYHOLUME XKYPHabHbIE OTUYETHI ANS
aHanusa npobneM. XypHasnbHble 0TYETbI coaepxaTt MHbOopMauuio 06 UCTOPUN U TeKyLLen
YTUAN3aLMM NPOLLECCOPHbIX PECYPCOB M NAaMATK, @ TakXKe 0 BO3HUKLLMX CHOsIX.

37.2.1 3arpy3Ka 3aBOACKUX HAaCTPOEK NO YMOSYaHUIO

YT106bI BEPHYTbCA HAa KOMMYTATOp€E K 3aBOACKUM HaCTpOVIKaM no ymMon4yaHumto, BbINONMHUTE

cneayoulee.

YT106bI COPOCUTL BCIO BBEAEHHYIO MH(OPMALMIO O HAaCTPOMKax KOMMyTaTopa N BEPHYTbCS K
3aBOACKMM HacCTpolKkaM no ymosn4yaHuio, Haxxmute kHonky Click Here psigom ¢ Hagnuceto Load
Factory Defaults Ha skpaHe Maintenance.

UT06blI BEPHYTb BCE HACTPOMKU KOMMYTAToOpa K 3aBOACKUM HACTPOMKaM MO YMOJYaHUIO, HAaXMUTe

OK
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PucyHok 222 3arpys3ka 3aBOACKMX HacTpoek: 3amnyck

Message from webpage I,ﬂhj

Iel Are you sure you want to load factory default?

| CHEC | | Cancel |

3 HaxmMuTe KHOMKy Save B web-koHduUrypaTtope B BepxHel 4acTu sKpaHa, YTobbl U3MeHeHUs
BCTYNWAK B cuny. ns nosTopHoro Bxoaa B Web-koHdurypatop KoMMyTaTopa, BO3MOXHO, NpuaeTcs
n3MeHuTb IP-agpec komnbloTepa, YTO6bI OH HaxXoAuMsCa B TOM Xe noaceTn, uto n IP-agpec
KOMMYyTaTopa no ymonyanuio (192.168.1.1).

37.2.2 CoxpaHeHue KOHurypauum

Haxxmute Config 1 ana coxpaHeHus Tekylwen koHdurypaumm B kadyectse Configuration 1
KOMMyTaTopa.

Haxmute Config 2 ansa coxpaHeHus Tekywen KoHdurypaumm B kadectse Configuration 2
KOMMyTaTopa.

Kpome Toro, Ansi COXpaHeHUs U3MEeHeHUI B TeKYLLEN KOH(Urypaunm MOXHO BOCMO/b30BaThLCS
KHOMKOM Save B NpaBOM BEpPXHEM Yy Ha /lo60M 3KpaHe.

MpumevaHue: HaxaTtue Ha kHonku Apply n Add HE coxpaHaeT namMmeHeHus B NMOCTOSAHHOM
namatn. Bce HecoxpaHeHHble n3MeHeHnsa 6yayT yTepsHbl Nocie nepesarpysku
KoMMyTaTOpa.

37.2.3 lNepe3arpy3ka cuctembl

Onuns Reboot System no3sonseT nepesarpy3nTb KOMMyTaTop, HE OTK/IOYAs NMUTaAHUE PU3NYECKN.
Kpome Toro, npu nepesarpyske MOXHO BblbpaTb KOoHdUrypaumio oauH (Config 1) nnu
KoHdurypauuto aea (Config 2). YTobbl nepesarpysntb KOMMyTaTop, BbINMOSHUTE CneayoLlee.

1 YT06bl NepesarpysnTb KOMMyTaTop C UCMOSIb30BaHMEM NEPBOMN KOHMUIypaLumm, HaXXMUTE Ha KHOMKY
Config 1 B none Reboot System skpaHa Maintenance. MNosBUTCS cneayloLWMii 3KpaH.

PucyHok 223 T[lepe3arpy3ka CUCTEMbI: NOATBEPXAEHMNE

Message from webpage

|9l Are you sure you want to reboot system?

QK | | Cancel
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2 HaxmuTte OK elle pa3 n AoXANTECH, MOKa KOMMYTaTOp nepesarpy3mnTcd. DTOT Npouecc 3aHUMAET A0
ABYX MUHYT. OH He BAMSIET Ha HAaCTPOMKM KOMMyTaTopa.

UT06bI Nepe3arpy3nTb KOMMYTATOpP C UCMONb30BaHMEM BTOPOM KOHdUrypaumm, Haxmute Config 2 n
BbINONHUTE Agencteua 1 u 2.

37.3 OOGHoOBNEeHWe BCTPOEHHOro NporpaMmmMHoOro
obecne4vyeHusn

C nomoLLbio CieaytoLlero akpaHa MoXHO 3arpysvTb Ha KOMMYTATOp CBEXY BEPCUIO BCTPOEHHOMO
nporpaMMHoOro obecrneyeHus.

C nomoLbio cneayowero sKkpaHa MOXHO 3arpy3nTb Ha8 KOMMYTaTop CBEXYH BEPCUIO BCTPOEHHOIro
nporpaMMHoro obecrneyeHus. [laHHbIA KOMMYyTaTOp NogAepXuBaeT ABa obpa3a BCTPOEHHOMO
nporpamMMHoro obecrnevenus, Firmware 1 n Firmware 2. C nOMOLbIO 3TOro 3KpaHa MOXHO
yKasaTb, Kakol obpa3 Hy>KHO 06HOBUTb NpuU Nepegade BCTPOEHHOro NporpaMMHoro obecneyeHus c
ncnonb3oBaHneM web-koHduUrypaTopa, n Kakon obpas cnegyeT 3arpy3uTb Npu 3anycke
KOMMyTaTopa.

Mpexae yem NpUCTynaTb K 3arpy3ke BCTPOEHHOr0 NporpaMMHoOro obecneyeHus B yCTpPOMCTBO,
ybeaunTechb, 4To Ha KOMMbIOTEP 3arpy>eHo (M pacrnakoBaHO) BCTPOEHHOE MporpaMMHoe
obecneyeHne Hy>KHON MOAeNu U BepCuun.

Y6eaurtechb, 4TO 3arpyxaemMoe BCTPOEHHOe NporpamMmmMmHoe obecnevyeHue
nogxoauT ANA COOTBETCTBYHOLWEN MoAenun, Tak Kak nporpaMmmMHoe
obGecnevyeHue ona Apyron moaenu MoxeT NOBpeAUTb YCTPOUCTBO.

YTo6bl OTKPLITb MPUBEAEHHbIN HUXE 3KpaH, HaxMuTe Management > Maintenance > Firmware

Upgrade.
PucyHok 224 DkpaH Management > Maintenance > Firmware Upgrade
[ @) [Firmware Upgrade ___J Maintenance
Name Version
Running V4. 10(AAND.0)20140120 | 01/20/2014
(G52210-24 Firmware 1 V4. 10(AAND.0)20140120 | 01/20/2014
Firmware 2 V4. 10(AAND.0)D1 | 12M17/2013
Current Boot Image Firmware 1
Config Boot Image Firmware

To upgrade the internal switch firmware, browse the location of the binary (.BIN) file and click Upgrade button.
Firmware File Path Browse...

BeeaunTe NyTb M UMs daina BCTPOEHHOro NporpaMMHoOro obecneyeHunsl, KOTOpbii HE06X0ANMO
3arpy3mTtb B KOMMyTaTop, B TekctoBoM nosie File Path, nnn HaxmMute Browse, utobbl HaliTK ero
BPYYHY0. YcTaHOBUTE Nepekntoyatenb Rebooting, ecnn Heo6xoanMo nepesarpy3nTb KOMMyTaTop U
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NPUMEHUTb HOBOE BCTPOEHHOE NporpaMMHoe obecnedeHne HemeaneHHo. (O6HOBIEHUSA BCTPOEHHOMO
nporpamMMHoro o6ecrneyeHns NPUMEHSIOTCA TOIbKO nocne nepesarpysku). Haxvute Upgrade,
yTO6bl 3arpy3uTb HOBOE BCTPOEHHOE NMporpaMMHoe obecrneyeHme.

Mocne 3aBeplueHMs NpoLecca 3arpy3ku BCTPOEHHOro NporpaMMHOro obecneyveHnss OTKpoiTe aKpaH
System Info, uTo6bl NPOBEPUTb TEKYLLUNA HOMEP BEPCUN BCTPOEHHOrO MPOrpaMMHOro

obecneyeHus.

Tabnuua 146 >SkpaH Management > Maintenance > Firmware Upgrade

MOJE OIMNMUCAHME
Name OT0 noJsie NokasblBaeT Ha3BaHWe HACTpanBaAEMOro KOMMyTaTopa.
Version KOMMYTaTop UMeeT ABa Habopa BCTPOEHHOrO NPOrpaMMHOro obecrneyeHus,

Firmware 1 n Firmware 2, KoTopble 3arpy>xeHbl BO Gn3W-namMaTb.

¢ [lone Running nokasbiBaeT HOMep Bepcun (M Kog MOAENU) U AaTy CO3aaHUs
(B dpopmate MM/O4/TTTT) BCTPOEHHOro NporpaMMHOro obecrnieveHus,
KOTOpOe KOMMYTaTOp MCNonb3yeT B HacToswmii MmoMeHT (Firmware 1 vnu
Firmware 2). lHdopMaumst 0 BCTPOEHHOM NpOrpaMMHOM obecneyeHunn
Takxe oTobpaxkaeTca Ha skpaHe System Information, focTynHOM 13 MeHto
Basic Settings.

e [lone Firmware 1 noka3sblBaeT HOMep BEpCUU, KOA MOAENN U AaTy CO3AaHus
B dbopmate MM/O4/ITTT nepsoro o6pa3sa nporpaMMHOro obecneyeHus.

e [lone Firmware 2 nokasblBaeT HOMEp BEpCUKN, KOA MOAENN U AaTy CO3AaHus
B dopmate MM/O4/ITTT BTOporo obpasa nporpaMMHoro obecrie4yeHus.

Current Boot Image

3T0 noJie yKasblBaeT Ha TO, Kakoe BCTPOEHHOEe NporpaMMHoe obecneveHune
KOMMYTaTop UcCnonb3yeT B HacToawmnin momeHT (Firmware 1 nam Firmware 2).

Config Boot Image

BbibepuTe, Kakoe BCTpoeHHOe nporpaMMHoe obecneyveHune (Firmware 1 nan
Firmware 2) Heo6xoanmo 3arpyxaTb, HaxmuTe Apply 1 nepesarpysure
KOMMyTaTop, 4To6bl U3MEHEHNS BCTYNUAWN B CUy. I3MEHEeHUS Takxe NosBsATCS B
none Current boot image, pacnonoxeHHOM Bbille.

Apply

Haxmunte Apply, 4TO6bl COXpaHUTb U3MEHEHUSA B ONepaTUBHON NaMaTu
KOMMyTaTopa. 3TW HacTpPoWku B6yayT yTepsiHbl B C/lyYae BbIK/IOYEHUS
KOMMyTaTopa unu nepebos B nogaye nutaHus, NO3TOMY NO 3aBepLUEHUN
HacCTpOMKM Heob6X0AMMO HaxaTb Ha CCbl/ike Save B BEepXHel HaBuUrauMOHHOWN
naHenu AN COXpaHeHUs U3MEHEHWI B SHEProHe3aBUCMMOW NamMaTw.

Cancel

Haxmunte Cancel, 4Tob6bl Ha4yaTb HAaCTPOMKY Ha 3TOM 3KPaHe 3aHOBO.

Firmware

BbibepuTe Lenesoi 06pa3 Ans 3arpy3kuM HOBOro BCTPOEHHOMO NPOrpaMMHOro
obecneuenus (Firmware) 1 wnu (Firmware) 2.

File Path

BBeauTte nyTb M uMsa dalifia BCTPOEHHOrO NporpaMMHOro obecneyeHuns, KOTopblii
HeobXxoAnMO 3arpy3uTb B koMMyTaTop, B TekcTtoBoM none File Path, nnn
HaxmnTe Browse, 4To6bl HaWTN ero Bpy4Hyto.

Upgrade

Haxmunte Upgrade, 4tobbl 3arpy3nTb HOBOE BCTPOEHHOE NMporpamMMHoe
obecneyeHune. BctpoeHHOE NporpaMMHoe obecneyeHne BCTynaeT B CUY TONbKO
nocne nepesarpy3ku. Ytobbl BbIMOAHUTbE Nepe3arpy3Kky, Boibepute B MeHI0
Management > Maintenance > Reboot System u nepeiiante no ccobuike
Config 1 nnn Config 2 (Config 1 n Config 2 - 310 darinbl KoHbUrypauum,
KOTOpble KOMMYTaTOp AO/KEH UCMOAb30BaTh NpW Nepesarpyske).

37.4 BoccTaHoBneHue hanna KoHdurypaumm

C noOMOLLbIO 3TOrO 3KpaHa MOXHO BOCCTAHOBUTb paHee COXPaHEHHYI KOH(UIypaumio ¢ KOMMbloTepa
Ha KOMMyTaTope, ucnosb3ys akpaH Restore Configuration.

PykosoacTso none3osatens Ansa cepun GS3700 n XGS3700

331




naBa 37 O6cnyxuBaHue

PucyHok 225 DkpaH Management > Maintenance > Restore Configuration
| @) Hestore Lonfiguration ] Maintenance

To restore the device's configuration farm a file, hrowse to the location of the caonfiguration file and click
Restorebutton.

File Path Browse.. |

Festore |

BBeante nMsa 1 NnyTb K anny KOHPUrypaumm, KotTopblii HE06X0ANMO BOCCTAHOBUTbL, B TEKCTOBOE
none File Path, nnn HaxmuTe Browse, 4tobbl HanTK ero Bpyu4Hyto. lMocne BBoga Nyt K ganny
HaxxmuTe Restore. ®ann KoHpUrypaumm B KommyTaTope nmeet nms «config», nosatomy dann
pe3epBHON KONMUW KOHMUIypauum npu BocCTaHoBNeHUN ByaeT aBTOMaTUYECKN NepenMeHOBaH.

37.5 Pe3sepBHOe KonupoBaHue channa KoHpurypaumm

C noMoLLbio 3TOMO 3KpaHa MOXHO COXPaHWUTb TEKYLLME HACTPOMKM YCTPOMCTBA.

®DYHKUMS pe3epBHOMO KOMUPOBaHMS KOHMUIypauumn KOMMyTaTopa No3BOJISIET CO34aBaTh pPas/iMyHble
«CHUMKW» KOHMUIypauumn yCTponcTBa, KOTOpble MOTOM MOXHO 3arpysuThb.

Pe3epBHOE KONMpoOBaHMeE KOHMUIypaLMnm KOMMyTaTopa Ha KOMMbIOTEP OCYLLEeCTBASETCS C
ncnosnb3oBaHueM skpaHa Backup Configuration.

PucyHok 226 DkpaH Management > Maintenance > Backup Configuration
[ @ Sackup Configuration J Maintenance

This page allows you to back up the device's current canfiguration to your workstation. Mow click the
Backup buttan.

Backup I

YTobbl CO3AaTb PE3EPBHYIO KOMUIO TEKYLLEN KOHMUIYpaLumnm KOMMyTaTopa Ha KOMMblOTepe,
BbIMOJIHATE HA @HHOM 3KpaHe creayloLlee.

1 Haxmunte Backup.
2 HaxmuTe Save, 4Tobbl OTKpbITb 3KpaH Save As.
3 BblbepuTe pacnonoxeHue gaina Ha KOMMblOTEPE B HUCMAAAOWEM cnucke Save in 1 BBeagnTe UMs-

onucaHune ansa Hero B none cnucka File name. Haxxmnte Save, 4To6bl COXpaHuTb KOHMUIypauuto
Ha KOMMbloTEpe.

37.6 ®yHKumnsa Tech-Support

®dyHKkuMs Tech-Support — 3T0 UHCTPYMEHT paclIMPEHHOro BEAEHUS XYpPHaNoB, KOTOPbIN No3BoNSET
COXPaHsTb B XypHasie TaKyt MonesHy UHopMaumo, Kak UCTOPUS YyTUIM3aLMM npoLeccopa,
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cBeaeHus o6 Mcnosnb3oBaHMKM onepaTMBHOM namsaTn n 6ydepa Mbuf (Memory Buffer) n
nHdopmMaumio o cbosax ana aHanmsa npobnem cnyxbor TEXHNYECKON NoAAepPIKKM Npu
BO3HMKHOBEHMWM HEMOMaA0K C KOMMyTaTopoM. MeHto Tech Support ynpowaeTt gocTyn K
COOTBETCTBYIOLWMM OTYETaM; AOCTYN K 3TOM (PYHKLUMMN TakXXe BO3MOXEH Yepes uHTepdelic
KOMaHAHOW CTPOKM Npu NoMoLmM KoMaHabl «Show tech-support».

MNepenguTe no ccolike Menu > Management > Maintenance > Tech-Support, 4To6bl OTKpPbITbL
3KpaH, N306paxeHHbI Ha PUCYHKE HUXKeE.

PucyHok 227 DkpaH Management > Maintenance > Tech-Support

Mbuf

threshold keep seconds
threshold%

All
Crash
CPU history
Memory section
Mbuf
ROM

Download

Download

Download

Download

Download

Download

[na npocMoTpa XypHana B KOppekTHOM cdopMaTe MoxeT notpeboeatbca WordPad unu aHanoruuHoe
npunoxeHue. MNons akpaHa, M306pPaKEHHOro Ha PUCYHKE Bbllle, ONMCaHbl B Cleaytollel Tabnuue.

Tabnuua 147 >SkpaH Management > Maintenance > Tech-Support

CPU

BbibepuTe umncno n3 gnanasoHa ot 50 go 100 n BBeaumTe ero B none CPU
threshold, 3aTem BBeauTe uncno M3 gnanasoHa ot 5 go 60 B none Seconds,
nocne yero Haxmute Apply.

Hanpumep, 3HaueHune 80 B none CPU threshold n 3HaueHne 5 B none Seconds
6yayT 03HauaTb, YTO B XypHase nosiBUTCSA cooblieHne B TOM cyyae, ecnm
YPOBeHb yTununsaumm npoueccopa npesbicut 80% u npobyaeT B TakoM
COCTOSIHUM B TEYEHNE He MeHee 5 cekyHA.

XKypHanbHbIN 0TYET XpaHWUT AaHHble U3 XypHana 06 MCnonb3oBaHMM npoLeccopa
B TEYEHWE 7 AHEN M 3arpyXeH B 3HeprosaBmncuMyto namsatb (O3Y). 3Tu gaHHble
6yayT NoTepsAHbl NPU OTKIIOYEHUM NMUTAHMUSA KOMMyTaTopa, 6yab-To WwWTaTHOE
OTK/IIOYEHME nNn pesynbTaTt nepeboeB C 3n1eKTpruyecTBoM. Mo ncreyeHun 7 aHemn
NPOMCXOAUT poTaumsa XypHana, U HOBble 3anncu 3aMeHstloT Hanbonee crapble.

Yem Bbiwe 3Ha4veHue B none CPU threshold, Tem MeHblwe coobuieHunii 6yaet
Cco3/aBaTbCs B XypHane, U TEM MeHblUe AaHHbIX 6yaeT y cnyx6bbl TeEXHUUYECKOM
noAAepXKN ANs aHanusa, U HaoboporT.

Mbuf

BbibepuTe uncno 3 gnanasoHa ot 50 go 100 u BBeaumTe ero B none Mbuf
(Memory Buffer) threshold. >XypHanbHbiii oTyeT Mbuf XpaHuTcsa Bo dnsw-namMsaTm
(To ecTb B MOCTOSIHHOW NaMaATK).

Hanpumep, 3HadeHune 50 B none Mbuf threshold 6yaeT o3HauaTh, 4TO CoObLEHME
NosABUTCA B XypHane, ec/iv ypoBeHb yTunmnsauum 6ydepa naMsatm npeBbICUT
50%.

YemM Bbilwe 3HayeHne B none Mbuf threshold, TeM MeHble coobuieHnii byaet
Cco3/aBaTbCs B XypHane, U TEM MeHblUe AaHHbIX 6yaeT y cnyxbbl TEXHUYECKOM
noaAepXKn ansi aHanmsa, 1 HaobopoT.

PykosoacTso none3osatens Ansa cepun GS3700 n XGS3700

333




naBa 37 O6cnyxuBaHue

Tabnuua 147 SDkpaH Management > Maintenance > Tech-Support

Apply HaxmuTte Apply, 4To6bl COXpaHUTb U3MEHEHUSI B ONEpaTUBHON NamMsaTu
KOMMyTaTopa. 3TW HaCcTPONKKM 6yayT yTepsiHbl B C/lyYae BbIK/IIOUYEHMUS
KOMMyTaTopa unu nepebosi B nogaye nuTaHUs, NO3TOMY MO 3aBEPLUEHUN
HaCTPOMKN HEO6XOAMMO HaXxaTb Ha CCblIke Save B BEpXHEN HaBUraLuMoHHOM
naHenu Ans COXpaHeHUs U3MEHEHUI B SHEProHe3aBMCUMOI NaMAaTy.

Cancel Haxmunte Cancel, 4To6bl HaYaTb HAaCTPOMKY Ha 3TOM 3KpaHe 3aHOBO.

All MNepenaunte no ccoinke Download, 4To6bI NPOCMOTPETHL BCE XYpPHasibHblE OTHYEThI
M 03HAKOMWUTLCS CO CTAaTyCOM CUCTeMbI. [JaHHbIl XYPHanbHbIA OTYET XPaHUTCS BO
dnaw-namatu. Ecnm xypHanbHbiid oTyeT All okaxkeTcss cnnwkom 60MblWKM, TO
XYPHasbHble OTYETbl MOXHO 3arpy3uTb MO OTAENbHOCTU HUXeE.

Crash MNepenaunTte no ccoinke Download, 4TO6bl NPOCMOTPETHL XYPHa/bHbIN OTYET O
cbosax B cuctemMe. [laHHbIN XypHan Bko4YaeT B cebss nHdopMaLumio o nocnegHem
cboe n xpaHuTCcs BO (P3W-NamMaTu.

CPU history MNepengunTte no ccoinke Download, 4To6bl NPOCMOTPETbL XYpPHaNbHbIA OTYET C
MCTOpMEN UCNONb30BaHMs NpoLeccopa. ITOT XypHan ¢ nHdopmaunen 3a
nocnegHve 7 aHen xpaHuTtcs B O3Y. CoxpaHuTe ero, ecim OH HyXeH, B
MPOTMBHOM C/ly4ae OH MOXEeT NOTePSATbLCSA MPW BbIK/IIOYEHUM KOMMyTaTopa nnm
nepebosix C an1eKTpoCHabXKeHneM.

Memory Section MNepenaunTte no ccoinke Download, 4TO6bl NPOCMOTPETHL XYPHa/bHbLIN OTYET O
pasaenax namaTu. JaHHbI XypHaibHbIV OTYET XpaHUTCA BO (BnaLw-naMaTu.

Mbuf MNepenaunte no ccoinke Download, 4To6bl NPOCMOTPETL XYpPHa/bHbIN O0TYeT 06
ncnonb3osaHnn 6ydepa naMaTu. JJaHHbIA XypHan COAEPXUT MHDOpMaLNIO O
C/y4yasax MpeBbIlEeHNS YCTaHOBIEHHOr0 NMOPOroBoro 3HayeHus ans 6ydepa
namatn (Mbuf). JaHHbIN XypHaNbHbIR OTYET XPaHUTCA BO MN3W-NamaTu.

ROM MepengunTte no ccoinke Download, 4To6bl MPOCMOTPETbL XYpPHabHbIA OTYET 06
ncnonb3osaHum MN3Y (Read Only Memory, ROM). 3TOT oT4eT XpaHuTcs Bo hasLL-
namsTw.

37.7 CnpaBo4yHasa TexHn4yeckaa nHdopmaums

OTO0 pa3aen CoaepXUT AOMNONHUTENbHYI TEXHUYECKY MHdOopMaLuno No BonpocaM, 06CyxaaemMbimM B
TeKyLleln rnase.

37.7.1 KomaHgHasa cTtpoka FTP

B naHHOM pa3sgesnie onucaHbl HEKOTOPbIE MPUMEPbI 3arpy3Ku MW BbIFPY3KKW C KOMMyTaTopa ¢hannos C
nomoulbio koMmaHg FTP. Mpexae Bcero Heo6xXoANMMO YSCHUTb cornaweHns o6 MMeHoBaHuUKM annos.

37.7.2 CornaweHust 06 umeHoBaHuu amnos

darin koHbUrypauum (Takxe HasbiBaeMbin dannom ROM) coaepxmT 3aBOACKME HACTPOMKMK MO
YMONYaHUIO ANS TaKUX 3KpaHoB, Kak koMMyTaTop setup, IP Setup u T.4. MNocne BHeceHus
WU3MEHEHUN B HaCTPOMKM KOMMYyTaTopa UX MOXHO COXPaHUTb Ha KOMMblOTepe noj ntobbiM
Bbl6paHHbIM UMEHEM.
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OnepaumoHHas cuctema ZyNOS (ZyXEL Network Operating System, 4acTto Ha3biBaeTcs «ras» -
¢arinomM) — 3To BCTPOEHHOE CUCTEMHOE NporpaMmHoe obecneyeHne, oHa UMeET paclimpeHue daiina
«bin».

Ta6nuua 148 CornaweHus o6 nmeHoBaHUKW aliaos

TUN ®AUNA BHYTPEHHEE UMA | BHELUHEE UMA | ONMMUCAHUE

Configuration File | config *.cfg daiin HacTpoek kKoMMyTaTopa. Mpu 3arpyske
darina config AaHHbIN dann KoHUrypaumm
3aMeHsIeTCsl, B TOM YMC/ie 3aMeHSI0TCS
HaCTPOMKN KOMMyTaTopa, CMCTEMHas
WHdopmaumsa (B TOM yucne naposb no
YMOYAHUIO), XYpPHasbl OWMOOK n
OTC/IeXUBaHNS.

Firmware ras *.bin O6buwee nMsa anst BCTPOEHHOr0 NMpOrpaMMHOro
obecneueHnss ZyNOS Ha koMMyTaTOpe.

37.7.2.1 Npumepbl komaHa FTP

ftp> put firmware.bin ras

Mpumep FTP-ceccumn, B KOTOPOW NpoucxoauT nepeaava damnna «firmware.bin» ¢ komnbloTepa Ha
KOMMYyTaTop.

ftp> get config config.cfg

Mpumep FTP-ceccumn, B KOTOPOM NPONCXOAMUT COXpPaHeHMe Tekylwero danna KoHpurypaumm B dann c
umeHeM «config.cfg»Ha KoMnbloTepe.

Ecnu ncnonb3lyembiin (T)FTP-KAMEHT HE NO3BOMISIET YKa3biBaTb UMS KOHEYHOro dalina, oT/im4Hoe oT
ncxopHoro, darnbl NpuaeTcs NnepeMMeHoBaTb, Tak Kak KOMMYyTaTOpPpPacno3HaeT TO/IbKO MMeHa

«config»n «ras». O6s3aTe/IbHO COXpPaHUTE HEN3MEHEHHbIE Konun 06oux darnos ans AasbHENLWEro
MCMNOSIb30BaHMs.

Y6eautechb, YTO 3arpyxaemoe BCTPOEHHOEe nporpaMMHoe obecneyeHue
nogxoguT ANA COOTBETCTBYHOLWEN MoAesnun, Tak Kak nporpaMmMHoe
obGecnevyeHue ona Apyron mogenu MoxeT NOBpeAnUTb YCTPOUCTBO.

37.7.3 Pabota ¢ komaHgHou cTpokou FTP

1 3anyctuTe Ha KoMnbloTepe FTP-KAWEeHT.

2 Bsegute KOMaHAy open, NoToM npoben n IP-agpec komMmyTaTopa.

3 Haxmute [ENTER], nonyyuB 3anpoc uMeHU nosib3oBaTens.

4 Tlocne nony4yeHust NpurnaweHns BeeanTe naposib (Mo yYMoYaHuio «1234»).

5 BseauTe bin, YTO6bI YCTAHOBUTbL ABOMYHbBIN peXuM nepegayu.

6 lcnonb3ynTe KOMaHAy put ANa nepegaym danioB ¢ KOMNbIOTEPA HA KOMMYTaTop, Hanpumep,
KOMaHAa put firmware.bin ras 3arpy»aeT BCTPOEHHOe nporpamMMHoe obecneyeHne, xpaHsweecs

Ha koMmnbiloTepe (firmware.bin), Ha KOMMyTaTOp M NEPENMEHOBbLIBAET €ro B «ras». AHa/IOMTMYHbIM
obpa3oM, KOMaHAa put config.cfg config 3arpyxaet dain KoHUrypaumm ¢ KOMnbTEpPa
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(config.cfg) Ha koMMyTaTOp M NepeMMeHoBbIBaeT ero B «config». HakoHel, koMaHAa get config
config.cfg nepegaet dann KOHdDUrypauum, XpaHAaLWwmMincsa Ha KOMMyTaTope, Ha KOMMNboTep 1
nepenMeHoBbIBaeT ero B «config.cfg». JJonoNHUTENbHYIO MHMOPMALMIO O COrNalleHnsax B
OTHOLIEHNN UMeHOBaHNA GaninioB MOXHO HalTK B Tabn. 148 Ha cTp. 335.

YTo6bl MOKUHYTb CTPOKY ftp-KOMaHAa, BBEAUTE quit.

37.7.4 FTP-knueHTbI C rpachn4ecKkum nosb3oBaTeNbCKUM nHTepdencom

OnncaHnsa HeKOTOPbIX KOMaHA, KoTopble BCTpeyvalTcs B FTP-knneHTax ¢ rpadpuyeckmm
noNb30BaTeNbCKNUM MHTEpdENCOM, MOXHO HalTK B cneaytowen tTabnuue.

O6wune komanabl onst FTP-knneHToB ¢ rpadhnyecknmM nonb3oBaTenbCkuM MHTEpPdENcoM

KOMAHOA

OMNMUCAHUE

Host Address (Aapec
XxocTa)

BBeauTte agpec xocT-cepeepa.

Login Type (Tvn Bxoaa
B CUCTEMY)

AHOHMMHBbI (Anonymous).

[nsa Tex cnyyaes, Koraa naeHTuduKaTop nosb30oBaTeNsi U Naposib BBOASTCS Ha
cepBepe aBTOMaTMUYECKU AN aHOHUMHOMO A0CTYNa. AHOHWMHbIE MOAK/IOYEHUS
paboTatloT TOIbKO B TOM C/lyyae, ecnv MIHTepHeT-npoBaiaep Wi agMMHUCTPaTop
CNyX6bl BKITIOUWIT 3TY OMNUMIO.

Normal (O6bI4HbIN).

[ns NoAKNOYEHNs K cepBepy TPebyoTCs YHUKasbHbIE MMS NOMb30BaTENS U Naposib.

Transfer Type (Tun
nepegayn)

dannbl nepepatotca nmbo B dopmate ASCII (npocton TekcToBbIn dhopmaT), nmbo B
ABOMYHOM popMaTe. dalifibl HACTPOEK U BCTPOEHHOIO NporpaMMHoro obecneveHuns
OOJDKHbBI NepeAaBaTbCs B ABOMYHOM dopMaTe.

Initial Remote
Directory (HauyanbHbi
yAaneHHbINn KaTanor)

YKaxuTe yaaneHHbl Katanor no ymonyanuo (nyTb).

Initial Local Directory
(HavyanbHbI%
NOKanbHbIA KaTasnor)

YKaxuTe IoKanbHbIN KaTaaor no ymon4aHuio (nyTb).

37.7.5 OrpaHuyeHus FTP

MpoTtokon FTP He 6yneT paboTaTh, ecnu:

e Cnyxb6a FTP oTkntoyeHa Ha akpaHe Service Access Control.

e IP-appec (IP-agpeca), BBeaeHHble Ha akpaHe Remote Management, He cooTBeTCcTBYIOT IP-
agpecy knueHTa. Ecnu agpec He coenagaeT, KOMMyTaTop HeMeA/leHHO pa3pbiBaeT FTP-ceccuio.
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KoHTponb AocTtyna

38.1 O630p KOHTpONSA gocTyna

B naHHOI rnaBe onmMcaH KOHTPOJIb I0CTYyNa K KOMMyTaTopy.

[Onsa poctyna ¢ KOHCOMbHOIro nopta unan vyepes FTP gonyckaeTcsa no ogHoW ceccuun, ons Aoctyna
yepe3s Telnet n SSH gonyckaeTtcsa B o6Len COXHOCTU AEBATbL CECCUn, ANS ynpasneHus yepes Web
noadepXuBaeTcs A0 NATU ceccuit (C NATbIO pas3NMYHBIMU UMEHaMM Mosib3oBaTeNen n NaponsaMm),
KOJINYECTBO CEaHCOB KOHTpOs AocTyna yepe3 SNMP He orpaHu4eHo.

Ta6bnuua 149 0630p KOHTpOSSA AOCTyna

KOHCONbHbIN nopT | SSH ‘ Telnet FTP Web SNMP
OpaHa ceccus B obuiein cnoxHocTtu Ao OpHa ceccus [0 NATK y4yeTHbIX be3
OEBATM ceccum 3anucen orpaHnyeHumn

Ceccum KOHTpONS AOCTyrNa C KOHCONbHOro nopTa v yepes Telnet He MOryT 6bITb OCYLLECTBIEHbI
OAHOBPEMEHHO, ecnn GYHKLUMS AOCTyNna HECKOIbKMM nosib3oBaTensam (multi-login) oTkntoueHa.
JononHUTenbHyo MHbOPpMaLMIo 0 3anpeLLeHMM 4OCTyNa HECKOIBKMM MOJSIb30BATENSM MOXHO HalTK
B CpaBoOYHOM pYKOBOACTBE MO UHTEpdENCY KOMaHLHON CTPOKMU.

38.1.1 O yem pacckasbiBaeTcsli B 3TOU rnaBe
e JkpaH Access Control (pa3a. 38.2 Ha cTp. 337) npeactaBnsieT coboi rnaBHbIA 3KpaH Ans
HaCTPOIKM yrnpaBfieHUst 4OCTYMOM.
e C nomowbio s3kpaHa SNMP (pasg. 38.3 Ha cTp. 338) MOXHO HacTpouTb NapameTpbl SNMP.

¢ C nomowbto akpaHa Trap Group (pa3a. 38.3.1 Ha cTp. 339) MOXHO BbibpaTb TUMbI JIOBYLUEK
SNMP, KoTopble HEO6X0AMMO OTNPaBAATb KaXAoMy M3 MeHeaxepoB SNMP.

e C nomouwbto skpaHa User Information (pa3a. 38.3.3 Ha cTp. 342) MOXHO co3aaBaThb
nonb3osatenenn SNMP ana ayTeHTUdmMKaumMmn ¢ MeHeaxepamm ¢ nucnonbsosaHnem SNMP v3 u
accoummnpoBaTb Ux ¢ rpynnamm SNMP.

e C nomouibto akpaHoB Logins (pa3a. 38.4 Ha cTp. 343) MOXHO yKasaTb MoJsib3oBaTesieil, KOTOpbIM
pa3speLleH AOCTyNn K KOMMyTaTopy Yyepe3 web-koHdurypaTtop B /110601 i MOMEHT BPEMEHMU.

e C nomMoubto akpaHa Service Access Control (pasa. 38.5 Ha cTp. 345) MOXHO BblbpaTb cnyx6bl,
C NOMOLLbIO KOTOPLIX pa3pellaeTcs obpallaTbCs K KOMMyTaTopy.

e C nomowbto akpaHa Remote Management (pa3za. 38.6 Ha cTp. 346) MOXHO yKasaTb rpynny,
BKJIlOUatoLWYo B cebsi 04MH MM HECKOIbKO «A0BEPEHHbIX KOMMNbIOTEPOB>», C KOTOPbIX
aAMWHUCTPATOP MOXET YyNnpaBfsTb KOMMYTaTOPOM NOCPEACTBOM OnpenesieHHON Ccnyxbbl.

38.2 maBHbIN 3KpPaH KOHTPOSA AocTyna

MeperanTe Ha rnaBHbIA 3KpaH.

PykosogcTso none3osatens Ansa cepun GS3700 n XGS3700

337



Mmaea 38 KoHTponb goctyna

UT06bI 0TOOpa3nTb NOKa3aHHbIA HUXe 3KpaH, BbibepnTe B HaBMraunMoHHOM naHenn Management >
Access Control.

PucyHok 228 SkpaH Management > Access Control
L @) Access Lontrol ]

SNMP Click Here

Logins Click Here
Service Access Control Click Here
Remote Management Click Here

38.3 Hactpouka SNMP

HacTtpoika SNMP ocyuiecTBasieTcs Ha 3TOM 3KpaHe.
YT06bl OTKPBLITE NMPUBEAEHHbBIN HUXE dKpaH, HaxkmMTe Management > Access Control > SNMP.

PucyHok 229 3DkpaH Management > Access Control > SNMP

[ @) SNMP ] Access Control Trap Group User
General Setting
Version vac -
Get Community public
Set Community public
Trap Community public
Trap Destination
Version P Port Username
vl - 0000 162
vl - 0000 162
vl - 0000 162
vl - 0000 162
Apply || Cancel

Mons akpaHa onucaHbl B crieayrowen Tabnuue.

Ta6nuua 150 SkpaH Management > Access Control > SNMP

NMOnE OMNMUCAHUE
General Setting B paHHOM pasgene onpegenstoTca Bepcua SNMP n napametp community (naponb).
Version BbibepuTte Bepcmto SNMP ans kommyTatopa. Bepcnss SNMP, ycTaHOBNIEHHas Ha

KOMMYyTaTope, AOJ/KHA coBnajaTh C Bepcueln Ha MeHeaxepe SNMP. Boibepute BapnaHT
SNMP Bepcun 2c (v2c), SNMP Bepcun 3 (v3) nnu oba 3tux BapuaHTta (v3v2c).

SNMP Bepcuun 2c obpaTHo coBMmectuM ¢ SNMP Bepcum 1.
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Ta6nuua 150 DkpaH Management > Access Control > SNMP (npoaosxeHue)

MNOJE

OMUCAHUE

Get Community

BeeauTe 3HaueHne Get Community - 310 naponb Ans BXoaswmx 3anpocos Get n
GetNext oT cTaHUMW ynpaBneHus.

Crtpoka Get Community ncnonb3syetcss MeHegxepamm SNMP Tonbko npu Boibope SNMP
BEPCUN 2C N HUXKeE.

Set Community

Beeaute 3HaveHne Set Community - 370 naponb Ans BXOAALWMX 3anpocos Set oT
CTaHUMW ynpasfeHuns.

Ctpoka Set Community vncnonb3syetcs meHeaxepamn SNMP Tonbko npu Bbibope SNMP
BEPCUN 2C N HUXKeE.

Trap Community

BeeauTte 3HaueHne Trap Community - 310 naponb, oTnpasnsiemblit SNMP-MeHeaxepy ¢
Kaxaon komaHgon Trap.

Crtpoka Trap Community ncnonb3syetca meHegxepamm SNMP Tonbko npu Beibope SNMP
BEPCUMN 2C N HUXKeE.

Trap Destination

B naHHOM pa3gene HacTpauBaeTcs, KyAa AO/KHbI OTNpaBnisaTbcsa nosywka SNMP
KOMMYTaTopoM.

Version

Ykaxunte Bepcuto SNMP anst otnpaBku coobuieHnii Trap.

1P

Beeaute IP-agpeca meHeaxepoB (40 4-X), KOTOPbIM 6yAyT OTNpaBAATbCA KOMaHAbl Trap.

Port

BBeante HoMep nNopTa, KOTOPbI NPOCNYLWMBAETCA MEHEAXKEPOM B OXUAAHUWN COObLLEeHNI
Trap SNMP.

Username

BeeauTte umsa nonb3oBaTens, oTnpasnseMoe Ha MeHeaxep SNMP B cnyyae komaHAbl Trap
yepe3 SNMP v3.

[aHHoe nms nonb3oBaTens AO/HKHO COOTBETCTBOBATL CyLLECTBYIOLWEN YYETHOM 3anncn Ha
KOMMyTaTope (HacTpauBaeTca Ha skpaHe Management > Access Control > Logins).

Apply

HaxxmmTte Apply, 4To6bl COXpPaHWUTL U3MEHEHWS B ONEPaTMBHOM NaMaTh KOMMyTaTopa. 3Tu
HaCTPOMKKN ByayT yTepsiHbl B C/llyyYae BbIK/IlOYEHMA KOMMyTaTopa unu nepebos B nogave
NMUTaHUs, NO3TOMY MO 3aBEpPLIEHUN HACTPONKM HEOBX0AMMO HaXaTb Ha CCbiike Save B
BEpXHEeN HaBUTrauMOHHOM NaHenn ANs COXpaHeHUst U3MEHEHUI B SHEProOHE3aBMUCHMMON
naMmsTu.

Cancel

Haxmute Cancel, uTo6bl Ha4aTb HAaCTPOMKY Ha 3TOM 3KpaHe 3aHOBO.

38.3.1 Hactpouka rpynnbl «noBywek» SNMP

YT06bI 0TO6Pa3nTb NOKa3aHHbINA HMXE 3KPaH, HaXxXMUTe Ha skpaHe SNMP Ha ccoinky Trap Group.
Ha akpaHe Trap Group MOXHO BbibpaTb TUNbl «oBywek» SNMP, KOTopble AOMKHbI OTAPaBAATbLCS
Ha KaxAabln n3 meHeaxepos SNMP.
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PucyHok 230 SkpaH Management > Access Control > SNMP > Trap Group
L@ Irap Group ] Port  SHIP Setting

Trap Destination P ™

Type Options
System * coldstart warmstart fanspeed
temperature vaoltage reset
timesync intrusionlock loopguard
errdisable poe
Interface * linkup linkdown lldp
transceiver-ddm
AAA * authentication authorization accounting
IP * ping traceroute
Switch * stp mactable rman
cfm

Apply | | Cancel

Mons akpaHa onucaHbl B creayrowen Tabnuue.

Tabnuua 151 DkpaH Management > Access Control > SNMP > Trap Group

MOnE ONMUCAHUE
Trap Destination BbibepuTe 0anH 13 HacTpoeHHbIX IP-agpecos Ha3zHavyeHus Ansa nepegayun KomaHg Trap.
1P OHun npeacTtaBnstoT coboii IP-agpeca meHepyxepoB SNMP. IP-agpeca HasHauYeHUs LOKHbI

6bITb NpeaBapuUTeNbHO HACTpOeHbl Ha akpaHe SNMP Setting.

[anee Ha 3TOM 3KpaHe HacTpamBaloTCs KOMaHAbl Trap, Hanpas/isieMble KOMMYTaTOPOM Ha
AaHHbIN MeHeaxep SNMP.

Type BbibepuTte kaTeropmn coobwenunii Trap SNMP, koTopble 6yayT OTnpaBnATbCS
KOMMYTaTOpPOM Ha AaHHbI MeHemxep SNMP.

Options BbibepuTte oTaenbHble koMaHabl Trap SNMP, koTopbie 6yayT HanpaBsiTbCS KOMMYTaTOPOM
Ha ctaHuuio SNMP. OnucaHusa oTaenbHbIX KOMaHA Trap npusoaaTcs B «KomaHAabl Trap
npoTtokona SNMP» Ha cTp. 349.

KomaHabl Trap rpynnupytoTcs no kateropusM. MNpu Bbibope KaTeropnn aBToMatuyeckm
BbI6MpatoTCA BCe KOMaHAbl Trap, OTHOCSALWMECS K AaHHOW KaTeropuu. MNpu cHATUK
BblAENIEHNS C NepeK/oyaTenen oTAeNbHbIX KOMaH Trap 3Tv KoMaHAbl He 6yayT
OTNpPaBNATbCA KOMMYTATOPOM Ha cTaHumio SNMP. Ecin CcHATb BblAesieHne C
nepeksoyaTens Kateropmm, aBTOMaTUYeCKn CHUMaeTCs BblAeNeHne Co BCex
nepeksoyaTenen oTaeNbHbIX KOMaHA, OTHOCSALMXCSA K AAaHHOW KaTeropum (KoMMyTaTop
oTnpasnsieT KoMaHAabl Trap NvWb AN BbIBpaHHbIX KaTeropui).

Apply HaxxmuTte Apply, 4To6bl COXpPaHUTL U3MEHEHWS B ONEPaTUMBHOM NaMaTh KOMMyTaTopa. 3Tu
HacTpoViku 6yayT yTepsiHbl B C/lly4ae BblK/IlOYEHMs KOMMyTaTopa unu nepebosi B nogave
NMUTaHUsi, NO3TOMY MO 3aBepLUEHNN HACTPONKM HEOBX0AMMO HaxaTb Ha CCblike Save B
BEpXHEeN HaBUTrauMOHHOM NaHenn Ans COXpaHeHUsl U3MEHEHWI B SHEPrOHE3aBUCUMOM
namsiTu.

Cancel Haxmunte Cancel, 4To6bl HaYaTb HAaCTPOMKY Ha 3TOM 3KpaHe 3aHOBO.

38.3.2 BknrouyeHue/oTknroyeHue otnpaBku noBywek SNMP Ha
onpeaenieHHOM NMopTy

Ha skpaHe SNMP > Trap Group nepeiauTte no ccoiike Port, ytobbl OTKPbLITb 3KpaH,
n3o06paxeHHbIN Ha pucyHke Hmxe. C MOMOLLbIO 3TOr0 3KpaHa MOXHO yKasaTb, CeayeT fin
OTNpaBAATb IOBYLIKY, MOJYYEHHYIO Yepe3 yKasaHHbIN NopT (MW NopThbl), YKa3zaHHOMY MeHeaXepy
SNMP.
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PucyHok 231 DkpaH Management > Access Control > SNMP > Trap Group > Port
L Trap Group

Option: | intrusionlock |+

Port Active

[ RN I T I SN X T

w

10
11
12
13
14
\}\/\/\/\/\/\/\/\/
\/\/\/\/\/\/\/\/\/

Mons akpaHa onucaHbl B crieayrowen Tabnuue.
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Tabnuua 152 DkpaH Management > Access Control > SNMP > Trap Group > Port

NMONE OMNMUCAHUE

Option BbibepuTe TMN NOBYLLKMK, KOTOPbIN TpebyeTcs HaCcTpoOuUTb.
Port B 3TOM none oTobpaxaeTca Homep nopTa.
* HacTpoliku B 3TOl CTPOKE NPUMEHAIOTCS KO BCEM NOPTaM.

STy CTPOKY HEO6X0AMMO MCMOJIb30BaTh /I B TOM C/llyyae, eCiin HacTPOWKU BCEX MOpPTOB
[OMKHBI 6bITb 0AMHaKOBbIMU. C MOMOLLbIO 3TON CTPOKM MOXHO CHayana HasHayuTb obLmne
Ans BCeX MOPTOB HACTPOMKM, a 3aTeM BHECTU HEOHXOAMMbIE U3MEHEHUS HA YPOBHE
oTAeNIbHOro rnopTa.

MN3MeHeHMsa B JaHHOWN CTpOKEe Cpa3y Xe KOMUPYHTCS Ha BCE MOPThbI.

Active YcTaHOBUTE 3TOT NepektovaTtenb, YTOObl BKAOYNTb AaHHbIA TUM JIOBYLWKUK AJ1S TOBYLUEK
SNMP Ha gaHHOM nopTy.

CHMMUTE BblAENEHMEe C 3TOro nepektyaTens, YTobbl OTKIOUYUTL OTNPABKY JIOBYLIEK
SNMP Ha aTOM nopTy.

Apply Haxmunte Apply, 4To6bl COXpaHUTb N3MEHEHUS B OMEpPaTUBHOM NaMATU KOMMyTatopa. 3Tu
HaCTpOMKKN 6yayT yTepsiHbl B Cly4ae BbIKNIOYEHUS KOMMyTaTopa unun nepebos B nogadve
NUTaHWS, NO3TOMY MO 3aBepLUEHMN HAaCTPOMKM He0H6X0ANMMO HaxaTb Ha CCbifike Save B
BEpPXHEW HaBUrauMOHHOW NaHenu Ans COXpaHeHUS U3MEHEHUI B SHeproHe3aBMCMONn
namaTw.

Cancel Haxmunte Cancel, 4To6bl HayaTb HAaCTPOMKY Ha 3TOM 3KpaHe 3aHOBO.
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38.3.3 Hactpowka nonb3oBaTtenen SNMP

Ha skpaHe SNMP nepeiiguTte no ccoiike User, 4YTobbl OTKPbITb 3KpaH, n306paXXeHHbIN Ha PUCYHKE
Hmxe. C noMoLbto 3KkpaHa User MOXHO co34aTthb nosib3oBaTesien Ans ayTeHTudurkKaumm ¢
MeHeaXxepaMu ¢ ncnonblosaHuem SNMP v3 u accoummnposaTtb ux ¢ rpynnamm SNMP. lNonb3oBaTenb
SNMP aBnsaeTtcs MeHegkepoM SNMP.

PucyHok 232 3DkpaH Management > Access Control > SNMP > User

« SNMP Setting

Username
Security Level noauth -
Authentication MD5 - Password

Privacy DES - Password

Group admin -

Add || Cancel || Clear
Index Username SecurityLevel Authentication Privacy Group Delete

Delete Cancel

Mons akpaHa onucaHbl B crieayrowlen Tabnuue.

Ta6nuua 153 DkpaH Management > Access Control > SNMP > User

NONE

OMNMUCAHUE

User Information

Mpumeyanne: [na co3gaHus yveTHbIX 3anucen Ha meHegkepe SNMP v3 ucnonbaynte
uMeHa nornb3oBaTenern u Naponu, ykasaHHbIe Ha 3TOM 3KpaHe.

Username

YKaxuTe UMsi Nonb30BaTens Ang YY4EeTHON 3anncy Ha KOMMyTaTope.

Security Level

BbibepuTe, HEO6X0AMMO NN NUCMOJIb30BaTh ayTeHTUDUKAUNIO U/ uMnn wnudpoBaHue B
ceaHcax SNMP c aaHHbIM ronib3oBaTeneM. BapuaHTbl:

e noauth - Ms NONbL30BATENS UCMOJL3YETCA B KAUECTBE Mapo/isd Npy OTNpaBKe Ha
MeHeaxep SNMP. 3To skBMBaneHTHO napameTpam Get, Set n Trap Community B8 SNMP
v2c. HanMeHee 3alUMLLEHHbIA PEXUM.

e auth - ana coobuennit SNMP, 0TnpasBnsieMblX AaHHbIM MOJIb30BATENEM, UCMONb3YETCS
MeXaHW3M ayTeHTUdUKaUMK.

e priv — ansa coobuweHnn SNMP, oTnpaBnsieMbiX AaHHbIM MOJIb30BaTeNEM, NCMOb3YHOTCA
MexaHW3Mbl ayTeHTMdMKaunm n wndposaHms. Cambli 3aLUULLEHHDBIR PEXUM.

MpumeyaHve: Ha meHenxepe SNMP gomnxeH 6biTb HACTPOEH aHanormyHbIN unu bonee
BbICOKWI ypoBeHb 6e30MacHOCTW, YeM Ha KOMMyTaTope.

Authentication

BbibepuTe anroputm ayTeHTUdMKaumn. Mpu ayteHTudunkaumm agaHHbix SNMP
NPpUMeEHSATCA anroputMbl xewmnposaHuss MD5 (Message Digest 5) n SHA (Secure Hash
Algorithm). AyTeHTudukaums SHA cumntaetca 6onee CTorkon no cpasHeHmtoo ¢ MD5, HO
6onee meaneHHOMN.

Password

BeeauTte naponb ans ayteHTudukaumm nonbsosatens SNMP (He 6onee 32 ASCII-
CUMBOJOB).
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Ta6nuua 153 DkpaH Management > Access Control > SNMP > User (npogomxkeHue)

MNOJE

OMUCAHUE

Privacy

YKkaxuTte anroputm wundposaHus ana obMeHa gaHHbiMM SNMP ¢ 3TMM nonb3oBaTenem.
MoOXHO BblIbpaTb OANH U3 CNeayWwmxX BapnaHToB:

e DES - crtangapt Data Encryption Standard npeacraBnseTt cob6oi WMPOKO
pacrnpocTpaHeHHbIW (0OAHAKO He OYeHb CTOMKWIA) anropuTM WNGpPOBAHUA AaHHbIX. B
3TOM anropuTMe K Kaxgomy 64-6MTHoMy 610Ky AaHHbIX NpuMeHseTcs 56-6UTHbIN
KJTH0Y.

e AES - ctangapt Advanced Encryption Standard npeacrasnsiet cobow elle oanH meTon
WwndpoBaHUSA C 3aKpbITbIM KNtOYOM. B AES Kk kaxaomy 128-6utHoMy 650Ky AaHHbIX
npumeHseTca 128-6UTHbIM KNKOY.

Password

BeeauTe naponb ans wudposaHus naketos SNMP (He 6onee 32 ASCII-cMMBOOB).

Group

SNMP v3 ncnonb3yeT KOHUENUUIO Fpynn B pamMKax MoAenu yrnpassieHns AOCTYNOM Ha
ocHoBe BuaoB (View-based Access Control Model, VACM). MeHeaxepbl SNMP B npeaenax
OZHOW rpynnbl UMEKT OAMHAKOBbIE NpaBa AoCTyna k 6aszam MIB. YkaxuTte, B KaKyto
rpynny SNMP cneayeT BKIOYUTL AAaHHOMO NOJib30BaTeNS.

admin - YyacTHuku aTomn rpynnbl MOTYT BbIMNOJIHATb nobblie BUAbI CUCTEMHbIX HaCTpoeK,
BK/KOYaa ynpaBsieHUE y4E€THbIMUN 3aNNCAMU aAMUHNUCTPATOPOB.

readwrite - YyaCcTHWUKM 3TOWN Fpynnbl UMEIOT NpaBa Ha YTEHME U 3aMnUCb, TO CTb
nosib30BaTeNn U3 3TOM Fpynnbl MOTyT CO3A4aBaTb U U3MeHsTb 6a3bl MIB Ha kKoMMyTaTope,
3a@ UCKJTIOYEHMEM YUETHbIX 3anucen nonb3oBaTtenen n KoHburypaummn AAA.

readonly - YyacTHMKK 3TOI rpynnbl MMEOT NpaBa TO/IbKO Ha YTEHUE, TO eCTb
nosib3oBaTeNn U3 3TOM Fpynnbl MOTyT cObUpaTb MHPOPMaLMIO C KOMMyTaTopa.

Add

HaxMuTe 3Ty KHOMKy, 4To6bl CO34aTb HOBYIO UM U3MEHUTb CYLLECTBYHOLLYHO 3anuchb.

3T0 AeNCTBME NO3BOJISET COXPAaHUTb U3MEHEHMS HAaCTPOeK B ONepaTUBHON NaMAaTH
KOMMyTaTopa. 3TW HacTponkn 6yayT yTepsiHbl B Clyyae BbIK/IIOYEHUS KOMMyTaTopa uamu
nepebos B nogaye nuTtaHuWs, NO3TOMY MO 3aBeEPLUEHMM HACTPOMKM HEOOXOAMMO HaXxkaTb Ha
CCbl/IKe Save B BEpXHel HaBUraLMOHHON NaHenn A1 COXPaHEHUS U3MEHEHWI B
3HEeproHe3aBUCUMONM NamMaTw.

Cancel

Haxmunte Cancel, yTo6bl CO6pOCUTb NONS K NPEeAbIAYLLUNM 3HAYEHUAM.

Clear

HaxmuTte Clear, 4To6bl BEpHYTbCS K 3aBOACKMM HACTPOMKaM.

Index

MopaakoBbIi HOMep (TOIbKO AN YTEHWUSA) YYETHOW 3anucu Ha KomMmyTaTope. LenkHute Ha
nopsiAKOBOM HOMepe, YTobbl 0To6pa3nTb 6onee NoapobHyto MHPOPMaLUUO U UBMEHUTb
napameTpbl CYLLECTBYIOLEN YYETHOM 3anucu.

Username

B 3ToM none oto6paxkaeTcs UMs NoJib30BaTesNa AJ1 YYETHOW 3anucu Ha KOMMyTaTope.

Security Level

3T0 nosie ykasblBaeT Ha TO, HEO6X0AMMO NN UCMOMb30BaTh ayTEHTUdUKALNIO U/ nan
wndposaHune B ceccuax SNMP ¢ gaHHbIM nofib30BaTeNeM.

Authentication

OT0 nosie nokasbiBaeT aNropmuTM ayTeHTUdUKAUNK, NCnofb3yeMblin B ceccusix SNMP ¢
[AHHbIM MoJib30BaTeNneM.

Privacy

3To nosie nokasbiBaeT MeToa WndpoBaHUs, UCNonb3yeMblit B ceccnax SNMP ¢ aaHHbIM
nosnb3oBaTenem.

Group

370 none otobpaxaet rpynny SNMP, B KOTOpPYI0 BXOAUT AAHHbIN Nofb30BaTeNb.

Delete

Haxxmunte Delete, yTobbl yaanuTb BbiIbpaHHYO 3anncb U3 UTOroBow Tabnumubl.

Cancel

Haxmunte Cancel, 4To6bl HayaTb HAaCTPOMKY Ha 3TOM 3KpaHe 3aHOBO.

38.4 HacTtpouka y4eTHbIX 3anucen nonb3oBaTternien

JocTtyn K kKoMMyTaTopy yepe3 Web-kKOHpuUrypatop o4HOBPEMEHHO MOMyT MNONY4YUTb A0 NATU
nonb3oBaTtenen (OAMH aAMUHUCTPATOP M YeTbipe 06blYHbIX NoNb30BaTeNs).
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o AAMUMHUCTPATOP — 3TO NOJIb30BaTe b, KOTOPbI MOXET KakK NpoCMaTpuBaTb, Tak U BHOCUTb
WU3MEHEHMUS B HAaCTpOlKM KoMMyTaTopa. MIMs nonb3oBaTensa Ans agMMHUCTPaTopa He MOXET 6bITb
M3MEHEHO - 370 Bcerga admin. Maponb No ymonyaHuio — 1234,

MpuMeyaHue: HacToaTeNbHO peKoMeHAYETCA U3MEHUTb Naposib agMUHUCTpaTopa no
yMmonuyaHuio (1234).

e O6blYHbIM Nonb3oBaTeNb (HE aAMUHUCTPATOP, C UMEHEM, OT/IMYHBLIM OT admin) MOXEeT TO/IbKO
npocMaTpuBaTh, HO HE U3MEHSATb HAaCTPOMKM KOMMYyTaTopa.

YT06bl OTKPbITL MNPUBEAEHHbIA HUXE 3KPaH, HaXMnTe Management > Access Control > Logins.
PucyHok 233 DkpaH Management > Access Control > Logins

L ¢ )]EE[E_ Access Control

Administrator

Old Password | |

New Password | |

Retype to confirm | |

Please record your new password whenever you change it. The system will lock you out if you
have forgotten your password.

Edit Logins
Login User Name Password Retype to confirm Privilege

Mons akpaHa onucaHbl B creayrowen Tabnuue.

Tabnuua 154 SkpaH Management > Access Control > Logins

MONE ONMUCAHUE

Administrator

YyeTHas 3anMcb agMUHUCTpAToOpa No YMOJ4YaHWIO, C UMEHEM MNOJIb30BaTeNs «admin». UMsA nonb3oBaTtens
aAMUHUCTPaTOopa MO YMONYaHUIO U3MEHUTb Henb3sl. TONbKO aiMMHUCTPATOP MMeeT NnpaBa YTeHus/3anncu.

Old Password | BeeauTe cyLecTBYOLWMA CUCTEMHBIM Napob (Naposb N0 YMOAYaHUIO NPU NOCTaBKe —
1234).

New Password | Beeante HOBbI CUCTEMHbIV Naposb.

Retype to BBeauTe HOBbLI CUCTEMHbLIV Napob ewe pas aAns NoATBEPXKAEHUS.
confirm

Edit Logins

MMeeTcst BO3MOXHOCTb HAaCTPOUTb A0 YeTbipex NO/b30BaTeNbCKMX 3aMncer C Naponsamu. Y atnx
nonb3osatenen 6yayT npasBa TO/bKO Ha YTeHue. bonee BbiCOKME NpuUBUAErMM MOTYT Ha3Ha4vyaTbCs
nosb3oBaTensM yepes UHTepdenc KoMaHAHON CTPOKK. [lONONHUTENBbHYIO MHPOPMaLIMIO O Ha3HaYeHUN
YPOBHEN NpUBUIErnii MOXHO HanTu B CNpaBOYHOM PYKOBOACTBE MO MHTepdency KOMaHAHOM CTPOKMW.
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Ta6nuua 154 DkpaH Management > Access Control > Logins (npogosxeHue)

MNOJE

OMUCAHUE

User Name

BeeauTte nmsa nonb3osatens (Ao 32 cumeonos ASCII).

Password

BBeauTe HOBbI CUCTEMHbIN Naposib.

Retype to
confirm

BBeauTe HOBbLI CUCTEMHBIN naposb ewe pa3 ansd noaTBepXaeHus.

Privilege

YKaxuTe ypoBeHb NpuBUAErMi Ana AaHHOro nofib3osBaTtens. Ha MOMeHT HanmcaHusa 3Toro
AOKYyMeHTa Nnosib3oBaTesiv MOrin MMeTb YpoBeHb npusunerui 0, 3, 13 nnn 14. Kaxagoe ns
3TUX YMCeN COOTBETCTBYET onpeaesieHHOMY Habopy npas A0CTyna, onvcaHue KOTopbIX
NpUBEAEHO HUXeE.

e 0 - NMony4yeHne OCHOBHbIX CBEAEHUI O CUCTEME.

e 3 - [ony4yeHne cBeaeHU 0 KOHGUrypaumm un craTyce.

e 13 - HacTpolika pasnnyHbiX QYHKUMA, 3@ UCKTIOYEHMEM YUYETHbIX 3anucen 455 BXoAa
Ha YCTPOMCTBO, y4yeTHbIx 3anucenn SNMP, HacTpoek nocneaoBaTebHOCTU METOAOB
ayTeHTUdUKaumMm n aBTopmsaLmm, HaCTPOMKM HECKOSIbKUX YUYETHbIX 3anucen ans
BXOZla Ha YCTPOMCTBO, YYeTHbIX 3anncer aaAMMHUCTpaTopa, akTMBaumMn naponemn n
oTobpaxeHns cBeaeHu 0 KOHpUrypaumu.

e 14 - MNpaBa Ha co3gaHuMe y4YeTHbIX 3anucei AN BXOAa Ha YCTPOMCTBO, YYETHbIX
3anuncern SNMP, HacTpoliKy nocnefoBaTelbHOCTU METOAO0B ayTeHTUdUKaLMK 1
aBTOPU3aLUMM, HACTPOMKY HECKONbKUX YUYETHbIX 3anucer ANns BXoAa Ha YCTPOMCTBO,
HaCTPOIKY YYeTHbIX 3anucern agMMHUCTPaTopa, akTMBaUMIO Naposen n otobpaxeHune
CBeAeHU 0 KOHUrypaumu.

Monb3oBaTenu MOryT UCNOJb30BaTb MHTEPdENC KOMaHAHOW CTPOKMK, eC/in YPOBEHb
npuBUAErnii 4aHHOM ceccum 60NbLUE NN paBeH YPOBHIO NMPpUBUAErMiA AAHHOW KOMaHAbl.
YpoBeHb NpUBUIErNiA CECCUN U3HAYaNIbHO OMNpeaenseTcs Nno ypoBHIO NPUBUIETUA yUETHON
3anucu. Hanpumep, ecnun gaHHbIN NoNb30BaTelb UMEET YPOBEHb NpUBUAErMi 5, To oH
MOXET 3anycKkaTb KOMaHAbl, KOTOpble TpebyloT ypoBHA NpuBUAErni He Bbile 5.

Apply

Haxmute Apply, 4T06bl COXpaHUTb U3MEHEHMS B ONEepaTUBHON NaMAT KOMMyTaTopa. 3Tu
HaCTpoOrKKn 6yayT yTepsiHbl B Cly4ae BbIK/IIOYEHUS KOMMyTaTopa unun nepebos B nogadve
NUTaHWS, NO3TOMY MO 3aBepLUEHMN HAaCTPOMKM He0H6X0ANMMO HaxaTb Ha CCbifike Save B
BEpPXHEW HaBUrauMOHHOW NaHenu Ans COXpaHeHUS U3MEHEHUI B SHEProHe3aBMCUMON
namaTw.

Cancel

Haxmunte Cancel, 4To6bl HaYaTb HAaCTPOMKY Ha 3TOM 3KpaHe 3aHOBO.

38.5 KoHTponb goctyna K cnyxbam

KoHTponb goctyna k cnyx6am no3BonseT onpeaenntb, KakuMm cnyxbam paspelleH ocTyn K
KOMMYyTaTopy. Takxe nMeetTcs BO3MOXHOCTb M3MEHUTb HOMEpP MopTa Mo YMOMYaHWUIO A5 CyX6bl 1
HaCTpPOUTb «AO0BEPEHHbIE KOMMbIOTEPLI» ANA Kaxaon cnyx6bl Ha skpaHe Remote Management
(6bynet paccMoTpeH Huxe). [1na Bo3BpaTa K OCHOBHOMY 3kpaHy Access Control HaxmuTe Access

Control.
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PucyHok 234 SkpaH Management > Access Control > Service Access Control

& Access Control
Services Active Service Port Timeout
Consale 5 Minutes

Telnet v 23 5 Minutes
SSH i 22

FTP v vl 5 Minutes
HTTP v 80 3 Minutes
HTTPS i 443

ICMP 7
SNMP 7

Apply Cancel |

Mons akpaHa onucaHbl B crieayrowlen Tabnuue.

Tabnuua 155 DkpaH Management > Access Control > Service Access Control

MOnE OMNMUCAHUE

Services B 3ToM cTonbue nepeuncrieHbl Cyx6bl, C MOMOLLbI KOTOPbIX MOXHO MOJyYUTb AOCTYMN K
KOMMYyTaTopy.

Active YcTaHoBUTE 3TOT nepeksoyaTesib, YTo6bl pa3pelunTb COOTBETCTBYOWEN cnyx6e nonyyaTtb

[OCTYN K KOMMyTaTopy.

Service Port Homep nopTta cnyx6bl no ymonyaHuto ans Telnet, SSH, FTP, HTTP nnu HTTPS; MoxHO
M3MEeHNTb NOCPeACTBOM BBOAA HOBOIro HOMepa nopta B nose Service Port. B cnyvae
M3MEHEeHMs HOMepa nopTa Mo yMos4YaHUo He 3abyabTe Coo6LWMUTL HOBbIA HOMEp
nonb3oBaTensiM, KOTOPbIM MOXEeT NMoHaaobuTbcs ata cnyxba.

Timeout YKaxute BpeMsi NpocToa ceccumn ynpasneHns (oT 1 4o 255 MUHYT), No ncreveHun
KOTOpOro ceccusi 6yaeTt npekpalleHa no Tanm-ayTy. Nocne TariM-ayTa Heob6xoamMmo 6yaet
3aHOBO BBECTW MMS NoJSib30BaTeNs U naposb. CnnwkoM 6onblioe 3HadyeHne Timeout
cospaet yrposy 6e3onacHocTy.

Apply HaxxmmTte Apply, 4To6bl COXpPaHWUTL U3MEHEHWS B ONEPaTUBHOM NaMaTh KOMMyTaTopa. 3Tu
HacTpoViku 6yayT yTepsiHbl B Cllydae BblK/IlOYEHMS KOMMyTaTopa unv nepebosi B nogave
NMUTaHUsi, NO3TOMY MO 3aBepLUEHUN HACTPONKM HEOBX0AMMO HaxaTb Ha CCblike Save B
BEpXHEeN HaBUrauMOHHOM NaHenn Ans COXpaHeHUsl U3MEHEHWI B SHEPrOHE3aBUCUMMON
namsiTu.

Cancel Haxmute Cancel, uTo6bl Ha4aTb HAaCTPOMKY Ha 3TOM 3KpaHe 3aHOBO.

38.6 YopaneHHOe ynpaBneHue

C NoMOLLb 3TOr0 3KpaHa MOXHO ONpeaenuTb rpynny U3 04HOM0 UAN HECKONIbKUX «A0BEPEHHbIX
KOMMbIOTEPOB», C KOTOPbIX aAMUHUCTPATOP MOXET yNpaBfsiTb KOMMYTaTOPOM yepe3 onpeaesieHHble
Cnyx6bl.

YT0o6bl OTKPLITL NPUBEAEHHBIN HMXE 3KpaH, HaxkmmTe Management > Access Control > Remote
Management.

NmeeTcs BO3MOXHOCTb OnpeaenuTb rpynny n3 04HOr0 MM HECKOJSIbKUX «A0BEpPEHHbIX
KOMMbIOTEPOB», C KOTOPbIX aAMUHUCTPATOP MOXeT UCMOAb30BaTb CYX6bl ynpasieHus
KOMMyTaTopoM. [1ns Bo3BpaTa K a3kpaHy Access Control HaxmuTe Access Control.
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PucyHok 235 SkpaH Management > Access Control > Remote Management

[_@ Remote Management _______J Access Control
Secured Client Setup
Entry Active Start Address End Address Telnet FTP  HTTP ICMP SHNMP SSH HTTPS
1 0.0.0.0 0.0.0.0
2 = 0.0.0.0 0.0.0.0 0o 0o 0o ] ] ] ]
3 = 0.0.0.0 0.0.0.0 0o 0o 0o ] ] ] ]
4 = 0.0.0.0 0.0.0.0 0o 0o 0o ] ] ] ]
5 = 0.0.0.0 0.0.0.0 0o 0o 0o ] ] ] ]
6 = 0.0.0.0 0.0.0.0 0o 0o 0o ] ] ] ]
7 = 0.0.0.0 0.0.0.0 0o 0o 0o ] ] ] ]
8 = 0.0.0.0 0.0.0.0 0o 0o 0o ] ] ] ]
9 = 0.0.0.0 0.0.0.0 0o 0o 0o ] ] ] ]
10 [0 0.0.0.0 0.0.0.0 0o 0o 0o ] ] ] ]
"1 O 0.0.0.0 0.0.0.0 0o 0o 0o ] ] ] ]
12 O 0.0.0.0 0.0.0.0 0o 0o 0o ] ] ] ]
13 O 0.0.0.0 0.0.0.0 0o 0o 0o ] ] ] ]
14 O 0.0.0.0 0.0.0.0 0o 0o 0o ] ] ] ]
15 O 0.0.0.0 0.0.0.0 0o 0o 0o ] ] ] ]
16 [O 0.0.0.0 0.0.0.0 0o 0o 0o ] ] ] ]

Mong skpaHa onucaHbl B cnep,yrou.l,eﬁ Tabnuue.

Tabnuua 156 SkpaH Management > Access Control > Remote Management

MOnE ONMUCAHUE

Entry MopaaKoBbI HOMEP KIMEHTCKOro Habopa. KnneHTckuii Habop — 3To rpynna u3s o4HOro nau
HECKONbKMX KOMMbIOTEPOB, C KOTOPbIX aAMUHUCTPATOP MOXET UCNOSIb30BaTb CyX6bl
ynpasfieHUs KOMMYTaTOpPOM.

Active YcTaHoBWUTE 3TOT NepekstoyaTtesib, YTobbl akTUBMPOBATb AaHHbIN KIMEHTCKMI Habop.

CHUMUTE BblAENEHUE C NEPEKTOYATENSA, eC/IU HEO6X0ANMO BPEMEHHO OTK/IOUYUTL HAabop, He
yaanss ero.

Start Address
End Address

BBeauTe Avana3oH IP-agpecoB AOBEpPEHHbIX KOMMbIOTEPOB, C KOTOPbLIX MOXHO YNpaBnsThb
KOMMYTaTOpPOM.

[aHHbIli KOMMyTaToOp NPOBEPSIET COOTBETCTBME IP-agpeca KoMMnbloTepa, 3arnpallmBaoLEero
cnyx6y nnm npoTokon, BBeAEHHOMY 34eCb Anana3oHy. Ecnu agpec He coBnapaeT,
KOMMYTaToOp HeMeA/leHHO pa3pbiBaeT CeCCUIO.

Telnet/FTP/

BbibepuTte cnyx6bl, KOTOpble MOFYT 6biTb MCMOJIb30BaHbI A4Sl YNpaBAeHUs KOMMYTaTOPOM C

HTTP/ICMP/ YKa3aHHbIX LOBEPEHHbIX KOMMbIOTEPOB.

SNMP/SSH/

HTTPS

Apply Haxmute Apply, 4TOo6bl COXpaHUTb U3MEHEHMSA B ONepaTUBHON NaMaTU KOMMyTaTopa. OTu
HACTpOMKKN ByayT yTepsiHbl B Clly4ae BbIK/IOYEHWS KOMMyTaTopa unun nepebos B nogadve
nUTaHWs, NO3TOMY MO 3aBepLUEHNN HAaCTPOMKM HEOBXOAMMO HaXaTb Ha CCblike Save B
BEpXHeW HaBUrauMOHHOW NaHenu Ans COXpaHeHUs U3MEHEHU B SHeproHe3aBUCUMON
namsaTw.

Cancel Haxmute Cancel, 4To6bl HaYaTb HAaCTPOMKY Ha 3TOM 3KpaHe 3aHOBO.
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38.7 CnpaBo4Has TexHM4YecKas nHdopmaums

OT0 pa3aen CoAepXUT AOMNONHUTENbHY0 TEXHUYECKY MHGMOPMaLMIo Mo BonpocaM, 06CyXaaeMbiM B
TEKyLEN rnaBse.

38.7.1 3HakomcTBO C npotokoriom SNMP

MpocToi npoTokon ceTeBoro ynpasneHus (SNMP) - 3To NpOTOKON NPUKIAAHOIO YPOBHS, KOTOPbIA
MCcnonb3yeTcs ANS ynpaBieHUs U MOHUTOPUHIra yCTPOUCTB Ha ocHoBe TCP/IP. MpoTtokon SNMP
ncnonb3lyeTcs Ans obMeHa ynpasBnsioLwen nHbopMaumen Mexay CUCTEMONM CETEBOro ynpaBneHus
(NMS) n ceteBbIiM anemeHToM (NE). CTaHUMa ynpaBneHns MOXeT ynpaBisTb KOMMYTaTOPOM U
OCYLLEeCTBNSATb MOHUTOPUHI ero paboTbl MO CeTM € nomoLbio npotokona SNMP Bepcuun 1 (SNMPv1),
SNMP Bepcumn 2c nnn SNMP Bepcuu 3. TpuMep ynpasneHus ¢ nomolbio npotokosna SNMP nokasaH
Ha cneaytowem pucyHke. Npotokon SNMP 6yaet paboTaTb TO/IbKO B TOM Cilydae, eC/iM HaCTPOeH
npoTtokon TCP/IP.

PucyHok 236 Mogenb ynpasneHunsa no rnpotokony SNMP

MeHepxep
AreHt AreHt AreHt
YnpaBnaemoe ycTpoincTso YnpaBnaemoe ycTpoincTeo Ynpasnsemoe ycTpoicTeo

CeTb noa ynpasneHueM npotokona SNMP cocToOUT 13 ABYX OCHOBHbIX KOMMNOHEHTOB: areHToB U
MeHemxepa.

AreHT — 3TO NpOrpaMMHbIii MOAY/b YNPAB/EHUS, HAXOAALWMNNCS Ha yNpaBiseMoOM KOMMyTaTope
(koMMyTaTOp). AreHT NepeBOAUT JIOKaNbHYI MHMOPMaUMIO yrpaBieHns oT ynpaBiseMoro
KoMMyTaTopa B hOpMYy, COBMECTMMYIO C MPOTOKO/IOM SNMP. MeHeaXep — 3TO KOHCOJb, MOCPEACTBOM
KOTOPOWN aAMUHUCTPATOPbl CETU OCYLLECTBASIOT DYHKUUN CETEBOrO ynpasneHus. Ha Hel
3anycKatTcsa NPUIOXKEHMUS, OCYLLECTBSOWNE KOHTPOSIb U MOHUTOPUHT YNpaBisieMblX YCTPOUCTB.

YnpaBnsieMble YCTPONCTBa coAep)XaT 06bEeKTHbIE NepeMeHHble/ynpaBnseMblie 06bEKTbI, KOTOpbIE
onpeaensatoT, Kakyt MHMOPMaUMIo 0 KOMMyTaTope Heo6XoANMMO NoNyUnTb. MpuMepamMmn Takmnx
nepeMeHHbIX SABASIOTCA KOJIMYECTBO MOJSTYYEHHbIX MaKeToB, COCTOsSIHME nopTa u T.4. basa
ynpasnsowen nHpopmaumnm (MIB) npeacraBnsieT cob0M COBOKYMHOCTb YrpaBnsieMblX 06beKTOB.
MpoTokon SNMP no3sonsieT MeEHeAXEPY M areHTaM obwaTbCcs Mexay coboli Ans noay4vyeHus AocTtyna
K 3TUM obbeKkTaM.
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Cam no cebe SNMP - 3To NpoCTOM NPOTOKO TUMAa «3anpoc/OTBET» Ha OCHOBE MOAENN «MeHenxep/
areHT». MeHeaxep oTnNpaBnseT 3anpoc, a areHT OTBeYaeT Ha Hero NoCpeacTBOM CNeayoLnX
ornepauuin NpoTokona:

Ta6bnuua 157 KomaHabl npoTtokona SNMP

MOnE OMUCAHUE
Get MNMo3Bonset MeHeaXepy NoyyaTb 06beKTHble MepeMeHHble OT areHTa.
GetNext Mo3Bonser MeHeaXepy NONyYUTb CReayowyo 06 beKTHY0 NepeMeHHyY 13 Tabaunubl nam

cnucka, XpaHsauwerocs y areHta. B npotokone SNMPv1, korga MeHeaxXep Xo4eT noayynTb
OT areHTa BCe 371eMeHTbl Tabnnubl, OH MHUUMKUPYET onepaunto Get 1 cpasy 3a Hel cepuio
onepaumnn GetNext.

Set MNo3BonseT MeHeaXepy yCTaHaBAMBaTb 3HAYEHUSA 06 bEKTHBIX MEPEMEHHbIX, XPaHSALLMXCS Y
areHTa.
Trap Mcnonb3yeTcs areHTOM A1 OMNOBELLEHUS MeHeaXepa 0 Kakux-Mb6o cobbITUsX.

SNMP v3 1 6e3onacHocTb

B SNMP v3 ynyuweHbl cpeactsa 6e3onacHocTn ansa ynpasneHus yepe3 SNMP. MNMepea Havyanom
ceccui ynpasneHus ot MmeHeaxepoB SNMP moxeT 6bITb 3aTpeboBaHa ayTeHTMdMKaLna Ha areHTax.

JononHutenbHo 6e30MacHOCTb MOXET 6bITb NOBbIWEHA C UCNOSIb30BaHNEM WNGPOBaHUS COObLLEHMI
SNMP, oTnpaBnseMbix MeHeaxepamu. LLindppoBaHme 3awmwaet coagepxummoe coobueHne SNMP. B
cnyydae wundpoBaHmsa coobuweHnin SNMP oHM MOryT 6biTb MPpOYNTaHbI TONLKO LieNeBbIMU
nony4aTtensimMu.

NMoppepxnBaembie 6a3bl MIB

Basbl ynpaensiollein nHdopMaumnmn no3BonsaoT aAMMHUCTpaTopaM cobupaTb CTaTUCTUKY U
OCYLLECTB/IATb MOHUTOPWHI 33 COCTOSIHWUEM U MPOU3BOAUTENBHOCTbIO.

[JaHHbI KOMMYyTaTop noaaepxuBaeT cneayouwme 6a3bl ynpasnstowen nHpopMaumn:

e SNMP MIB II (RFC 1213)

e RFC 1157 SNMP v1

e RFC 1493 Bridge MIB

e RFC 1643 Ethernet MIB

e RFC 1155 SMI

e RFC 2674 SNMPv2, SNMPv2c
e RFC 1757 RMON

e SNMPv2, SNMPv2c nnu 6onee nosagHen Bepcunm, COBMECTUMbIN co ctaHaapTtoM RFC 2011 SNMPv2
MIB ana IP, RFC 2012 SNMPv2 MIB gns TCP, RFC 2013 SNMPv2 MIB gns UDP

Komanpabl Trap npotokona SNMP

[aHHbin koMMyTaTop oTnpasnsieT SNMP-MeHeaxepy «noByLwKy» (koMmaHay Trap), Koraa npoMcxoanT
Kakoe-Hnbyab cobbitne. KomaHabl Trap npotokosa SNMP ans pasnmyHbiX KaTeropun onmcaHbl B
cnegywowmx Tabnmuax.
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NaoeHTndukatopbl 06bekToB OID (Object ID), HaunHatowmecs ¢ «1.3.6.1.4.1.890.1.15»,

onpegeneHbl B YacTHbiX MIB. Bce npoune OID onpeaeneHbl B cTaHAapTHbIX MIB.

Ta6bnuua 158

CucteMHble koMaHAbl Trap npoTokona SNMP (System)

onuu4a METKA OBBEKTA WOEHTUPUKATOP OB bEKTA OMUCAHUE
coldstart coldStart 1.3.6.1.6.3.1.1.5.1 OTa koMaHaa Trap oTnpasnsieTcs npu
BK/IIOYEHUN KOMMYyTaTopa.
warmstart warmStart 1.3.6.1.6.3.1.1.5.2 OTa KkoMaHga Trap oTnpasnsieTcs npu
nepesarpyske KoMMyTaTopa.
fanspeed zyHwMonitorFanSpeedOut |1.3.6.1.4.1.890.1.15.3.26.2.1 OTa koMaHaa Trap oTnpasnsieTcs npu
OfRange NOHMXXEHUWN UN MOBbILEHNN CKOPOCTHU
BEHTUNATOpA Tak, YTO OHa BbIXOAUT U3
HopManbHoro pabouero gManasoHa.
zyHwMonitorFANSpeedOut |1.3.6.1.4.1.890.1.15.3.26.2.6 STa KoMaHAa Trap oTrnpasnseTcs npu
OfRangeRecovered BO3BpalleHNM CKOPOCTU BEHTUISATOpA B
HOpMaJsibHbI pabounin AnanasoH.
poe zyPoePowerPortOverload 1.3.6.1.4.1.890.1.15.3.59.4.1 STa KoMaHAa Trap oTrnpasnseTca npu

(Tonbko ans

OTK/IOUEHWUM NOAAUMN MUTaHUS Yepes nopT
B CBSI3U C MeperpysKoi.

mMozenewn c
NoaAepXKKOW zyPoePowerPortShortCircuit | 1.3.6.1.4.1.890.1.15.3.59.4.2 STa KoMaHga Trap oTnpasnseTcs npu
POE) OTKJ/IIOYEHMM NoAavYn NUTaHMA Yyepes nopT
B CBA3M C KOPOTKUM 3aMbIKaHNEM.
zyPoePowerPortOverSyste |1.3.6.1.4.1.890.1.15.3.59.4.3 OTa KoMaHAaa Trap oTnpaBnAseTcs npu
mBudget OTKJ/TIIOYEHMM NoAavn NUTaHMa Yyepes nopT
B CBSA3M C TEM, YTO 3anpoLlUueHHas
MOLLHOCTb MPEBbLICUT COBOKYIMHbIN
6roaxeT MowHocTu Ans PoE KomMmyTaTopa.
zyPoePowerPortOverloadRe |1.3.6.1.4.1.890.1.15.3.59.4.5 OTa KoMaHAaa Trap oTnpaBnAseTcs npu
covered BKJIIOYEHUN NoJayn NUTaHWs yepes nopt
B CBA3M C NpeKpalleHNeM rneperpysku.
zyPoePowerPortShortCircuit | 1.3.6.1.4.1.890.1.15.3.59.4.6 OTa KoMaHAaa Trap oTnpaBnAsSieTcs npu
Recovered BKJIIOYEHUN NoJayn NUTaHUs yepes nopt
B CBA3M C NpeKpalleHneM KOpoTKOro
3aMbIKaHUS.
zyPoePowerPortOverSyste |[1.3.6.1.4.1.890.1.15.3.59.4.7 STa KoMaHaa Trap oTnpasnsieTcs npu
mBudgetRecovered BKJ/IIOYEHUM MoAavYun nNUTaHusa vyepes nopr
B CBA3M C NpeKpalleHNeM MpeBbILEHNS
6r04KeTa MOLHOCTM CUCTEMBI.
temperature zyHwMonitorTemperatureO |1.3.6.1.4.1.890.1.15.3.26.2.2 OTa KoMaHAaa Trap oTnpaBnAsieTcs npu
utOfRange NOHMXXEHUN UV MOBbILEHUN
TemnepaTypbl TakK, YTO OHa BbIXOAUT U3
HopMasnbHoro pabouero gvanasoHa.
zyHwMonitorTemperatureO |1.3.6.1.4.1.890.1.15.3.26.2.7 STa KoMaHaa Trap oTnpasnsieTcs npu
utOfRangeRecovered BO3BpalleHnn TemnepaTtypbl B
HOpMaJsibHbI pabounin AnanasoH.
voltage zyHwMonitorPowerSupplyV |1.3.6.1.4.1.890.1.15.3.26.2.3 STa KoMaHga Trap oTnpasnseTcs npu

oltageOutOfRange

MNOHUXEHUN NN NOBbIWEHNN
HanpsaXeHnsa TakK, 4To OHO BbIXO4AUT U3
HopMasnbHoro paboyero guanasoHa.

zyHwMonitorPowerSupplyV
oltageOutOfRangeRecovere
d

1.3.6.1.4.1.890.1.15.3.26.2.8

OTa KoMaHAa Trap oTnpasnseTcs npwm
BO3BPaLLEHUN HaNpsHXKEHNA NUTaHUS B
HOpMasbHbIA pabounin AnanasoH.
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Ta6nuua 158 CucrteMHble koMaHAabl Trap npoTokona SNMP (System) (npogonxeHue)

onuu4a METKA OBBEKTA WOEHTUPUKATOP OB bEKTA ONMUCAHUE
reset zySysMgmtUncontrolledSys | 1.3.6.1.4.1.890.1.15.3.49.2.1 STa KoMaHaa Trap oTnpasnsieTcs npu
temReset aBTOMaTmMyeckom cbpoce KomMmyTaTopa.
zySysMgmtControlledSyste |1.3.6.1.4.1.890.1.15.3.49.2.2 OTa koMaHaa Trap oTnpasnsieTcs npu
mReset cbpoce kOMMyTaTopa aAMUHUCTPATOPOM
yepes nHTepdenc yrnpasneHus.
zySysMgmtBootImagelnco [1.3.6.1.4.1.890.1.15.3.49.2.3 STa KoMaHaa Trap OTnpaBasieTcs B TOM
nsistence cnyJae, ecnm HoMmep obpasa,
3arpy>aeMoro npu sanycke
KOMMyTaTopa, oT/IM4aeTCcs OT YKa3zaHHOro
yepes MHTepdenc KOMaHAHOW CTPOKMU.
RebootEvent 1.3.6.1.4.1.890.1.5.1.1.2 OTa KkoMaHga Trap oTnpasnsieTcs npu
nepesarpyske KOMMyTaTopa
aAMUHNCTPATOPOM 4Yepes nHTepdenc
ynpasneHus.
timesync zyDateTimeTrapTimeServer | 1.3.6.1.4.1.890.1.15.3.82.3.1 OTa KoMaHga Trap OTNpaBnsieTcs B TOM

NotReachable

cnydae, eciv gaTa v BpeMms He 6biiun
YyCTaHOB/IEHbl HA KOMMYTaTOpe BPYYHYIO U
YyKasaHHbIil cepBep BpeMeHU OKasascs
HeaoCTyMneH.

zyDateTimeTrapTimeServer
NotReachableRecovered

1.3.6.1.4.1.890.1.15.3.82.3.2

DTa KoMaHza Trap oTnpasnseTcs npu
CUHXPOHM3aUMM YacoB peasnbHOro
BPEMEHW Ha KOMMyTaTope.

intrusionlock

zyPortIntrusionLock

1.3.6.1.4.1.890.1.15.3.61.3.2

DTa KoMaHza Trap oTnpaBnseTcs npu
6710KMpOBKE NMopTa ANS 3alunTbl OT
BTOPXEHMUSI.

loopguard zyLoopGuardLoopDetect 1.3.6.1.4.1.890.1.15.3.45.2.1 OTa koMaHaa Trap oTrnpaBnseTcs npu
6nokunpoBke nopta GyHKUMEN 3aWMUTbl OT
obpa3oBaHusa neTtesb.

errdisable zyErrdisableDetect 1.3.6.1.4.1.890.1.15.3.24.4.1 OTa KoMaHAaa Trap oTnpaBnAsieTcs npu

0b6Hapy>XeHUM oWnbKM Ha NopTy, Takon
KaK neTnst uav npesbllleHne nuMnTa
CKOpOCTU Ana onpefesieHHbIX
ynpasnsolWmMX NakeTos.

zyErrdisableRecovery

1.3.6.1.4.1.890.1.15.3.24.4.2

OTa KoMaHza Trap oTnpaBnseTcs nocne
TOro, Kak KOMMyTaTop npekpaLllaeT
NPUHMUMaTb Mepbl, aKTUBMPOBAHHbIE Ha
onpeaesieHHOM NMopTy, Takue Kak
OTKJIIOYEHME nopTa unn oTépacbiBaHMe
nakeToB Ha MOpTY, MO NPOLECTBUU
yKa3aHHOro MHTepBasia BOCCTaHOB/IEHUS.

Tabnuua 159 VHTepdencHble koMaHabl Trap npoTokona SNMP (Interface)

onuua METKA OBBEKTA WOEHTUPUKATOP OBBbEKTA | ONMMUCAHUE

linkup linkUp 1.3.6.1.6.3.1.1.5.4 OTa koMaHZa Trap oTnpasnsieTcs
npw yctaHosneHuun Ethernet-
CcoefIHeHuUs.

linkdown linkDown 1.3.6.1.6.3.1.1.5.3 OTa koMaHZa Trap oTnpasnsieTcs
npu pa3psbie Ethernet-coegnHeHuns.
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Ta6nuua 159 WHTepdelicHble kKoMaHabl Trap npotokona SNMP (Interface) (npoapomxeHune)

onuuA

METKA OB bEKTA

WOEHTU®UKATOP OB BbEKTA

OMNCAHME

autonegotiation

zyPortAutonegotiationFailed

1.3.6.1.4.1.890.1.15.3.61.3.1

STa KoMaHAa Trap oTnpasBnsieTcs B
cnyJae, korga uHtepdericy Ethernet
He yfaeTcs aBToMaTu4ecku
cornacosaTb napaMmeTpbl
coeauHEeHUs C ApYyruM nHTepdencom
Ethernet.

zyPortAutonegotiationFailedRe
covered

1.3.6.1.4.1.890.1.15.3.61.3.3

OTa KoMaHAaa Trap oTnpasnsieTcs B
cnyyae, Korga Ha nHtepderice
Ethernet ycTtpaHseTcs cutyauus c
HEBO3MOXHOCTbIO aBTOMaTUYECKHU
corsiacoBaTb NapameTpbl
CoeAVHEHUs C ApYrnM MHTepdencom
Ethernet.

lldp

lldpRemTablesChange

1.0.8802.1.1.2.0.0.1

OTa koMaHga Trap oTnpaBnsercs
npu N06bIX U3MEHEHUSIX 3annNcel B
yAaneHHon 6ase AaHHbIX.

MpoTokon obHapyxeHus
KaHanbHoro yposHs (Link Layer
Discovery Protocol, LLDP),
onucaHHbIn B cTaHpapTe IEEE
802.1ab, no3BonsieT ycTponcTeam
JNIOKanbHOM CeTU, NoAAEPXKMBAIOLWMM
LLDP, o6MeHuBaTbCA MHbDOpMauunen
0 HacTpolikax. 3To noMmoraeTr
n3baBUTbLCS OT Npobriem,
BbI3BaHHbIX HECOOTBETCTBUEM
HacTpoexk.
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Ta6nuua 159 WHTepdelicHble kKoMaHabl Trap npoTtokona SNMP (Interface) (npopomxeHune)

onuuA

METKA OB bEKTA

WOEHTU®UKATOP OB BbEKTA

OMNCAHME

transceiver-ddm

zyTransceiverDdmiTemperatur
eOutOfRange

1.3.6.1.4.1.890.1.15.3.84.3.1

STa KoMaHAa Trap oTnpasnseTcs
MpU NOHMXEHUN NN MOBbILLEHNN
TemnepaTypbl TpaHCMBepa Tak, YTo
OHa BbIXOAMT N3 HOPMasibHOroO
paboyero ananasoHa.

zyTransceiverDdmiTxPowerQut
OfRange

1.3.6.1.4.1.890.1.15.3.84.3.2

DTa KoMaHza Trap oTnpasnseTcs
Npy NOHWXEHMUM U MOBbILLEHUN
OMNTUYECKOWN MOLLLHOCTM NepeaaTymka
TakK, YTO OHa BbLIXOAMWT U3
HOpMasbHOro paboyero AvanasoHa.

zyTransceiverDdmiRxPowerQut
OfRange

1.3.6.1.4.1.890.1.15.3.84.3.3

DTa KoMaHaa Trap oTnpasnseTcs
Npu NOHMXXEHUN USIU MOBbILLEHUN
YPOBHSI ONTMYECKOM MOLLHOCTM Ha
NpUEMHMKE TaK, YTO OHa BbIXOAUT U3
HopManbHoro paboyero agvanasoHa.

zyTransceiverDdmiVoltageOut
OfRange

1.3.6.1.4.1.890.1.15.3.84.3.4

ST1a komaHaa Trap oTnpasnseTcs
Npu NOHWXEHMUM UM MOBbILEHUN
HanpsKeHWs NUTaHWUA TpaHCcMBepa
TaK, YTO OHO BbIXOAMT U3
HopMaJsibHOro pa6oyero gvanasoHa.

zyTransceiverDdmiTxBiasOutOf
Range

1.3.6.1.4.1.890.1.15.3.84.3.5

OTa KoMaHAa Trap oTnpasnseTcs
MpnY NOHMXEHUN NN NOBbILLEHNN
TOoKa CMelleHus nasepa
nepegatymka TakK, 4To OH BbIXOAUT
13 HopMasnbHoro pabouero
AvanasoHa.

zyTransceiverDdmiTemperatur
eOutOfRangeRecovered

1.3.6.1.4.1.890.1.15.3.84.3.6

STa koMaHAaa Trap oTnpaBnsieTcs
npu BO3BpaLLEHUN TeMMnepaTypbl
TpaHCcMBeEpa B HOpMasibHbI pabounii
ANanasoH.

zyTransceiverDdmiTxPowerOut
OfRangeRecovered

1.3.6.1.4.1.890.1.15.3.84.3.7

STa KoMaHAa Trap oTnpasnsieTcs
rnpv BO3BpaLLEHUN ONTUYECKOM
MOLLHOCTWN nepeaaTynka B
HOpManbHbIV pabouynini AnanasoH.

zyTransceiverDdmiRxPowerOut
OfRangeRecovered

1.3.6.1.4.1.890.1.15.3.84.3.8

OTa KoMaHAa Trap oTnpasnseTcs
npu BO3BpaLLEHUN ONTUYECKOWN
MOLLHOCTW Ha NpUeMHWKe B
HOpManbHbIN pabounii AnanasoH.

zyTransceiverDdmiVoltageOut
OfRangeRecovered

1.3.6.1.4.1.890.1.15.3.84.3.9

STa KoMaHAaa Trap oTnpasnsieTcs
rnpu BO3BPaALLEHMNWN HAMpPSHXKEHUS
nUTaHWs TpaHCMBEpPa B HOPMasbHbIl
pabounii gnanasoH.

zyTransceiverDdmiTxBiasOutOf
RangeRecovered

1.3.6.1.4.1.890.1.15.3.84.3.10

OTa KoMaHAa Trap oTnpasnseTcs
npn BO3BpalleHNN TOKa CMELLEHUA
nasepa nepeaatymka B HOpMasbHbIN
pabounii guanasoH.
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Tabnuua 160 KomaHabl Trap npotokona SNMP ang ayteHTudukauum, astopusaummn n yyeta (AAA)

onuus

METKA OB bEKTA

MWOEHTU®UKATOP OB BEKTA

OMNCAHME

authentication

authenticationFailure

1.3.6.1.6.3.1.1.5.5

O1a koMaHza Trap oTnpasnsieTcs npu
HEBO3MOXHOCTU ayTeHTUdUKaLUUN 13-
3@ HeMnpaBWIbLHOrO UMEHMU
nonb3oBaTens u/unu napons.

zyAaaAuthenticationFailure

1.3.6.1.4.1.890.1.15.3.8.3.1

DTa koMaHza Trap oTnpaBnseTcs npu
HEBO3MOXHOCTN ayTeHTUdUKauumn ns-
3a HenpaBWIbHOIo UMEeHU
nonb3oBaTens u/unu napons.

zyRadiusServerAuthenticationSe
rverNotReachable

1.3.6.1.4.1.890.1.15.3.71.2.1

OTa KoMaHAa Trap oTnpasnseTcs npwm
OTCYTCTBUM OTBETa OT cepeepa
ayTeHTudmkaumm RADIUS.

zyTacacsServerAuthenticationSe
rverUnreachable

1.3.6.1.4.1.890.1.15.3.83.2.1

DTa KoMaHaa Trap oTnpasnseTcs npwu
OTCYTCTBUM OTBETa OT CcepBepa
ayteHTudukauymm TACACS+.

zyRadiusServerAuthenticationSe
rverNotReachableRecovered

1.3.6.1.4.1.890.1.15.3.71.2.3

OTa kKoMaHaa Trap oTnpasnseTcs npu
nosly4YeHun OTBETa OT paHee
HeaOoCTYMNHOro cepsepa
ayTeHTudunkaumm RADIUS.

zyTacacsServerAuthenticationSe
rverUnreachableRecovered

1.3.6.1.4.1.890.1.15.3.83.2.3

STa KoMaHAaa Trap oTnpasnseTcs npu
nosly4yeHUn oTBETa OT paHee
HeJOCTYMNHOro cepsepa
ayTeHTudukaumm TACACS+.

authorization

zyAaaAuthorizationFailure

1.3.6.1.4.1.890.1.15.3.8.3.2

STa KoMaHAa Trap oTnpasnseTcs npwm
HeyAa4yHOW aBTopmu3auum yepes
NoAK/0YEHNE ANS ynpaBieHus.

accounting

zyRadiusServerAccountingServe
rNotReachable

1.3.6.1.4.1.890.1.15.3.71.2.2

OTa koMaHza Trap oTnpaBnseTcs npu
OTCYTCTBUM OTBETA OT CepBepa y4eTa
RADIUS.

zyTacacsServerAccountingServe
rUnreachable

1.3.6.1.4.1.890.1.15.3.83.2.2

DTa koMaHaa Trap oTrnpaBnseTcs npu
OTCYTCTBUM OTBETA OT CepBepa y4yeTa
TACACS+.

zyRadiusServerAccountingServe
rNotReachableRecovered

1.3.6.1.4.1.890.1.15.3.71.2.4

OTa koMaHaa Trap oTrnpaBnseTcs npu
Nnosly4YeHnn oTBETa OT paHee
HeAOoCTYMHOro cepsepa yyeta
RADIUS.

zyTacacsServerAccountingServe
rUnreachableRecovered

1.3.6.1.4.1.890.1.15.3.83.2.4

OTa koMaHaa Trap oTrpasaseTcs npu
Mosly4YeHnn oTBETa OT paHee
HeAOCTYMNHOro cepeepa yyeta
TACACS+.

PykosogcTso none3osatens Ansa cepun GS3700 n XGS3700

354




naea 38 KoHTponb goctyna

Ta6bnuua 161

KomaHabl Trap npotokona SNMP ana IP

WOEHTU®UKATOP
onuuA METKA OB bEKTA OBBEKTA ONMUCAHUE
ping pingProbeFailed 1.3.6.1.2.1.80.0.1 OTa KoMaHAa Trap oTnpasnseTca Npu Heyzade
BbIMO/IHEHUSA OAMHOYHOM KOMaHAbl ping.
pingTestFailed 1.3.6.1.2.1.80.0.2 OTa KoMaHAaa Trap OTnpaBnsieTcs npu Heyaade
BbINOJ/IHEHMSA TECTa COeAnHEHNs (BKIOYatoLWEro B
cebsi HeCKOIbKO KOMaHA ping).
pingTestCompleted 1.3.6.1.2.1.80.0.3 OTa KoMaHAa Trap oTnpasfseTca Npu 3aBepLlieHnn
OAMHOYHOWM KOMaHAbl ping.
traceroute traceRouteTestFailed 1.3.6.1.2.1.81.0.2 OTa KoMaHAaa Trap OoTnpasBnsieTca npu Heygade

BbINOSIHEHUA TecTa traceroute.

traceRouteTestCompleted

1.3.6.1.2.1.81.0.3

STa KoMaHAa Trap OTnpasBnsieTcs npuv 3aBepLieHumn
TecTa traceroute.

Ta6bnuua 162

KomaHabl Trap npotokona SNMP ansa kommyTaTtopa (Switch)

MWOEHTU®UKATOP

onuu4a METKA OBBEKTA OBBEKTA OMNMUCAHME
stp STPNewRoot 1.3.6.1.2.1.17.0.1 OTa KoMaHAa Trap oTnpaBAseTcs Npu U3SMEHEHUN
KOpHeBOro koMMmyTtaTopa STP.
zyMrstpNewRoot 1.3.6.1.4.1.890.1.15 | OTa koMaHza Trap oTnpaBnasieTcs Npu N3MEHEHUU
.3.52.3.1 KOpHeBOro koMmmyTtaTtopa MRSTP.
zyMstpNewRoot 1.3.6.1.4.1.890.1.15 | OTa koMaHZa Trap oTnpaBAsieTcs Npu N3MEHEHUU
.3.53.3.1 Tononormun MSTP.

STPTopologyChange 1.3.6.1.2.1.17.0.2 OTa KoMaHZa Trap oTnpaBAsieTcs NpyU U3SMEHEHUN
Tononorun STP.

zyMrstpTopologyChange 1.3.6.1.4.1.890.1.15 | 3Ta koMaHAa Trap OTNpaBnseTcs npyv U3MeHeHUn

.3.52.3.2 Tonosnornun MRSTP.
zyMstpTopologyChange 1.3.6.1.4.1.890.1.15 | 3Ta koMaHAa Trap OTnpasnseTcs npu U3MeHeHUn
.3.53.3.2 Tononorun MSTP.
mactable zyMacForwardingTableFull 1.3.6.1.4.1.890.1.15 | OTa koMaHaa Trap OoTnpaBnseTcs nNpyu UCNob30BaHWUN
.3.48.2.1 6onee 99% Tabnuubl MAC-agpecos.
zyMacForwardingTableFullReco | 1.3.6.1.4.1.890.1.15 | 3Ta komaHaa Trap oTnpaBiisieTcs Npu Bo3BpaTe
vered .3.48.2.2 Tabnuubl MAC-agpecoB U3 NepenosiHEHHOro
COCTOSIHUS B 06bIUHOE.
rmon RmonRisingAlarm 1.3.6.1.2.1.16.0.1 OTa KoMaHAaa Trap OTnNpaBnsieTcs npu Bbixoae
rNnepemMeHHON 3a npeaesbl BEpXHero noporosoro
3HayeHns RMON.

RmonFallingAlarm 1.3.6.1.2.1.16.0.2 OTa KoMaHAaa Trap oTnpaBisSeTCa Npu BbiIXoAe
rnepemMeHHon 3a npeaesbl HMKHEro NOPOroBoOro
3HayeHns RMON.

cfm dotlagCfmFaultAlarm OTa KoMaHAa Trap oTnpasnseTca Npu obHapyXeHuu

1.3.111.2.802.1.1.8.
0.1

KoMMyTaTtopoMm cbosi coeanHeHus.
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38.7.2 O630p npoTtokona SSH

B otnuume ot npotokonos Telnet unun FTP, koTopble nepenatoT AaHHbIE B 06bIMHOM TEKCTOBOM
dopmaTe, npotokon SSH (Secure Shell) asBnseTca 3aWMLWEHHbIM MPOTOKO/IOM, KOTOPbIA COBMeLlaeT
BO3MOXXHOCTU ayTeHTUdMKaunum n wndposaHus ans obecneyeHns 6esonacHol nepegadn gaHHbIX
Mexay ABYMSI XOCTaMu C UCnosib3oBaHneM HebesonacHom ceTu.

PucyHok 237 T[lpuMmep cBS3M NoO nNpoTokony SSH

WHTepHeT
T -

<
Cepeep SSH —— AN

KnuneHt SSH

38.7.2.1 Kak paboraeT npotokon SSH

Mpouecc YCTaHOBKM 3aLUULLEHHOIO COEANHEHUS MEXAY ABYMS yAaNeHHbIMM XOCTaMM ONNCaH B
cnepytowen tabnuue.

PucyHok 238 Kak paboTtaeTt npotokon SSH

—

S
CepBep SSH KnneHnt SSH

3anpoc coeanHeHus

Kntou xocTa, ko4 cepsepa

Kntoy ceccun

VpoeHTudukaumsa xocTa ycnewHa ga/HeT

Mcnonb3yembii MeToa LWndpoBaHUS

I'Iapon b/VMS MONb30BaTENS

AyTeHTUdMKaLMs ycnewHa ga/Het

Mepenaya gaHHbIX

A
v

1 WaeHTudmkaumsa xocta

SSH-knueHT oTnpasnsieT 3anpoc Ha coegnHeHne SSH-cepeepy. Cepep naeHTMdUUMpyeT cebsa ¢
MOMOLLbIO K/toYa XocTa. KnneHT wndpyeT cnyyaiHO CreHepupoOBaHHbI KoY CECCUMN C MOMOLLbHO
KJIl04a XOCTa M KJllo4a cepBepa, 3aTeM OTnpasfseT pe3ynbTaT 06paTHO Ha cepsep.

KnueHT aBTOMaTnyeckn COXpaHseT BCE HOBble OTKPbITbIE KIOUYM cepBepa. Npu nocneayowmx
NOoAKNHYEHUAX OTKprTbIVI KN4 cepBepa CBEPSAETCA C COXpaHEHHOVI Bepcmeﬁ Ha KJIMEHTCKOM
KOMMbKOTEPE.
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2 Metoa wundpoBaHma

Mocne NpoBepKn UAEHTUDUKALUMOHHON MHDOPMALNN KITUEHT U cepBep AO/KHbI COracoBaTtb
MCMoJib3yeMblit MeTo WndpoBaHus.

3  AyTeHTUdMKaUUSA U nepeaaya AaHHbIX

Mocne NpoBepKM MAEHTUDUKALMOHHBIX AaHHbIX U akTMBauMn wndposaHus obpasyeTcs
3alMLLEHHbI TYHHENb MEXAY K/IMEHTOM U cepBepoM. s NOAKIIOYEHNS K CeEpBEPY KITMEHT
OTNpaBfseT eMy ayTEHTUPUKALUMOHHYIO MHOpMaumMio (MMa NoAb3oBaTesNs U Naposb).

38.7.2.2 Peanusauusa nportokona SSH Ha kommyTaTope

[JaHHbIn KOMMYTaTOp NoAAEpPXUBaeT NpoTokon SSH Bepcun 2 ¢ ncnonb3oBaHWeM ayTeHTudmKaumm
no metoay RSA n Tpex meTtonos wudposaHusa (DES, 3DES u Blowfish). Ansa yaaneHHoro
ynpaeneHusa un nepegauyun gansios Ha KOMMyTaTope peanusoBaH SSH-cepsep (nopT 22).
OaHOBpEMEHHO AOMNycKaeTcs TONbKO 0AHO SSH-coeanHeHwe.

38.7.2.3 TpeboBaHuA K ucnonb3oBaHuio npoTtokona SSH

NS noaKA4YeHns K KOMMyTaTopy No NpoTtokosy SSH Heo6x0aMMO yCTaHOBUTb MPOrpaMMy-KanNeHT
SSH Ha KJIMeHTCKOM KoMnbtoTepe (C YyCTaHOB/IEHHOW onepaunoHHon cuctemonn Windows mnnu Linux).

38.7.3 3HakomcTBO c npotokonom HTTPS

MpoTokon HTTPS (NpoTokon nepefayn rmneprekcra yepes NpoTOKO 3alMLEHHbIX COKETOB, UK
HTTP uepe3 SSL) - ato Web-npoTtokon, obecneumBawowmii wudpoBaHne n gewmndposaHne Web-
cTpaHul. MNpoTokon 3awmnieHHbIX cokeToB Secure Socket Layer (SSL) npeacrtaenset cobon
NPOTOKOJ1 YPOBHS MPUMOXEHWNI, peanm3ytowmii 6e3onacHyto nepeaady AaHHbIX NOCPEACTBOM
obecneyeHuns KoHbDUAEHUNANbHOCTU (MOCTOPOHHME HE CMOTYT NPOYEeCTb NepeAaBaeMble AaHHbIE),
ayTeHTUdMKaumm (oAHa CTOpOHa MOXET MAEHTUDMUMPOBATL APYrYI0) U LENOCTHOCTM AaHHbIX
(u3MeHeHue gaHHbIX 6yaeT 3aMeTHO).

DTOT NpoTOKON paboTaeT Ha OCHOBE CEPTUMUKATOB, OTKPbITbIX U CEKPETHbIX KITHOUEN.

MpoTokon HTTPS Ha KOMMyTaTope MCNO/b3yeTCcs A9 NOSyYEeHMS 3alULLEeHHOro 4oCcTyna K
KoMMyTaTopy yYepe3 Web-koHdurypaTtop. MNpotokon SSL npeaycmaTpusaeT, 4to SSL-cepsep
(koMMyTaTOp) AOIXKEH BCerga npefocTtaBisATh CBOK ayTeHTUMMKaUNOHHYIO nHdopmMaunto SSL-
KNMeHTy (KOMNbIoTepPY, KOTOpPbI 3anpawunsaeT HTTPS-coegMHeHMe C KOMMYTaTopoM), Toraa Kak
SSL-KNMEeHT AO0/KEH NPOXOAUTb ayTeHTUdUKauno Tonbko no TpebosaHuo SSL-cepeepa.
AyTeHTUdUKaumns KIMEHTCKUX cepTudnkaTos HeobasaTenbHa, U eCin oHa BblbpaHa, To SSL-KneHT
OO0KEH OTNpaBuTb KOMMyTaTopy cepTudukaTt. 3a ceptudurkaTtom ana 6paysepa cneayet
obpalwaTtbCs K NOCTaBLWMKY cepTUdUKATOB, ABASIOWEMYCS AOBEPEHHbBIM MOCTABLLNKOM
cepTnudukaToB AN KOMMyTaTopa.

CM. cnefyrowmin pucyHok.

1 3anpocbl Ha HTTPS-coeanHeHune ot Web-6pay3epa ¢ nogaepxxkon SSL noctynatoT (N0 yMOSYaHUI)
Ha nopt 443 Web-cepsepa (WS) komMmyTaTopa.

2 3anpocbl Ha HTTP-coeanHeHne ot Web-6pay3sepa noctynatoT (Mo ymonyaHuio) Ha nopt 80 Web-
cepsepa (WS) kommyTaTopa.
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PucyHok 239 Peanusauusa npotokona HTTPS

WS

HTTPS HTTP

MpumeyaHune: Mpu oTknoyeHmn HTTP Ha akpaHe Service Access Control kommyTaTop
6noknpyet BCe NONbITKN coegnHeHns no HTTP.

38.7.3.1 Mpumep nogknroyeHnsa no nporokony HTTPS

Ecnn nopt HTTPS no ymon4yaHuio AN KOMMyTaTopa He MeHSJCs, BBeAnTe B aApeCcHON CTpoke
6pay3sepa «https://IP-agpec kommyTaTOopa», rae «IP-agpec komMmyTaTopa» — 3710 IP-agpec nnm
OOMEHHOe MMS KOMMYTaTopa, K KOTOpOMY Heo6XxoAMMO Nosy4YnTb AOCTYnM.

MpepynpexaeHus ot Internet Explorer
Internet Explorer 6

Mpy NoNbITKE NOJYYNUTb AOCTYN K YCTPOWCTBY KOMMyTaTop yepe3 HTTPS-cepBep NosiBUTCS
Avanorosoe okHo Windows ¢ BONpocoM o A0BepuM K cepTudurkaTy cepeepa.

B Internet Explorer nosiBnsetcsa cneaytoulee coobuieHmne Security Alert. Haxxmnte Yes, utobbl
npocnefoBaTb Ha 3KpaH BBoAa MMEHM nonb3oBaTtens u napons Web-koHdurypatopa; Ecnu HaxaTb
No, 1o goctyn k Web-koHpurypatopy 6yaet 3abnoknpoBaH.

PucyHok 240 [uanorosoe okHo Security Alert (Internet Explorer 6)

Security Alert R

i, ' Information you exchange with this site cannot be viewed or
& changed by others, However, there is a problem with the site's
zecurty certificate.

{i\, The zecurity certificate was izsued by a company you have
hot chosen ta st Yiew the cerificate to determing whether
oL want to trust the certifving authority.

o The security certificate date iz valid.

& The name on the security certificate is invalid or does naot
match the name of the site

Do pou want to procesd?

es Mo | Wiew Certificate

Internet Explorer 7 n 8

Mpwn nonbiTke 0bpaTuUTbCcs K HTTPS-cepBepy KOMMyTaTopa MOXET NOSIBUTLCSA 3KpaH C coobeHneM
«There is a problem with this website's security certificate.» («MmeeTca npobnema c cepTudpurkaTom
6e3onacHocTM gaHHoro Beb6-carta»). MNpu NosBAEeHMN Takoro coobuieHns nepengnte no ccolike
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Continue to this website (not recommended) [Bce paBHO OTKpbITb 3TOT Beb-canT (He
pekomeHayeTcs)], 4Tobbl OTKPbITL CTpaHuuy Bxoaa B Web-koHdurypatop.

PucyHok 241 [MpeanynpexaeHune o ceptudukarte 6eszonacHoctu (Internet Explorer 7 unum 8)

'@ There is a problem with this website's security certificate.

The security certificate presented by this website was not issued by a trusted certificate authority.
The security certificate presented by this website was issued for a different website's address,

Security certificate problems may indicate an attempt to fool you or intercept any data you send to the
Server,

We recommend that you close this webpage and do not continue to this website.

@ Click here to close this webpage.

C@' Continue to this website (not reccmmendedD

& More information

Mocne Bxoaa B web-kKoHpUrypaTop NosiBUTCS KpacHas cTpoka aapeca c coobueHneM Certificate
Error (Ownbka ceptudmkara). LLenkHnte no coobueHuto Certificate Error psaom co ctpokomn
aapeca n Haxmute kHonky View certificates.

PucyHok 242 Owwnbka ceptudukarta (Internet Explorer 7 unu 8)

f; ‘Web Configurator - Microsoft Internet Explorer provided by ZyXEL

(<19

File Edit Yiew Favorites Tools Help

l& | hitpsi1192.188.0.1/

'@ Certificate Invalid

% . Sonln -

x Gougle ‘

SPsearch - B -
o 3 . " e The security certificate presented by this
\.7 Favorites 55 Kl suomested Stes + @) Free Hotmall @] web| o F

»

[ = o~ Page~ Safety~ Tools~ (g~

& wieh Configurator This problem might indicate an attzmpt to

faal you or intercept any data you send to
the server,

zyxEL We recommend that you close this webpage,

About certificate errars

E Save Status B Logout H Help

- R

COPMENWE TS TR

iR s e t i Tare CACPH P REPkis Errors TxKBis RxKBs UpTime

P Auvanued Appiea i

E IP Applicati Y Down STOP _Disabled 0 a 0 0o 0o 0:00:00

g ppiication 2 Down STOP Disabled 0 o o 0.0 00 0:00:00

E . Management 2 Down STOP Disabled o (] 0 0.0 0.0 0:00.00 =
4 O DU o BRI g o . T
8 Down STOP Disahled 0 1] 0 0.0 0.0 0:00:00

HaxmuTte kHonky Install Certificate... n yctaHoBuTe aT0T cepTudukaT B 6paysepe, crnenys
MHCTPYKLMAM Ha 3KpaHe.
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PucyHok 243 Ceptudukat (Internet Explorer 7 unm 8)
Certificate A

General | Details | Certification Path

@x’ Certificate Information

This CA Root certificate is not trusted. To enable trust,
install this certificate in the Trusted Root Certification
Authorities store.

Issued bo: G33700 bOb2dcacfdes

Issued by: G53700 bOb2dcacfdes

¥alid from 1970/01/01 to 20300327

‘ Install Certificate. .. ’

MpepynpeautenbHble coobuweHnsa B Mozilla Firefox
Mpu nonbiTke 06paTnTbcst K HTTPS-cepBepy KOMMyTaTopa MOXET MOSIBUTbCSt 3KPaH C COOBLLEeHNEM
This Connection is Unstructed. Ecnu 310 npousowno, Haxmute kHonky I Understand the

Risks, a 3atem kHonky Add Exception....

PucyHok 244 OnoseleHune 6e3onacHocTn (Mozilla Firefox)

) untrusted Connection - Hozilla Firefox

File  Edit Miew History Bookmarks Tools  Help
s i (3
@ - c 2% ot https://192.168.1.1 = - -.' = Google 7
'g; Mozt Visited |_\] Getting Started 5| Latest Headlines
:%. Untrusted Connection & -
|
] This Connection is Untrusted
v Al ‘T'ou have asked Firefox to connect gecurely to 192.168.1.1, but we can't confirm that your connection
£ is secure
MNarmally, when you by to connect securely, sites will present trusted identification to prove that pou are
going ta the right place. However, this site's identity can't be verified.
What Should | Do?
If you usually connect to this site without problems. this eror could mean that someone is tving to
impersonate the site, and pou shouldn't continue,
Get me out of here!
Technical Details
( | Understand the Risks )
If pou understand what's going an, you can tell Firsfox to start tusting this site's identification. Even if
you tust the site. this error could mean that someone is tampering with your
connectlion.
Dion't add an exception unless you know there's a good reason why this site doesn't use tusted
identification
' Add E rception.. .
|5
Dione

MNpoBepbTe NpaBUNbLHOCTL agpeca HTTPS-cepeepa. HaxxmuTe kHonky Confirm Security Exception,
4yTobbl NEpPENTN Ha cTpaHuuy Bxoda B Web-koHdurypartop.
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PucyHok 245 OnoselleHune 6e3onacHocTn (Mozilla Firefox)

| Add Security Exception

“rou are about to averride how Firsfox identifies this site.

Legitimate banks. stores. and other public zites will not ask you to do this.
ez

Server

(Location: | hitps:/11321881.1/ ) | | Get Ceiicate |
Certificate Status
Thiz gite attempts ta identify itzelf with invalid information.
Wrong Site

Certificate belongs to a different site, which could indicate: an identity theft.
Unknown Identity

Certificate is not tusted, because it hasn't been verified by a recognized autharity.

(222e2? )

Permanently store this exception

([ g_on_ﬂrm Zecurity Exception) I Cancel

38.7.3.2 OcHOBHOM 3KpaH

Mocne Toro, Kak 6bi1 NPUHAT cepTUdUKAT 1 BBEAEHbI UMS MOSIb30BATENS M NAPOSb, NOABUTCS
OCHOBHOM 3KpaH KOMMYTaTopa. 3Hau4oK 3aMKa, KOTOPbIi MOSIBASETCS CpaBa CHU3Y B CTPOKE
cocTosiHus 6paysepa (B Internet Explorer 6 unu Mozilla Firefox) nnv psaaom c agpecHoi cTpokoit (B
Internet Explorer 7 unu 8) ykasbiBaeT Ha 3alLMLEHHOE COEANHEHME.
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PucyHok 246 [lpuMmep: 3HA4YOK 3aMKa A1 3alUMULLIEHHOrO COeAUHEHMUS

&) Web Configurator - Hozilla Firefox

File  Edit Misw History  Bookmarks

@ i C' A

Most Vizited ﬂ Getting S_talled 2| Latest Headlines

Tools  Help.

Pitpis: /132 168,01/ 7y - 49 Google

|j ‘Web Configurator Col -

[ Save M Status [ Logout B Help

g
3| g P ® ForiStaus
% Advanced Application Port  Hame  Link LACE TzPkts RxPkis Erfors Tz HBis RxKBis
B - Down Dissgled 000
g i Sealnatnn Down Disahled 0 0 i |
7 Down i LT — L —
é Down Disabled 0 0 i
‘g" Dnwng e 0L A—
Do : U i
_Down Disahled Lo o
_Down isadled TR
Down Disahled 1] i]
Down Disagled 0 0 1
Down Disahled 0 ] 1]
JOONE .o EORVARDING Dicalled, | 84724, i RS
Do : ! 0 i o8 gn
powh L T . SN ... ...
Down Disabled 289322 883592 i] 0.0 0.0
Down Disawes om0 0 00 08
18 Down Disahled 1] 0 a 0.0 0.0 ™
@ Any
—_
O Port |

Done
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OwnarHocTuka

39.1 O630p

B naHHoOM rnaeBe onucaH 3kpaH anarHoctnku Diagnostic.

C nomouwbio s3kpaHa Diagnostic (pa3a. 39.2 Ha cTp. 363) MOXHO NPOCMOTPETb CUCTEMHbIE
XXypHanbl, nposepuTb IP-aapeca npu NoMoLM 3X0-NaKkeToB U NMpoTecTUpoBaTb NOPThI.

39.2 3kpaH Diagnostic

YT06bI 0TO6pa3nTb NOKasaHHbIA HWXE 3KpaH, BbibepuTe B HaBuraumMoHHo naHenn Management >
Diagnostic. Ha 3ToM 3KkpaHe MOXHO NpOBEpSATb CUCTEMHbIE XXYPHasibl, HANPaB/ATb 3X0-3aMNpockl Ha
IP-agpeca v TecTpoBaTb NoOpThHI.

PucyHok 247 >SkpaH Management > Diagnostic
[ @ Diagnostic ]

- Info -

@®) IPv4
Ping Test O IPve v

IP Address | ”Tng‘
EtehsetrnetF'ort Port | | | — |
g?abgl:ostics p | | | Diagnose |

Locator LED Minutes
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masa 39 [narHoctuka

Mong skpaHa onucaHbl B CJ'IED,y}OLI.I,Eﬁ Tabnuue.

Ta6bnuua 163 SkpaH Management > Diagnostic

MNONE

OMUCAHME

System Log

Haxmunte Display, 4To6bl 0TO6pasnTb XXypHan cobbITUn B MHOFOCTPOYHOM TEKCTOBOM
OKHe.

Haxxmute Clear, 4To6bl O4YMUCTUTL TEKCTOBOE OKHO U COPOCUTL 3amMUCb CUCTEMHOIO
XypHana.

Ping Test

IPv4

BbibepuTe 3Ty onuuto, 4Tobbl OTNPaBUTb 3X0-3anpoc Ha agpec IPv4 n ykaxuTte, Kakomn
noToK Tpadmka (BHYTpMNOOCHbIM in-band nnu BHenonocHobin out-of-band) gonxeH
MCMoJIb30BaTb KOMMYTaTOp A/ OTNpPaBKW Kaapos ping.

Mpu Bbibope onuuu in-band koMMyTaTOp 6yAEeT nocbinaTh yKasaHHble Kaapbl Ha BCe
nopTbl, 3@ UCK/TIIOYEHMEM MopTa ynpaBfieHns (OTMEYEHHbI Haanucbto MGMT).

Mpwn BbIGOpe onumn out-of-band kommyTaTop 6yaeT NocbinaTb yKasaHHbIE Kaapbl Ha
nopT ynpasneHus (OTMeYeHHbIM Hagnucelo MGMT).

IPv6

BbibepuTe 3Ty onuuio, ecnm HeobxoaAnMMO OTNpaBUTb 3X0-3anpoc Ha aapec IPv6. Kpome
Toro, noTpebyetcs BbibpaTh TMN MHTepdenca IPv6 1 ykasaTb naeHTudunkaTop
nHTepdelica, Yepes KOTopbI KOMMyTaTop 6yAeT oTnpasnaTb Kaapbl ping.

IP Address

BeeauTe IP-agpec yCcTpoicTBa, Ha KOTOpoe HEO6X0AMMO HaMpaBsaTb 3X0-3amnpochk! A8
NpOBEPKN COEANHEHMS.

Haxmunte Ping, yTo6bl KOMMYTaTOp Hanpasu 3X0-3anpoc Ha IP-agpec (BBeAeHHbIV B
none cneesa).

Ethernet Port Test

BBeLI,VITe HOMEP nopTa U HaXXMuUte Port Test ANg BbINOTHEHUA TECTa BHYTpeHHeﬁ
obpaTHoOl netnun.

Cable Diagnostics

BeeavTe HoMep nopTa U HaxmuTe KHonky Diagnose, 4Tobbl BbINONHNTL HU3NYECKYIO
rnpoBepKy NpoBOAHOM Napbl coeanHeHnn Ethernet Ha ykasaHHoM nopTy (unu noptax). B
npouecce ANarHOCTUKM NopTa Ha 3KpaHe NosBATCS cneaytolme nons.

Port

OT0 nose nokasbiBaeT HoMep dum3nyeckoro nopTa Ethernet Ha komMMyTaTope.

Channel

Kabenb Ethernet 06bI4HO cOCTOUT M3 YeTbipex NpoBoAHbIX Nap. MopTel 10BASE-T unun
100BASE-TX ncnonb3ylT 1 NO3BOASAIOT NPOTECTUPOBATb TONIbKO ABEe napbl, Toraa Kak
nopty 1000BASE-T ans paboTbl Heo6Xx0AnMbl BCe YeTblpe napsbl.

370 none otobpaxkaeT MMA-ONMcaHMe AaHHOW NPOBOAHON Napbl B kabene.

Pair status

Ok: du3nyeckoe coeanHeHne Mexay NpoBOAHOM Napol B HOPManbHOM COCTOSIHUM.

Open: OTcyTcTBYET hnsmyeckoe coegmHeHme (06HapyXXeH paspbiB Lienun) Mexay
NnpoBOAHOM Napon.

Short: O6Hapy)XXeHO KOpOTKOe 3aMblKaHWe Mexay NpoBOAHOWN Mapoii.

Unknown: [JaHHOMY KOMMYTaTopy He yAafocCb BbIMOMHWUTL ANArHOCTUKY Kabens,
NOAK/IIOYEHHOr0 K AaHHOMY MopTy.

Unsupported: 3T0 nopTt 9BASETCH ONTUYECKMUM UM HE aKTUBEH.

Cable length

370 nose nokasbiBaeT AnuHY kabensa Ethernet, noaknoueHHOro K AaHHOMY MOPTY, ecnun
3HayveHue nonsa Pair status pasHo Ok v ymMncetT KOMMyTaTopa NOAAEPXNBAET AAHHYIO
dYHKLMIO.

3710 none otobpaxaet 3HayeHne N/A, ecnn 3HauyeHne nons Pair status pasHo Open
nnun Short. NpoeepbTe 3HaueHne B none Distance to faulit.

3710 none otobpaxaet 3HadyeHe Unsupported, ecnu unncer kKoMmyTaTopa He
noaaepxuBaeTt oTobpaxxeHue anvHel kabens.
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Ta6nuua 163 DkpaH Management > Diagnostic (npogomxkeHue)

NMOonEe OMNMUCAHUE
Distance to OTO nose rnokasbiBaeT pacCcTosiHME OT NopTa A0 TO4YKM, rae obHapyXeH pa3pbiB Kabens
fault UMM KOPOTKOE 3aMblKaHue.

3To none otobpaxaet 3HayeHne N/A, ecnun 3HauyeHne nonsa Pair status pasHo Ok.

3710 none otobpaxaeT 3HayeHne Unsupported, ecnv unncet KommyTaTtopa He
noaaepxuBaeTt oTobpaxkeHue AnvHbl Kabens.

Locator LED YKaxuTte nHTepBasa BpeMeHn (B MUHYTax) U HaxmmTe kHonky Blink, 4Tobbl nokasaTb
peanbHOE MECTOMO/I0XEHMNE KOMMYTaTOpa MeXAy HECKOMbKMMWN YCTPOMCTBaMU B CTOMKE.

NHTepBan BpeMeHW No yMon4yaHuto paseH 30 MUHyTaM.

HaxxMuTe KHOMKy Stop, 4To6bl NPEKPATUTb MUraHME MHAMKATOPA MECTOMOMOXEHUS
KOMMyTaTopa.
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CucrtemHbIn XypHan Syslog

40.1 O630p Syslog

B naHHOM rnaBe onucaHbl 3KpaHbl CUCTEMHOIO XypHana Syslog.

C nomMoLbo nNpoTokona syslog ycTporcTBa MOryT nepecbiiaTe No IP-ceTn nsseLwweHms o cobbITuax
cepBepam syslog, cobuparwmm nHpopmaunto o cobbITnax. YCTpONCTBa C noaaep>xkon syslog
NO3BOJIAIOT reHepupoBaThb coobleHns syslog n oTnpasnaTb X Ha cepeep syslog.

MpoTtokon Syslog onpenenex B ctaHaapTe RFC 3164. RFC onpenensiet dopmaT nakeTa, cogepxaHue
M OTHOCSILLYIOCS K CUCTEMHOMY XYypHany nHdopMaumio B coobuieHunax syslog. Kaxaoe coobuieHne
syslog conepxuT onpeaeneHue kateropuu (facility) n yposHsa cepbesHocTtu (level). Kateropus
syslog naeHtTupunumpyet dan Ha cepsepe syslog. bonee nogpobHyto MHDOPMaLMIO MOXHO HAWTK B
OOKyMeHTauun Ha cepBep Ssyslog. YpoBHM cepbe3HOCTM NpOTOKOa Syslog onucaHbl B CneaytoLwen
Tabnuue.

Tabnuua 164 YpoBHU cepbe3HOCTU Syslog
Kon YPOBEHb CEPLE3HOCTU

ABapus: cuctema HepaboTocnocobHa.

Tpesora: TpebyloTCcs HeMeaneHHble AeNCTBUS.

KpuTuyeckoe coctosiHMe: cucteMa HaxoAUTCA B KPUTUYECKOM COCTOSAHUW.

Owwubka: obHapyxeHa ownbka B cucrteme.

Warning: cucTemMoi CreHep1MpoBaHo npeaynpexaeHue.

YBeAoMNIeHMe: HOpMasibHOE, HO BaXXHOE COCTOsIHME B CUCTEME.

NHdopmaums: nHdopmaumoHHoe cooblieHne B XypHane syslog.

N|{ojun| | W[N|H]| O

OTnagka: coobueHune npegHasHa4yeHo Ansa oTnaaku.

40.1.1 O yem paccka3blBaeTcs B 3TOU rnaBe

e C nomouwbto skpaHa Syslog Setup (pa3a. 40.2 Ha cTp. 366) MOXHO HaCTpOUTb NapameTpbl
CUCTEMHOIO XYypHasa YCTpOMUCTBa.

e C nomowbto akpaHa Syslog Server Setup (pa3a. 40.3 Ha cTp. 367) MOXHO COCTaBUTb CMMUCOK
BHELLHMX CcepBepoB syslog.

40.2 HacTtpowuka Syslog

Ha 3ToM aKpaHe MOXHO HacTpOMTb MapaMeTpbl BeAeHWUs1 CUCTEMHOMO XYypHasna yCTpOICTBa.
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naBa 40 CnctemHbIn xypHan Syslog

UT06bl 0TO6Pa3nTb NOKa3aHHbI HUXE 3KPaH, BbiIbepUTe B HAaBUraunMoHHOM naHenn Management >
Syslog. ®yHKkUMA syslog no3BonseT nepeaaBaTb 3aNMCU CUCTEMHbIX XXYPHANOB Ha BHELHWNI cepBep
syslog.

PucyHok 248 DkpaH Management > Syslog

[ @) Syslog Setup Syslog Server Setup
Syslog Active
Logging type Active Facility
System localusel -
Interface localuse -
Switch localuse 0 -
AAA localuse 0 -
P localuse 0 -
Apply || Cancel

Mons akpaHa onucaHbl B crieaytowlen Tabnuue.

Ta6nuua 165 DkpaH Management > Syslog

MNOJE OMUCAHUE

Syslog BbibepuTte Active, uTobbl BKIOUMTBL Syslog (BeaeHMe CUCTEMHOrO XypHana) n HaCTPOUTb
napameTpsbl syslog.

Logging Type B aaHHOM cTosbLe 0TO6paxalTca MMeHa KaTeropmil XypHasnos, KOTOpble MOryT
reHepMpoBaTbCs YCTPOMNCTBOM.

Active YcTaHOBUTE AaHHbIM NepekoyaTesb, YTobbl akTUBMPOBATbL Ha YCTPOCTBE
reHepupoBaHue XypHana COOTBETCTBYHOLLEN KaTeropum.

Facility B 3TOM nose MoXHO Bbi6paTb KaTeroputo XypHana, 4Tobbl 3anucbiBaTb XypHasbl B
pasnunyHbie dalinbl Ha cepBepe syslog. bonee noapobHy MHpOpMaLMIO MOXHO HaWTU B
AOKyMeHTauun Ha cepsep syslog.

Apply Haxmnte Apply, 4TOo6bl COXPaHUTb U3MEHEHMS B ONepaTUBHON NaMaTWU KOMMyTaTopa.
DTN HacTpPOWKK ByayT yTepsiHbl B C/lydae BbIK/IOYEHUS KOMMyTaTopa unun nepebos B
nogave nUTaHusl, NO3TOMY MO 3aBEPLUEHUN HACTPONKM HEOBXOAMMO HaxaTb Ha CCblIKe
Save B BEpXHEWN HaBUTraLMOHHOW NaHeNn ANsl COXPaHEHUS U3MEHEHUI B
3HEeproHe3aBUCUMONM NaMATH.

Cancel Haxmnte Cancel, 4To6bl HaYaTb HAaCTPOMKY Ha 3TOM 3KpaHe 3aHOBO.

40.3 HacTtpowuka cepBepa Syslog

Y106l 0TO6pa3nTb NOKasaHHbIA HWXE 3KpaH, BbibepuTe B HaBMraunMoHHou naHenn Management >
Syslog > Syslog Server Setup. Ha oTKpbIBLIEMCA 3KpaHE MOXHO HACTPOUTb CMMUCOK BHELUHMX
cepBeposB syslog.
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PucyHok 249 DkpaH Management > Syslog > Syslog Server Setup

L ( Syslog Setup
Active |
Server Address 0.000
Log Level Levell =
IAde I Cancel J I Clearl
Index Active IP Address Log Level Delete

Delete Cancel

Mong skpaHa onucaHsbl B CJ'IED,y}OLI.I,Eﬁ Tabnuue.

Tabnuua 166 SkpaH Management > Syslog > Syslog Server Setup

MNONE

OMUCAHME

Active

YcTaHoBWTE 3TOT Nepek/toyaTenb, YTobbl BKIKUYNTL Ha YCTPONCTBE OTNPaBKY XypHanoB
Ha cepsep syslog. CHMMUTe BblAeneHne ¢ NnepekntoyaTens, ecnm HeobxoamMMo BHECTH
3anuncb 0 cepsepe syslog, HO He OTNpaBNATb Ha HEro XypHanbl C YCTpoOncTea (3anuch
MOXHO U3MEHUTb No3aHee).

Server Address

Beeaute IP-agpec cepsepa syslog.

Log Level BbibepuTe ypoBEHb CEPLE3HOCTU AN COObLEHNI, KOTOpble 6yayT OTNPaBASTLCS
YCTPOWCTBOM Ha AaHHbI cepBep syslog. MeHbLUne HoOMepa COOTBETCTBYIOT 60/1ee BaXKHbIM
COOBLWEHMAM CUCTEMHOIO XYypHana.

Add Haxxmnte Add, 4yTO6bI COXpaHUTb U3BMEHEHMS B ONEPATMBHOM NaMsTM KOMMyTaTopa. 3Tu
HacTpoWkK ByayT yTepsiHbl B C/lydae BbIK/TIOYEHUS KOMMyTaTopa unu nepebosi B nogaye
nMTaHWs, NO3TOMY MO 3aBepLUEHUN HAaCTPOMKM HEO6X0AMMO HaxXaTb Ha CCbl/ike Save B
BepXHeW HaBMrauMOHHOW NaHenn Ans CoOXpaHeHUs U3MEHEHUN B dHeproHe3aBMCUMOW
namsiTu.

Cancel Haxxmnte Cancel, 4Tobbl HaYyaTb HACTPOMKY Ha 3TOM 3KpaHe 3aHOBO.

Clear Haxmute Clear, 4yTobbl BEpHYTbCS K 3aBOACKMM HaCTpoOMKaM.

Index MopsaakoBbIi HOMep 3anucu cepeepa syslog. HaxaTne Ha AaHHbIN HOMep No3BoNsieT
BHECTU U3MEHEHUS B 3aruch.

Active B naHHOM none otobpaxaetcs Yes, ecnn yCTPOMUCTBO OTNPAB/ISIET XypHasbl Ha cepBep
syslog. 3HauyeHne NO 03HauvaeT, YTO XypHanbl Ha cepBep syslog yCTPOMNCTBOM He
OTNpPaBAAOTCS.

IP Address B sToM none otobpaxaetcs IP-agpec cepBepa syslog.

Log Level B 3TOM none oTobpaxaeTcsi ypoBeHb CEPbE3HOCTUN A COObLEeHN, KOTopble
OTNpaBnAOTCA YCTPOMCTBOM Ha AaHHbIM cepBep syslog.

Delete Ans yaaneHus 3anucu ycTtaHoBUTe nepektoyvaTens B ctonbue Delete aToii 3anuncu 1
HaxMuTe Ha Delete.

Cancel Haxmunte Cancel, 4To6bl HaYaTb HACTPOMKY Ha 3TOM 3KpaHe 3aHOBO.
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YnpaBneHue Knacrepamu

41.1 O6G30p ynpaBrieHUA Knacrepamm

B naHHOI rnaBe onMcaHo yrnpaBieHne Knactepamu.

OyHKkumnsa ynpasneHus knacrepom (Cluster Management) no3sonseT ynpaensaTb HECKONbKUMU
KOMMYTaTopamu C NOMOLLbIO OAHOr0 KOMMyTaTopa, KOTOPbIN Ha3blBAETCH MEHeAXKepoM Knactepa.
YT106bI KOMMYTaTOPbI MO/ B3aUMOAENCTBOBATL APYr C APYrOM, OHU AOMXHbI 6bITb NOAKIIOYEHbI
HanpsMyl 1 NpuHagnexaTb K ogHon rpynne VLAN.

Tabnuua 167 Cneuundukaumn yrnpasneHus knacrepamm ZyXEL

MakcuManbHoe KOJIMYeCTBO Y1IEHOB 24

Knacrtepa

Mogaenu uneHoB knacrepa [JomkHbl 6bITb COBMECTUMBI C peanusaumen ynpasneHums
Knacrepamu ZyXEL.

MeHeaxep knacrtepa KoMMyTaTop, € NOMOLLbIO KOTOPOro OCYLEeCTBNSETCS
ynpasneHne ApyrmmMm KOMMyTaTopaMu.

YneHbl KnacTepa KoMMyTaTophbl, ynpasrieHne KOTOPbIMU OCYLLECTBASIETCSA Yyepe3
KOMMYyTaTop-MeHeaXep Kjactepa.

B naHHOM npumepe KoMMmyTaTop A, CTOSLWLMA B noaBane, ABNAETCA MEHEOXEPOM KacTtepa, a
OCTaJibHblE KOMMYTATOpPbl Ha BEPXHUX 3TaXaX 34aHUA — YNeHaMn Knacrtepa.

PucyHok 250 [lpumep peanusauunmn Knacrepa

X

ﬁ\

Jdddé

¥
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naBa 41 YnpaBneHue knacrepamu

41.1.1 O yem paccKka3sbiBaeTCcA B 3TOM rnaBse

¢ C nomoubtlo a3kpaHa Cluster Management (pa3sa. 41.2 Ha cTp. 370) MOXHO YBUAETb POSb
KOMMyTaTopa B KfacTepe W Noay4yuTb AOCTYN K web-kKoHburypaTopy KOMMyTaToOpoB, SBSIIOLLNXCS
yfeHaMu Knacrepa.

e C nomowebto 3kpaHa Clustering Management Configuration (pa3a. 41.1 Ha cTp. 369) MOXHO
HaCTpOMTb NapaMeTpbl YNpaBieHUs KiacTepoM.

41.2 CocTosiHMe ynpaBJrieHUs1 KnacTepom

C noMoLLbto 3TOro 3KpaHa MOXHO YBWUAETb POJib KOMMyTaTopa B KflacTepe M MosyyYuTb JOCTYN K
web-KoHbWIrypaTopy KOMMYTaTOpOB, SBASIOWMNXCS YeHaMu KnacTepa.

YT06bl 0TO6Pa3NTbL NOKasaHHbIN HUXe 3KpaH, BbibepuTe B HaBMraunoHHon naHenn Management >
Cluster Management.

MNpuMeyaHue: Y knacrtepa MoXeT 6biTb TONIbKO OAMH MEHEAXep.

PucyHok 251 DkpaH Management > Cluster Management: Status

[ & ustering Management Status Configuration
Status Manager
Manager 00:13:49:00000:02

Index
E

The Humber Of Member =1

00:alcs01:23:46 G5-2024 Online

MacAddr Hame Model Status

Mons akpaHa onucaHbl B crieayrowen Tabnuue.

Ta6nuua 168 DkpaH Management > Cluster Management: Status

NMOnE OMNMUCAHUE
Status B 5TOM none oTpaxaeTtcs posib 4aHHOro KOMMyTaTOpa BHYTpM Kiacrepa.
Manager - MeHeaxep
Member - uneH (oTobpa)kaeTcsl, ecn AOCTYN Ha 3TOT 3KpaH OCyLLeCcTBsleTCs
HenocpeACTBEHHO Yepes Y/leHa KnacTepa, a He ero MeHeaxepa)
None - KOMMyTaTOp He SIBASETCA HU MEeHeAXepOoM, HW YNEeHOM KnacTtepa
Manager B 3ToM nosie otobpaxaetcs annapaTtHblit MAC-agpec KOMMyTaTopa-MeHeaXXepa knacrepa.
The Number of | B 3ToM none oTobpa)kaeTcs KONMYecTBO KOMMYTaTOpPOB B AAHHOM Knactepe. B cneaytowmnx
Member rnonsiX onucaHbl KOMMyTaTOPbI-Y/EeHbl KlacTepa.
Index KoMMyTaTopamu-uneHamum knacrepa MOXHO YrNpaBisiTb Yepe3 KOMMyTaTop-MeHeaxep.
Kaxabin Homep B ctonbue Index npeacrasnser cobor rmnepccbiiky Ha web-koHdurypatop
KOMMYyTaTopa, sBASOLErocs YieHoM knactepa (cM. puc. 253 Ha cTp. 373).
MacAddr B 3ToM none otobpaxaeTtca annapaTtHblii MAC-agpec KOMMyTaTOpa-uieHa knacrepa.
Name CuctemHoe nms (System Name) uneHa knacrtepa.
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maBa 41 YnpasneHue knacrepamu

Ta6nuua 168 DkpaH Management > Cluster Management: Status (npozomxeHue)

MOnE ONMUCAHUE
Model B sTOM none otobpaxaeTcsa HazBaHMe MOAENN.
Status B sTOM none otobpaxaeTcs 04HO U3 CeAyoLWnX COCTOSHUI:

Online (uneH knNacTepa AOCTYNeH)

Error (owunbKa; HanpuMep, Naposb AOCTYNa K KOMMYTaTopy-ufeHy Kracrepa U3MEeHWUsICs Uin
KOMMYTAaTOp CTasl MEHEIXXEPOM U MOKUHYJ CMIMCOK YSIEHOB U T.4.).

Offline (komMmmyTaTop oTKAO4eH — cocTossHne Offline Bo3HMKaeT NnpuMepHO Yepes NonaTop.l
MWHYTbI NOC/e TOro, Kak KaHan MexAay YJeHOM KnacTepa U MeHeA)XepoM pa3pbiBaeTcs)

41.3 HacTtpowuka ynpaBrieHUs Knactepamm

[aHHbI 3KpaH NCNONb3yeTCcs ANS HAaCTPOMKKM ynpaBneHus knacrepamu. Ytobbl OTKPbITh
NpuUBEAEHHbIN HUXe 3KpaH, HaxMnTe Management > Cluster Management > Configuration.

PucyHok 252 DkpaH Management > Cluster Management > Configuration

[ @) Clustering Management Configuration Status
Clustering Manager:

Active v

Hame IMaster

VD I1

Applyl Cancel |

Clustering Candidate:

00:a0:ch:01:23:46/G5-2024f

bt (222e2? )

Password

Addl Cancell Refresh

Intdex MacAddr Naine Model Remove

Remove | Cancel |
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naBa 41 YnpaBneHue knacrepamu

Mong skpaHa onucaHbl B CJ'IED,y}OLI.I,Eﬁ Tabnuue.

Tabnuua 169 >SkpaH Management > Cluster Management > Configuration

MNONE

OMUCAHUE

Clustering Manager

Active

YcTtaHoBuTe nepekntoyatesnb Active, 4Tobbl 3TOT KOMMYTaTOp CTan MEHEAXKEPOM
Kknactepa. Y knacrtepa MOXeT 6bITb TOIbKO OAMH MeHeaxep. OcTasnbHble
(noakntoYeHHble HanpsIMyt0) KOMMYTaTOpbl, HA3HAYeHHblE MeHeaXXepaMun Kractepa, He
6yayT otobpaxatbcs B cnucke Clustering Candidates. Ecnu kommyTaTop paHee 6bin
YNeHOM KnacTepa, a 3aTeM 6bl1 Ha3HaYeH MeHeAXXepPOoM KiacTepa, TO ero COCTosiHue
Status Ha skpaHe Cluster Management Status moxeT oTobpaxaTbcs kak Error
(«Owmnbka»), a B COOTBETCTBYIOLLEN CTPOKE B UTOFOBOM CIMMCKE YJIEHOB KJlactepa
nosiIBUTCS 3Ha4YoK npeaynpexaeHns (/4 ).

Name

BBeauTte nmsa, no KOTOPOMY MOXHO 6yaeT naeHTMdMUMpoBaTh MeHeaXXep Knactepa
(Clustering Manager). MoXxHO UCNonb30BaTb A0 32 oTobpaxaeMblX CUMBOIOB
(npobenbl gonyckatTcs).

VID

NaoeHTudukaTtop VLAN, n OH AOCTYMeEH TO/IbKO B TOM C/lyyae, €C/ii KOMMYyTaTOpoM
MCNONb3YIOTCHA BUPTYyasbHble noKasbHble ceTn Tuna 802.1Q. KommyTaTopshl,
npuHaanexalmne K 04HOMy KiacTepy, AO/KHbI 6bITb NOAKIOYEHDBI HAMPSMYIO U
npuHaanexartb K ogHou rpynrne VLAN. KoMMyTaTopbl, KOTOpble HEe NpuHaanexaT K
oaHow rpynne VLAN, He 6yayT otobpaxaTtbcs B cnncke Clustering Candidates. Ecniun
Ha KOMMyTaTope-MeHeaxepe knactepa (Clustering Manager) ncnonb3yoTcs
BUpPTYyasibHble IoKaNbHble ceTu Ha ocHoBe nopTtoB (Port-based), aaHHoe none 6yaeT He
AKTUBHO.

Apply

Haxxmute Apply, 4TO6bI COXpPaHUTb N3MEHEHUS B ONEPaTUBHOW NaMATWU KOMMyTaTopa.
3TW HacTponkun ByayT yTepsiHbl B C/ly4ae BbIK/IIOYEHMS KOMMyTaTopa nan nepebos B
nogaye nNUTaHWs, NO3TOMY MO 3aBEPLUEHNUN HACTPOMKM HEOBXOAMMO HaXaTb Ha CCblIKe
Save B BepXHei HaBUraLuMOHHOM NaHeNn 413 COXPaHEHUS U3MEHEHW B
3HEeproHe3aBMCMMON NaMsATw.

Cancel

HaxMute Cancel, 4To6bl Ha4aTb HAaCTPOMKY Ha 3TOM 3KpaHe 3aHoBO.

Clustering
Candidate

Cnepaytolme nons OTHOCATCA K KOMMyTaTopaM, SBSOWMMCSA NOTEHUMASbHLIMU YfleHaMm
Knacrepa.

List

3aecb oTobpaxkaeTcs CNMCOK MNOAXOASLUMX KaHAMAATOB B YieHbl KnacTepa,
o6HapyXeHHbIX aBToMaTn4yeckn. KoMMyTaTopbl AONXKHbI 6bITb COEANHEHbI HaNpPsIMYHo.
Hanpsmyio noaknoveHHble KOMMYTaTOpbl, HA3HaYeHHblE MeHeaXXepaMu KnacTtepa, B
cnucke Clustering Candidate oto6paxaTtbcs He 6yayT. KoMMyTaTopbl, KOTOpblE He
npuHaanexaTt K ogHon rpynne ynpasnenus VLAN, B cnucke Clustering Candidates
TakXxe oTobpa)kaTbCsl He byayT.

Password

Maponb Kaxaoro YneHa knacrtepa — 3TO Naposib ero web-koHdurypartopa. Beibepute
uneH knactepa B cnucke Clustering Candidate v BBeante naponb ero Web-
KoHdbUrypatopa. Ecnm nocne sToro agMMHMUCTpaToOp TOFr0 KOMMyTaTopa U3MEHUT Naposb
Web-koHburypatopa, To ynpasnisiTe KOMMYTaTOPOM C MeHeAXepa Kjiactepa CTaHeT
HEBO3MOXHO. B 3ToM cnyyae ero coctosiHne Status Ha skpaHe Cluster Management
Status 6yaeT oTobpaxaTtbcst kak Error («Owmnbka»), a B COOTBETCTBYHOLLEN CTPOKE B
UTOrOBOM CMMCKE YIEHOB KiacTepa MosBUTCA 3HAYOoK npeaynpexaeHnsa (/4 ).

Ecnu y HeCKONbKUX YCTPOICTB OAMHAKOBbLIN Naposib, TO UX MOXHO BbiOpaTb, yaepXuBas
HaxaTol knasuwy [SHIFT]. 3aTem BBeanTe nx obwmn naponb Web-koHdurypatopa.

Add

Haxmunte Add, 4TO6bI COXpPaHUTbL M3MEHEHUS B ONepaTMBHOM NaMsaATM KOMMyTaTtopa. 3Tu
HaCTpOMKKN 6yayT yTepsiHbl B C/ly4ae BbIK/IIOYEHUS KOMMyTaTopa unu nepebos B nogadve
nuTaHuWs, NO3TOMY MO 3aBepLUEHUN HAaCTPOMKK HEOH6XOAMMO HaXxkaTb Ha CCblifike Save B
BEpPXHEW HaBUraLuMOHHOM NaHenn AN COXpaHEHUS U3MEHEHUI B SHEeproHe3aBUCMMON
namsaTw.

Cancel

Haxmunte Cancel, 4To6bl Ha4YaTb HAaCTPOMKY Ha 3TOM 3KPaHe 3aHOBO.

Refresh

HaxxmuTe kHonky Refresh, uTo6bl NPOBECTU MOMCK MOTEHUMASbHBIX KaHANAATOB B
yfieHbl KnacTepa eule pas.

B cnepytowen ntoroson tabnuue otobpaxaetcs nHbopMaunsa 0 HaCTPOEHHbIX YeHax Knacrepa.
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maBa 41 YnpasneHue knacrepamu

Ta6nuua 169 DkpaH Management > Cluster Management > Configuration (npogonxeHue)

MOnE ONMUCAHUE

Index MopsiAKOBbIN HOMEpP KOMMYyTaTopa-y/ieHa Knacrepa.

MacAddr B sToM none otobpaxaetcsa annapaTHbii MAC-aapec KOMMyTaTopa-y/iieHa knacrepa.

Name CucrtemHoe nmsa (System Name) uneHa knacrepa.

Model Ha3BaHue mogenu KoMMyTaTopa-ysieHa knacrepa.

Remove YcTaHOBWTE 3TOT Nepek/toyaTesb U HaXXMuTe KHoMKy Remove, 4tobbl yaanutb
KOMMYyTaTOp-4/ieH 13 KnacTepa.

Cancel Haxxmute Cancel, 4To6bl Ha4aTb HACTPONKY Ha 3TOM 3KpaHe 3aHOBO.

41.4 CnpaBo4Hasa TexHu4YeckKasa nHdopmauus

3TOo pasaen CoaepXXUT AOMNONHUTENbHYIO TEXHUYECKY0 MHDOPMaLUIo NO BonpocaM, 06CyXaaeMbIM B
TEKYLEN rnaBse.

41.4.1 YnpaBrneHue KOMMyTaTopaMu-4rieHaMu Knacrepa

OtkponTe akpaH Clustering Management Status Ha KoMMyTaTOpe-MeHeaxepe knactepa, 3aTtem
HaXXMuUTe Ha runepccoiiky Index B cnucke 4neHoB, YTO6blI OTKPbLITb AOMALLHIOW cTpaHuuy Web-
KOHMUrypaTopa 3Toro yneHa knacrepa. jomawHsaa ctpanmua Web-koHdurypaTtopa uneHa knacrepa
OT/INYaeTCa OT AOMalUHEN CTPaHMLbl KOMMyTaTopa, AOCTYN K KOTOPOMY OCYLLECTBNSIETCS HanpsiMyto.

PucyHok 253 YnpasneHue knactepoM: akpaH Web-koHdurypaTtopa uneHa knacrepa

B Status B Logout H Help

— e

_Reuting Protecel ) Basic Setting Advanced Applicati Routing Protocol Management
Management System Info VILAN Static Route Setup Diagnostic
- A General Setup Static MAC Forward MAC Table
Switch Setup Spanning Tree Protocol ARP Table
Y Mairteriance IP Setup Bandwidth Control Port Status
N - F Port Setup Broadcast Storm Control
PEECL Mirroring
Cluster Management Link Aqaraaation
Link Aggregation
MAC Table Port Authentication
ARP Table Port Security HpI/IMep
Access Control
DiffServ
HpI/IMep Queuing Method

41.4.1.1 3arpy3ka BCTPOEHHOro nporpamMmMHOro o6ecne4eHmss Ha KOMMyTaToOp-4rieH
Knacrtepa

3arpy3suTb BCTPOEHHOE NPOrpaMMHoe obecreyeHne Ha KOMMYTaTop-uieH KiacTepa Yepes MeHeakep
Knactepa MOXHO nocpeacTteoM FTP, kak nokasaHo Ha cieaylolleM npumepe.
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naBa 41 YnpaBneHue knacrepamu

PucyHok 254 [IpuMep: 3arpy3ka BCTPOEHHOro NporpaMMHoOro o6ecnevyeHnss Ha KOMMyTaTop-UsieH
Knacrepa

C:\>ftp 192.168.1.1

Connected to 192.168.1.1.

220 xommyTaTop FTP version 1.0 ready at Thu Jan 1 00:58:46 1970
User (192.168.0.1: (none)): admin

331 Enter PASS command

Password:

230 Logged in

ftp> 1s

200 Port command okay

150 Opening data connection for LIST

——W-—W——W-— 1 owner group 3042210 Jul 01 12:00 ras

—ITW-XW—YW-— 1 owner group 393216 Jul 01 12:00 config

——W-—W-——W-— 1 owner group 0 Jul 01 12:00 fw-00-a0-c5-01-23-46
“ITW-XW-rw-— 1 owner group 0 Jul 01 12:00 config-00-a0-c5-01-23-46

226 File sent OK

ftp: 297 bytes received in 0.00Seconds 297000.00Kbytes/sec.
ftp> bin

200 Type I OK

ftp> put 410AAHWO.bin fw-00-a0-c5-01-23-46

200 Port command okay

150 Opening data connection for STOR fw-00-a0-c5-01-23-46
226 File received OK

ftp: 262144 bytes sent in 0.63Seconds 415.44Kbytes/sec.
ftp>

HekoTopble napametpbl FTP onucaHbl B cnegytowen tabnuue.

Tabnuua 170 TpuMmep 3arpy3knM BCTPOEHHOro NporpaMMHoOro obecneyeHus Ha 4YaeH Knacrepa
nocpeacrtsom FTP

NMAPAMETP FTP ONMUCAHUE

User Beeante «admin».

Password Maponb Web-koHdburypatopa no ymonuyaHmio — «1234».

1s BBeauTte 3Ty KOMaHAy, 4TO6bI BLIBECTM Ha 3KpaH MMeHa dannos

BCTPOEHHOr0 NPOrpaMMHOro obecreyeHns n KoHbUrypaumum KomMyTaTopa-
ufieHa Knacrepa.

410AAHWO .bin Nma darina BCTPOEHHOro NporpaMMHOro obecrneyeHuns, KOTopblin
3arpyaeTcsl Ha KOMMyTaTOp-4YJieH KnacTepa.

fw-00-a0-c5-01-23-46 Mms darina BCTpoOeHHOro nporpaMMHoro obecneyeHms yneHa kKriacrepa B
TOM BuAe, B KOTOPOM ero BOCMpUHUMAET MeHeaXep Kriactepa.

config-00-a0-c5-01-23-46 | Ma daina KoHpuUrypaumm 4neHa Knacrepa B ToM BUAe, B KOTOPOM €ro
BOCMPUHMMAET MeHeaxXep KnacTepa.
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Tab6nuua MAC-agpecoB

42.1 O630p Tabnuubl MAC-agpecoB

B paHHOM rnaee onucaH skpaH HacTponku Tabnuubsl MAC-agpecos MAC Table.

Ha skpaHe HacTporku Tabnnubl MAC-agpecos MAC Table (koTopyto elle Ha3biBaloT 6a30M AaHHbIX
dunbTpaumnmn) MOXHO yBUAETb, KakmuM 06pa3oM Kaapbl MNepechbinarnTcs Uan GUabTpyTCa Ha nopTax
KoMMyTaTopa. Ha aToMm akpaHe oTobpaxaeTtcs, Ha Kakoi nopT (nopTtbl) nepenaetcs MAC-aapec
KaKoro ycTporncTea, npuHagnexatwero K kakon ns rpynn VLAN (ecnv oHu onpegeneHsbl), U 9BAseTcs
nn MAC-agpec guHaMmyeckmm (NoayYeHHbIM KOMMYTAaTOPOM) UKW CTaTUYECKUM (BBEAEHHbIM
BPYYHYIO Ha 3KpaHe HacTpoek Static MAC Forwarding).

42.1.1 O yem paccka3blBaeTcs B 3TOU rnaBe

C nomouwbto akpaHa MAC Table (pa3a. 42.2 Ha cTp. 376) MOXHO NPOBEPUTL, SABMSETCS Nn
onpeaeneHHbii MAC-agpec AMHAMUYECKUM UTN CTaTUUYECKUM,

42.1.2 Y10 HEeOOXOAUMO 3HaATh

YT06bI ONpeaennTb, Kyaa HanpaBasaTb Kaapbl, KOMMYyTaTop nonb3yetcs Tabnnuen MAC-agpecos. CM.
cneayrowmn pucyHok.

[aHHbI KOMMYTaTOp U3y4aeT NONYYEHHbIN Kaap U 3anoMUHAET NOPT, HA KOTOPbLIN Npullen 3ToT
MAC-agpec NCTouyHuKa.

3aTeM KOMMYyTaToOp nposepsieT, cooTBeTcTBYEeT 1M MAC-agpec Ha3HavyeHus aTtoro kagpa MAC-agpecy
MUCTOYHMKaA, yXXe umetowemycs B Tabnmue MAC-agpecos.

e Ecnn koMMyTaTOpy yXe nssecteH nopt ansa atoro MAC-aapeca, ToO OH HanpasnsieT Kagp Ha 3ToT
nopr.

e Ecnu KoMMyTaTopy ellle He U3BEeCcTeH NopT Ang 3toro MAC-agpeca, To Kaap HanpasfseTcsa Ha Bce
nopTbl cpa3y. Ecnu Taknm o6pa3oM HanpasnAaeTca CAUWKOM MHOIO KaapoB, TO MPOUCXOANT
neperpyska ceTwu.

e Ecnun KOMMYTaTOpY Yy>e usBecTeH nopT aAnsa MAC-agpeca, 1 nopT HasHauYeHMsa COBMNaAaeT C MOpPToM
WCTOYHMKA, TO STOT Kaap OTOpachiBaeTcs.
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maea 42 Tabnuua MAC-agpecos

PucyHok 255 Cxema paboTtbl Tabnunubl MAC-agpecos

!

Het afipec Ha3HaueHus
ecTb B Tabnuue MAC-

agpecos?

Mepecnatb Ha

BCE MopTbl WNexopawmin

nopT oTIMyaeTcs
OT BXOAfALLEero
nopra?

Het

OT16poCcnTL Mepecnatb Ha
Kagap ncx. nopT

42.2 Mpocmotp Tabnuubl MAC-agpecoB

C rMoMoLbio 3TOro 3KpaHa MOXHO MPOBEPUTb, ABMSETCS NN AaHHbIM MAC-agpec AMHaAMUYECKUM NN
CTaTUYeCKuM.

YT10o6bl 0TO6pa3nTb NOKa3aHHbIM HMXE 3KpaH, BbibepuTe B HaBuraumoHHom naHenu Management >
MAC Table.

PucyHok 256 >SkpaH Management > MAC Table
L @) WAC table ]

= Al
€ static B _ B
Condtion emacl Gl Gl L L
v |
' Port |
Sort by [mac =

& Dynamic to MAC forwarding
" Dynamic to MAC filtering

Transfer Type

Search Transfer | Cancel |

Index MAC Address viD Port Twpe
j D_D;DQ:e!a:.1“EI:D_1:T3_ 1 2? dynam!p
2 00:00e8:Fe14:80 1 28 dynarmic
3 00:02/23:56:16:90 1_ 7 dymarmic
4 00:02:e3:57ealc 1 27 dynarmic
] 00:04:80:90:78:00 1 a7 dynarnic
; 000038 ca:arh2 ! 7 dynamic
L L AOEREL LT A O il
8 - DUERIBUERA0 ! S AOTRITIE,
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naBa 42 Tabnuua MAC-agpecos

Mong skpaHa onucaHbl B CJ'IED,y}OLI.I,Eﬁ Tabnuue.

Ta6bnuua 171 SkpaH Management > MAC Table

MNONE

OMUCAHUE

Condition

YcTaHOBMTE OAMH U3 paauonepektoyaTenen n Haxmmute kHonky Search, 4to6bl 0TOH6pas3nTL
TONbKO T€ AaHHble, KOTOPble COOTBETCTBYIOT YKa3aHHbIM KPUTEPUSM.

Bbi6epuTte onuuto All, yTo6bI NOKasaTb 6y 3annck B Tabnmue MAC-agpecos
KOMMyTaTopa.

BbibepuTte onuuto Static, ytobbl nokasaTb 3anncu MAC-agpecoB, co34aHHbIe BPYUHYHO Ha
KOMMyTaTope.

BbibepuTte onuuto MAC 1 BBeauTe B cooTBeTCcTBYHOWEM none MAC-aapec, 4tobbl oTo6pasnTb
3anucb Ang ykasaHHoro MAC-agpeca.

BbibepuTte onuuto VID 1 BBEAMTE B COOTBETCTBYHOLWEM None naeHtnudukatop cetn VLAN,
uT06bl 0TO6pasnTb 3anuckn ana MAC-agpecoB, NpuHaanexalwmx ykasaHHon cetn VLAN.

Bbi6bepuTte onuunto Port n BBeanTe B COOTBETCTBYHOLEM MOJSIe HOMEP NopTa, YTOo6bI
oTobpasuntb MAC-aapeca, nepecblflaeMble Ha YKa3aHHbIM NopT.

Sort by

BbibepuTte, kaknm 06pa3omM KOMMyTaToOp AOXKEH 0TO6Pas3uTb M yNnopsAoYUTb AaHHbIE B
cBOAHOM Tabnuue, NnpnBeAEHHON HMXeE.

BbibepuTte onumnto MAC, 4Tobbl 0TO6pa3nTb M yNnopsaounTb AaHHble no MAC-aapecy.

BbibepuTte onuuto VID, 4Tobbl 0TO6pasnTb M ynopsiaoumTh AaHHbIE MO NMPUHAANEXHOCTU K
rpynne VLAN.

BbibepuTte onuunto PORT, uTo6bl 0TO6pasnTb 1 ynopsaoymTb AaHHble MO HOMepy nopTa.

Transfer Type

BbibepuTte onumto Dynamic to MAC forwarding v HaxmuTe kHonky Transfer, 4To6bI
caenaTtb BCe AMHAMUYECKM NoslyyeHHble 3anmcn MAC-aapecos, NpUCYTCTBYIOLIME B CBOAHOM
Tabnuue HWxe, cTaTMY4eCcKMMU. DTN 3anncK NoaBATCS Ha skpaHe Static MAC Forwarding.

BbibepuTte onuunio Dynamic to MAC filtering v HaxmuTe kHonky Transfer, 4To6bl
nepeHecTn Bce ANHAMUYECKN NosnyyeHHble 3anucn MAC-aapecos, NpUCyTCTBYOWNE B
cBOoAHOM Tabnuue Huxe, B 3anucy punbtpaumm no MAC-agpecam. 3Tu 3anucu 6yayT
oTobpaxaTbcsa TONbLKO Ha 3KkpaHe Filtering, n gelictBuem dunbTpaunmn No yMonvaHuio ans
Hux 6yaet Discard source.

Cancel

HaxmMunte Cancel, 4To6bl BEPHYTHCA K COXPAHEHHbIM 3HaYEeHMAM MNONEN.

Index

MopsAKoBbI HOMEP BXOAALWEro Kaapa.

MAC Address

MAC-agpec ycTpoicTBa, € KOTOporo npubbin BXOAALNI Kaap.

VID

pynna VLAN, KOTOpOW NpuHaanexuT AaHHbIA Kaap.

Port

370 none otobpaxaeT NopT, Ha KOTOPbIN NepecblNaeTca yKasaHHbIn Bbile MAC-agpec.

Type

B 3ToM none otobpaxaetca Tun MAC-agpeca - dynamic (AMHaMUYeCcKuii, To ecTb
nony4yeHHbIn KoMMyTaTopoM) nnu static (ctatnyeckmin, To eCTb BHECEHHbIN BPYYHYIO Ha
s3kpaHe Static MAC Forwarding).
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43

Taobnuuya ARP

43.1 O630p

B paHHoM rnaee onucaHa Tabnunua npoTtokona paspeweHus agpecos (ARP).

MpoTokon paspelwenuns agpecos (ARP) — 3To NpoToOKO, NpegHa3HavYeHHbI AN onpeaenenms
cooTBeTCcTBMA Mexay IP-agpecoM u pusnyeckmMm agpecom MallmHbl, TaKXKe U3BECTHbIM KaK agpec
ynpasneHus gocTyrnom K cpeae, wnn MAC-agpec, B /IOKanbHOM ceTu.

OnvHa IP-agpeca (Bepcuu 4) coctasnseTt 32 6uta. B nokanbHol cetu Ethernet gnnHa MAC-agpeca
coctaBnset 48 6uT. Tabnuua npotokona ARP onpeaensieT COOTBETCTBME MexAay KaxabiM MAC-
ajpecoMm n cooTBeTCTBYOWMM eMy IP-agpecoM.

43.1.1 O yem paccka3sbiBaeTcs B 3TOM rnaBse

C nomouwbto skpaHa ARP Table (pa3a. 43.2 Ha cTp. 378) MOXHO 03HAaKOMUTbLCSH C Tabnuuen
cooTBeTCcTBMA Mexay IP-agpecamn n MAC-agpecamu.

43.1.2 Y10 HEe0OXO0AUMO 3HATb

Korpa Bxoaswmi nakeT, npegHa3HayYeHHbI AN XOCT-YCTPONCTBA B SIOKaNbHOM CeTu, NpmbbiBaeT Ha
KOMMyTaToOp, nporpamma npotokona ARP Ha koMMyTaTope uweT ero B Tabnuue ARP 1, ecnn agpec
obHapyxeH, oTnpaBfAseT nakeT Ha YCTPOUCTBO.

Ecnv ansa IP-agpeca He HanaeHo 3anucu, npotokos ARP HanpaBAseT WWUPOKOBELWATEeNbHbIA 3anpoc
BCEM YCTPOMCTBaM B JIOKaNbHON ceTu. [laHHbIi KOMMYTaTOP 3anosiHaeT noss ero cobcrBeHHbix MAC-
agpeca n IP-agpeca B agpece oTnpaBuTens, a 3aTeM BHOCUT U3BECTHbIN IP-aagpec nonyyatens B
cooTBeTCTBYOLWEM nosie. Kpome Toro, KOMMyTaTop 3anosiHseT eamHuuamm none MAC-agpeca nyHkTa
Ha3HaudeHus (FF.FF.FF.FF.FF.FF — agpec ans wupokoBeLwaTenbHbiX coobueHnn B cetn Ethernet).
OTBeuvatoLlee ycTpoicTeo (YCTPOMCTBO C MCKOMbIM IP-agpecom nnum mappyTtusaTtop, KOTOPOMY
M3BeCTEeH NyTb K HEMY) 3aMeHseT LWMpoKoBeLlaTebHbIN agpec Ha cBo MAC-agpec, MeHsieT
MecTaMu napbl OTNpaBuTeNb-noslydaTeb U OTNpaBnseT 0AHOAAPECHbI OTBET HENOCPeACTBEHHO
MalwunHe, npucnaswen 3anpoc. MNpotokon ARP obHoBnseT Tabnmuy ARP ans aanbHenwmx
obpalleHunii 1 3aTeM OoTNpaB/sieT NakeT Ha oTBeTMBLWMIN MAC-agpec.

43.2 MpocmoTtp Tabnuubl ARP

C nomouwbio Tabnuubl ARP MOXHO 03HAKOMUTLCSA C COOTBETCTBMAMU Mexay IP-agpecamu n MAC-
ajpecamu 1 yaanuTb KOHKpPEeTHble AMHaMmnyeckne 3anucu ARP.
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naBa 43 Tabnuua ARP

BbibepuTe B HaBuraumoHHorn naHenn Management > ARP Table, uTo6bl OTKPbITH 3KpaH,
n306paxKeHHbIN Ha PUCYHKE HUXe.

PucyHok 257 DkpaH Management > ARP Table

L @) ARP lable ]
@ All
Condition IP Address 0.0.0.0
Port
Flush || Cancel
Index IP Address MAC Address VID Port Ags(s) Type
1 192 168.1.11 00:1e:0b:24:f8:93 1 47 280 dynamic

Mong skpaHa onucaHbl B CJ'IED,y}OLI.I,Eﬁ Tabnuue.

Tabnuua 172 SkpaH Management > ARP Table

MOnE OMNMUCAHUE
Condition BbibepuTe cnocob, ¢ MOMOLLbIO KOTOPOro KOMMYTaTOp AO/MKEH yAansTb 3anvcu ARP nipu
HaxaTtuun kHonku Flush.
Bbi6epute onuuto All, 4yTobbl yaanuTb BCce AMHaAMMYeckue 3anmcu s Tabnmubl ARP.
Bbibepute onuuio IP Address 1 Beeaute IP-agpec, utobbl yaanutb BCe AMHaAMUYyeckue
rnoJlydeHHble 3anncuK, coaepxallme ykasaHHbii IP-agpec.
Bbibepute onumio Port n BBeanTe Homep nopTa, Y4Tobbl yAaAUTb AMHAMUYECKUE 3anncum,
noslyYeHHble Yyepes3 yKa3aHHbIN nopT.
Flush Haxmunte kHonky Flush, 4ytob6bl yaanutb 3anmucm ARP B cOOTBETCTBMM C YKa3aHHbIMU
YCNOBUSIMU.
Cancel Haxmunte kHonky Cancel, yTo6bl BEpHYTb 3Ha4YeHMS B NOMAX K 3aBOACKMM HacTpoikam no
YMOIYaHMIo.
Index MopsaakoBbIi HOMep 3anucu B Tabnvue ARP.
IP Address 3710 none coaepxut IP-aapec ycTponcTBa, NOAKIOYEHHOIO K MOPTY KOMMYyTaTopa C

cooTBeTCcTBYIOWMM MAC-aapecoM, yKa3aHHbIM HUXE.

MAC Address

MAC-aapec ycTpoicTBa C COOTBETCTBYHOWMUM eMy IP-aapecom.

VID

370 none nokasbiBaeT naeHTndukatop cetm VLAN, KOTOpPOM NPUHAANEXUT AaHHOe
YyCTPOWCTBO.

Port 3TO nose nokasbiBaeT MopT, K KOTOPOMY MOAKJI0YaETCsl YCTPOMCTBO. 3HadyeHne CPU
O3Havaert, yuTo 3ToT IP-aapec asnsaerca IP-agpecom ynpassieHus KoMMyTaTopa.

Age(s) 3T0 noJsie Noka3bliBaeT, CKOJIbKO BpeMeHM (B CeKyHAAX) 3arnncb MOXET oCTaBaTbCa B Tabnuue
ARP, noka oHa He ycTapeeT u He notpebyeT o6HOBNeHMs. 3HayeHe 0 B 3TOM none
COOTBETCTBYET CTaTUYECKOM 3anucu.

Type 370 nose ykasbiBaeT Ha Tun IP-agpeca - AMHaMuyeckuii (NoslyyeH KOMMYTaToOpoM) Uan

cTaTuyeckui (cospaH Bpy4dHyto Ha akpaHe Basic Setting > IP Setup wnu Ha skpaHe IP
Application > ARP Setup > Static ARP).
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Tabnuua MTU nyten

44.1 O630p Tabnuubl MTU nyTten

B sTon rnaee onucaHa tabnuua MTU nyTen IPv6.

MakcuManbHbIN pa3mep naketa (B 6ainTax), KOTOpbIN MOXeET 6bITb NepedaH No KaHany AaHHbIX,
Ha3sbiBaeTcsa Maximum Transmission Unit (MTU). JaHHbIN KOMMYTaTOp MCNosb3yeT NpoTokon Path
MTU Discovery anst obHapy>xeHunsa MTU nyTel, TO eCTb MMHMManbHOro MTU 13 Bcex KaHasioB Ha NMyTn
K Y31y Ha3HauyeHus. Ecnn nocne oTnpaBku nNaketa KOMMyTaTop nony4yaet coobweHne 06 ownbke
ICMPv6 Packet Too Big, To oH dhparMeHTMpYET CrieayowWwnii NakeT B COOTBETCTBMN CO 3HAYEHUEM
MTU, ykasaHHbIM B coobLieHnn 06 owmnbke.

44.2 MpocmoTtp Tabnuubl MTU nyten

C NoOMOLLbIO 3TOr0 3KpaHa MOXHO NpocMoTpeTb MHdopmMauuio 06 MTU nyten IPv6 Ha komMmyTaTope.
BbibepuTe B HaBuraunoHHon naHenn Management > Path MTU Table, 4uTo6bl 0TKpbITE 3KpaH,
n306paxeHHbI Ha 3KpaHe HUXe.

PucyHok 258 SkpaH Management > Path MTU Table

@ Path MTU Table

Path MTU aging time : 10 minutes
Index

Destination Address MTU Expire

Mons akpaHa onucaHbl B creayrowen Tabnuue.

Ta6nuua 173 DkpaH Management > Path MTU Table

MONE

OMNMUCAHME

Path MTU
aging time

3TO0 nose NoKasbIBaeT, CKOJIbKO BPEMEHU B CEKYHAAX 3anuncb MOXET OCTaBaTbCs B Tabnuue
MTU nyTei, noka oHa He ycTapeeT u He noTpebyeT 06HOBEeHMUS.

Index

3710 none otobpaxkaeT NOpPSAKOBbIN HOMEp 3anucu B Tabnuue.

Destination
Address

370 none nokasbliBaeT aapec HasHadeHusa IPv6 Ansa Kaxaoro NyTu/KaXkaon 3anucu.

MTU

OTO none nokasbiBaeT 3Ha4yeHne MTU Ansa KkaHanos Ha nyTw.

Expire

3T0 None nokasbiBaeT, CKOIbKO BPEMeEHU (B MMHYyTaX) 3arnncb MOXET ocTaBaTbCs B Tabnuue
MTU nyTen, Noka OHa He ycTapeeT 1 He noTpebyeT o6HOBNEHUS.
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HacTponka knoHupoBaHus

45.1 OO630p

B AaHHOI rnaBe onncbIBaeTCsi BO3MOXHOCTb KOMMPOBaHUSA HAaCTPOeK OAHOMo MopTa Ha Apyrue
nopTbl.

45.2 Hactpounka KnoHMpoBaHuS

C NMOMOLbIK KJTOHMPOBaHUA MOXXHO CKOMMPOBAaTb OCHOBHbIE U paClUUPEHHbIE HaCTpOIZKI/I nopTta-
MUCTOYHUKa Ha OANH UIN HECKOJIbKO NMOPTOB Ha3Ha4deHu4d. YT06bI 0T06pa3VITb MoKasaHHbIN HUXe
3KpaH, HaxMmuTe Management > Configure Clone.

PykosogcTso none3osatens Ansa cepun GS3700 n XGS3700

381



naBa 45 HacTpolika KnoHnposaHus

PucyHok 259 3SkpaH Management > Configure Clone

Source

Port

Port Features

[ @) Configure Clone

Basic Setting

Advanced Application

Destination

| Flow Control

ntrusion Lock

| VLANAg

| VLAM1g Member

| Bandwidth Control

[T Port Security

| Broadcast Storm Control
Mirroring

[Z] Port Authentication

| Queuing Method

| IGMP Filtering

panning Tree Protocol
| Multiple Rapid Spanning Tree Protocol
| Protocol-based VLAN

| Port-based VLAN

|| Ethernet OAM

| Loop Guard

RP Inspection

[7] DHCP Snooping

| ayer 2 Protocol Tunneling
7l LLDP

PPoE I1A

| ARP Learning

| CPUProtection

| Multiple Spanning Tree Protocol
[Z1 Power over Ethernet

| SMNMP Trap

|| Green Ethernet

| Apply || Cancel |

Mong skpaHa onucaHbl B CJ'IED,y}OLI.I,Eﬁ Tabnuue.

Tabnuua 174 >SkpaH Management > Configure Clone

NMOnE ONMUCAHME

Source/ BBeauTe HOMep nopTa-uUCTOYHMKaA B nose Source. MNapameTpbl 3TOro nopTa 6yayt
Destination KOMMpOBaTbCS.

Port BeeauTte nopTbl uan nopTbl Ha3HayeHus B none Destination. Ha atn nopTel 6yayTt

CKOMMPOBaHbl MapaMeTpbl MOPTa-UCTOYHMKA. MOXHO BBECTU HECKOJIbKO HOMEPOB MOpPTOB
yepes 3anaTyto, NM60 AnanasoH NopToB Yepes aeduc.

Mpumep:
2, 4, 6 - B KayecTBe NOPTOB Ha3HAUYEHUSA UCMOSb3YIOTCA NOPThl 2, 4 U 6.

2-6 - B KayecTBe MNOpTOB Ha3Ha4YeHUs MCMoJb3YyTCS NOPThI €O 2 o 6.

Basic Setting

BbibepuTe HacTponkm nopTta (yCTaHOBMEHHbIE HA 3KpaHax OCHOBHbIX HacTpoek Basic
Setting), KoTopble 4OMKHBI 6bITb CKOMMPOBaHbI HA NOPTbl HA3HAYEHMUS.

Advanced
Application

BbibepuTe HacTponkn nopta (YCTaHOBMIEHHbIE HA dKpaHax paclMPEHHbIX NMPUIOXKEHUN
Advanced Application), koTopble f0/MKHbI ObITb CKOMMPOBaHbI HA NOPTbl HA3HAYEHUS.
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Tabnuua 174 SDkpaH Management > Configure Clone (npoaoskeHue)

NMOonEe OMNMUCAHUE

Apply Haxmnte Apply, 4TO6bl COXpaHUTb U3MEHEHUA B ONEepaTMBHOM NaMsaTU KOMMyTaTopa. OTu
HacCTpoViku 6yayT yTepsHbl B Clly4ae BbIK/KOUEHUS KOMMyTaTopa unun nepebos B nogadye
NUTaHUS, MO3TOMY MO 3aBEPLUEHUN HACTPOMKM HEOBXOAMMO HaxaTb Ha CCblike Save B
BEpPXHeW HaBMrauMOHHOW NaHesnn Ans COXpaHeHUS U3MEHEHUI B SHEProHe3aBUCMMOM NaMsATu.

Cancel Haxxmunte Cancel, 4Tobbl HaYaTb HACTPOMKY Ha 3TOM 3KpaHe 3aHOBO.
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Tabnuuya cocegHNX yCTPOUCTB

46.1 O6G30p Tabnuubl cocegHux yctponcts IPv6

B sTon rnaee pacckasbiBaeTcs 0 Tabnuue coceaHux yctponcTs IPv6.

Kaxxabln xocT IPv6 gomkeH nmetb Tabnuuy coceaHux ycTporcTs. Mpun Hanuumu agpeca, KOTopbIi
Hafo paspewunTb Uan BepnuduumposaTb, KOMMyTaTop oTrnpasnseT coobueHne Tuna «3anpoc
OOCTYMHbIX cocener». MNMpu nonyyeHnn coobuweHnsa tuna «OTBET cocefa» KOMMYyTaTOp COXpaHsAeT
aZlpec KaHanbHOro ypoBHS coceagHero ycrporcTea B Tabnuue cocegHux ycrponcts. Kpome Toro, B
Tabnuue cocegHMX YCTPOMCTB MOXHO CO34aTb CTAaTUYECKYH0 3anncb 0 cocegHeM yctponcree IPv6
BPY4YHYIO C NoMmoLLbto 3kpaHa Basic Setting > IPv6 > IPv6 Configuration > IPv6 Neighbor
Setup.

Ecnu komMMmyTaTopy Heob6xoaAMMO OTNpaBUTb NakeT, TO OH B MNepBYylo ovepeab obpallaeTcsa K Apyroi
Tabnuue, 4Tobbl onNpeaennTb cneayloWwnin nepexoa. NMocne onpeaeneHns agpeca IPv6 cneaytouwlero
nepexoga KOMMyTaTop uLweT B Tabnuue coceaHUX YCTPONCTB COOTBETCTBYIOLWMIA aapec KaHanbHOro
YPOBHSA M OTNpaBnseT nakeT, Korga coceiHee yCTPOMCTBO CTAHOBUTCS AocsraemMbiM. Ecnu
KOMMYTaTOp HE MOXEeT HalTu HYXHOM 3anucu B Tabnuue coceaHnX yCTPONCTB, unu Tpebyemoe
cocefHee yCTpONCTBO HEAOCTYMNHO, TO KOMMYTaToOp HayMHaeT NpoLecc paspelleHns agpeca. 370
NOMOraeT yMeHbLWUTb 4mcno IPv6-coobueHnin Tuna «3anpoc...» n «OTBET...».

46.2 lNMpocmoTp Tabnuubl coceaHux yctpoucTts IPv6

C NoMoLLb 3TOro 3KpaHa MOXHO NPOCMOTPeTb MHPOPMaLMIO O coceaHUX ycTponcTeax IPv6
KOMMyTaTopa. Boibepute B HaBuraumoHHon naHenm Management > Neighbor Table, uTo6bl
OTKPbITb 3KPaH, N306paxeHHbIN Ha PUCYHKE HUXeE.

PucyHok 260 SkpaH Management > Neighbor Table
&

Index Interface Neighbor Address MAC Status Type
1 WLANA fe80::219:chiffe00:1 00:19:cb:00:00:01 R L

Mons akpaHa onucaHbl B crieaylowlen Tabnuue.

Tabnuua 175 SkpaH Management > Neighbor Table

NMOnE ONMUCAHUE

Index 3710 none otobpaxaeT NOpsSAKOBbIN HOMeEp 3anuncK B Tabnuue.

Interface OTo none nokasbiBaeT naeHTudukaTop nHTepdelrica IPv6, Ha KOTOPOM CO34aH AaHHbIN aapec
IPv6 nnun yepes KOTOpbIN AOCTYMHO cocefiHee YCTPONCTBO.

Neighbor D70 none nokasbiBaeT agpec IPv6 koMMyTaTopa MM cocefHero yCcTponcTBa.

Address
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Tabnuua 175 SkpaH Management > Neighbor Table (npogonxeHue)

NMOonEe OMNMUCAHUE

MAC 3710 nosne nokasbiBaeT MAC-agpec nHtepdelica IPv6, Ha KOTOpPOM co3A4aH AaHHbIM agpec IPv6,
nnn MAC-agpec cocefiHero ycTpoincTaa.

Status 3To none nokasbliBaeT, ABAsSETCS NN nHTepdeinc IPv6 coceaHero yctponcTea gocsiraembiM. Ans
npotokona IPv6 noHsTMe «aocsaraemblri» 03HayaeT, 4To nakeT IPv6 MOXHO KOppPeKTHO
rnepecnaTtb Ha coceaHuit ysen (XoCT AN MapLlupyTU3aTop), a COCeAHEEe YCTPOMCTBO MOXET
yCnewHo nonyumTb 1 o6paboTatb NakeT. DTO Nose MOXET coAepXaTb Ceaylowme 3Ha4YeHns:
e reachable (R): NHTepdeic coceaHero ycTpoicTBa sABsSETCS AOoCsAraeMbiM (KOMMyTaTOp

MoslyyYnn OTBET Ha HayasbHbll 3anpoc).

e stale (S): lMocneaHui HTEPBaN LOCATAEMOCTU UCTEK, U KOMMYTATOp OXMAAET OTBETA Ha
HOBbIM Ha4yasnbHbIM 3anpoc. MNone oTobpaxaeT 3TO 3Ha4YeHMe U B TOM ciyyae, ecnm
KOMMYyTaTop nosy4aeT OTBET OT MHTepdenca coceaHero yCTpoucTBa npu oTCyTCTBUMU
HayanbHOro 3anpoca.

e delay (D): C coceaHMM yCTPOMCTBOM HefaBHO npoucxoamn obmeH TpadumkoM, HO B
HaCTOALNIN MOMEHT MHTepMhENC CoCceHEero yCTPOMCTBa ABNSIETCA HEAOCSraeMbiM;
KOMMYTaTop OTK/1aAblBaeT OTMpPaBKy MakeToB C 3anpocoM Ha HebonbLloe BpeMsi, YTObbI
AaTb BO3MOXXHOCTb MPOTOKO/IaM BEPXHEr0 YPOBHS ONpeaesinTb 4OCAraeMoCTb.

e probe (P): KOMMyTaTOp MOCbINAET MAKETbI C 3aNPOCOM ¥ OXWMAAET OTBETA OT COCEAHErO
yCTpONCTBa.

e invalid (IV): Aapec cocenHero yCTpoiCTBa He SBNSIETCS AOMNYCTUMbIM aapecom IPv6.

e unknown (?): CrtaTyc nHTepdgenca cocegHero yCTponcTea He yaaeTcs onpeaennTb no
KakMM-nnbo npuunHam.

e incomplete (I): BbinonHsieTcs NpouUecc paspelleHns aagpeca, Ho aApec KaHanbHOro ypoBHs
COCEAHEro YCTPOIICTBA elle He onpeaeneH. MonHbIN OTBET OT UHTEp@deca CoCeAHero
YCTPOWMCTBA He MOJy4YeH.

Type OT0 none yKasblBaeT Ha TUM COOTBETCTBMS aApecoB AN MHTepdenca coceaHero yCTponcTaa.

DTO NoJsie MOXET coAepXaTb cneayLlme 3HaYeHns:

e other (O): HM 0AMH 13 cneayrOLWNX TUMOB.
e local (L): NHTepdeic koMmyTaTopa NCNONbL3YET AaHHbIN ajpec.

e dynamic (D): CooTtBeTtcTtBune mMexay IP-agpecom n MAC-aapecoM MOXHO YCreLwHo
pa3spewunTb ¢ nomoubio npotokona IPv6 Neighbor Discovery. 3TOT NpoTOKO/ aHanormyeH
npotokony ARP (Address Resolution protocol) ans IPv4.

e static (S): Ons paHHOro nHTepdenca ykasaH ctaTu4yeckuii agpec.
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47

YcTpaHeHue Henonaaok

B paHHOM rnaee onncaHbl HEKOTOpble cnocobbl pa3spelleHns NnpobniemM, ¢ KOTOPbIMU MOXHO
CTOJIKHYTbCS NpUW 3KCyaTaummn ycTponcTea. BosmoxHble npobnembl pasgeneHbl No CNefyowmm
KaTeropusam:

e [lpobnembl C NUTaHMEM, NOAKITIOUYEHMS K YCTPOUCTBY U MHAMKATOPbI
e [lpobnembl C LOCTYNOM K KOMMYTaTOpPYy M BXOAOM B CUCTEMY
e HacTpolikn KoMmyTaTopa

47.1 NMpobnembl ¢ NUTaHUEeM, NOAKITIOYEHUA K YCTPOUCTBY
U UHAUKaTOPbI

He Bk/oyaeTcsa KoMMyTaTop. HM OAWH U3 MHOMKATOPOB HE ropwuT.

1 y6e,ClVITECb, YTO C KOMMYTATOPOM MUCMONIb3YKTCA aAanTep NMMTaHUA UIN WWHYP NUTaHNA N3 KOMMNJIEKTA
NMOCTaBKW.

2 Y6eauTechb, UTO aganTep NMUTaHMSA UK LWHYP NOAKOYEHbI K KOMMYTaTOPy U K COOTBETCTBYIOLLEMY
WUCTOUYHUKY NMUTaHUA. Y6eanTechb, YTO UCTOUHUK NMUTAHUSA BK/KOYEH M paboTaerT.

3 OTcoeauHUTE Y BHOBb NPUCOEAMHUTE aaanTep NMUTaHMSA UK LWHYP K KOMMyTaTopy.

4 Ecnm npobnema coxpaHseTcsl, obpaTuTechb K NOCTaBLUMKY.

Noput nHaukatop ALM.

1 OTcoeanHNTE N BHOBb npucoeanHnTe aganTtep NUTaHna UM WHYp K KOMMYTaTopy.

2 Ecnu npobnema coxpaHsieTcsi, 06paTUTeCh K NOCTaBLLUKY.
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[MokaszaHMA 04HOro N3 MHAMKATOPOB OT/INYAKTCS OT 06bIYHOrO.

1 T[lpoBepbTe, KAKMMU UMEHHO AO/KHbI 6bITb NOKa3aHUA MHAMKATOPA B HOPMasibHOM pexume. CM.
pa3a. 3.3 Ha cTp. 31.

2 T[lpoBepbTe NOAKIKYEHMUS K YyCTpoMcTBY. CM. pa3a. 47.1 Ha cTp. 386.

3 OcmoTpuTte kabenn Ha npeaMeT noBpexaeHuin. O6paTnTeCh K NOCTaBLUMKY ANS 3aMeHbl BCEX
noBpexaeHHbIX kabenen.

4 OTCOeAMHUTE W BHOBb NMPUCOEANHUTE afanTep MUTAHUS WM LWHYP K KOMMYTaTopy.

5 Ecnm npobnema coxpaHsieTcsi, 06paTuTech K NoCTaBLUUKY.

47.2 TMpobnembl C 4OCTYNOM K KOMMYTaToOpy U BXOAOM B
cucrtemy

3abbiT IP-agpec koMMmyTaTOpa.

1 Tlo ymonuaHuto ncnonosyetcsa IP-agpec 192.168.1.1.
2 Bocnonb3ynTecb KOHCOJIbHLIM MOPTOM AN BXOAAa Ha KOMMYTaTop.

3 Ecnu 3TO HE MOMOraeT, MOXHO C6poCUTb YCTPOMCTBO K 3aBOACKMM HACTPOMKaM MO yMon4daHuto. CM.
pa3a. 4.6 Ha cTp. 40.

3abbiTo UMS nonb3oBaTens u/mnu naposib.

1 MMa nonb3oBaTend no yMonyaHuio — admin, a COOTBETCTBYPOLIJ,Ml;'I €MY napoJ/ib No0 yMON4YaHUKO —
1234.

2 Ecnm 3TO He MOMOraeT, MOXHO COpOCUTb YCTPOMCTBO K 3aBOACKUM HACTpoMKaMm no ymosdaHuto. CMm.
pasa. 4.6 Ha cTp. 40.

HeBO3MOXXHO NOAY4YMTb AOCTYN K 3KpaHy Login Web-koHdwurypatopa.

1 Y6eautecb, 4YTO UCNOAbL3YETCA NpaBubHbIN IP-agpec.

e [1o ymonyaHuio ncnonb3lyetcsa IP-agpec 192.168.1.1.
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e Ecnu IP-agpec 6bin1 U3MEHEH, NCNONb3ynTe HOBbIN IP-agpec.

e Ecnu IP-agpec 6b11 n3MeHeH, HO HEBO3MOXHO Yy3HaTb, HA KakoW MMeHHO, obpaTuTech K
pekomMeHaaumam pasgena 3abbiT IP-agpec koMMmyTaTopa.

MpoBepbTe NOAK/OYEHUS K YCTPOMUCTBY M ybeamTecb, YTO NOKasaHMSA MHAMKATOPOB COOTBETCTBYIOT
HopMarnbHbIM. CM. pa3a. 3.3 Ha cTp. 31.

Y6epuTtech, 4TO B 6pay3epe He BktoUeHa 610KMpPOBKa BCMJIbIBAKOLWMX OKOH M BKIOUEHbI JavaScripts
n Java.

Y6eanTech, YTO KOMMNbIOTEP HAXOAUTCA B TOM Xe MoACeTH, YTo n komMmyTaTop. (Ecnu TouHo
W3BECTHO, YTO MOAK/IOYEHNE KOMMbIOTEPA K KOMMYTaTOpPYy OCYLLECTBASETCSA Yepes MapLupyTmMsaTop,
MponycTMTe AaHHbIM wWwar).

BbinonHmnte cb6poc yCTpoOMCTBa K 3aBOACKUM HACTpPOMKaM MO YMOSTHYaHUIO M NMONbITanTecb NONYyYnUTb
OOCTYyNn K KOMMyTaTopy C ucnosib3osaHmneM IP-agpeca no ymondanuto. CM. pasa. 4.6 Ha cTp. 40.

Ecnn npobnema coxpaHseTcsl, o6paTuTech K NOCTaBLUMKY WM NOMbITalkTeCb BOCMOAb30BaTbCA O4HOM
M3 AOMNOJIHUTESNbHbIX peKOMeHAauMin.

AononHuTenbHble peKoMeHaauum
e [lonpobyiiTe NOAYy4YNTb AOCTYN K KOMMYTAToOpy C UCMOJSIb30BaHUEM APYron cnyx6bl, HanpuMep,

Telnet. B cnyyae ycnewHoro AocTyna K KOMMyTaTopy NpOBEPbTE HACTPONKM yAaNeHHOro
ynpasneHus, YTobbl BbIACHUTb, MOUYEMY KOMMYTaTOP HE OTBEYAET Ha NOAK/IOUEeHUs yepes HTTP.

DKpaH

Login nosiBnsieTcsl, HO BbIMOJIHUTbL BXO/Z Ha KOMMYTaTop He yaaeTcs.

Y6epuTtecb, YTO MMS MOAb30BaTENSA M Maposib BBOASATCA NpaBuibHO. MIMa nonb3oBaTens no
yMon4yaHuio — admin, a COOTBETCTBYHOLWNIA €My Napo/b No yMonyaHuio — 1234, [laHHble 3Ha4YeHus
YYBCTBUTEJIbHbI K PErNCTPY, NO3TOMY ybeauTtech, uto [Caps Lock] He BK/IOYEH.

B0O3MOXHO, NpeBbIWEHO 4ONYCTUMOE KOIMYECTBO OAHOBpPEMEHHbIX ceccuin Telnet. 3aBepwute
apyrme ceccum Telnet u nonpobyliTe NOAKIKOUYNTLCS eLle pas.

Y6eantecb, uto aoctyn yYepes HTTP nnu Telnet paspeweH. Ecnu 6610 ckoHdurypmposaH IP-agpec
3alMLLEeHHOro KnmeHTa, To IP-agpec koMnbloTepa AOXEH coBnagaTb € HUM. bonee noapobHyo
MHMOPMaLMIO MOXHO HANTU B raBe O KOHTPoJie AOCTyna.

OTcoeanHNTE N BHOBb npucoeanHnTe WHYp NUTaHnga K KOMMyTaTopy.

Ecnn 370 He noMoraeT, MOXHO CHpOCUTb YCTPOMCTBO K 3aBOACKUM HACTpoOMKaM no ymosdaHuto. CMm.
pa3a. 4.6 Ha cTp. 40.

BcnnbiBatowme okHa, JavaScript n paspeweHusa Java

[na ncnonb3oBaHus Web-KoHpUrypaTopa Hy)XHO pa3peLlnThb:

e BcnibiBalowme okHa bpay3epa Ha YCTpPOMCTBE.
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e JavaScript (N0 yMONYaHUIO BKJIOYEH).

e PaspeweHus Java (Mo yMoSYaHUIO BKJIHOYEHbI).

51 He BMXY HEKOTOpble U3 MeHIo HUXHero yposHsa Advanced Application B HuXHel yacTu
HaBUrauMoOHHOM NaHenu.

PekomeHaoBaHHOE pa3pelleHne skpaHa — 1024 Ha 768 nukcenen. OTperynnpymnTe paspeleHune
3KpaHa Ha KOMNbIOTEpE, YTO MO3BOJUT YBUAETb OCTasibHble MEHIO HUXHero yposHs Advanced
Application B HMXHeN YacTM HaBUraLUVMOHHOW MaHenun.

K KOMMyTaTopy OCYLEeCTBASETCA HECAHKLMOHMPOBaHHbIN A0CTYnN no npotokonam telnet, HTTP
n SSH.

HaxmunTte kHonky Display B none System Log Ha skpaHe Management > Diagnostic, uto6ebl
BbISIBUTb MOMbITKW HECaHKLMOHMPOBAHHOIO AOCTYNa K KOMMyTaTopy. YTo6bl MCKNOUNTD
BO3MOXHOCTb HECAHKLMOHMPOBAHHOIO AOCTyNa, HacTponTe napameTpbl 6€30MacHOro KJANeHTCKOro
AocTyna Ha akpaHe Management > Access Control > Remote Management gs15 npoTtokonos
telnet, HTTP 1 SSH (cM. pa3a. 38.6 Ha cTp. 346). KoMnbloTepbl, HE NpUHaANexalune K Yncny
6e30nacHbIX KIIMEHTOB, HE CMOTYT MOJIYUYUTb AOCTYMN K KOMMyTaTopy.

47.3 HacTtpomnkum kKommyTtaTtopa

Mocne nepesarpy3sku KOMMyTaTopa nponanu HacTpoOMKN KOHbUrypaumu.

0O6s53aTenbHO COXpaHANTe KOHMUrypauuo B NOCTOSAHHOM
namMaTv KOMMyTaTopa Kaxabllii pa3, korga BHOCUMTE Kakune-nnbo , ® Status B Logout B Help
M3MeHeHus. Haxxmmte Save B npaBoM BepxHeM yrny Web-
KOHdUrypaTtopa, 4tobbl COXpaHUTb KOH(pUIypaumio Ha NOCTOSAHHOWM ocHoBe. bonee nogpobHyto
MH@OPpMaLMIO 0 TOM, KaK COXPaHUTb KOHMUrypaunto, MOXXHO HaTu B pa3a. 37.5 Ha cTp. 332.

PykosogcTso none3osatens Ansa cepun GS3700 n XGS3700

389



A

YacTto ucnomnb3lyemble CryXObl

B npuBeaeHHon HMxe Tabnuue nepeyuncneHd pag Hambonee 4acTo UCMOMb3yeMbIX CNyX6, €
yKa3aHWeM COOTBETCTBYHOLMX NPOTOKOIOB U1 HOMEPOB NOPTOB. [M0HbIA NepevyeHb HOMEPOB MOPTOB,
kogos/Tunos ICMP u cny»6 MoXHO HaiTn Ha cante IANA (YNOJHOMOYEHHOW OpraHu3auum no
pacnpeaeneHuto Hymepauuu B cet UHTepHeT).

e HanMmeHoBaHue: KpaTkoe onuncaTtenbHoe UMa Ccryx6bl. MOXHO MCNOMb30BaTb 3TO MMS UK
co3AaTh ApYroe, Npu XenaHuu.

e Mporokon: Tun IP-npoTokona, ncnonb3dyemoro cnyx6oii. Ecnm B aTom ctonbue ykasaHo TCP/
UDP, naHHoM cnyx60i MCnonb3yoTcs OANMHaKoBble HoMepa NopToB kak ang TCP, Tak u ansa UDP.
Ecnn B 3TOM cTtonbue ykazaHo OMPEAENAETCAHA NMOJIb3OBATEJIEM, B cTton6ue MopTt(bi)
yKa3blBaeTcsa HoMep npoTokona IP, a He HoMep nopTa.

e MopTbi(bl): 3HayeHWe B JaHHOM CToNbLe 3aBUCUT OT 3HavyeHust B ctonbue MpoTtokon. Bonee
noapo6bHyto nHbopMaunto 0 HoMepax NopToB MOXHO HanTu B RFC 1700.

e Ecnu B ctonbue Mpotokon ykaszaHo TCP, UDP nnan TCP/UDP, B faHHoM cTonbue
yKasbiBaeTca HoMmep nopta IP.

e Ecnu B cton6bue Mpotokon ctont ONPEAENAETCAH NOJIb3OBATEJIEM, B naHHoM cTtonbue
yKa3sblBaeTcs HoMep npoTtokona IP.

e OnucaHume: KpaTkoe onncaHue NpuioXeHuin, KoTopble NCMOb3YIOT cnyxby, nnn cutyauui, B
KOTOpbIX UCNONb3yeTcs cnyxba.

Ta6nuua 176 YacTo ucnonb3lyemble Cnyxobbl

HAMMEHOBAHUE |MPOTOKON NMOPT(bl) |OMUCAHUE
AH (IPSEC_TUNNEL) | OnpeaensieTcs 51 [aHHas cnyxba ncnonb3yeTcs NpoOTOKOSIOM
nosnb3oBaTenem TyHHenunpoBaHusa IPSEC AH (3aronosok
ayTeHTUdMKaLumm).
AIM/New-ICQ TCP 5190 Cnyx6a UHTepHeT-coobweHunii AOL. Takxe
Mcnosb3yeTcsa Kak nopT npocnywusanms ICQ.
AUTH TCP 113 MpoTokon ayTeHTUdMKaLMN, UCNOSb3YyEMbI
HEKOTOpbIMU CEpBEPaMMU.
BGP TCP 179 MpOoTOKON MNOrpaHNYHOM MapLpyTU3aumu.
BOOTP_CLIENT UDP 68 Knunent DHCP.
BOOTP_SERVER uUbP 67 Cepsep DHCP.
CU-SEEME TCP 7648 MonynapHoe pelweHwe Ans BuaeokoHdepeHuunii ot
White Pines Software.
uUbP 24032
DNS TCP/UDP 53 CepBep AOMEHHbIX UMEH, cnyxba, onpeaenstowias
COOTBETCTBUE MeXAy MMeHaMu B IHTepHeTe (Taknmm
Kak www.zyxel.com) n IP-agpecamw.
ESP OnpepenseTtcsa 50 [aHHas cnyxba ncnonb3yeTcss NpOTOKOSIOM
(IPSEC_TUNNEL) rnosib3oBaresniemM TyHHenunposaHusa IPSEC ESP (Encapsulation Security

Protocol).
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MpunoxeHne A YacTo ncnonb3yemble cryxobl

Ta6nuua 176 Yacto ucnonbayemble cnyx6bbl (NpoaokeHme)

HAMMEHOBAHUE |MPOTOKON MOPT(bl) | OMUCAHUE

FINGER TCP 79 Finger — komaHga B8 UNIX unn B UHTepHeTe,
ncnonb3yemas Ansa nomcka 3apermcTpupoBaHHbIX B
cucTeMe nosnb3oBaTenen.

FTP TCP 20 MporpamMma nepegauun dannos, nporpamMma,
obecneuunBatowasn 6bICTpyto Nepefayy ¢annos, B

Tcp 21 ToM uuncne daiinoB 60/bWLOro pasmMmepa, KOTopble He
BCerAa BO3MOXHO nepeaaTtb MO 3/IEKTPOHHOM nouTe.

H.323 TCP 1720 [aHHbI NPOTOKO/ UCMONb3yeTCcs NporpamMMon
NetMeeting.

HTTP TCP 80 MpoTokon nepenayun runeprTekcra — NpoOToKo
KnueHT/cepBep ans cetn World Wide Web.

HTTPS TCP 443 HTTPS - 3awmnweHHble ceccum http, yacto
MCMOJIb3yeMble B 3/IEKTPOHHOM KOMMepLUMK.

ICMP OnpepensaeTcs 1 Me>xxceTeBor NPOTOKO/ KOHTPOJIbHbIX COOBLWEeHnI

nonb3oBaTenem 4YacTO UCMNOMb3yeTCa ANSA ANArHOCTUKU Un
MapLwpyTusaumun.
ICQ UDP 4000 MonynsipHas nporpamMma ansa UHTepHeT-4aTa.
IGMP (MULTICAST) |Onpegensietcs 2 MexceTeBoi NPOTOKON yNpaBAeHUs rpynnamm
rnonb3oBarenem MHOroaZpecHOM paccCblsikv UCMOsb3yeTcs npu
OTrpaBKe NnakeToB onpeAesieHHON rpynmne XoCToB.

IKE UDP 500 Anroputm obMeHa knto4Yamum B NMHTepHeTe
MCNonb3yeTcs AN PacnpoCTPaHEHUS KIOYen 1
yrnpasneHus Kan4amu.

IRC TCP/UDP 6667 Ewe oaHa nonynsipHasa nporpamma MiHTepHeT-yaTa.

MSN Messenger TCP 1863 [aHHbIN NPOTOKON Ucnonb3yeTcs cnyxbomn
coobuweHunii Microsoft Networks.

NEW-ICQ TCP 5190 lMporpamMmma NHTepHeT-4vaTa.

NEWS TCP 144 MpOTOKON HOBOCTHbLIX Fpynmn.

NFS UDP 2049 CeteBas ¢arinosas cuctema NFS - pacnpeaeneHHas
dannoBas cnyxba knneHT/cepsep,
obecneuunBatowasn npospayHbii A4OCTYN K
COBMECTHOMY MCMO/1b30BaHWIO (ainioB B CeTH.

NNTP TCP 119 CeTeBOM NPOTOKON Nepeaayn HOBOCTEWN
npeacraenseT cobo MexaHM3M AOCTaBKu AN
cnyx6bl HoBocTen USENET.

PING OnpepenseTtcs 1 Packet INternet Groper - NnpoToKo/1, pacchinatwoLum

nosb3oBaTesieM 3Xx0-3anpockl ICMP ans npoBepkn AOCTYMHOCTH
yAaneHHoro xocra.

POP3 TCP 110 MouToBbIi NnpoTokon Post Office Protocol Bepcun 3
No3BONSET KIIMEHTCKMM KOMMbIOTEPAM Nosy4vaTtb
3/1eKTPOHHY0 NoYTy € cepBepa POP3 ¢
MCMNOSIb30BaHMEM BpeMeHHOro nogknoyenus (TCP/IP
WAN Apyroro).

PPTP TCP 1723 MpOTOKON TYHHENMPOBAHUS «TOUYKA-TOUKa»
obecrneunBaeT 3alULLEHHYIO Nepejayy AaHHbIX
yepes 06Len0CTyMNHble ceTU. DTOT NopT
MUCNOMb3yeTCs ANS YNpaBAsooLWero KaHan.

PPTP_TUNNEL (GRE) | Onpepensetcs 47 MpoTokon TyHHeNMpoBaHUsS «To4ka-Toyka» PPTP

rnonb3oBarenem obecneunBaeT 3alULLEHHYI0 Nepefayy AaHHbIX

yepes 06LlWef0CTyMHbIe CETU. DTOT NOPT
MCMOMb3yeTcs AN KaHana nepeaaun AaHHbIX.
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MpunoxeHne A YacTo ucnonb3yemble cnyxobi

Ta6nuua 176 Yacto ucnonbayemble cnyx6bbl (MpoaoKeHme)

HAUMEHOBAHUE

NPOTOKON

MOPT(bl)

OMNCAHME

RCMD

TCP

512

Cnyx6a yaaneHHbIX KOMaHa.

REAL_AUDIO

TCP

7070

Cnyx6a noTokoBoM nepepayn ayamo obecneumsaer
TpaHcnauuio 3Byka yepes VIHTepHET B peasibHOM
BpPEMEHMU.

REXEC

TCP

514

Mpouecc (daemon) yaaneHHOro UCNOMHEHUS.

RLOGIN

TCP

513

YpaneHHblli BXo4 B CUCTEMY.

RTELNET

TCP

107

YnaneHHbiii Telnet.

RTSP

TCP/UDP

554

MpoTOKON NOTOKOBOW NepeAayvn peasibHOro BpeEMeHU
(ynpasnenus cpepon nepenayun) RTSP
obecneunBaeT yaaneHHoOe ynpasieHne noToKamm
MynbTUMeamna B MHTepHeTe.

SFTP

TCP

115

MpocTol NpoToKoN nepeaayn dannos.

SMTP

TCP

25

MpoCTOlM NPOTOKON NEPEChIIKN NOYThl NpeacTaBnseT
cobon ctaHaapT obMeHa coobleHnsaMm Yepes
NHTepHeT. SMTP no3BonsieT nepeaaBaTbh COO6LLEHUS
C OAHOro cepBepa 3/1eKTPOHHOM MoYThl Ha APYroMn.

SNMP

TCP/UDP

161

MpOCTOM NPOTOKO/ CETEBOMO YNpaBfieHUs.

SNMP-TRAPS

TCP/UDP

162

«J10BYLWKW>», ncnosibdyemble B NpoTtokose SNMP
(RFC:1215).

SQL-NET

TCP

1521

SA3bIK CTPYKTYPUPOBaAHHbIX 3anpocos SQL -
MHTepdenc A0CTyNna K AaHHbIM B pa3/inYHbIX
cuctemax 6as gaHHbIX, B TOM YMCle Ha
MelHdpenMax, cucteMax cpegHero yposHs, UNIX-
cUcTeMax M CeTeBbIX cepBepax.

SSH

TCP/UDP

22

MporpaMMa yaaneHHoro BXxo4a B CUCTEMY Yepes
3alUMLEHHYIO 060/104KY.

STRM WORKS

ubP

1558

MpoTtokon Stream Works.

SYSLOG

ubP

514

Syslog obecneunBaeT nepeaayvy CUCTEMHbIX
KOHTPOJIbHbIX XYypHanosB Ha cepsep UNIX.

TACACS

ubP

49

MpoTokon BXoAa B CUCTEMY, UCMOSIb3YEMbIV AN
cuctem TACACS (Terminal Access Controller Access
Control System).

TELNET

TCP

23

Telnet — NnpoTokon BxoAa B CUCTEMY W 3MYNISILINK
TepMuHana, 4acto Ucnosb3lyemblii B IHTepHeTe 1
UNIX-cucrtemax. PaboTtaet B ceTsix TCP/IP. OcHOBHOE
Ha3HayeHue AaHHOro NpoToKoNa — yAaneHHbIA BXoA,
rnosib3oBaTesielt Ha XOCT-CUCTEMBI.

TFTP

ubP

69

TpuBHanbHbIM NPOTOKON Nepegayn danios -
cxoAHbIv ¢ FTP npoTokon nepegayn ¢annos B
NHTepHeTe, oTinyaeTca oT FTP ncnonb3oBaHnem
npotokona UDP (User Datagram Protocol) BmMecTo
TCP (Transmission Control Protocol).

VDOLIVE

TCP

7000

Elwe oaHO pelweHne aAns BuaeokoHbepeHuUunii.
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O630p

IPv6

IPv6 (Bepcusa 6 npotokona IP, Internet Protocol) 6bina paspaboTaHa C Uenblo yBenmyeHus pasmepa
n dyHKUmnoHanbHocTn IP-agpecos. YeenmueHune pasmepa agpeca IPv6 no 128 6utos (N0 cpaBHEHUIO
C 32-6buTHbIMK agpecamn IPv4) no3BonseT yBenmunTb KOIMYeCcTBO A0CTYNHbIX IP-agpecos Ao 3,4 X
1038,

Appecauus IPv6

128-pa3psaHbln aapec IPv6 3anncbiBaeTcs B BUAE BOCbMU 16-6UTHbIX WWECTHaALATEPUUHbLIX 610KOB,
pasfeneHHbIX ABoeToumem (:). BoT npumep agpeca IPv6:
2001:0db8:1a2b:0015:0000:0000:1a2£:0000.

Appeca IPv6 MOXHO cokpalwaTb ABYMs cnocobamu:

e Beaywiune Hynu B 670Kax MOXHO onyckaTb. Hanpumep, aapec
2001:0db8:1a2b:0015:0000:0000:122f:0000 MOXHO 3anucaTb B BUAE
2001:db8:1a2b:15:0:0:1a2f:0.

e Jlioboe yuncno nocnenoBaTesibHbIX 6J'IOKOB, CoCToAWMNX "3 Hyne17|, MOXHO 3aMeHUTb ABOVIHbIM
ABOETOYMEM. ,D,BOVIHOG ABOETOYMNE MOXXHO NCNOSIb30BaTb Npu HanMCaHMM agpeca IPv6 TONbKO
OAUH pas3. COOTBETCTBEHHO, agpec 2001:0db8:0000:0000:1a2£:0000:0000:0015 MOXHO
3anmcaTtb Kak 2001 :0db8::1a2f:0000:0000:0015, 2001:0db8:0000:0000:1a2f::0015,
2001:db8::1a2f:0:0:15 mnn 2001:db8:0:0:1a2f::15.

MNMpedukc n ero anuHa

Mo aHanoruu c mackon noacetu ansa IPv4 npotokon IPv6 ncnonb3yeTt aapecHbii Nnpedukc ans
yKasaHus Ha agpec cetu. OnnHa npedukc IPv6 roBopuT 0 TOM, CKOMbKO Hanbosee 3Ha4MMbiX 6GUTOB
aZpeca, ecm OTCUYMTbIBaTb C/ieBa, COCTaBASAT agpec ceTu. [AnmHa npedukca 3anmcbiBaeTcs B
dopmaTte «/x>», rae x — 3To uncnio. Hanpumep,

sammck 2001:db8:1a2b:15::1a2f:0/32

O3HayaeT, 4YTo nepsble 32 6uTa (2001 :db8) ABNAOTCA aApPECOM MOACETW.

Appec Link-local

Appec link-local yHMKanbHbIM 06pa3oM NaeHTUOUNLNPYET YCTPOMCTBO B NIOKanbHOM ceTu. OH
aHanorunyeH «4yactHomy IP-agpecy» npotokona IPv4. OauH u TOT Xe agpec link-local MmoxeT 6bITb
Ha3HayeH ABYM u bonee uHTepdelicam ogHoro ycrpoiicrea. OgHoHanpaBneHHbI agpec link-local
MMeeT npeponpeaeneHHoii npedukc fe80::/10. ®opMaT oaHOHanpaBneHHoro agpeca link-local
BbIrNSAUT crieaytowmnm obpasom.
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Mpunoxexwve B IPv6

Tabnuua 177 dopmaT ogHoHanpasneHHoro agpeca link-local

1111 1110 10 0 NaoeHTndukatop nHtepdelrica
10 6uTtoB 54 6uta 64 6uTa

MobGanbHbIN agpec

nobanbHbIM agpec yHMKanbHbIM 06pa3oM naeHTndunumpyeT yCTpoMCcTBo B ceTn MHTepHeT. OH
aHanorunyeH «BHewHeMy IP-agpecy» npotokona IPv4. MnobanbHbii OAHOHANpPaB/IeHHbIN agpec
HauyuHaeTcs ¢ 2 nnm 3.

Heyka3aHHbIV agpec

Heyka3saHHbii agpec (0:0:0:0:0:0:0:0 unu ::) ncnonb3yeTcs B Ka4ecTBe agpeca UCTOYHUKA B TOM
cnydyae, ecnun yCTpoMCTBO He nMeeT cobcTBeHHOro agpeca. OH aHanormdeH agpecy «0.0.0.0»
npoTtokona IPv4.

Appec ob6paTHOM neTnun

Appec obpaTtHoi netnm (0:0:0:0:0:0:0:1 nnm ::1) gaeT XOCTY BO3MOXHOCTb OTNPaBNATb NMaKeThl
camoMy cebe. DTOT TMN agpeca aHanormdeH agpecy «127.0.0.1» npoTtokona IPv4.

Appec ona MHOroagpecHom paccbifiku

Anpeca Ans MHOroagpecHom pacchbli/ikn NpoTokona IPv6 BbINOMHAOT Ty Xe (PYHKUMIO, YTO U
LnpoKoBeLaTenbHble agpeca npotokona IPv4. Mpotokon IPv6 He noaaepxuBaeT
LUINpOKOBeELaTebHble paccbikn. Agpec AN MHOroaAapecHOM pacchlsiK1 NO3BOMSET XOCTY pacchinaTtbh
nakeTbl BCEM XOCTaM, BXOASLNM B rpynny MHOroaapecHOM pacCbiiiku.

MacwTtab MHOroaapecHoOM pacchisiku NO3BONSET onpeaensaTb pa3Mep rpynnbl MHOroaapecHowm
paccbinku. Agpec Ans MHOroaZpecHoOm paccCbl/iku UMeeT npeaonpeaeneHHblii npedukc ff00::/8. B
Tabnunue HMXxXe NpMBEeAEHO ONMCaHME HEKOTOPbIX NpeaonpeaeneHHbIX aapecoB Ass MHOroaAapecHom
paccCbIfKK.

Tabnuua 178 T[peponpeneneHHble agpeca A/ MHOroaApecHOW pacCbUlku

éﬂgggﬂﬂﬂ MHOIrOAPECHOMU OMUCAHVE

FF01:0:0:0:0:0:0:1 Bce XOCTbl Ha NlOKanbHOM y3ne.

FF01:0:0:0:0:0:0:2 Bce MaplupyTu3aTopbl Ha JIOKanbHOM y3ne.
FF02:0:0:0:0:0:0:1 Bce XOCTbl Ha NIOKanbHO MOAKKYEHHOM COEANHEHUN.
FF02:0:0:0:0:0:0:2 Bce mMaplpyTnsaTopbl Ha 10KaibHO MNOAKIIOYEHHOM COeANHEHUMN.
FF05:0:0:0:0:0:0:2 Bce maplwpyTusaTtopbl Ha 10KasibHOW MoLWaAKe.
FF05:0:0:0:0:0:1:3 Bce DHCP-cepBepbl Ha loKanbHOM naowaske.
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Mpunoxexwne B IPv6

B Tabnnue Huxe npueeaeH CnUCOK 3ape3epBNpoBaHHbIX aapecoB Ans MHoroaADECHOVI paccCbliku,
KOTOpbl€ HENBb3A HAa3Ha4YUTb rpynne MHoroaapeCHoﬁ paccCbliKA.

Tabnuua 179 3ape3epBupoBaHHble agpeca AN MHOroaApecHOW pacChblsikn

AOPEC 0N MHOrOAOPECHOM
PACCBIJIKA
FF00:0:0:0:0:0:0:0
FF01:0:0:0:0:0:0:0
FF02:0:0:0:0:0:0:0
FF03:0:0:0:0:0:0:0
FF04:0:0:0:0:0:0:0
FF05:0:0:0:0:0:0:0
FF06:0:0:0:0:0:0:0
FF07:0:0:0:0:0:0:0
FF08:0:0:0:0:0:0:0
FF09:0:0:0:0:0:0:0
FFOA:0:0:0:0:0:0:0
FFOB:0:0:0:0:0:0:0
FF0C:0:0:0:0:0:0:0
FFOD:0:0:0:0:0:0:0
FFO0E:0:0:0:0:0:0:0
FFO0F:0:0:0:0:0:0:0

Macku noacetu

N agpec IPv6, n macka noacetn IPv6 cocTtosT n3 128-6UTHbIX UNdp, KOTOpble pa3buTbl Ha BOCEMb
16-6MTHbIX 610KOB M 3anuMcaHbl B WWECTHAALATEPUYHOM HoTauuun. LLlecTHaguaTepnyHasa HoTaums
Mcnonb3yeT veTbipe 6uTa noa kaxabii cumeon (1 ~ 10, A ~ F). 16 6utos kaxaoro 6noka 3atem
NpeacTaBNAOTCA B BUAE YeTblpeXx WecTHaauaTepmMyHbiX CUMBOIOB. Hanpumep,
FFFF:FFFF:FFFF:FFFF:FC00:0000:0000:0000.

UpenTncpukartop nHrepdenca

EUI-64

B npoTtokone IPv6 naeHtudmkaTop nHtepdenca — ato 64-6utHoe uncno. OH naeHtTMdnumnpyet
dunsnyeckmn nHtepodeic (Hanpumep, nopt Ethernet) nnu BupTyanbHbiii MHTEpdenc (Hanpumep, IP-
aapec ynpasnenus ans cetn VLAN). Kaxxabii MHTepdEeNC AOMKEH UMETb YHUKaAJIbHbIN
naeHTndukaTop.

PaclwunpeHHbI YHUKanbHbIn naeHtndukatop EUI-64 (Extended Unique Identifier), paspaboTaHHbIl
mHctutyToM IEEE (Institute of Electrical and Electronics Engineers), — aTo ¢popMaT naeHtndmnkaTopa
MHTepdelica, aganTMpoBaHHbIM Ana npotokona IPv6. Kak nokasaHo HUXe, OH aBnseTcs
npou3BoAHbIM OT 48-6utHoro (6-6antoBoro) MAC-agpeca Ethernet. EUI-64 BcTtaBnsier
wecTHaauaTepuyHble undpeol fffe mexxay Tpetbnm n yetsepTbiM 6anTamm MAC-agpeca v AOMOAHAET
ceabmon 6ut nepeoro 6arta MAC-agpeca. NpvMep NpUBOANTCS HUXE.

Ta6bnuua 180

MAC ‘ooH13|:|49 :12|:‘34 HSG‘
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Mpunoxexwve B IPv6

Ta6bnuua 181
EUI-64 ‘02 ‘413 ‘:‘49 4FF |:‘FE ‘: 12 |:|34 |:‘56 ‘

ABTOMaTny4ecKkasa HacTpomnka 6e3 coxpaHeHUsi COCTOAHUA

DHCPv6

OyHKLUMS aBTOMATUYECKOM HacTporkn 6e3 coxpaHeHus coctosaHus ansa IPv6 nossonsaer
aBTOMaTM4YEeCKN FreHepMpoBaTh YHUKabHble agpeca. B otnmumne ot DHCPv6 (Dynamic Host
Configuration Protocol Bepcun wecTb), KOTOPbIA UCNOMb3YETCS A/ aBTOMAaTUYECKOM HaCTPOMKM
IPv6 c coxpaHeHneM cocToaHusA, B AaHHOM cnyyae DHCP-cepBep He A0/MKEH XpaHUTb CBeAEHMS O
BNajesiblie U COCTOSAHMM aapecoB. Kaxaoe ycTpoicTeo IPv6 MoxeT creHepnpoBaTb COH6CTBEHHbIN,
YHUKanbHbIM IP-agpec aBToMaTM4eCKN, €Cn Ha AaHHOM UHTepdelice BkoUeHa nogaepxka IPv6.
MonHbin agpec IPv6 dhopMmnpyeTtca U3 npedukca n naeHtudmnkatopa nHtepdeica
(creHepupoBaHHOro Ha ocHoBe cobcTBeHHoro MAC-agpeca Ethernet, cm. MaeHTudwmkaTop
nHTepderica u EUI-64).

Ecnu Ha ycTpolicTBe BktoveHa noaaepxka IPv6, To ero nuHtepderic aBToMaTMYeCKU reHepupyeT
aapec link-local (HaunHatowmiica c npedukca fe80).

Ecnu aTOoT MHTEepdenc NOAK/IIOYEH K CETM C MapLpyTU3aTOPOM, @ HAaCTPOMNKN KOMMYTaTop
npeaycMaTpmuBaloT aBTOMaTM4YecKoe nosyyeHume ceteBoro npedukca IPv6 ana gaHHoro nHtepdeica
C MapLwpyTusaTopa, TO OH FreHepupyeT elle OAMH aapec, coyeTawmin B cebe naeHTndukaTop
MHTepdenca, nHdpopmaunto o rnobanbHoOM ceTn n nHpopMauno 0 NOACETU, MOJTYYEHHYHO OT
MapLupyTU3aTopas. 3To 6yAeT MapLpyTU3MpyeMblii, rnobanbHbli IP-aapec.

MpoTtokon DHCPv6 (Dynamic Host Configuration Protocol for IPv6, npoTokon AMHaMmnyeckomn
KOHpurypaumm xoctoB Ang IPv6, RFC 3315) - 3T0 KAMeHT-cepBepHbIA NPOTOKO, KOTOPbIN
no3sonseTr DHCP-cepBepy Ha3Ha4daTb M NnepeaaBaTb CeTeBble agpeca, npeduKcol n gpyrme
cBefeHus o kKoHdurypauum IPv6 DHCP-knueHTaM. Cepsepbl 1 kineHTbl DHCPv6 o6MeHuBatoTcs
coobuweHnamm DHCP ¢ ucnonb3osaHunem npotokona UDP.

Kaxabin DHCP-knneHT u DHCP-cepBep MMeeT yHUKanbHbln naeHtndukatop DHCP (DHCP Unique
IDentifier, DUID), KOTOpbI UCMOMb3yeTcsa AN naeHTudukaumm npm obmeHe coobuieHmamm DHCPvV6.
DUID reHepupyeTca Ha ocHoBe MAC-agpeca, BpeMeH, ngeHtndumkatopa, HasHa4eHHoro
NOCTaBLUMKOM, U/WUNM YACTHOro KOPNopaTUBHOrO HoOMepa NoCTaBLUMKA, 3apernMcTpMpoBaHHOro B
IANA. DUID He pomkeH MEHSATBLCS CO BPEMEHEM, Aa)ke Mocne nepesarpy3ku yCTPONCTBa.

Accoumauma nageHTudmukaTopon

Accoumaumsa naeHtndunkatopos (Identity Association, IA) — 3To KonneKkUns aapecoB, Ha3HAaYEHHbIX
DHCP-knneHTy, NnocpeaCcTBOM KOTOPOW CEPBEP U K/IMEHT MOrYT YNpPaB/sTb MPynrnon CBsi3aHHbIX IP-
agpecos. Kaxpasa accounaunsa IA gomkHa 6biTb accounmpoBaHa TOIbKO C OA4HUM UHTephEeNCcomM.
DHCP-knmneHT ncnonb3yeTt accoumaumto IA, Ha3Ha4YeHHYI AaHHOMY MHTepdency, Ans Nosy4vyeHus
HacTpoek ans gaHHoro nHtepdemnca c DHCP-cepsepa. Kaxaas accounaumsa IA BknwodaeT B cebs
YHUKanbHbIn naeHtudukatop IAID n cBa3aHHy € HUM MHdOpMauuto npotokona IP.

Twn IA - o710 TMN aapeca B IA. Kaxaasa accoumaumnsa IA xpaHuT agpeca ogHoro tuna. IA_NA
O3Ha4aeT accoumaunto naeHTUMOUKaTopoB AN NOCTOSHHbLIX agpecos, a IA_TA - accoumauuto
MAEHTNPUKATOPOB A5t BpeMeHHbIX aapecoB. Onumsa IA_NA cogepxut nonsa T1 1 T2, a onunsa IA_TA
- HeT. CepBep DHCPv6 ncnonbsyet nona T1 n T2 ans ynpaBneHust BpeMeHeM obpalleHns KIneHTa K

3. lpotokon IPv6 gonyckaet npuBs3Ky AByX 1 bonee agpecos K nobomy ceTeBoOMY UHTEPDENCY.
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cepBepy € uenbto 3abnaroBpeMeHHOro NpoaseHns CPoOKOB XMU3HU N06bIX aapecoB, BXOAALWMX B
accounaumio IA_NA. Mpu HacTynneHnn MoOMeHTa BpeMeHn T1 KNWeHT oTnpasnseT cepsepy (S1), oT
KOoTOoporo 6blM NonyYeHbl agpeca, cogepxatymeca B accoumaumm IA_NA, coobuweHne Renew. Ecnn
y>Xe HacTynun MOMeHT BpeMeHu T2, a cepBep He OTBEYaeT, TO K/IMEHT oTnpasnseT cooblieHne
Rebind ntobomy pgoctynHomy cepsepy (S2). B cnyyae accoumaumm IA_TA KIMEHT MOXeT NocblnaTb
coobuleHna Renew nnm Rebind no co6cTBEHHOMY YCMOTPEHMIO.

! T2

T1

AreHT petpaHcnauum DHCP

AreHT peTtpaHcnaumn DHCP HaxoauTcsa B ogHoM ceTn ¢ DHCP-knmMeHTamMn n noMoraeT nepecbinaTb
coobuweHuns mexay DHCP-cepsepoM n DHCP-knmMeHTamMn. ECnm KNMEHT He MOXET MCMOJIb30BaTb
cobcTBeHHbIN agpec link-local n xopoLwwo n3BecTHbIN aapec AN MHOroaApecHOM pPacCbku AN
noncka DHCP-cepBepa B cBoel CETU, TO EMY HYXeEH areHT peTpaHcnsauum DHCP gns oTnpaBku
coobueHns DHCP-cepBepy, HaxoaslWeMycsa B APYroi ceTu.

AreHT peTtpaHcnsaunm DHCP moxeT gobaBnsatb onumio yaaneHHoh naeHtudukaumm (remote-ID) un
onuuto naeHTudukaummn nHTepdeliica (interface-ID) B coobueHunsa Relay-Forward npoTtokona
DHCPv6. Onuunga remote-ID coaep>XUT CTPOKY, 3a4aHHY0 Nosib30BaTeneM, HanpuMep, UM CUCTEMbI.
Onuus interface-ID nepenaet cepeepy DHCPv6 cBeaeHns o HoMepe cnota, MHdopMaums o noptax 1
naeHTndukatop VLAN. Onunsa remote-ID (ecnun oHa ecTb) yaansieTcs us coobuweHuin Relay-Reply ao
MOMEHTa OTMNpaBKMW MaKeToB areHToM peTpaHcisauum knmeHtam. DHCP-cepsep konupyeT onuuto
interface-ID 13 coobweHuns Relay-Forward B coobuieHne Relay-Reply n otnpaBnser ero areHTty
peTpaHcnaunmn. 3HadeHue interface-ID He [O/MKHO MEHATBLCS Aaxke Nocie rnepesanycka areHTa
peTpaHCcnaunm.

HDenernpoBaHue npedcukca

ICMPv6

OyHKUMS aenernposaHuns npedurkca Nno3sonseT MapwpyTtusaTtopy IPv6 ncnonb3osatb npedukc IPv6
(ceTeBOn agpec), NOAYYEHHbIM OT NpoBaraepa ycnyr HTepHeT (Mnu arpermpyroLwero
MapLpyTusatopa), AN N0KasbHOW CeTU. YCTPOMCTBO KOMMYTaTOP MCMNOJb3yEeT NOMYUYEHHbIN
npedwukc IPv6 (Hanpumep, 2001:db2::/48) ansa reHepaumn cobcTBeHHoro IP-agpeca B loKanbHOM
ceTn. YCTPOMCTBO KOMMyTaTop nepeaaet nHdopmaumio o npedukce IPv6 xocTtam B NOKanbLHON CETU
nocpeacTBOM peryasipHOM MHOroaapeCcHOM pacCblyIKn aHOHCOB MapuwpyTtm3aTtopa (Router
Advertisements, RA). lMocne nonyyeHns ceeaeHui o npeduKkce XoCTbl MOryT UCMOb30BaTh €ro Ans
reHepaunmn cobcTBeHHbIX agpecos IPv6.

MpoTtokon ICMPv6 (Internet Control Message Protocol for IPv6 nnn ICMP for IPv6) onucaH B
nokymeHTe RFC 4443. [Ons ICMPv6 3HaueHune nonsa Next Header paBHo 58 - 3To oT/AinMyaeTcs oT
3Ha4yeHunsl, ncrnonblyemoro anga naeHtudmkauum ICMP for IPv4. ICMPV6 aBnsieTCcs HEOTbEM/IEMOWN
yactbto IPv6. ¥Y3nbl IPv6 ucnonb3ytoT ICMPV6 ana nHdopMupoBaHusa 06 owmnbkax, KoTopble
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BCTPETUANCL Npu 06paboTke NakeTos, U BbINOSHEHUS APYIUX ANArHOCTMYECKNX DYHKLUIA, Taknx,
KakK «ping».

Neighbor Discovery Protocol (NDP)

Kaw IPv6

MpoTtokon NDP (Neighbor Discovery Protocol, npoTokon obHapy>XeHuUs coceanen) — 3ToO NPOTOKO,
MCMoNb3yEeMbIN ANt 06HapyXeHns Apyrux yCcTponcTB IPv6 u oTcnexmBaHUsa Ux AOCAraeMocTu B
ceTun. YctpoiricTteo IPv6 ncnonbsyet cneaywwme tunel coobuwenun ICMPv6:

e 3anpoc pgoctynHbix coceaen (Neighbor solicitation): 3anpoc oT xocTa ¢ uenbto y3HaTb aapec
KaHanbHoro yposHsa (MAC-agpec) cocegHero yCTpoOMCTBa M onpeaennTb, OCTaeTCs Jin OHO
nocsiraembiM. CoceiHee YCTPOMCTBO CYUMTAETCA «A0CAraeMbIiM», eC/IM OHO OTBeYaeT Ha cooblleHmne
Tuna «3anpoc AOCTYMHbIX cocefen», NOCTyMNMBLLEE OT XOCTa, coobuieHneM Tna «OTBET cocena».

e OteeT coceaa (Neighbor advertisement): OTBeT OT y3/51a C LeNibio aHOHCa ero agpeca KaHalbHoro
YPOBHS.

e 3anpoc Ha AOCTYNHOCTb MapuwpyTtmsatopos (Router solicitation): 3anpoc ot xocTa ¢ uensko
nomcka MapLupyTmMsaTopa, KOTOpPbI MOXEeT BbICTyNaTb B KauecTBe MapLlipyTusaTtopa rno
YMONYaHUIO U NepecbliaTb NakeTbl.

e OtBeT MapuwpyTmsaTopa (Router advertisement): OTBeT Ha coobuieHne Tuna «3anpoc Ha
AOCTYMHOCTb MapLIpyTM3aTOPOB» UM NEePUOAMNYECKUI LWMPOKOBELLATe bHbIA @aHOHC OT
MapLpyTusaTtopa, MHHOPMUPYIOLLMA O ero NpUCyTCTBUM U COAEPXKALLUNI CBEAEHNSA O psae ero
napameTpoB.

XocT IPv6 06513aTe/IbHO AO/HKEH UMETh K3 COCEACKMX Y3/10B, K3LW Y3/10B Ha3HAa4YeHUs!, CMUCOK
npeduKCcoB 1 CNNUCOK MapLpyTU3aTOPOB MO YMONYaHUIO. YCTPOMCTBO KOMMYTATOp MOCTOSIHHO
obcnyxusaeTt n obHoBAsieT Kawn IPv6 Ha ocHoBe nHdbopMaumm, nosyyaeMomn B CoobLueHnsx-
oTBeTax. B cooTBeTCTBMKN C NPOTOKOSIOM IPV6 YyCTPOMCTBO KOMMYTaTOp aBTOMaTUYECKWN BbIMOSHSET
HacTpoWky agpeca link-local, a 3aTem oTnpaBnseT coobueHne Tuna «3anpoc AOCTYMHbIX coceaen»
AN MTPOBEPKU YHUKANbHOCTM agpeca. [Npn Hanmummn agpeca, KOTOpbIM HaA0 pa3pemnTb Unm
BepuduMUMpoBaTh, YCTPOMCTBO KOMMYTATOP TakXe oTnpasfsieT cooblieHne Tuna «3anpoc
OOCTYMHbIX coceaeri». Mpu nonydyeHun coobuieHmns Tuna «OTBET cocefa» YCTPOMWCTBO KOMMyTaTop
COXpaHsAEeT aapec KaHanbHOro YpOBHSA COCeAHEero yCTpoMCcTBa B Kalle coceaHunX y3nos. MNpu
Nnosy4yeHUM B OTBET Ha COOBLEeHMe TUNa «3anpoc Ha AOCTYMNHOCTb MapLUIpyTM3aTOpPOB» COObLLEHNS
Tnna «OTBET MapLlpyTM3aTopa» YCTPOMCTBO KOMMyTaTop A0b6aBnseT CBeAeHUs O MapLipyTM3aTope B
K3LW COCeAHUX Y3M0B, CMMUCOK NPedUKCOB 1 K3LW y3/10B Ha3HadeHus. Ecnv gaHHbIA MaplipyTmusaTop
MOXHO MCMOJIb30BaTb B Ka4eCTBE MapLlpyTusaTopa Mo yMOs4aHMo, TO YCTPOMCTBO KOMMYTaTop
CO3JaeT 3anucb B CMUCKE MapLUPyTM3aTOPOB MO YMOYaHUIO.

Ecnn ycTporcTBy KOMMyTaTop Heo6XoAMMO OTMpaBUTb NakeT, TO OHO BHayasne obpallaeTcs K Kawy
Yy3/10B Ha3HayeHuns, 4Tobbl onpeaenuTb cneayowmn nepexos. Ecnm cooTseTcTeyoLWen 3anmcun B
K3Le y3/10B Ha3HAYeHMs HET, YCTPOMCTBO KOMMYTaTop C NOMOLWbIO CNMcKa nNpeduKCcoB onpegenseT,
OOCTYMEH NN AaHHbIA aApec Ha3Ha4YeHUs, 1 MOXHO SN CBA3aTbCA C HUM Hanpsmyto, B 06xoa
MapupyTusatopa. B cnydae 4OCTynHOCTU 3TOT agpec BbibupaeTcs B KauecTse c/efyrowero
nepexoaa. B npoTMBHOM ciyyae yCTPONCTBO KOMMYyTaTOp BblbMpaeT cneayowmin nepexos U3 cnmcka
MapLUpyTM3aTOPOB MO YMOAYaHMIO Uan 13 Tabnuubl MapwpyTtusaummn. Ecnu IP-agpec cneayioulero
nepexoia M3BecTeH, YCTPONCTBO KOMMYTaTOP MLLET B K3LIE COCEAHUX Y3/10B COOTBETCTBYOLLNIA
aApec KaHaNbHOro ypoBHS M OTNpaBAsieT nakeT, Koraa COCeAHWUIN y3en CTaHOBUTCS AOCAraeMbiM.,
Ecnu yCcTpoNCTBO KOMMYTaTOP HE MOXET HaWTN HYXXHOM 3anucKu B K3LLE COCEeAHMUX Y3/10B, NN
COCeHWNI y3en HeaoCTyNeH, TO OHO HAaYMHAET NpoLecc paspelleHns agpeca. OTo noMoraeT
YMEeHbLWUTb Yncno IPv6-coobweHunin Tnna «3anpoc...» n «OTBET...».
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Mpumep — BknrovyeHne nogaepxku nporokona IPv6 B onepaumoHHbix cuctemax Windows
XP/2003/Vista

Mo ymonuaHuto onepaumoHHbie cuctembl Windows XP n Windows 2003 nogaep>kmBatoT NPOTOKON
IPv6. 2TOT npuMep nnncTpmpyeT Npouecc BKAKYEHUS nogaep)Xku npotokona IPv6 B
onepaumoHHbix cuctemax Windows XP/2003 ¢ noMoLbio KOMaHAbl ipvé install. Kpome TOro,
34eCb paccMaTpmBaeTcs NpMMEHeHMe KOMaHAbl ipconfig ANS MPOCMOTPa aBTOMaTUYECKMU
creHepupoBaHHbIX IP-agpecos.

C:\>ipv6 install
Installing...
Succeeded.

C:\>ipconfig

Windows IP Configuration

Ethernet adapter Local Area Connection:

Connection-specific DNS Suffix . :
IP Address. . . . . . . . . . . . :10.1.1.46

Subnet Mask . . . . . . . . . . . :255.255.255.0
IP AddresS. . « « « « « « « « o . : feB80::2d0:59ff:feb8:103c%4
Default Gateway . . . . . . . . . :10.1.1.254

MpoTtokon IPv6 ycTaHOB/EH M BK/IKOYEH MO YMOSYaHMIO B onepaunoHHon cucteme Windows Vista.

Bocnonb3yntecb KOMaHAOW ipconfig AN MPOCMOTPa aBTOMaTUYeCKM HasHa4YeHHoro agpeca IPv6.
Ons paHHOro nHTepdenca Ha KoMnbloTepe Ao/XeH oTobpaXaTbCa Kak MUHUMYM OAWH AOCTYMHbIN
agpec IPvé.

Mpumep — BknioueHne nogaepxku DHCPv6 B onepaunoHHoun cucteme Windows XP
Windows XP He nogaepxuBaet DHCPv6. Ecnu B ceTn ana HasHayvyeHusa IP-agpecoB ncnonb3yercs
npotokon DHCPv6, Heo6x0ANMMO yCTaHOBUTb KJIMEHTCKOe nporpammHoe obecnevyeHne DHCPv6 B
onepaumnoHHon cucteme Windows XP. (Mpumevanue: Ecnn ana HasHayeHnsa agpecos IPv6 B ceTn
MCMONb3YyTCH cTaTudeckme IP-agpeca nnm aHoHcbl MapwpyTtmnsatopos (Router Advertisement), aToT
pa3aen MOXHO NMponycTUThb).

B a3TOM npumepe B kavecTtse knmeHTa DHCPv6 ncnonb3ayetcsa Dibbler. YTo6bl BKNOUUTE KNMEHT
DHCPv6 Ha koMmnbloTepe:

1 YcraHoBuTe Ha koMmnbioTep Dibbler n Boibepute onumio «knneHT DHCPV6>.

2 [locne 3aBepleHunst yctaHoBkun BblibepuTte B meHto Start > All Programs > Dibbler-DHCPv6 >
Client Install as service.

3 Bbibepute Start > Control Panel > Administrative Tools > Services.

4 [IBaxpabl WeskHuTe Mbiwbto no ctpoke Dibbler — a DHCPv6 client.
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Ha 24
734 Services

File  Action  Yiew

Help

[mERE @m »

% Services (Local) . Sarvices (LOI:al)
Dibbler - a DHCPv6 client Name Descripkion Skatus Skartup Type Log On As N
%DCOM Server Process Launcher Provides la...  Started Automatic Lacal System
. liznt Managesn Starbed Aukomatic Local 5
Start the service ( #:Dibbler - 2 DHCPye dliant Dibbler - a ., Automatic Local System | )
Distributed Link Tracking Client Maintains fi..,  Starked Aukomatic Local System
%Distributed Transaction Coordinator  Coordinate... TManual Metwork.5...
Desaription: %DNS Clignt Resolves a,.,  Started Aukomatic Metwork 5.,
[ portable DHCPV6. %Error Reporting Service Allows erra..,  Starked Automat!c Lacal Syskem
33 : Ewvent Log Enables ev...  Started Automatic Lacal Syskem
This is DHCPvE C"ent’ VEfsion %Extensible Authentication Protocal... Provides wi... Manual Lacal System
0.7.2. %Fast User Switching Compatibility Provides m... Manual Local Syskem
%FLEXnet Licensing Service This servic.., Manual Lacal System [ea]
it 5 : ; ! ;
I \ Extended A Standard

5 Haxmute KHonky Start, 3atem kHonky OK.

Dibbler - a DHCPvé client Properties (Local Computer) 7 E

General | Log On | Recovery | Dependencies

Service name: DHCPvEClient
Display name: Dibbler - a DHCPvE client
Descriptior: Dibb_ler - a portable DHCPYE. This is DHCPYE client,

wversion 0.7.2.

Path to executable:
C:\Program Files\DHCPvEClient_dibblertdibbler-client exe service -d "C:APr

Startup type: Automatic v

Service statuz:  Stopped

“Y'ou can specify the start parameters that apply when pou start the service
fram here.

Start parameters:

(l (0] 8 ‘J)I Cancel I

6 Tenepb KOMMbIOTEP CMOXET NoslyyaTb agpec IPv6 ot cepsepa DHCPV6.

Mpumep — BknioueHne nogaepxku IPvé B onepaumnoHHon cucrteme Windows 7
Mo ymonuaHuto onepaumoHHasa cuctema Windows 7 noaaepxusaet IPv6. BkiroueHne noaaepxxkm
IPv6 Ha koMnbloTepe, paboTatowem noa ynpasneHnem Windows 7, aBToMaTUUYeCKUM BKIIHOYAET

nogaepxky DHCPv6.

YT10o6bl BKNIOUNTL Noaaepxky IPv6 B onepaunoHHon cucteme Windows 7:

1 Bbibepute B MeHio Control Panel > Network and Sharing Center > Local Area Connection.

2 YcraHosuTe nepekntoyatens Internet Protocol Version 6 (TCP/IPv6), 4To6bl BKNKOUYNTD
noaaepxky npotokona IPv6.
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3  Haxmute kHonky OK, 4yTo6bl COXpaHUTb U3MEHEHMS.

4 Local Area Connection Properties @

Metwaorling

Connect using:

LF  Broadcom MetXtrems Gigabit Ethemet

This connection uses the following tems:

o% Clignt for Microsoft Networks
.@QDS Packet Scheduler
File: and Printer Sharing for Microsoft Networks

B Intemet Protocol Version 6 (TCP/IPvE)

) —
W] i [mtemet Protocol Version £ [TCF/TPvd)

Description

TCP/IP version &. The latest version of the intemet protocol
that provides communication across diverse interconnected
networks.

@
[

N

([ oK ])[ Cancel ]

4 Haxmute kHonky Close, uTob6bl 3akpbIThb 3kpaH Local Area Connection Status.
5 Bbibepute B MeHto Start > All Programs > Accessories > Command Prompt.

6 Bocnonb3ylTtecb KOMaHAOM ipconfig AN NPOCMOTPa AMHaMuyeckoro agpeca IPv6. B aToM npumepe
nokasaH rnobanbHbeii agpec (2001:b021:2d::1000), nony4yeHHbIn oT DHCP-cepsepa.

C:\>ipconfig

Windows IP Configuration

Ethernet adapter Local Area Connection:

Connection-specific DNS Suffix

IPv6 Address. . . . . . . . . . . : 2001:p021:2d::1000
Link-local IPv6 Address . . . . . : fe80::25d8:dcab:c80a:5189%11
IPv4 Address. . . . « « « . . . . :172.16.100.061

Subnet Mask . . . . . . . . . . . :255.255.255.0

Default Gateway . . . . . . . . . : feB80::213:49ff:feaa:7125%11

172.16.100.254
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MpeaynpexpeHuda no
0e30nacHoOCTHU

D B uensx Balwei 6e30nacHOCTU BHMMAaTENbHO NpoYnTanTe 1 crneaynte BCeM
npeaynpexaeHusM 1 ykasaHusim.

* HE ucnonp3yiite naHHBII TPOIYKT BOIM3H BOABI, HAIPUMED, B CHIPOM IMOJBAJIE HIIH HETIONAIEKY
OT IUIaBaTeIbHOTO OacceifHa.

* HE nogsepraiite ycTpoiicTBO BO3AEHCTBUIO CHIPOCTH, IBLIN WA arPECCUBHBIX >KUIKOCTEH.

* HE knaaute HU4ero noBepx ycTpoucTBa.

* HE 3aHnMaiiTech yCTaHOBKOM, OOCITY’)KHBAaHHUEM U HE SKCIUTYaTUPYHTE YCTPOMCTBO BO BPEeMs
rpo3bl. CyIeCcTBYET OAaCHOCTh MOPAXKEHNS IIEKTPUUECKUM TOKOM B pe3yabTaTe yaapa MOJTHHU.

» K ycrpoticTBy paspemraercs noaximodars TOJIbKO mogxomsiie TOmOTHUTEIBHBIEC MOTYITH.

» HE otkpsiBaiiTe ycTpoHCTBO. B pe3ynbsrare BCKpHITHS WM CHATHS 3allUTHBIX KOKYXOB BBI
noJBepraeTe ceds OMacHOCTH MPUKOCHOBEHUS K OTOJIEHHBIM TOKOBEIYIITUM Y4acTKaM C OIacCHBIM
BBICOKHM HalpsbKEHHEM B UHBIM prckaM. OOCTyKUBaTh WK pa3doupaTh JaHHOE yCTPOHCTBO
paspemaercs TOJIbKO kpanmudummpoBaHHOMY CEpBUCHOMY TepcoHay. [ momyueHus
JOTOJTHUTENIbHON HH(POPMALIMH CBSDKUTECH C TOCTABLIMKOM.

* Ybemutech, uTo Kabeu MOJKITIOYEHBI K HY)KHBIM TIOPTaM.

* AKKYpaTHO pacrojioKUTe COCOUHUTENbHbIE Ka0eIH TaK, YTOObl HUKTO HE MOT HACTYIIUTh WIN
CIOTKHYTHCA O HUX.

* [lepen oOciayXKMBaHUEM WK pa300pKOi 0053aTEILHO OTCOSIUHUTE BCE KaOeIH OT YCTPOMCTBA.

* Hcnonesyiite ¢ ycrporictBoM TOJIBKO nonxondiuii agantep NUTaHUS WK MIHYP OUTaHUS.
[MoaxitouaiiTe ero K ICTOYHUKY MUTAHUS ¢ TpeOyeMbIM HOMHHAJIOM HanpspKeHUs (HampuMep,
110 B nepem. Toka B CeBepHoit Amepuke unu 230 B nepem. Toka B EBpore).

* Hcnone3yiite 1 ycrpoiictsa cunosblie nposoaa HAJIUJIEXKAIIEI'O ceuenus. [logkmrouaiite
YCTPOMCTBO K MICTOUYHUKY MUTAHUA C TIOAXOAALINM HapPsKEHUEM

» HE xnaaurte HU4ero Ha ajantep nuTaHus wiu wHyp nutanus 1 HE pacnonaraiite npoaykr B
TaKOM MECTE, I7ie KTO-HUOYyb MOXKET HACTYNIUTh HA aJanTep MUTAHMUS WIN IIHYDP MUTaHUS.

» HE ucnons3yiiTe ycTpoiicTBO, €ClU aJlanTep MUTAaHUS WU IIHYP HOBPEXICHBI, TaK KaK B 3TOM
CJIydae CyIIeCTBYET OMAaCHOCTh MOPAKEHUS IIEKTPUIECKUM TOKOM.

» Ecnu agantep NUTaHUS WM [IHYP MUTAaHUS NOBPEXKICHBI, OTCOSANHUTE UX OT YCTPOICTBA U OT
CETH MUTaHMUSL.

* HE neITaiitech OTpeMOHTHPOBATH aAaNTEP MUTAHUS WIH IIHYP NMUTaHUsA. OOpaTuTech K MECTHOMY
MTOCTABILUKY M 3aKa)KUTE HOBBIN.

» He ncnons3yiiTe yCTpOHCTBO BHE MOMEIEHHI; BCE COETUHEHNS TaKXKe JODKHBI IPOXOJUTh
BHYTpH nometeHuil. CymecTByeT OMacHOCTh MOPaKEHUS JEKTPUIECKUM TOKOM B Pe3ynbTare
yaapa MOJHHU.
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* Brumanwme: B cirydae ycTaHOBKH O6arapen HEMPaBHILHOTO THITA (HA MAaTePUHCKOHN TIj1are)
CYIIIECTBYET OMACHOCTh B3pbiBa. COONIONANTE yKa3aHUs M0 YTHIM3AIUN HCTIONb30BAHHBIX
Oarapeii. CraBaiiTe UCMONB30BaHHbBIC OaTaped B MyHKTHI YTHIIN3AIHH IICKTPUUECKUX U
ANIEKTPOHHBIX KOMITOHEHTOB. [lopoOHy0 HHPOPMAIIUIO 00 YTUIM3AIMH JaHHOTO H3IEIHI MOYKHO
MOJIy4YuTh B MCCTHOM MYHUIIUTIAJIUTETE, CJ'IY)K6e YTUIn3aluu GI)ITOBBIX OTXOJ0B WJIM B Mara3mHe,
T7Ie OHO OBLIO IPHOOPETEHO.

e HE 3acnonsiite BCHTUJIIMUOHHBIC OTBEPCTUSL YCTpOﬁCTBa, TaK KakK OI’paHH‘ieHHLIﬁ IIPUTOK
BO3ayXa MOXCT IMMOCIYKUTH HpH‘-IHHOﬁ TOBPCIKACHUA yCTpOfICTBa.

* VYcrpoiicTBa, MOAIEP KUBAOIIIHE IOy WIIH MTONTyUYeHHe MUTanus 1o BuToi mape (PoE), a taxke
MOJKJTFOUeHHbBIE K HUM Kabenu Ethernet momkHBI pacnonararbes MEIUKOM BHYTPH MIOMETIIEHH.

* JlnuHa 3aunIIeHHOro (OrOJICHHOTO) CHJIOBOI'O MPOBOJIA HE JOJDKHA TPEBBINIAT 7 MM.
* VYcTpolcTBa YKOMIUICKTOBAHHBIC CHIIOBBIM KaOeneM MUTAaHHUS UMEIOLIMM THE3/I0 3a3eMJIEHMS,
OTHOCATCA K K/laccy anekTpobesonacHocTh 1, 06A3aHbl 6bITb 3a3emneHbl.”

Jannoe m3nenve nouiexut yrunusanun. CoOronaiite Haanexarie TpeOOBaHHS M0 YTHITU3AINH.
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